FY 2024 Homeland Security Grant
Program Freguently Asked Questions

Release Date: Apr 16, 2024

Download a PDF Copy of this webpage.

General Program Questions

1. What is the purpose of the Fiscal Year (FY) 2024 Homeland Security Grant
Program?

The FY 2024 Homeland Security Grant Program (HSGP) is one of three grant
programs that support the U.S. Department of Homeland Security (DHS)/Federal
Emergency Management Agency’s (FEMA) focus on enhancing the ability of
state, local, tribal, and territorial governments, as well as nonprofit organizations,
to prevent, prepare for, protect against, and respond to acts of terrorism and other
extremist attacks. These grant programs are part of a comprehensive set of
measures authorized by Congress and implemented by DHS to help strengthen
the nation’s communities against potential terrorist attacks and other hazards.

2. What legislation authorized funding for the FY 2024 HSGP?

The program is authorized by Sections 2002 to 2004 of the Homeland Security Act
of 2002 (Pub. L. No. 107-296), codified as amended (6 U.S.C. §8 603-605) and
the Department of Homeland Security Appropriations Act, 2024 (Pub. L. No. 118-
47).

3. How much funding is available under the FY 2024 HSGP?

The total amount of funds distributed under the FY 2024 HSGP will be $1.008
billion.

4. What are the changes in the funding levels between FY 2023 and FY 2024?
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The FY 2024 funding levels for all three programs (State Homeland Security
Program (SHSP), Urban Area Security Initiative (UASI), and Operation
Stonegarden (OPSQG) is less than was allotted in FY 2023.

HSGP Program FY 2024 Allocation
SHSP $373.5 million
UASIthe $553.5 million
OPSG $81 million

Total $1,008,000,000

5. Where is the FY 2024 HSGP Notice of Funding Opportunity located?

The FY 2024 HSGP Notice of Funding Opportunity (NOFO) is located online at
www.fema.gov/grants.

6. Who is eligible to apply for FY 2024 HSGP funds?

The State Administrative Agency (SAA) is the only entity eligible to submit HSGP
applications to FEMA, including those applications submitted on behalf of UASI
and OPSG applicants. All 56 states and territories, which includes any state of the
United States, the District of Columbia, the Commonwealth of Puerto Rico, the
U.S. Virgin Islands, Guam, American Samoa, and the Commonwealth of the
Northern Mariana Islands, are eligible to apply for SHSP funds. Tribal
governments may not apply directly for HSGP funding. However, funding may be
available to tribes under SHSP and OPSG by applying through the SAA.

Eligible high-risk urban areas for the FY 2024 UASI Program are determined
through an analysis of the relative risk of terrorism faced by the 100 most
populous metropolitan statistical areas (MSAS) in the United States. Subawards
will be made by the SAA to the high-risk urban areas that are identified in the FY
2024 HSGP NOFO.
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In FY 2024, OPSG eligible subrecipients are local units of government at the
county level or equivalent level of government and federally recognized tribal
governments in states bordering Canada or Mexico and states and territories with
international water borders. All applicants must have active ongoing U.S. Border
Patrol (USBP) operations coordinated through a U.S. Customs and Border
Protection (CBP) sector office to be eligible for OPSG funding.

Under the FY 2024 OPSG Program, subrecipients that are eligible to apply for and
receive a sub-award directly from the SAA are divided into three tiers:

= Tier 1 entities are local units of government at the county level or equivalent
and federally recognized tribal governments in states physically bordering
Canada and Mexico, as well as states and territories with international water
borders.

= Tier 2 eligible subrecipients are those not located on the physical border or
international water border but are contiguous to a Tier 1 county.

= Tier 3 eligible subrecipients are those not located on the physical border or
international water border but are contiguous to a Tier 2 eligible subrecipient.
The tier structure is only applicable to eligibility. OPSG funding allocations are
based on the assessed border security risks as determined by the USBP.

7. What are the key dates associated with the FY 2024 HSGP?

= Application start date: 04/16/2024
= Application submission deadline: 06/24/2024 at 5 p.m. ET

8. What is the FY 2024 HSGP period of performance?
The period of performance is 36 months.
9. How will the FY 2024 HSGP funds be allocated?

The FY 2024 allocation process for SHSP, UASI, and OPSG will be as follows:
SHSP Allocations

FEMA will award SHSP funds based on risk as determined by FEMA's relative risk
methodology and statutory minimums pursuant to the Homeland Security Act of
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2002, as amended. Each state’s allocation is published in the FY 2024 HSGP
NOFO.

UASI Allocations

FEMA will award UASI funds based on risk as determined by FEMA's relative risk
methodology pursuant to the Homeland Security Act of 2002, as amended. Each
eligible urban area’s allocation is published in the FY 2024 HSGP NOFO.

OPSG Allocations

FEMA will award OPSG funds based on risk and the anticipated effectiveness of
the proposed use of grant funds. The FY 2024 OPSG risk assessment is designed
to identify the risk to border security and to assist with the distribution of funds for
the grant program. Entities eligible for funding are state, local, and tribal law
enforcement agencies that are located along the border of the United States. Final
award amounts will be based on FEMA's evaluation of the effectiveness of
proposed investments and projects.

For additional information, see Section B of the FY 2024 HSGP NOFO.

10. What other resources are available to address programmatic, technical,
and financial questions?

= For additional program-specific information, please contact FEMA Grants News
at (800) 368-6498 or fema-grants-news@fema.dhs.gov. FEMA Grants News
hours of operation are from 9 a.m. to 5 p.m. ET, Monday through Friday.

= For support regarding financial grant management and budgetary technical
assistance, applicants may contact the DHS/FEMA Award Administration Help
Desk via e-mail at ASK-GMD@fema.dhs.gov.

11. How do we ensure that we are receiving the latest information, updates,
and guidance from FEMA on the status of the preparedness grants?

All communications will be sent to our state and urban area partners via the fema-
grants-news@fema.dhs.gov and posted on Preparedness Grants | FEMA.gov. If
you are not receiving these e-mails, please Signup for FEMA Email Updates
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(govdelivery.com), and you will be added to the distribution list.

National Priority Area (NPA) Projects

12. What are the NPAs for the FY 2024 SHSP and UASI programs, and are
there minimum spend requirements?

There are six NPAs for FY 2024, consistent with the six NPAs in FY 2023. The
required overall minimum spend on the FY 2024 NPAs for the SHSP and UASI
programs also remains consistent with the FY 2023 requirement: 30% as a
percentage of the total SHSP and UASI allocation. However, the minimum spends
for the individual NPAs have changed for FY 2024. Only the Enhancing Election
Security NPA maintains a 3% minimum spend requirement. Each SHSP and UASI
applicant must dedicate 3% as a percentage of the total SHSP and UASI
allocation toward the Enhancing Election Security NPA. For the NPAs with no
minimum spend requirements, DHS strongly encourages recipients to make
investments in those areas. As noted above, only the Enhancing Election
Security NPA maintains a3% minimum spend requirement, but there is
flexibility on the remaining 27% required to meet the overall 30% minimum
spend requirement for the NPAs.

The six NPAs, along with the relevant minimum spend percentage, are:

1. Enhancing the protection of soft targets/crowded places — NEW no minimum
spend,;

2. Enhancing information and intelligence sharing and analysis —NEW no
minimum spend;

3. Combating domestic violent extremism — NEW no minimum spend;

4. Enhancing cybersecurity — no minimum spend;

5. Enhancing community preparedness and resilience — NEW no minimum
spend; and

6. Enhancing election security — 3% minimum spend.

For the NPA that has an associated minimum spend, all projects related to
meeting the minimum spend for that NPA must be included in the same
Investment Justification (1J). See Question #14 for more information.

13. What are examples of projects for each of the NPAs?
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Soft Targets/Crowded Places:

= Operational overtime

= Physical security enhancements

Closed-circuit television security cameras

Security screening equipment for people and baggage
= Lighting

= Access controls

= Fencing, gates, barriers, etc.

= Unmanned Aircraft Systems and detection technologies

Information and Intelligence Sharing:

= Fusion center operations

= Information sharing with all DHS components; fusion centers; other operational,
investigative, and analytic entities; and other federal law enforcement and
intelligence entities

= Cooperation with DHS officials and other entities designated by DHS in
intelligence, threat recognition, assessment, analysis, and mitigation

= |dentification, assessment, and reporting of threats of violence

= Intelligence analysis training and planning

= Coordinating the intake, triage, analysis, and reporting of tips/ leads and
suspicious activity, to include coordination with the Nationwide Suspicious
Activity Reporting (SAR) Initiative (NSI)

Domestic Violent Extremism:

= Open-source analysis of misinformation campaigns, targeted violence and
threats to life, including tips/leads, and online/social media-based threats

= Sharing and leveraging intelligence and information, including open-source
analysis

= Development, implementation, and execution of threat assessment and
management programs to identify, evaluate, and analyze indicators and
behaviors indicative of terrorism and targeted violence

= Training, awareness, and outreach programs to help identify and prevent
radicalization, and report potential instances of terrorism and targeted violence

Community Preparedness and Resilience:
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= Establish, train, and maintain Community Emergency Response Teams (CERT)
and Teen CERT, with a focus on historically underserved communities,
including procurement of appropriate tools, equipment and training aides:
= |Local delivery of CERT train-the-trainer and CERT Program Manager to

build local program training and maintenance capacity

= Provide continuity training, such as FEMA'’s Organizations Preparing for
Emergency Needs training, to faith-based organizations, local businesses, and
community-based organizations such as homeless shelters, food pantries,
nonprofit medical providers and senior care facilities to bolster their resilience

= Partner with local school districts to deliver the Student Tools for Emergency
Planning curriculum or other educational programming to guide students on
how to create emergency kits and family communications plans

= Partner with key stakeholders to assist with completing the Emergency
Financial First Aid Kit or a similar tool to bolster the disaster centric financial
resilience of individuals and households

= Execute You are the Help Until the Help Arrives workshops in concert with
community-based organizations to bolster individual preparedness

= Target youth preparedness using FEMA programming such as Prepare with
Pedro resources and Ready2Help

= Promote community planning, coordination, and integration of children’s needs
during emergencies through workshops like FEMA'’s Integrating the Needs of
Children

= Community Mapping: identify community resources and characteristics in order
to identify gaps in resources, identify hazards and vulnerabilities, and inform
action to promote resilience

= Provide training and awareness programs with key stakeholders (e.g., through
social media, community and civic organizations, etc.) to educate the public on
misinformation and disinformation campaigns to increase individual and
community resilience

= Support integrated and cross-jurisdictional preparedness planning that
considers how the community develops networks of information-sharing and
collaboration among community-based organizations and government
institutions to enable a quicker recovery from multiple threats, including terrorist
actions

Cybersecurity:

= Cybersecurity risk assessments
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= Migrating online services to the “.gov” internet domain

= Projects that address vulnerabilities identified in cybersecurity risk assessments

= Improving cybersecurity of critical infrastructure to meet minimum levels
identified by the Cybersecurity and Infrastructure Security Agency and the
National Institute of Standards and Technology Cybersecurity Framework
(Version 1.1)

= Adoption of cybersecurity performance goals (CISA's Cross-Sector
Cybersecurity Performance Goals)

= Cybersecurity training and planning

Election Security:

» Physical security planning support

Physical/site security measures — e.g., locks, shatter proof glass, alarms, etc.

General election security navigator support

Cyber navigator support

Cybersecurity risk assessments, training, and planning

Projects that address vulnerabilities identified in cybersecurity risk assessments

Iterative backups, encrypted backups, network segmentation, software to

monitor/scan, and endpoint protection

= Distributed Denial of Service protection

= Migrating online services to the “.gov” internet domain

= Online harassment and targeting prevention services

= Public awareness/preparedness campaigns discussing election security and
integrity measures

14. Are states, territories, and eligible urban areas required to submit 1Js for
each of the six NPAs for SHSP and UASI with their applications?

No. States, territories, and eligible urban areas must submit one I1J with at least
one project for the one required NPA with a minimum spend (Enhancing Election
Security) as part of their application. All projects related to meeting the minimum
spend for that NPA must be included in the same 1J. While encouraged, 1Js are
not required for the NPAs with no minimum spend requirements unless applicants
plan to propose projects addressing those NPAs to meet the overall 30%
minimum spend requirement for the NPAs.
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15. Can | submit project level details for the NPA IJs with my SHSP and
UASI application?

Yes. All projects submitted by the application deadline will undergo a federal
review to ensure the effectiveness of the proposed projects in addressing the
NPAs. The goal is to have the federal review for effectiveness completed in a
timely manner to minimize both the amount of funding on hold and length of time
for those holds related to the NPAs. If the federal effectiveness review determines
that one or more projects are not effective in addressing the NPAs, then funding
may be placed on hold for those projects, and FEMA will work with the recipient to
revise those projects until they are deemed effective, and the funding holds
removed.

16. If | do not submit complete SHSP and UASI project-level information with
my application on June 24, 2024, when is this information due?

Project-level information for the FY 2024 SHSP and UASI Programs for all
Investments must be submitted with the Biannual Strategy and Implementation
Report (BSIR) report due by January 30, 2025. However, any state or urban area
that elects to submit NPA project-level details at the time of the BSIR submittal
and not with their FY 2024 HSGP application will have funding related to the NPAs
placed on hold (up to 30% of the total SHSP and UASI award) until after the
effectiveness reviews have concluded in early 2024.

17. If one or more of my FY 2024 SHSP or UASI NPA projects is deemed
ineffective, will I lose funding?

Recipients and subrecipients will not be permitted to expend funding under the
NPA(s) until the effectiveness of the proposed projects has been reviewed and
confirmed by FEMA. Funding may be placed on hold if not enough projects to
meet the minimum spend required under the NPA(s) are deemed effective.

18. Will funding for the projects not included as part of the NPA IJs for SHSP
and UASI be available at the time of award?

Yes, funds for these projects will be available for use at the time of award.
However, as in past years, project-level information for these funds must be
provided with the first BSIR report, which is due on January 30, 2025. FEMA may
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place a hold on those funds at that time should any of the projects be deemed
ineffective during their review or for other reasons as authorized by the Homeland
Security Act of 2002, as amended, and 2 C.F.R. Part 200 as part of the standard
award process.

19. Should the NPA IJs include all related projects?

All projects related to meeting the minimum spend for those NPAs that require a
minimum spend must be included in the same 1J. Activities that support more than
one NPA may be included under only one NPA 1J but still count towards the 30%
minimum spend without having to be broken out into separate projects or activities
in more than one 1J. As a reminder, applicants are not required to submit project-
level detail at time of application, and instead can submit this detail as part of the
BSIR due January 30, 2025. However, any state or urban area that elects to
submit project-level detail with the BSIR may have all funding related to the
applicable NPA(s) placed on hold (up to 30% of the total SHSP and UASI award)
until after the effectiveness reviews have concluded.

Application Development and Submission

20. Is there a stand-alone fusion center 1J required in FY 20247

No, there is no requirement to provide a stand-alone fusion center 1J this year for
SHSP and UASI.

21. Should the additional effectiveness information that will be delineated in
Section E.2 of the NOFO be inputted by applicants under the Project
Description field in FEMA Grants Outcomes (FEMA GO)?

Yes. However, because project description fields in FEMA GO are limited to 4,000
characters, states and territories may submit narrative addenda that can be
uploaded to FEMA GO. There is a two-page limit per project and addenda should
meet the following criteria:

= Font: Arial or Times New Roman

= Font Size: 11 point (11 pt.) or larger

= Page Dimensions: Page dimensions must be 8.5" x 11" or smaller
= Margins: All margins (top, bottom, left and right) must be at least 1"
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= File Name: File names should be in the following format: State Urban Area |J
# National Priority_Project Title

22. Is it still arequirement that any state that retains a portion of an UASI
allocation (up to 20%) for projects that directly support the urban area
include an 1J for the state-retained funds?

Yes. The SAA must create an |J for state-retained funds as part of the applicable
UASI's IJ submission, except if the SAA proposes to use funding under one of the
six NPAs (Soft Targets/Crowded Places, Intelligence and Information Sharing,
Domestic Violent Extremism, Community Preparedness and Resilience,
Cybersecurity, and Election Security). Those projects are to be included in the
applicable NPA 1J, ensuring the project name includes the word “STATE” to
indicate the activity is a proposed state funded UASI project.

23. What is the set-aside requirement for Law Enforcement Terrorism
Prevention Activities (LETPA) under SHSP and UASI?

For FY 2024, the amount of funding that must support LETPA is 35%, which is the
same for FY 2023. Please refer to Section C.4.c of the FY 2024 HSGP NOFO.
Investments that support LETPAs can also support an NPA (e.g., an investment
can be counted as supporting both the Soft Targets/Crowded Places NPA and the
LETPA minimum allocation requirement, if applicable). The 35% LETPA allocation
can be from SHSP, UASI, or both, and may be met by funding projects in any
combination of the six NPAs identified above and any other investments.

24. In the past, FEMA required states and urban areas to submit one
consolidated Emergency Communications IJ. This IJ included all emergency
communications investments and described how such activities aligned
with their Statewide Communication Interoperability Plan. Will FEMA still
require states and urban areas to submit one Emergency Communications
IJ even if projects align with one of the six NPAs?

In FY 2024, states and urban areas are not required to submit one consolidated
Emergency Communications 1J. States and urban areas may still submit an
Emergency Communications IJ. However, Emergency Communications projects
that fall under one of the six NPAs (Soft Targets/Crowded Places, Intelligence and
Information Sharing, Domestic Violent Extremism, Community Preparedness and
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Resilience, Cybersecurity, and Election Security) should be included under the
applicable NPA’s 1J.

25. How will FY 2024 HSGP applications be submitted?

Applying for an award under the HSGP is a multi-step process. Applicants (SAAs
only) are encouraged to register early in the System for Award Management (
SAM.gov) and the FEMA Grants Outcomes (FEMA GO) system, as the
registration process can take four weeks or more to complete. Registration should
be done in sufficient time to ensure it does not impact your ability to meet required
submission deadlines. Please refer to Section D in the FY 2024 HSGP NOFO for
detailed information and instructions.

All application materials will be posted on Grants.gov. Eligible applicants should
submit their application through FEMA GO. For FEMA GO support, applicants
should contact FEMAGO @fema.dhs.gov or (877) 585-3242, Monday-Friday from
9 a.m. - 6 p.m. Eastern Time (ET).

Completed applications must be submitted in the FEMA GO system no later than
5 p.m. ET on June 24, 2024.

26. Who do | contact if | have questions?

For additional program-specific information, please contact FEMA Grants News at
(800) 368-6498 or fema-grants-news@fema.dhs.gov. FEMA Grants News hours
of operation are from 9 a.m. to 5 p.m. ET, Monday through Friday.

Application Reviews

27. Will all projects submitted at the time of application undergo an
effectiveness review, or will only those submitted under the six NPAs
receive this review?

Only those projects designated as making up the 30% required across all NPA
investments will undergo the enhanced effectiveness review and could be subject
to a hold for that purpose. However, as in past years, all applications are still
subject to the review process described in the NOFO and highlighted in the
remaining FAQs.
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28.Can FEMA provide additional details to help applicants better understand
how effectiveness will be determined for the NPA investments?

Section E.2.a of the FY 2024 HSGP NOFO outlines the effectiveness criteria that
will be used to assess the NPA 1Js. FEMA recommends including as much
supporting detail as possible to demonstrate how projects and IJs are addressing
the NPAs in an effective manner. Supporting details when drafting narratives
could include:

= How the project/investment descriptions support and align to the proposed
budget;

= How/why a project has a nexus to terrorism;

= How/why a project will influence/address the NPA,;

= How/why the projects/investments/priorities align and build upon each other for
an overall investment strategy that addresses the NPA,;

= Current and future partners and external entities (state and local units of
government, tribal, for-profit, nonprofit) and their geographic area/scope (local,
regional, state, federal) that will be engaged to address grant objectives and the
NPA;

= How you currently engage and collaborate with partners and any efforts to
improve and/or expand engagement in the future;

= How you measure and evaluate success, improvement, outcomes, impacts
(quantitatively and/or qualitatively);

= How you use capability gaps, standardized targets, and other results identified
in the Threat and Hazard Identification and Risk Assessment/Stakeholder
Preparedness Review process to measure and evaluate improvement; and

= How you maximize cost effectiveness of grant expenditures through oversight
processes and/or other strategies throughout the grant life cycle.

29. What are the administrative and eligibility criteria that FEMA will use to
verify compliance for all proposed investments that are not in the NPA [Js?

FEMA will evaluate all applications for completeness, adherence to programmatic
guidelines, and feasibility of the proposed investments. This review applies to all
projects, including those in the NPA 1Js. In addition, for SHSP and UASI projects,
FEMA's review will include verification that each project:
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= Has a demonstrated nexus to preventing, preparing for, protecting against and
responding to acts of terrorism;

= Aligns with at least one core capability identified in the National Preparedness
Goal;

= Demonstrates how investments support closing capability gaps or sustaining
capabilities identified in the THIRA/SPR process; and

= Supports a National Incident Management System-typed resource, and whether
those assets are deployable/shareable to support emergency or disaster
operations per existing Emergency Management Assistance Compact
agreements.

FEMA is also using the same administrative and eligibility review conducted in
past several funding cycles. FEMA is required by 31 U.S.C. 8§ 3354, as enacted by
the Payment Integrity Information Act of 2019, Pub. L. No. 116-117 (2020);41
U.S.C. § 2313; and 2 C.F.R. 8§ 200.206 to review information available through
any Office of Management and Budget-designated repositories of government-
wide eligibility qualification or financial integrity information. Application evaluation
criteria may include the following risk-based considerations of the applicant: (1)
financial stability; (2) quality of management systems and ability to meet
management standards; (3) history of performance in managing federal awards;
(4) reports and findings from audits; and (5) ability to effectively implement
statutory, regulatory, or other requirements.

30. Will projects be reviewed individually?

Yes, projects will be reviewed individually.

Award Administration

31. Are SAAs still required to pass through at least 80% of the funds
awarded under SHSP and UASI to local or tribal governments within 45
calendar days of receipt of the funds?

Yes. To meet this requirement, the SAA must issue sub-awards to local or tribal
governments in an amount that accounts for at least 80% of the SHSP or UASI
award, in a manner consistent with the FY 2024 HSGP NOFO. The SAA may

issue sub-awards for funding under one or more of the NPAs during the 45-day
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period and apply that funding to the 80% pass-through requirement. The SAA may
issue these sub-awards even if the effectiveness review has not been completed.
The subrecipient, however, will not be permitted to expend SHSP or UASI funding
under the NPAs until that effectiveness review has been completed and any funds
on hold are released by FEMA.

For example, if an SAA receives a $10 million SHSP award, it must pass through
at least $8 million to local or tribal governments within 45 days. If any of that $8
million is subject to the NPA effectiveness review, the SAA would issue applicable
subawards covering that portion, but the subrecipients could not expend that
funding that remains subject to the NPA effectiveness review until the review is
completed.

32. Once the effectiveness of a NPA 1J or project is reviewed and confirmed
and any funds on hold are released by FEMA, may the recipient or
subrecipient incur costs under that IJ or project dating back to the start of
the award’s period of performance, even if those costs were incurred prior
to the completion of the effectiveness review?

Technically, yes; however, recipients and subrecipients are cautioned that they
will only be reimbursed for NPA 1Js and projects that are deemed effective. If the
recipient or subrecipient incurs costs prior to completion of the effectiveness
review, it runs the risk that those costs will not be reimbursed with SHSP or UASI
funds if that project or portion of the project is deemed not effective. Once the
effectiveness of an 1J or project is confirmed by FEMA, recipients may charge
allowable costs to the SHSP or UASI award that are incurred at any point during
the award’s period of perfor
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