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INTRODUCTION

To support the building assessment process, this easy to use Risk Assessment
Database application is provided with FEMA 452, Risk Assessment: A How-10
Guide to Mitigate Potential Terrorist Attacks Against Buildings. The Risk Assess-
ment Database is a standalone application that is both a collection tool and

a management tool. Assessors can use the tool to assist in the systematic col-
lection, storage, and reporting of assessment data. It has functions, folders,
and displays to import and display threat matrices, digital photos, cost data,
emergency plans, and certain Geographic Information System (GIS) products
as part of the record of assessment. Managers can use the application to store,
search, and analyze data collected from multiple assessments.

The Risk Assessment Database is initially installed on a desktop computer at
an organization’s headquarters. This database, referred to in this User Guide
as the Manager Database, becomes the main access and storage point for
future assessment data. When an organization wants to conduct an assess-
ment of a site or series of sites, a database administrator uses the application
to produce a small temporary database, called the Assessor’s Database, on a
CD. Into this Assessor’s Database are placed references, site plans, GIS port-
folios, and other site-specific data that are known about the assessment site
or are developed during the pre-assessment phase. This Assessor’s Database
is given to the assessment team and is loaded on one or more of their assess-
ment computers (usually laptop computers). The Assessment Team then
conducts their assessment and records information in the Assessor’s Database.
At the end of the assessment, the Assessment Team combines their data into
one database and passes the files back to the database administrator. The ad-
ministrator then loads the data into the Manager’s Database for printing and
analysis.

After initially installing the application, access to that Risk Assessment
Database becomes restricted to only those designated users who have been as-
signed permission to access to the database by their administrator. Also, data
can be viewed by all authorized users of the database, but changes to the data
can only be made by those granted permission. All access permission ques-

tions should be directed to the database administrator of your organization.
The following are the hardware and software requirements for the Risk As-
sessment Database:

Pentium® 4 or equivalent processor

Windows XP
MS Access® 2002
256 MB of RAM recommended for all components
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BEFORE USING THE DATABASE: ACCESS TO THE MANAGER’S
VERSION OF THE RISK ASSESSMENT DATABASE

From your database administrator, the user should receive an application shortcut with the icon

2l

O The application shortcut should be copied to the desktop. When the user double clicks the
application shortcut, the user receives a logon screen

Legon ] %]

Name:

u [ 1
Fassword: Cancel |

The user should log on using the user name and password provided by the database

administrator.

O After logging on, the user will get the Main Menu.
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MAIN MENU

Main Menu

This progrom was developed dy and for FEMA and the Deyartment of Veterans . 5 P .
Aoirs, pursuont to o controct with the Netionod Festitute of Ruilding Sciences. ©National Jstitute of Building Sciences 2004

On startup, the Risk Assessment Database Main Menu displays two areas to
navigate within the program. Select the Assessments button to view the risk as-

sessment related information.

1. The Assessment button opens the List of Assessments form and all

functionality included.

2. The Vulnerability Assessment Checklist button opens the Assessment
Checklist Question Details form and all the functionality included.
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LIST OF ASSESSMENTS

Uit of Astasimants \ /

67891011213

1. Assessment Location field allows for manual entry of full or partial station

78

name for search.

2. Assessment Type field is a drop down menu to search for assessment type:
Tier 1, 2, or 3.

3. Search button performs search based on criteria entered into the fields
described above.

4. Clear (show all records) button will allow all sites to be seen again.
5. These buttons (Executive Summary, Vulnerabilities, Points of Contact,

Assessment Team, Photos, GIS Portfolio, and Miscellaneous Files) open the
Assessment Main Page.

6. The Assessment Checklist button opens the Assessment Checklist form.

7. The Critical Function button opens the Critical Functions Matrix form.

8. The Critical Infrastructure button opens the Critical Infrastructure Matrix
form.
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9. The Strategic Site Plan button opens the Strategic Site Plan in Microsoft Excel.

10. The Site Reports button opens the Site Assessments Report page.

11. The Other Reports button opens the Keyword Search Reports Menu.

12. The Help button opens a window telling the user to press F1 for help. By pressing F1, this User
Guide will open on your computer.

13. The Close button simply closes the List of Assessments page and returns to the Main Menu.

14. The black triangle indicates the record that is selected.
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ASSESSMENT MAIN PAGE

Executive Summary

Ho Tmage Availible

Record: M| ¢ [T 1 _r|m|refofr

o

This form allows the user to enter an Executive Summary for the assessment

site report.

1.

For the station selected in the List of Assessments form, this tab will show

the Executive Summary entered by the Assessment Team.

For the station selected in the List of Assessments form, this tab will
show the various Vulnerabilities for facilities at the designated site for that

particular assessment.

For the station selected in the List of Assessments form, this tab will show

the contact Information for the site points of contact (Points of Contact).

For the station selected in the List of Assessments form, this tab will show

the contact information for the team that performed the assessment

(Assessment Team).

For the station selected in the List of Assessments form, this tab will show

the Photos collected during the assessment (Photos).

For the station selected in the List of Assessments form, this tab will show
the GIS Portfolio for the assessment site (GIS Portfolio).

For the station selected in the List of Assessments form, this tab will
show any other files that may be associated with the assessment site

(Miscellaneous Files).
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Vulnerabilities

e
HHN

Assessmenf Main
2 i FiteOm [ =1
Trage Availible
12008 Type [Toerl =]
ive Summary Valnezabilities | Points of Contact | Assessment Team | Photos | GIS Portfobio | Miscellunscns Files |

i Nundber Prisrity Recommendation/Re Ncunkity cw / Cot)

? E| | o=

Record: 14| < |[ o 1 R 4 | |

e

This form allows the user to view vulnerabilities and recommendations/re-
mediations observed while performing the assessment. Note: Priority and
Building Number are required.

1. The black triangle indicates the record that is selected.
2. The Vulnerability Status/Cost button opens the Remediations form and

allows you to record cost data associated with the remediation of the
selected vulnerability.
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Remediations

Building No Vulnerahility Priority EecommendationRemediation
[Fee = =

Action Date i g Cost S Comments ?
? itial 30 T

g|8|8

| /

1 /

| /

| /

\ C.In»l
\

1234

This form allows the user to record cost data associated with the remediation

1
Underwray ||
eted |

‘\

|

of the selected vulnerability. The total cost of entries is reflected in other
forms containing cost references.

1. The black triangle indicates the record that is selected.
2. This field can be filled in by the user to track entries.

3. Enter the cost for the remediation into this field to keep the remediation
records up to date.

4. Enter any comments for the remediation in this field.
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Points of Contact

Assessment Main Page

4 Site Hama:  [iibema I =]
= =l Ho limag Available
Asessment Date: 112008 Type ﬁ;,_“ .|

Executive Sunasary | Velnerabilities  Points of Contact | Assesment Team | Photos | GIS Pertfolio | Miscellumons Fils |

First Name  Last Name Title Organization Address City State Lip
{il | | I | =0

Add Hew POC TR S Dalate POC: l I < mn«/roc»mnm I ? _’i
/ / ;=
/ /

/

2 3 4

This form allows the user to view information about points of contact at the

assessment site.
1. The black triangle indicates the record that is selected.

2. The Add New POC button allows for the creation of a new contact for the
assessment site designated in the upper left portion of this form.

3. The Delete POC: (CONTACT NAME) button allows the removal of the
selected contact from the database.

4. The Add New POC and Duplicate button allows the creation of a new
contact and duplicates the information in light blue in order to minimize
data entry efforts.
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Assessment Team

Assessment Main Page
> SiteHame:  FiteOma [ =]
Assassmant Location: [FiteOne

Ha Avadlikle
Assamnt Datw: [ 12004 Type [Tt <] =

Executive Sumsmary | Valsarabilities | Points of Contact  Assassment Team | Photos | GI5 Portfolio | Miscellunwoss Fils |

‘Work Phone Mohile Phone [Email

( Team Member Title

» ]| I

1 2

~

A3 Hew Teun Member

P U IR | 0 4 | 2

This form allows the user to view information about Assessment Team mem-
bers.

1. The black triangle indicates the record that is selected.

2. The Add New Team Member button allows for the creation of a new

Assessment Team member for the assessment site designated in the upper
left portion of this form.
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Assessment Main Page
4 E N [ =]
Asstssment Location: [FiteOme

Assassmnant Date: | 1204 Type [Tierl -]

Ho Image Availible

Executive Summary | Vabsersbiities | Points of Contact | Assessmant Teum Photos | 615 Portfolio | Miscellamsons Fils |

Eoo2 s

The user is able to see the photos associated with the assessment site on this
form.

1. The Load Photos button loads photos into the designated frames.

2. The 2 arrow buttons allow for navigation through pages of 5 photos,
either to the previous 5 photos or to the next 5 photos.

3. Clicking on any of the photos will open the photo in the Photo Zoom
window, which displays the photo larger, and photos can be printed
individually in this window.

&ola Toom
Desciption: |n’a

T — m Cip (Actusl s vithout sralbars) || Yew eth IE (Actusl e with scol bars) ||
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GIS Portfolio

Assessment Main Page
4 Site Hame:  [FiteOme [

Ho Image Availible
Aspersnand Date: I V12004 Type Fi‘" -

Exxective Savawazy | Valnarabilities | Points of Contact | Assesswnt Team | Photos IS Portfolio | Miscellameoos Files |

Q
] V]

-
3

The user is able to see all GIS images associated with the assessment site on
this form.

The Load GIS button loads GIS images to the designated frames.

The 2 arrow buttons allow for navigation through pages of 5 GIS images,
either to the previous 5 images or to the next 5 images.

Clicking on any of the GIS images will open the image in the Photo Zoom

window, which displays the image larger, and images can be printed
individually in this window.
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| sment Main Page_
M seom  [ome I =]
Asmsensmant Location: EﬁOn

Assessmant Date: [ U204 Type [Tierl |

Ho Inage Availible

Exvcutive Summazy | Vlnarsbilities | Points of Contact | Assessmant Team | Photos | GIS Portfolio  Miscelluneous Files

File Size  File Date EnterDate
128,512 60004 | SETZ008
13,169,046 GrAR008 | S/nz0s
336,296 3G0R004 | SIZiZ008
726,201 3300004 | 9272008

##+ Douhle click “File Name™ of desired file fo open. #++ =

Record: M| < [T 1 b [vies|ofs

=]

This form enables the user to see files related to the assessment that are avail-
able to view. The user can also open these files from this form.

1. The black triangle indicates the record that is selected.

2. Double-clicking in any of the filenames will open the associated
file. (Examples of possible files to pre-load for the assessors include
references, a GIS portfolio in PDF format, and/or past assessment

reports.)

3. The File Description field allows for descriptions to be typed in about each
of the file names in the record.
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ASSESSMENT CHECKLISTS

Assessment Checklists

» Site Hame:  [FiteOme
Assessmant Location: [FiteOme

-______‘__ St ===TTTIZ00T  Type: |Laerl

Architectural | Strsctaral | Building Envelope | Utilities | Mechanical | Phambing | Electrieal | Fire | CommiComputers | Equip O8M | Security Systems |

Sty ]

T~ JWhat msjor strachuzes sarvound the fucilty (sitelor baildi
I [Diots the tervain place the building in a depressio or low
I [l damse, urban aseas, does cusb lane parking placy uncon
| 15 a parinater fance or other types of bamrier b i
T ™ [What axe the site access points to the site or

T ls vehicle traffic separated from pedestrian trafficn t
T

T

T

T

[Is there vehicle and pedestrian sccess control af thy perd
{15 there space for inspection at the oub line or cutfide 1
15 there any potential access to the site or bullding

e the existing types of vehicls ati-ram devfoes |

] -1 T s the anti-rum baffer sone stand-off distance fromr
1-12 I JAre perimeter bariers capable of stopping vehicles?}- ¥ o |
becord: 14 < |[ T kM| efof 23 | 1 ‘LJ

S View Al Site Observations i Viewr Al Site Valnersbility Assessment Questions | 3] \
7 el

|

This form shows an abbreviated entry for each of the questions under the cat-
egory selected in the row of tabs under the assessment information section at
the top of this form.

1. The black triangle indicates the record that is selected.

2. The View All Site Observations button allows the user to view all of
the assessment checklist data (observations and recommendations/
remediations) for the selected section tab.

3. The View All Site Vulnerability Assessment Questions button allows the user to
view all of the assessment checklist questions for the selected section tab.

4. These tabs represent a section in the assessment checklist. The user
can select any of the tabs and have access to the assessment data in that
section.
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CRITICAL FUNCTIONS MATRIX

Crlcalfunchions Mk

Sl Fwom  AeemesDie PRGN ATy el -m&m = fl
::Mﬁh‘ Ingrovized. [ nigh Bk (=175 ol
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VE Pty B Dievise (Bemd) Agant Abtack Amisck bbbt Mqrbirsario Agani Puclear Davice
M. Crigical Funclan TR AV VE Rk TR AV VE Rk TR AV VE Rk TR AV VR Esxk TR AV VE Bk TR AV VR Exk TR AV VE Esk TR AV VE Bk TR AV VE Bk
Hatin
2
3 [Wamhouwing
4 Jiats Camtar
& Facanty [ [ 0 [] []
e []
BT []
[ ]

alalala|s|sl

Bocoll: 1] b 0| o R 4 ]

This form records and numerically displays the results of analysis performed
during the assessment. The matrix lists Critical Functions down the left side
and threats across the top to create Threat-pairs. For each Threat-pair, a
numeric value, on a 1-10 scale, is recorded for a threat rating, an asset value

rating, and a vulnerability rating. The methodology for determining the rat-
ings is found in FEMA 452.

1. The black triangle indicates the record that is selected.

2. The Rollup button opens a window that summarizes all of the risk columns
into one easy to read form called Critical Functions Rollup.
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“Critical Funchiond Rollup

Site Hame: iteOne

Function

IED Clem Apon/ Anmed Bio

Risk

Fask

Assessment Date:
Assessment Type:

100172004

ier 1

Risk

Risk  Ruk

I Low Risk (1-60)
Mediam Risk (61-175)

I High Risk (=175)

Cyber-  Agr- Radio- Nuclear Hammat Unsoth Suveil- Suicide Other Other

(Bomb) Agent Incend. Attack Agent terorism temorismlogical Device Ralewe Entry lunce Bomber CF.l CF-2

Rsk FRsk Risk Risk Rik

o

Critical
B} T [admiistration
g

3 [Warehowsing

4 [Data Center

5 [Food Sarvice

6 [ecurity

7 Eo\'mlnpiﬂ‘

[Day Care

El

LB

[Other CF-1

[Other CF-2

[Other CF-3

[Other CF-4

[Other CF-5

[Other CF-6

[Other CF-7

[Other CF-3

[Other CF-5

[Other CF-10

oleo|lo|le|lo|le|o|o|e|e|lo|e|e|o|e|o|e|e

ole|o|le|o|e|o|e|o|e|o|o|o|e|e|e|ole

olo|lo|lo|o|o|e|o|o|e|lo|e|o|o|e|le|e|le

oleo|o|le|o|e|lo|o|e|e|lo|e|e|lo|e|e|e|e

ole|o|le|o|le|o|o|o|e|o|o|o|e|o|e|ale

olo|lo|le|lo|o|o|o|o|e|lo|e|le|lo|e|le|a|le

olo|lo|le|lo|lo|o|e|o|e|lo|e|e|o|e|le|e|e

ole|o|le|o|e|o|e|o|e|o|o|o|e|o|e|ole

olo|lo|le|o|e|o|e|o|e|o|e|le|o|o|le|a|le

ole|o|e| ol e o o o o o o o o o o o

ole|o|le|o|le|o|e|o|e|o|e|o|e|o|e| oo

ole|lo|le|lo|lo|lo|e|e|o|lo|o|e|lo|o|e|o|e
o| o|o|e| ol e| o] o| | | 0| | o| | | o] o

Record: 14| <[ 1 » M|+

| ole|lo|le|lo|lo|le|e|o|o|lo|e|e|lo|o|e|a|e

|§] olo|lo|le|lo|la|la|le|o|e|le|la|lelo|lelela|le

=)

This form displays a summary of the final numeric risk value of each Threat-

pair in the Critical Functions Matrix.

1.

The black triangle indicates the record that is selected.
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CRITICAL INFRASTRUCTURE MATRIX
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This form records and numerically displays the results of analysis performed
during the assessment. The matrix lists Critical Infrastructure down the left
side and threats across the top to create Threat-pairs. For each Threat-pair, a
numeric value, on a 1-10 scale, is recorded for a threat rating, an asset value

rating, and a vulnerability rating. The methodology for determining the rat-
ings is found in FEMA 452.

1. The black triangle indicates the record that is selected.

2. The Rollup button opens a window that summarizes all of the risk columns
into one easy to read form called Critical Infrastructure Rollup.
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Critical Infrastructure Rollup

| Critical Infrastructure Rollup
Site Name:  [FiteOme Assessmant Date:  [01/01/2004 I Low Risk (1-60) 1o
O N Medium Risk (61-175)
L - -Hs.hmm(m

IED Chum Anow Amwd Bio  Cyber-  Agi-  Radio- Nuchear Hazmat Unwath Swveil Suicide Other Other

(Bowb) Agent Incend. Attack Agent temorsmiemorism logieal Device Releawss Entry lance Bomber CL1  CL2

No. Critical Infrastructure Rsk Rk Rik Rk Risk Rk Rk Rk Rk Rk Rk Rsk Rsk Rik Ruk

») TFie 0] o[ o] o] o] o o 0 0 0 0 0 0 0 0

7 [Architectural 5 o[ o o o] o o 0 0 0 0 0 0 0 [

N[ 3 Frouctunal Systems o[ o[ o o o o o 0 0 0 0 0 0 0 0

4 [Envelope Systems 0 o[ o[ o[ o o o 0 0 0 0 0 [ 0 0

S [Utility Systerss o o o o o] o o [ 0 [ 0 0 0 0 0

6 [Mechanical Systems o[ o[ o o o o o 0 [ 0 0 0 0 0 0

7 [Phumbing and Gas Systens 0 o[ o o o o o 0 [ 0 [ 0 [ 0 0

8 [Electrical Systems 9 o o o o] o o 0 [ [ [ 0 [ 0 0

|5 [Fire Al Systems o[ o[ o o o o o 0 0 0 [ 0 0 0 0

§0 [TiComumuications System: 0 o[ o[ o o] o o 0 0 0 0 0 0 0 0

1 |Other CI-1 o [1] o o o o o 0 [1] 0 [1] 0 0 0 o

_‘k [Other C1-2 o[ o[ o o o o o 0 0 0 0 0 0 0 0

¥ ormrcia 0 o[ o o o] o o 0 [ 0 0 0 0 0 0

14 (Other CI-4 o o o o o o o 1] [1] o o o o o o

19 [othercis o o[ o o o o o [ 0 0 o 0 0 0 0

16| [other 16 o[ o[ o o[ o o o 0 0 0 0 0 0 0 0

17 fOther CI-7 o o o o o 1] o 1] o o o 1] o o o

18 [Otherc1-8 o o[ o o o o o 0 0 0 0 0 0 0 0

19 PihrClo o[ o[ o o o o o 0 0 0 0 0 0 0 0

20 {Pther CI-10 o o o o 1] o o L] o o 1] 1] 1] o o

g

8| o] ]
Record: 1 k[ W] of 20(Fiered)

This form displays a summary of the final numeric risk value of each Threat-
pair in the Critical Infrastructure Matrix.

1. The black triangle indicates the record that is selected.

B3-20

APPENDIX B3



SITE ASSESSMENT REPORTS MENU

'site Assessment Reporis Menu

Site Assessment Reports Menu

Reports for Site: [SiteOne

Vulnerabilities

4

Threat Matrix

Site Points of Contact

lDl

Observations and
Comments

3/

o

5
-6

Close

e

~/

This menu is displayed when selecting the Site Reports button on the List of
Assessments main form. From this location, the user can print any of the

automated reports for the assessment specified at the top of the menu (the se-
lected record on the List of Assessments for when the Site Reports button was

depressed).

1. The Summary Sheet button produces the Site Summary Sheet report.

2. The Executive Summary button produces the Executive Summary report.

3. The Site Assessment Team button produces the report listing the

information for the individual assessors responsible for that particular

assessment.

4. The Vulnerabilities button opens the produces the Vulnerabilities and

Recommendations/Remediations report.

5. The Threat Matrix button will perform an automated process that opens

an Microsoft document and then populates the information for both the
Critical Functions Matrix and the Critical Infrastructure Matrix.

6. The Site Points of Contact button produces the Site Point of Contacts

report.

7. The Observations and Comments button creates the Assessment

Observations and Comments report.
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KEYWORD SEARCH REPORTS MENU

KSEurch Reports Menu

Search Reports Menu

Note: These reports search the entire database and are
not limited to the Assessment you are currently viewing.

—

— -
/ Search Observations and
Recommendations/Remediations

Search Vulnerabilities and
Recommendations/Remediations

Close |

This menu appears after the user selects the Other Reports button at the
bottom of the List of Assessments form.

1. The Search Observations and Recommendations/Remediations button opens
the Observations and Recommendations/Remediations for Assessment

ChecKlist form.

2. The Search Vulnerabilities and Recommendations/Remediations button opens
the Vulnerabilities and Recommendations/Remediations form.

Note: these reports search the entire database and are not limited to the assessment

the user is currently viewing.
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Observations and Recommendations/Remediations
for the Assessment Checklist

1 2 34

ob;'irwﬁons and Rl‘emmondaﬂom?nomcdlﬁhm for Assessment Checklist

[*
F
[t T F..
F
[*

T [FiteTwo = .
" [FiteTwo I3
" [FiteTwo 7 Fn
€ rint View, Sont by Site }(_ Print View, Sort by Checklist # } 3' &
Record: M| [ 1 M| [\120
¥ LY

5 6

This form is used to search all the observations and recommendations/reme-

diations for all the assessment sites.
1. The black triangle indicates the record that is selected.

2. The fields in the green box allow the user to search for and display only
the observations and recommendations/remediations of interest.

3. The Search button performs search based on criteria entered into the
fields described above.

4. The Clear (show all records) button will allow all sites to be seen again.

5. The Print View, Sort by Site button will create a report of the search results

sorted by site name.

6. The Print View, Sort by Checklist # button will create a report of the search
results sorted by the question number.
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Vulnerabilities and Recommendations/Remediations

- &

bilities und!‘; {ations/ diati

14

Print View Volnarabilities Close I
Record: M| [T 1 p[mi]refofd
/
This form is used to search all the vulnerabilities and recommendations/re-
mediations for all the assessment sites.

1. The black triangle indicates the record that is selected.

2. The fields in the green query box allow the user to search for and display
only the vulnerabilities and recommendations/remediations of interest.

3. The Search button performs search based on criteria entered into the
fields described above.

4. The Clear (show all records) button will allow all sites to be seen again.

5. The Print View Vulnerabilities button will create a report of the Search
results.
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ASSESSMENT CHECKLIST QUESTION DETAILS

bades leconumocations
i - Facilities for broadeast

Facility (site o building(s))? - What
critical infi

nilitary, cr recreation facilities are in [TV, cable TV; cellalar mwtworks;
the local area that impact pawspaper offices, production, and
i wtilities snd collatersl Iietrbntion: vadin etatinoe: catellite hase
IIAZ ite [Does the tervain place the bulding in a Dapressions or low amas can trap heavy
dapression ox low area? [vapors, inhibit natural decontanination

fby prevailing winds, and reduce the
lefFuctivensss of in-place sheltering -
Reference: USAF Installation Force

i Gride.

Il-3 Fih In demse, whan aress, does curb lane (Where distance from the bailding to the
parking place uncontrolled parked nearest ourb provides insfficient
rebicles unscceptably close to & [rethack, restrict parking in the ook
bnsilding in public rights-of-aay?® lane. For typical city streets this may

[require negotiating to close the anb
Sethack is covnmon i

|l—d Fm Is & perimeter fence or other types of he intent i to chanmel pedestyian

bharrier controls in place? traffic onto a site with naaltiple buildings

through kneown access control points.
For a single building the intent is to
have & single visitor entrance. -

s Fih [What are the site access points to the Ehpdislomnhulmm
site o building? [points B one for passenger vehicles and
lone for delivery tnacks dus to the
Mifferant procedures needed for each.
(Having two accoess points abso halps if
foma of tha sncste neimte b
—II.-S ite 15 vehicle traffic separated from Padestrian access should not be
(pedastrian traffic on the site? endangered by car traffic. Pedestrian
|access, especially from public
transportation, should not cross vehicl

View Cuestions/Observations . Close I j
Record: M| [ 1 M|~

/

This form shows all of the vulnerability assessment checklist questions in the
database.

1. The black triangle indicates the record that is selected.

2. The green query bar allows the user quick access to the assessment
questions by utilizing a drop down menu to select the question numbers
or section header. There are also manually entered search forms for
Question or Guidance by searching for keywords entered.

3. The Search button performs search based on criteria entered into the
fields described above.

4. The Clear (show all records) button will allow all sites to be seen again.

5. The View Questions/Observations button opens the All Observations and
Comments for This Question for the selected question.
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All Observations and Recommendations/
Remediations for This Question

All obsarvations and Recommendations/Remediations for this Question
»

Vulnershiliey

Assearmant Chaeklist #]T-1 Section Hesder: [ite

Quastion ﬁ.m-nwwmwrme.wm What eritical s militasy, som fucilitios aoe in the bocal ares that

|uM,mg&mmamuMulhmummmmih
mnm mmmmm\m i iemater of this fuclity uibding{s)7 - Do i plass changs these land
i - ﬂ‘lhll! e de hazard that cam ocowr

ikelihood and & ilit s imite of the husad 1o i e sovsiod. T, & shical b Tt

Guidance  [Critical infrastracture

" Facilities for broadcast TV, cible TV, oellalar nabworks, newspaper offces,
md&mu&mm m-m.su shations; |-Im»u>--l-- ical cable routes and major rights of way -
[Elestric pomwas syvbasms - Powar pl

- Hizmurdous

s and dutebation syvbem components, fal ditrbation, dalivery, and itosage - Gu and
ial fueiliti pw“lwm Buhg Buanmunnlm Financial isstibstions (bardks, evedit uioss) and the
o a « Airvorts: carviers. flieht vaths, and sivvort

inass district: okl

This form provides the user with all database entries for the question selected
in the Assessment Checklist Question Details form when the View Questions/
Observations button was selected. It displays the questions, guidance, and com-
ments at the top of the form. The bottom of the form displays all information
entered for that specific question number.

1. The black triangle indicates the record that is selected.

2. The View Observations button creates a report of all entries in the database
for the designated question.

3. Double clicking on the View Observations or Recommendation/Remediation

fields will open a form that allows the user to change the assessment data
for the record.
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PRINTING REPORTS AND ACCOMPANYING MATERIALS

Printing Assessment Sections Completed by
Assessors

1. Open the database, and click on the Assessments button.

‘miain Menu |

FEMA 452: Risk Assessment Database

e

Vulnerability Assessment Checklist |

|

Administrative Functions |

&

e association with the Department of Vetorans Affair.

2. The List of Assessments window will open. Place the arrow on the left
next to the desired assessment site. Click on the Site Reports button.

Uist of Assessments
Assessment Assessment -
o Assessment Lacation Organization Name Assersment Date Type Assessment Folder Name
i JABC Tne. 1172004 [Tiar 1 TriteOnat
JDEF Ine. 9ZBI008  [Tir2 JritaTwet
JGHI Te. 997004 [Tier3 [riteTheest
Mm&nwmyl Vialnerabilities I Points of Contact I Assessmant Team | Photos GIS Portfolio | Miscellanecus Files |
lmﬂncl:lhll Critical Function I Cuﬁndldhatmml Strategic Site Plan | Site Reports Other Reports | Help | Close | —_
-
record: 14| 4 [T 1 »lm|ri]of3
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3. The Site Assessment Reports Menu window will appear for the selected

assessment site.

Site Assessment Reports Menu

Site Assessment Reports Menu

Reporis for Site: [SiteOne

s |
Executive Sununary | Threat Matrix |
Site Assessment Team | Site Points of Contact |

Observations and
Conuments

[=]

a. Clicking on the Summary Sheet, Executive Summary, Site Assessment Team,
Vulnerabilities, Threat Matrix, Site Points of Contact, or Observations and
Comments button will produce an onscreen report, which can then be

printed for a hard copy of that section.

b. The sections that are normally used in an assessment report are the

Executive Summary, Site Assessment Team, Vulnerabilities, Threat Matrix, and

Site Points of Contact.

c. The Threat Matrix button will produce a formatted Microsoft Excel Book

with values.

d . To print both matrices (Functions and Infrastructure), go to File = Print

(in Excel), and be sure to select “Entire workbook” before clicking “OK”.

Printer
Name: Lj Watlantic\Canon Copier j Properties...
Status: Idle Find Printer...
Type: Canon iR2220[iR3320 PCLSe
Where: 1P_192.168.0.8
Comment: I™ Prink to file
Print range Copies
@ o — — Number of copies: m
" Page(s) From: | 5 To: | 5
Print what
" Selection
" Active shest(s)

Preview

4. Print desired sections.

5. Close the Site Assessment Reports Menu to return to the List of

Assessments window.
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Printing Photos, GIS Portfolio, Floor Plans,
Emergency Plans, and Other Related Documents

Printing Photos

1. On the List of Assessments window, click the Photos button.

“List of A
Assessment R e -
i1] Assessmeant Location Organization Names Asracamant Dade Type Assessment Folder Name
P | 0 FiteOme TABC T, 12004 [Twr1 FiteOmet
[ 2 FiteTwo [DEF Inc. SI2B/2004  |Twr2 FiteTwat
5 [iteThme ~ [GHlInc. SE9004  [Twr3  FitsThoest
Euudiwiwwny| Wolnerabilities | Points of Contact | Assessmant Team | Photos | GIS Portfolio | Miscellaneons Files |
.Mnnmnlauddisl‘ Critical Fanction | Cl:ilkdlnlhsh\xml Strategic Site Plan I Site Reports | Other Reports | Help | Close | —
-
Record: M| < [T 1 b M|rifofs3

2. The Assessment Main Page window will open, and the Photos tab will be

open. Click Load Photos to display the photos.

/
/
=1
Tmage Availible
A
Valnersbility Stabas f Cost
Record: 14| < [T 1 2 m[re]ofi | | 2

=
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3. To open a photo for printing, double click on the thumbnail for the
desired photo, and a Photo Zoom window will open:

“Phote Toom
Description: |nu’a ﬁm&m[ﬂa

| Zoom (Strekch Propartionally) m Cip (Actusl s vithout sralbars) || Yew eth IE (Actusl e with scol bars) ||

4. Close the Photo Zoom window and the Assessment Main Page window to

return to the List of Assessments window.
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Printing GIS Portfolio, Floor Plans, Emergency Plans, and Related
Documents

1. On the List of Assessments window, click the Miscellaneous Files button.

“List of Assessments |
Program Region Assess Station Station Asseszment Assessment =
Code Mame 11} Mo MName Date Type Azzezzment Folder Name
-— | — K3
DI Midwest 104 587 SieFive 472772004 _[Pre SheFive\
[VHA Morth 112 [475 SiteF our 31472004 [Full SiteFour,
[Midwest 107 |1 Siteline 5/18/2004 |Pre Siteline’
[WVHA [Midwest 105 |32 SiteThrea 572472004 |Pre SiteThres',
[VHA Midwest 108 [228 SiteT wo 6/1/2004 [Ful SheTwol,
EmﬁvﬂSuﬂwl Wulnerabdities | Points of Contact | Assezsment Team | Photos | GIS Postioko | Himxlumﬁosl
mmumml Ciitical Function | Critical Infrastruchse | Strategic Sike Plans | Station Reports | (Other Reposts | Help | Cloze | _!
Record: 4] < [ T I

2. The Assessment Main Page window will open, and the Mascellaneous Files

tab with those files loaded in the assessment will be displayed. This may
be blank if no files were collected. For the User Guide we have listed 4 file

examples:
sment Main
» Site Hamw:  [FiteOne | E|
Asassment Location: [FiteOme
Ho Dmage Avadlible
Assassmoant Date: | 12008 Type [Tierl =]
Executive Sunsmary | Valnersbilities | Points of Contact | Asssssmmnt Teum | Photos | GIS Portfolio  Miscelluneons Files
File Description File Size  File Date EnterDate  ~

122,512 6302004 | PR72004
13,169,048 S232004 | RR72004
336,258 3302004 | 202772004
226,201 3302004 | 2772004

##+ Double click “File Name" of desired file to open. ++#

Record: I1|4|| 1k bll’l-lof"‘

Lel
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3. To open the desired files, double click the File Name of the desired file.

sessment Main Page
> Site Hamsa:  [FiteOma | E|
Asassment Location: [FiteOme
He Inuge Avadlible
Assazsmant Date: Type E)u 1 x
zw:wamu-;l mmanm|nwfm|m|asmmn Miscallumsons Files |
File Description File Size  File Date EnterDate  *

i:m--nm Plndoc 128,512 630004 | sr1z004

Porfobio Full PDF 13,163,046 | 6230004 | 9R712004
ite Plan/Floor Plan rl g 336,298 | 3600004 | 972004
ite Plan/Floor Plan 1245 226,201 3602004 | 9772004

[

##+ Double click “File Name" of desired file to open. ++# =

Record: 14| |71 b [ [p#]of 4 -

=]

Note: The desired files are designated by Folder Type. GIS Portfolios, Floor
Plans, Emergency Plans, and the other reports will each have a designated
Folder Type. Also, each file will open with a program external to the database. It is
necessary that the program be installed on the computer to open the desired file.

* The GIS Portfolio, if part of the assessment, will have a Folder Type
of GIS Portfolio Full PDF. The file will open with Adobe Acrobat.
(Download at: http://www.adobe.com/products/acrobat/
readstep2.html)

® The Floor Plans will have a Folder Type of Site Plan/Floor Plan.

These files will generally open with any AutoCAD viewer/reader
(DWG), such as Volo View.

* The Emergency Plans will have a Folder Type of Emergency Plan.
These files will generally open with Microsoft Word.

4. Print each file from the program it opens in.
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