ACRONYMS A

ASZM-TEDA
AT

ATF

BPL

BW

CBR

CCTV

CDC

CFD

cfm

CMU

Americans with Disabilities Act Accessibility
Guidelines

automated external defibrillator

ammonium nitrate and fuel oil

apartment protected space

anti-shatter film
copper-silverzinc-molybdenum-triethylenediamine
antiterrorism

Bureau of Alcohol, Tobacco, and Firearms

bound with pitch-low

biological warfare

chemical, biological, or radiological

closed circuit television

Centers for Disease Control and Prevention
Computational Fluid Dynamics

cubic feet per minute

concrete masonry unit
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CPR
CPTED

CWA

DHS
DOC
DoD
DOE
DOJ

DOS

EP&R

FBI
FEMA
FPS

FRF

cardiopulmonary resuscitation
Crime Prevention Through Environmental Design

chemical warfare agent

Department of Homeland Security
Department of Commerce
Department of Defense
Department of Education
Department of Justice

Department of State

Directorate of Emergency Preparedness and
Response (DHS)

Federal Bureau of Investigation
Federal Emergency Management Agency
floor protected space

fragment retention film
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GC/MS
GIS

GSA

HazMat
HEGA
HEPA
HSO

HVAC

1AQ
ID
IDF
IMS
ISC
IT

iwg

mph

gas chromatograph/mass spectrometer
Geographic Information System

General Services Administration

hazardous materials
high-efficiency gas adsorber
high-efficiency particulate air
Homeland Security Office

heating, ventilation, and air conditioning

indoor air quality

identification

Israeli Defense Fund

ion mobility spectrometry
Interagency Security Committee
information technology

inch water gauge

miles per hour

ACRONYMS

A3



NACCT

NAVFAC
NFPA
NFPC

NIOSH

OC

PIO

psi

pvb

SAW

SRWF

National Advisory Committee on Children and

Terrorism

Naval Facilities Command

National Fire Protection Association
National Fire Protection Code

National Institute for Occupational Safety and
Health

oleoresin capsicum

Public Information Officer
pounds per square inch

polyvinyl butyral

surface acoustic wave

shatter-resistant window film
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TEDA triethylenediamine

TIC toxic industrial chemical

TIM toxic industrial material

TNT trinitrotoluene

UFAS Uniform Federal Accessibility Standards
UFC Unified Facilities Criteria

U.K United Kingdom

UPS uninterrupted power supply
U.S. United States

USACE U.S. Army Corps of Engineers
uv ultraviolet

VA Department of Veterans Affairs
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GENERAL GLOSSARY

This appendix contains some terms that do not actually
appear in this manual. They have been included to present a
comprehensive list that pertains to this series of publications.

Access control. Any combination of barriers, gates, electronic
security equipment, and/or guards that can deny entry to
unauthorized personnel or vehicles.

Access control point. A station at an entrance to a building or a
portion of a building where identification is checked and people
and hand-carried items are searched.

Access controls. Procedures and controls that limit or detect
access to minimum essential infrastructure resource elements
(e.g., people, technology, applications, data, and/or facilities),
thereby protecting these resources against loss of integrity,

confidentiality, accountability, and/or availability.

Accountability. The explicit assignment of responsibilities for
oversight of areas of control to executives, managers, staff,
owners, providers, and users of minimum essential infrastructure

resource elements.

Active vehicle barrier. An impediment placed at an access
control point that may be manually or automatically deployed in
response to detection of a threat.

Aerosol. Fine liquid or solid particles suspended in a gas (e.g., fog

or smoke).

Aggressor. Any person seeking to compromise a function or

structure.

Airborne contamination. Chemical or biological agents
introduced into and fouling the source of supply of breathing or

conditioning air.
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Antiterrorism (AT). Defensive measures used to reduce the

vulnerability of individuals, forces, and property to terrorist acts.
Area lighting. Lighting that illuminates a large exterior area.

Assessment. The evaluation and interpretation of measurements

and other information to provide a basis for decision-making.

Asset. A resource of value requiring protection. An asset can be
tangible (e.g., people, buildings, facilities, equipment, activities,
operations, and information) or intangible (e.g., processes or a
company’s information and reputation).

Asset protection. Security program designed to protect
personnel, facilities, and equipment, in all locations and
situations, accomplished through planned and integrated
application of combating terrorism, physical security, operations
security, and personal protective services, and supported by
intelligence, counterintelligence, and other security programs.

Asset value. The degree of debilitating impact that would be

caused by the incapacity or destruction of an asset.

Attack. A hostile action resulting in the destruction, injury, or
death to the civilian population, or damage or destruction to
public and private property.

Balanced magnetic switch. A door position switch utilizing a
reed switch held in a balanced or center position by interacting

magnetic fields when not in alarm condition.

Ballistics attack. An attack in which small arms (e.g., pistols,
submachine guns, shotguns, and rifles) are fired from a distance

and rely on the flight of the projectile to damage the target.

Barbed tape or concertina. A coiled tape or coil of wires with wire
barbs or blades deployed as an obstacle to human trespass or

entry into an area.
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Barbed wire. A double strand of wire with four-point barbs
equally spaced along the wire deployed as an obstacle to human

trespass or entry into an area.

Barcode. A black bar printed on white paper or tape that can be
easily read with an optical scanner.

Biological agents. Living organisms or the materials derived from
them that cause disease in or harm to humans, animals, or plants
or cause deterioration of material. Biological agents may be used
as liquid droplets, aerosols, or dry powders.

Blast curtains. Heavy curtains made of blast-resistant materials
that could protect the occupants of a room from flying debris.

Blast-resistant glazing. Window opening glazing that is resistant to
blast effects because of the interrelated function of the frame and
glazing material properties frequently dependent upon tempered
glass, polycarbonate, or laminated glazing.

Blast vulnerability envelope. The geographical area in which an
explosive device will cause damage to assets.

Bollard. A vehicle barrier consisting of a cylinder, usually made
of steel and sometimes filled with concrete, placed on end in the
ground and spaced about 3 feet apart to prevent vehicles from

passing, but allowing entrance of pedestrians and bicycles.

Building hardening. Enhanced construction that reduces

vulnerability to external blast and ballistic attacks.

Building separation. The distance between closest points on the
exterior walls of adjacent buildings or structures.

Cable barrier. Cable or wire rope anchored to and suspended off
the ground or attached to chain-link fence to act as a barrier to

moving vehicles.

Chemical agent. A chemical substance that is intended to kill,
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seriously injure, or incapacitate people through physiological
effects. Generally separated by severity of effect (e.g., lethal,
blister, and incapacitating).

Clear zone. An area that is clear of visual obstructions and
landscape materials that could conceal a threat or perpetrator.

Closed circuit television (CCTV). An electronic system of
cameras, control equipment, recorders, and related apparatus

used for surveillance or alarm assessment.

Collateral damage. Injury or damage to assets that are not the

primary target of an attack.

Combating terrorism. The full range of federal programs and
activities applied against terrorism, domestically and abroad,

regardless of the source or motive.

Community. A political entity that has the authority to adopt and
enforce laws and ordinances for the area under its jurisdiction. In
most cases, the community is an incorporated town, city, township,
village, or unincorporated area of a county; however, each state
defines its own political subdivisions and forms of government.

Components and cladding. Elements of the building envelope
that do not qualify as part of the main wind-force resisting system.

Confidentiality. The protection of sensitive information against
unauthorized disclosure and sensitive facilities from physical,

technical, or electronic penetration or exploitation.

Consequence Management. Measures to protect public health
and safety, restore essential government services, and provide
emergency relief to governments, businesses, and individuals
affected by the consequences of terrorism. State and local
governments exercise the primary authority to respond to the

consequences of terrorism.

Contamination. The undesirable deposition of a chemical,
biological, or radiological material on the surface of structures,

areas, objects, or people.

Control center. A centrally located room or facility staffed by
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personnel charged with the oversight of specific situations and/
or equipment.

Controlled area. An area into which access is controlled or
limited. It is that portion of a restricted area usually near
or surrounding a limited or exclusion area. Correlates with

exclusion zone.
Controlled lighting. Illumination of specific areas or sections.

Controlled perimeter. A physical boundary at which vehicle

and personnel access is controlled at the perimeter of a site.
Access control at a controlled perimeter should demonstrate the
capability to search individuals and vehicles.

Conventional construction. Building construction that is not

specifically designed to resist weapons, explosives, or chemical,
biological, and radiological effects. Conventional construction
is designed only to resist common loadings and environmental

effects such as wind, seismic, and snow loads.

Coordinate. To advance systematically an exchange of
information among principals who have or may have a need to
know certain information in order to carry out their roles in a

respomnse.

Counterintelligence. Information gathered and activities
conducted to protect against: espionage, other intelligence
activities, sabotage, or assassinations conducted for or on behalf
of foreign powers, organizations, or persons; or international
terrorist activities, excluding personnel, physical, document, and

communications security programs.

Counterterrorism (CT). Offensive measures taken to prevent,
deter, and respond to terrorism.

Covert entry. Attempts to enter a facility by using false credentials
or stealth.

Crash bar. A mechanical egress device located on the interior side
of a door that unlocks the door when pressure is applied in the
direction of egress.
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Crime Prevention Through Environmental Design (CPTED). A
crime prevention strategy based on evidence that the design and
form of the built environment can influence human behavior.
CPTED usually involves the use of three principles: natural
surveillance (by placing physical features, activities, and people
to maximize visibility); natural access control (through the
judicial placement of entrances, exits, fencing, landscaping, and
lighting); and territorial reinforcement (using buildings, fences,

pavement, signs, and landscaping to express ownership).

Crisis Management (CM). The measures taken to identify,
acquire, and plan the use of resources needed to anticipate,

prevent, and/or resolve a threat or act of terrorism.

Critical assets. Those assets essential to the minimum operations
of the organization, and to ensure the health and safety of the

general public.

Critical infrastructure. Primary infrastructure systems (e.g.,
utilities, telecommunications, transportation, etc.) whose
incapacity would have a debilitating impact on the school’s ability
to function.

Damage assessment. The process used to appraise or determine
the number of injuries and deaths, damage to public and private
property, and the status of key facilities and services (e.g., schools,
hospitals and other health care facilities, fire and police stations,
communications networks, water and sanitation systems, utilities,
and transportation networks) resulting from a manmade or

natural disaster.

Data gathering panel. A local processing unit that retrieves,

processes, stores, and/or acts on information in the field.

Debris-catching system. Blast wallpaper, fragmentation blankets,
or any similar system applied to the inside of a building’s
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exterior walls. Debris-catching systems are often made of Kevlar
or geotextile material and are designed to collect wall material
debris in the event of an external explosion and to shield

occupants from injuries.

Decontamination. The reduction or removal of a chemical,
biological, or radiological material from the surface of a
structure, area, object, or person.

Defense layer. Building design or exterior perimeter barriers

intended to delay attempted forced entry.

Defensive measures. Protective measures that delay or prevent
attack on an asset or that shield the asset from weapons,
explosives, and CBR effects. Defensive measures include site work
and building design.

Design Basis Threat (DBT). The threat (e.g., tactics and
associated weapons, tools, or explosives) against which assets
within a building must be protected and upon which the security
engineering design of the school is based.

Design constraint. Anything that restricts the design options for
a protective system or that creates additional problems for which
the design must compensate.

Design opportunity. Anything that enhances protection, reduces
requirements for protective measures, or solves a design problem.

Design team. A group of individuals from various engineering and
architectural disciplines responsible for the protective system design.

Disaster. An occurrence of a natural catastrophe, technological
accident, or human-caused event that has resulted in severe

property damage, deaths, and/or multiple injuries.

Domestic terrorism. The unlawful use, or threatened use, of force
or violence by a group or individual based and operating entirely
within the United States or Puerto Rico without foreign direction
committed against persons or property to intimidate or coerce a
government, the civilian population, or any segment thereof in

furtherance of political or social objectives.
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Dose rate (radiation). A general term indicating the quantity
(total or accumulated) of ionizing radiation or energy absorbed

by a person or animal, per unit of time.

Dosimeter. An instrument for measuring and registering total

accumulated exposure to ionizing radiation.

Duress alarm devices. Also known as panic buttons, these devices

are designated specifically to initiate a panic alarm.

Effective stand-off distance. A stand-off distance at which the
required level of protection can be shown to be achieved through
analysis or can be achieved through building hardening or other

mitigating construction or retrofit.

Electronic Entry Control Systems (EECS). Electronic devices that
automatically verify authorization for a person to enter or exit a

controlled area.

Electronic Security System (ESS). An integrated system that
encompasses interior and exterior sensors, closed circuit
television systems for assessment of alarm conditions, Electronic
Entry Control Systems, data transmission media, and alarm
reporting systems for monitoring, control, and display of various

alarm and system information.

Emergency. Any natural or human-caused situation that results in
or may result in substantial injury or harm to the population or

substantial damage to or loss of property.

Emergency Environmental Health Services. Services required to
correct or improve damaging environmental health effects on
humans, including inspection for food contamination, inspection
for water contamination, and vector control; providing for sewage
and solid waste inspection and disposal; cleanup and disposal of
hazardous materials; and sanitation inspection for emergency
shelter facilities.
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Emergency Medical Services (EMS). Services including personnel,
facilities, and equipment required to ensure proper medical care
for the sick and injured from the time of injury to the time of
final disposition, including medical disposition within a hospital,
temporary medical facility, or special care facility; release from

the site; or declared dead. Further, Emergency Medical Services
specifically include those services immediately required to ensure
proper medical care and specialized treatment for patients in a
hospital and coordination of related hospital services.

Emergency Operations Center (EOC). The protected site from which
state and local civil government officials coordinate, monitor, and
direct emergency response activities during an emergency.

Emergency Operations Plan (EOP). A document that describes
how people and property will be protected in disaster and disaster
threat situations; details who is responsible for carrying out
specific actions; identifies the personnel, equipment, facilities,
supplies, and other resources available for use in the disaster; and
outlines how all actions will be coordinated.

Emergency Public Information (EPI). Information that is dissem-
inated primarily in anticipation of an emergency or at the actual
time of an emergency and, in addition to providing information,

frequently directs actions, instructs, and transmits direct orders.

Entry control point. A continuously or intermittently manned
station at which entry to sensitive or restricted areas is controlled.

Equipment closet. A room where field control equipment such as

data gathering panels and power supplies are typically located.

Evacuation. Organized, phased, and supervised dispersal of

people from dangerous or potentially dangerous areas.

Evacuation, mandatory or directed. This is a warning to persons
within the designated area that an imminent threat to life and
property exists and individuals MUST evacuate in accordance
with the instructions of local officials.

Evacuation, spontaneous. Residents or citizens in the threatened
areas observe an emergency event or receive unofficial word of
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an actual or perceived threat and, without receiving instructions
to do so, elect to evacuate the area. Their movement, means, and

direction of travel are unorganized and unsupervised.

Evacuation, voluntary. This is a warning to persons within a
designated area that a threat to life and property exists or is likely
to exist in the immediate future. Individuals issued this type

of warning or order are NOT required to evacuate; however, it
would be to their advantage to do so.

Evacuees. All persons removed or moving from areas threatened

or struck by a disaster.

Exclusion area. A restricted area containing a security interest.
Uncontrolled movement permits direct access to the item. See

controlled area and limited area.

Exclusion zone. An area around an asset that has controlled entry
with highly restrictive access. See controlled area.

Federal Coordinating Officer (FCO). The person appointed
by the FEMA Director to coordinate federal assistance in a
Presidentially declared emergency or major disaster.

Federal Response Plan (FRP). The FRP establishes a process and
structure for the systematic, coordinated, and effective delivery
of federal assistance to address the consequences of any major

disaster or emergency.

Fence protection. An intrusion detection technology that detects
a person crossing a fence by various methods such as climbing,
crawling, cutting, etc.

Fence sensor. An exterior intrusion detection sensor that
detects aggressors as they attempt to climb over, cut through, or
otherwise disturb a fence.

Field of view. The visible area in a video picture.
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First responder. Local police, fire, and emergency medical
personnel who first arrive on the scene of an incident and take

action to save lives, protect property, and meet basic human needs.

Forced entry. Entry to a denied area achieved through force to create
an opening in fence, walls, doors, etc., or to overpower guards.

Fragment retention film (FRF). A thin, optically clear film applied
to glass to minimize the spread of glass fragments when the glass
is shattered.

Frangible construction. Building components that are designed
to fail to vent blast pressures from an enclosure in a controlled

manner and direction.

Glare security lighting. Illumination projected from a secure
perimeter into the surrounding area, making it possible to see
potential intruders at a considerable distance while making it
difficult to observe activities within the secure perimeter.

Glazing. A material installed in a sash, ventilator, or panes (e.g.,
glass, plastic, etc., including material such as thin granite installed
in a curtain wall).

Governor’s Authorized Representative (GAR). The person
empowered by the Governor to execute, on behalf of the State,
all necessary documents for disaster assistance.

Hazard. A source of potential danger or adverse condition.

Hazard mitigation. Any action taken to reduce or eliminate the
long-term risk to human life and property from hazards. The

term is sometimes used in a stricter sense to mean cost-effective
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measures to reduce the potential for damage to a facility or
facilities from a disaster event.

Hazardous material (HazMat). Any substance or material

that, when involved in an accident and released in sufficient
quantities, poses a risk to people’s health, safety, and/or
property. These substances and materials include explosives,
radioactive materials, flammable liquids or solids, combustible
liquids or solids, poisons, oxidizers, toxins, and corrosive

materials.

High-hazard areas. Geographic locations that, for planning
purposes, have been determined through historical experience
and vulnerability analysis to be likely to experience the effects
of a specific hazard (e.g., hurricane, earthquake, hazardous
materials accident, etc.), resulting in vast property damage and
loss of life.

High-risk target. Any material resource or facility that, because of
mission sensitivity, ease of access, isolation, and symbolic value,
may be an especially attractive or accessible terrorist target.

Human-caused hazard. Human-caused hazards are technological
hazards and terrorism. They are distinct from natural hazards
primarily in that they originate from human activity. Within the
military services, the term threat is typically used for human-
caused hazard. See definitions of technological hazards and

terrorism for further information.

International terrorism. Violent acts or acts dangerous to
human life that are a violation of the criminal laws of the
United States or any state, or that would be a criminal violation
if committed within the jurisdiction of the United States or any
state. These acts appear to be intended to intimidate or coerce
a civilian population, influence the policy of a government by

intimidation or coercion, or affect the conduct of a government
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by assassination or kidnapping. International terrorist acts occur
outside the United States, or transcend national boundaries in
terms of the means by which they are accomplished, the persons
they appear intended to coerce or intimidate, or the locale in
which their perpetrators operate or seek asylum.

Intrusion Detection System (IDS). The combination of
components, including sensors, control units, transmission lines,

and monitor units, integrated to operate in a specified manner.

Jersey barrier. A protective concrete barrier initially and still
used as a highway divider that now also functions as an expedient
method for traffic speed control at entrance gates and to keep
vehicles away from buildings.

Laminated glass. A flat lite of uniform thickness consisting of
two monolithic glass plies bonded together with an interlayer
material as defined in Specification C1172. Many different

interlayer materials are used in laminated glass.

Landscaping. The use of plantings (shrubs and trees), with or
without landforms and/or large boulders, to act as a perimeter

barrier against defined threats.

Layers of protection. A traditional approach in security
engineering using concentric circles extending out from an area to

be protected as demarcation points for different security strategies.

Level of protection (LOP). The degree to which an asset is

protected against injury or damage from an attack.

Liaison. An agency official sent to another agency to facilitate

interagency communications and coordination.
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Limited area. A restricted area within close proximity of a security
interest. Uncontrolled movement may permit access to the item.
Escorts and other internal restrictions may prevent access to the

item. See controlled area and exclusion area.

Line of sight (LOS). Direct observation between two points with
the naked eye or hand-held optics.

Line-of-sight sensor. A pair of devices used as an intrusion
detection sensor that monitor any movement through the field
between the sensors.

Local government. Any county, city, village, town, district, or
political subdivision of any state, and Indian tribe or authorized
tribal organization, or Alaska Native village or organization,
including any rural community or unincorporated town or village

or any other public entity.

Mail-bomb delivery. Bombs or incendiary devices delivered to the

target in letters or packages.

Minimum measures. Protective measures that can be applied to
all buildings regardless of the identified threat. These measures
offer defense or detection opportunities for minimal cost,

facilitate future upgrades, and may deter acts of aggression.

Mitigation. Those actions taken to reduce the exposure to and
impact of an attack or disaster.

Motion detector. An intrusion detection sensor that changes state

based on movement in the sensor’s field of view.

Moving vehicle bomb. An explosive-laden car or truck driven into

or near a building and detonated.

Mutual Aid Agreement. A pre-arranged agreement developed
between two or more entities to render assistance to the parties of

the agreement.
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Natural hazard. Naturally-occurring events such as floods,
earthquakes, tornadoes, tsunami, coastal storms, landslides, and
wildfires that strike populated areas. A natural event is a hazard
when it has the potential to harm people or property (FEMA
386- 2 Understanding Your Risks). The risks of natural hazards may
be increased or decreased as a result of human activity; however,

they are not inherently human-induced.

Natural protective barriers. Natural protective barriers are
mountains and deserts, cliffs and ditches, water obstacles, or

other terrain features that are difficult to traverse.

Non-exclusive zone. An area around an asset that has controlled
entry, but shared or less restrictive access than an exclusive zone.

Non-persistent agent. An agent that, upon release, loses its

ability to cause casualties after 10 to 15 minutes. It has a high
evaporation rate, is lighter than air, and will disperse rapidly.
It is considered to be a short-term hazard; however, in small,

unventilated areas, the agent will be more persistent.

Nuclear, biological, or chemical weapons. Also called Weapons
of Mass Destruction (WMD). Weapons that are characterized by

their capability to produce mass casualties.

Passive vehicle barrier. A vehicle barrier that is permanently

deployed and does not require response to be effective.

Perimeter barrier. A fence, wall, vehicle barrier, landform, or line
of vegetation applied along an exterior perimeter used to obscure

vision, hinder personnel access, or hinder or prevent vehicle access.

Persistent agent. An agent that, upon release, retains its casualty
producing effects for an extended period of time, usually anywhere
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from 30 minutes to several days. A persistent agent usually has a
low evaporation rate and its vapor is heavier thanair; therefore,

its vapor cloud tends to hug the ground. It is considered to be a
long-term hazard. Although inhalation hazards are still a concern,
extreme caution should be taken to avoid skin contact as well.

Physical security. The part of security concerned with measures/
concepts designed to safeguard personnel; to prevent unauthorized
access to equipment, installations, materiel, and documents; and to

safeguard them against espionage, sabotage, damage, and theft.

Planter barrier. A passive vehicle barrier, usually constructed of
concrete and filled with dirt (and flowers for aesthetics). Planters,
along with bollards, are the usual street furniture used to keep
vehicles away from existing buildings. Overall size and the depth
of installation below grade determine the vehicle stopping
capability of the individual planter.

Plume. Airborne material spreading from a particular source; the
dispersal of particles, gases, vapors, and aerosols into the atmosphere.

Polycarbonate glazing. A plastic glazing material with enhanced
resistance to ballistics or blast effects.

Preliminary Damage Assessment (PDA). A mechanism used to
determine the impact and magnitude of damage and the resulting
unmet needs of individuals, businesses, the public sector, and the
community as a whole. Information collected is used by the state
as a basis for the Governor’s request for a Presidential declaration,
and by FEMA to document the recommendation made to the
President in response to the Governor’s request. PDAs are made
by at least one state and one federal representative. A local
government representative familiar with the extent and location
of damage in the community often participates; other state and
federal agencies and voluntary relief organizations also may be

asked to participate, as needed.

Preparedness. Establishing the plans, training, exercises, and
resources necessary to enhance mitigation of and achieve
readiness for response to, and recovery from all hazards,

disasters, and emergencies, including WMD incidents.
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Primary asset. An asset that is the ultimate target for compromise
by an aggressor.

Primary gathering building. Inhabited buildings routinely
occupied by 50 or more personnel. This designation applies to
the entire portion of a building that meets the population density
requirements for an inhabited building.

Probability of detection (POD). A measure of an intrusion
detection sensor’s performance in detecting an intruder within

its detection zone.

Probability of intercept. The probability that an act of aggression
will be detected and that a response force will intercept the

aggressor before the asset can be compromised.

Progressive collapse. A chain reaction failure of building
members to an extent disproportionate to the original localized
damage. Such damage may result in upper floors of a building

collapsing onto lower floors.

Protective barriers. Define the physical limits of a site, activity, or
area by restricting, channeling, or impeding access and forming a

continuous obstacle around the object.

Protective measures. Elements of a protective system that protect
an asset against a threat. Protective measures are divided into

defensive and detection measures.

Protective system. An integration of all of the protective
measures required to protect an asset against the range of threats

applicable to the asset.

Radiation. High-energy particles or gamma rays that are emitted
by an atom as the substance undergoes radioactive decay.
Particles can be either charged alpha or beta particles or neutral
neutron or gamma rays.
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Radiation sickness. The symptoms characterizing the sickness
known as radiation injury, resulting from excessive exposure of
the whole body to ionizing radiation.

Radiological monitoring. The process of locating and measuring
radiation by means of survey instruments that can detect and

measure (as exposure rates) ionizing radiation.

Recovery. The long-term activities beyond the initial crisis period
and emergency response phase of disaster operations that focus
on returning all systems in the community to a normal status

or to reconstitute these systems to a new condition that is less
vulnerable.

Response. Executing the plan and resources identified to
perform those duties and services to preserve and protect life and
property as well as provide services to the surviving population.

Restricted area. Any area with access controls that is subject to
these special restrictions or controls for security reasons. See
controlled area, limited area, exclusion area, and exclusion zone.

Risk. The potential for loss of, or damage to, an asset. It is
measured based upon the value of the asset in relation to the
threats and vulnerabilities associated with it.

Rotating drum or rotating plate vehicle barrier. An active vehicle
barrier used at vehicle entrances to controlled areas based on a

drum or plate rotating into the path of the vehicle when signaled.

Sacrificial roof or wall. Roofs or walls that can be lost in a blast

without damage to the primary asset.

Safe haven. Secure areas within the interior of the facility. A safe
haven should be designed such that it requires more time to
penetrate by aggressors than it takes for the response force to reach
the protected area to rescue the occupants. It may be a haven from a
physical attack or an airisolated haven from CBR contamination.
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Secondary asset. An asset that supports a primary asset and whose
compromise would indirectly affect the operation of the primary

asset.

Secondary hazard. A threat whose potential would be realized
as the result of a triggering event that of itself would constitute
an emergency (e.g., dam failure might be a secondary hazard
associated with earthquakes).

Situational crime prevention. A crime prevention strategy based
on reducing the opportunities for crime by increasing the effort
required to commit a crime, increasing the risks associated

with committing the crime, and reducing the target appeal or
vulnerability (whether property or person). This opportunity
reduction is achieved by management and use policies such as
procedures and training, as well as physical approaches such as
alteration of the built environment.

Specific threat. Known or postulated aggressor activity focused on
targeting a particular asset.

Stand-off distance. A distance maintained between a building
or portion thereof and the potential location for an explosive
detonation or other threat.

Stand-off weapons. Weapons such as anti-tank weapons and
mortars that are launched from a distance at a target.

State Coordinating Officer (SCO). The person appointed by
the Governor to coordinate state, commonwealth, or territorial
response and recovery activities with FRP-related activities of the
Federal Government, in cooperation with the FCO.

State Liaison. A FEMA official assigned to a particular state, who
handles initial coordination with the state in the early stages of an
emergency.

Stationary vehicle bomb. An explosive-laden car or truck stopped
or parked near a building.

Structural protective barriers. Manmade devices (e.g., fences,
walls, floors, roofs, grills, bars, roadblocks, signs, or other
construction) used to restrict, channel, or impede access.
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Superstructure. The supporting elements of a building above the

foundation.

Supplies-bomb delivery. Bombs or incendiary devices concealed
and delivered to supply or material handling points such as
loading docks.

Tactics. The specific methods of achieving the aggressor’s
goals to injure personnel, destroy assets, or steal materiel or
information.

Tangle-foot wire. Barbed wire or tape suspended on short
metal or wooden pickets outside a perimeter fence to create an
obstacle to approach.

Taut wire sensor. An intrusion detection sensor utilizing a
column of uniformly spaced horizontal wires, securely anchored
at each end and stretched taut. Each wire is attached to a sensor

to indicate movement of the wire.

Technological hazards. Incidents that can arise from human
activities such as manufacture, transportation, storage, and use
of hazardous materials. For the sake of simplicity, it is assumed
that technological emergencies are accidental and that their

consequences are unintended.

Terrorism. The unlawful use of force and violence against
persons or property to intimidate or coerce a government, the
civilian population, or any segment thereof, in furtherance of
political or social objectives.

Thermally tempered glass (TTG). Glass that is heat-treated to
have a higher tensile strength and resistance to blast pressures,
although with a greater susceptibility to airborne debris.

Threat. Any indication, circumstance, or event with the potential

to cause loss of, or damage to an asset.
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Threat analysis. A continual process of compiling and examining all
available information concerning potential threats and human-caused
hazards. A common method to evaluate terrorist groups is to review

the factors of existence, capability, intentions, history, and targeting.

TNT equivalent weight. The weight of TNT (trinitrotoluene) that
has an equivalent energetic output to that of a different weight of
another explosive compound.

Tornado. A local atmospheric storm, generally of short duration,
formed by winds rotating at very high speeds, usually in a
counter-clockwise direction. The vortex, up to several hundred
yards wide, is visible to the observer as a whirlpool-like column of
winds rotating about a hollow cavity or funnel. Winds may reach
300 miles per hour or higher.

Toxic-free area. An area within a facility in which the air supply is
free of toxic chemical or biological agents.

Toxicity. A measure of the harmful effects produced by a given
amount of a toxin on a living organism.

Triple-standard concertina (TSC) wire. This type of fence uses
three rolls of stacked concertina. One roll will be stacked on top
of two other rolls that run parallel to each other while resting on

the ground, forming a pyramid.

Unobstructed space. Space around an inhabited building without
obstruction large enough to conceal explosive devices 150 mm (6

inches) or greater in height.

Video motion detection. Motion detection technology that looks

for changes in the pixels of a video image.
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Visual surveillance. The aggressor uses ocular and photographic
devices (such as binoculars and cameras with telephoto lenses) to

monitor facility or installation operations or to see assets.

Volumetric motion sensor. An interior intrusion detection sensor
that is designed to sense aggressor motion within a protected
space.

Vulnerability. Any weakness in an asset or mitigation measure
than can be exploited by an aggressor (potential threat
element), adversary, or competitor. It refers to the organization’s
susceptibility to injury.

Warning. The alerting of emergency response personnel and
the public to the threat of extraordinary danger and the related
effects that specific hazards may cause.

Watch. Indication in a defined area that conditions are favorable
for the specified type of severe weather (e.g., flash flood watch,
severe thunderstorm watch, tornado watch, tropical storm watch).

Waterborne contamination. Chemical, biological, or radiological
agent introduced into and fouling a water supply.

Weapons of Mass Destruction (WMD). Any device, material,

or substance used in a manner, in a quantity or type, or under
circumstances showing an intent to cause death or serious injury
to persons, or significant damage to property. An explosive,
incendiary, or poison gas, bomb, grenade, rocket having a
propellant charge of more than 4 ounces, or a missile having an
explosive incendiary charge of more than 0.25 ounce, or mine
or device similar to the above; poison gas; weapon involving a
disease organism; or weapon that is designed to release radiation

or radioactivity at a level dangerous to human life.
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This appendix contains some CBR terms that do not actually
appear in this manual. They have been included to present a com-
prehensive list that pertains to this series of publications.

CHEMICAL TERMS

Acetylcholinesterase. An enzyme that hydrolyzes the
neurotransmitter acetylcholine. The action of this enzyme is
inhibited by nerve agents.

Aerosol. Fine liquid or solid particles suspended in a gas (e.g., fog
or smoke).

Atropine. A compound used as an antidote for nerve agents.

Casualty (toxic) agents. Produce incapacitation, serious injury, or
death, and can be used to incapacitate or kill victims. They are the
blister, blood, choking, and nerve agents.

Blister agents. Substances that cause blistering of the

skin. Exposure is through liquid or vapor contact with any
exposed tissue (eyes, skin, lungs). Examples are distilled
mustard (HD), nitrogen mustard (HN), lewisite (L),
mustard/lewisite (HL), and phenodichloroarsine (PD).

Blood agents. Substances that injure a person by
interfering with cell respiration (the exchange of oxygen
and carbon dioxide between blood and tissues). Examples
are arsine (SA), cyanogens chloride (CK), hydrogen
chloride (HCl), and hydrogen cyanide (AC).

Choking/lung/pulmonary agents. Substances that cause
physical injury to the lungs. Exposure is through

inhalation. In extreme cases, membranes swell and
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http://www.cia.gov

Council on Tall Buildings and Urban Habitat (CTBUH)
http://www.ctbuh.org

Federal Aviation Administration (FAA)
http://www.faa.gov

Healthy Buildings International, Inc.
http://www.healthybuildings.com

Institute of Transportation Engineers

http://www.ite.org

Interagency Security Committee (ISC) led by the U.S.
General Services Administration [Restricted Access]

http://www.oca.gsa.gov

International CPTED [Crime Prevention Through
Environmental Design] Association (ICA)
http://new.cpted.net/home.amt

Lawrence Berkeley National Laboratory (LBNL)
http://securebuildings.lbl.gov
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National Academy of Sciences
http://www4.nationalacademies.org/nas/nashome.nsf

® Federal Facilities Council (FFC) Standing Committee on
Physical Security and Hazard Mitigation
http://www7.nationalacademies.org/ffc/Physical _
Security_ Hazard_Mitigation.html

e National Research Council
http://www.nationalacademies.org/nrc

National Defense Industrial Association (NDIA)
http://www.ndia.org

Public Entity Risk Institute
http://www.riskinstitute.org

Security Design Coalition
http://www.designingforsecurity.org

Security Industry Association (SIA)
http://www.siaonline.org/

Technical Support Working Group (Departments of Defense
and State)
http://www.tswg.gov

U.S. Air Force Electronic System Center (ESC), Hanscom Air
Force Base
http://eschq.hanscom.af.mil/

U.S. Army Soldiers and Biological Chemical Command
(SBCCOM): Basic Information on Building Protection
http://buildingprotection.sbccom.army.mil

U.S. Department of Justice
http://www.usdoj.gov

® Federal Bureau of Investigation: Terrorism in the United
States reports
http://www.fbi.gov/publications/ terror/terroris.htm

e National Institute of Justice (NIJ)
http://www.ojp.usdoj.gov/nij
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¢ Office of Domestic Preparedness (ODP)
http://www.ojp.usdoj.gov/odp

e U.S. Marshals Service (USMS)
http://www.usdoj.gov/marshals

The Infrastructure Security Parinership (TISP)
http://www.tisp.org

Founding Organizations

O  American Council of Engineering Companies (ACEC)
http://www.acec.org

O American Society of Civil Engineers (ASCE)
http://www.asce.org

® Architectural Engineering Institute (AEI) of ASCE
http://www.asce.org/instfound/aei.cfm

¢ (Civil Engineering Research Foundation (CERF) of ASCE
http://www.cerf.org

* Structural Engineering Institute (SEI) of ASCE
http://www.seinstitute.org

O Associated General Contractors of America

http://www.agc.org

O Construction Industry Institute

http://construction-institute.org

O Federal Emergency Management Agency (FEMA)
http://www.fema.gov

¢ Building Performance Assessment Team
http://www.fema.gov/mit/bpat

e Human Caused Hazards

http://www.fema.gov/hazards

* Mitigation Planning
http://www.fema.gov/fima/planning.shtm

ASSOCIATIONS AND ORGANIZATIONS
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O Federal Facilities Council — See National Academy of Sciences

O National Institute of Standards and Technology (NIST),

Building and Fire Research Laboratory
http://www.bfrl.nist.gov

Naval Facilities Engineering Command
http://www.navfac.navy.mil

* Naval Facilities Engineering Service Center (NFESC),
Security Engineering Center of Expertise ESC66
http:/ /atfp.nfesc.navy.mil

Society of American Military Engineers (SAME)
http://www.same.org

The American Institute of Architects (AIA), Security Resource
Center
http://www.aia.org/security

U.S.Army Corps of Engineers
http://www.usace.army.mil

¢ Blast Mitigation Action Group, U.S. Army Corps of
Engineers Center of Expertise for Protective Design

http://bmag.nwo.usace.army.mil

e U.S. Army Corps of Engineers, Electronic Security Center
http://www.hnd.usace.army.mil/esc

e U.S. Army Corps of Engineers, Protective Design Center
http://pdc.nwo.usace.army.mil

Selected Member Organizations

©)

Air-Conditioning and Refrigeration Institute, Inc.
http://www.ari.org

Air Conditioning Contractors of America

http://www.acca.org

Airport Consultants Council
http://www.acconline.org
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Alliance for Fire & Smoke Containment & Control
http://www.afscconline.org

American Association of State Highway and Transportation
Officials (AASHTO)
http://www.transportation.org

American Institute of Chemical Engineers, Center for
Chemical Process Safety
http://www.aiche.org/ccps

American Planning Association
http://www.planning.org

American Portland Cement Alliance

http://www.portcement.org/apca

American Public Works Association
http://www.apwa.net

American Railway Engineering & Maintenance of Way
Association

http://www.arema.org

American Society for Industrial Security International (ASIS)

http://www.asisonline.org

American Society of Heating, Refrigerating, and Air-
Conditioning Engineers (ASHRAE)
http://www.ashrae.org

American Society of Interior Designers
http://www.asid.org

American Society of Landscape Architects (ASLA)
http://www.asla.org

American Society of Mechanical Engineers (ASME)
http://www.asme.org

American Underground Construction Association (AUA)

http://www.auca.org or http://www.auaonline.org

American Water Resources Association (AWRA)
http://www.awra.org
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Associated Locksmiths of America
http://www.aloa.org

Association of Metropolitan Water Agencies

http://www.amwa.net

Association of State Dam Safety Officials
http://www.damsafety.org

Building Futures Council
http://www.thebfc.com

Building Owners and Managers Association International
(BOMA), Emergency Resource Center
http://www.boma.org/emergency

California Department of Health Services, Division of
Drinking Water & Environmental Management
http://www.dhs.cahwnet.gov/ps/ddwem

Construction Industry Roundtable
http://www.cirt.org

Construction Innovation Forum

http:/ /www.cif.org

Construction Specifications Institute
http://www.csinet.org

Construction Users Roundtable
http://www.curt.org

Defense Threat Reduction Agency (DTRA)
http://www.dtra.mil

Design-Build Institute of America
http://www.dbia.org

Drexel (University) Intelligent Infrastructure & Transportation
Safety Institute
http://www.di3.drexel.edu

Federal Highway Administration
http://www.thwa.dot.gov
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O Florida Department of Transportation, Emergency

Management Office
http://wwwll.myflorida.com/safety/Emp/emp.htm

or

Florida Department of Community Affairs, Division of
Emergency Management
http://www.floridadisaster.org/bpr/EMTOOLS/Severe /
terrorism.htm

or
http://www.dca.state.fl.us/bpr/EMTOOLS/CIP/ critical _

infrastructure_protecti.htm

George Washington University, Institute for Crisis, Disaster,
and Risk Management

http://www.cee.seas.gwu.edu

or

http://www.seas.gwu.edu/~icdm

Homeland Protection Institute, Ltd.
http://www.hpi-tech.org

Inland Rivers Ports and Terminals
http://www.irpt.net

Institute of Electrical and Electronics Engineers, Inc. - USA
http://www.ieeeusa.org or http://www.ieee.org/portal/
index.jsp

International Association of Foundation Drilling
http://www.adsc-iafd.com

International Code Council (ICC)

http://www.intlcode.org

Consolidates services, products, and operations of BOCA
(Building Officials and Code Administrators), ICBO
(International Conference of Building Officials) and SBCCI
Southern Building Code Congress International) into one
member service organization — the International Code
Council (ICC) in January 2003.

International Facility Management Association (IFMA)
http://www.ifma.org

ASSOCIATIONS AND ORGANIZATIONS E7



Market Development Alliance of the FRP Composites Industry

http://www.mdacomposites.org

Multidisciplinary Center for Earthquake Engineering Research
http://mceer.buffalo.edu

National Aeronautics and Space Administration

http://www.nasa.gov

National Capital Planning Commission (NCPC)
http://www.ncpc.gov

® Security and Urban Design
http://www.ncpc.gov/planning_init/security.html

National Center for Manufacturing Sciences

http://www.ncms.org

National Concrete Masonry Association
http://www.ncma.org

National Conference of States on Building Codes and
Standards
http://www.ncsbcs.org

National Council of Structural Engineers Associations (NCSEA)
http://www.ncsea.com or http://dwp.bigplanet.com/

engineers/homepage

National Crime Prevention Institute
http://www.louisville.edu/a-s/ja/ncpi/courses.htm

National Fire Protection Association
http://www.nfpa.org

National Institute of Building Sciences (NIBS)
http://www.nibs.org and http://www.wbdg.org

National Park Service, Denver Service Center
http://www.nps.gov/dsc

National Precast Concrete Association
http://www.precast.org
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O National Wilderness Training Center, Inc.
http://www.wildernesstraining.net

O New York City Office of Emergency Preparedness
http://www.nyc.gov/html/oem

O Ohio State University
http://www.osu.edu/homelandsecurity

O Pentagon Renovation Program
http://renovation.pentagon.mil

O Portland Cement Association (PCA)
http://www.portcement.org

O Primary Glass Manufacturers Council
http://www.primaryglass.org

O Protective Glazing Council
http://www.protectiveglazing.org

O Protective Technology Center at Penn State University
http://www.ptc.psu.edu

O SAVE International
http://www.value-eng.org

O Society of Fire Protection Engineers
http://www.sfpe.org

O Southern Building Code Congress, International
http://www.sbcci.org

O Sustainable Buildings Industry Council
http://www.sbicouncil.org

O Transit Standards Consortium

http://www.tsconsortium.org

O Transportation Research Board/Marine Board
http://www.trb.org

O Transportation Security Administration - Maritime and Land
http://www.tsa.dot.gov

ASSOCIATIONS AND ORGANIZATIONS
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O University of Missouri, Department of Civil & Environmental
Engineering, National Center for Explosion Resistant Design

http://www.engineering.missouri.edu/explosion.htm

O U.S. Air Force Civil Engineer Support Agency
http://www.afcesa.af.mil

O U.S. Coast Guard
http://www.uscg.mil

O U.S. Department of Energy
http://www.energy.gov

e Sandia National Laboratories (SNL)
http://www.sandia.gov

* Architectural Surety Program
http://www.sandia.gov/archsur

e (ritical Infrastructure Protection Initiative
http://www.sandia.gov/LabNews/LN02-11-00/steam_
story.html

O U.S. Department of Health and Human Services
http://www.hhs.gov

O U.S. Department of Veterans Affairs (VA)
http://www.va.gov/facmgt

O U.S. Environmental Protection Agency (EPA), Chemical
Emergency Preparedness and Prevention Office (CEPPO)-
Counter-terrorism

http://www.epa.gov/swercepp/cntr-ter.html

O U.S. General Services Administration (GSA)
http://www.gsa.gov

e Office of Federal Protective Service (FPS) of GSA
http://www.gsa.gov/Portal/content/orgs_contentjsp?cont
entOID=117945&contentType=1005&P=18&S=1

¢ Office of Public Building Service (PBS) of GSA
http://www.gsa.gov/Portal/content/orgs_content.jsp’cont
entOID=22883&contentType=1005&PPzz=1&S=1

E-10 ASSOCIATIONS AND ORGANIZATIONS



e Office of the Chief Architect of GSA
http://www.gsa.gov/Portal /content/orgs_content.jsp?cont
entOID=22899&contentType=1005
and
http://www.oca.gsa.gov

U.S. Green Building Council
http://www.usgbc.org

U.S. Marine Corps Headquarters

http://www.usmc.mil

U.S. Society on Dams
http://www.ussdams.org

Virginia Polytechnic Institute and State University
http://www.ce.vt.edu

Water and Wastewater Equipment Manufacturers Association
http://www.wwema.org

The Parinership for Critical Infrastructure (PCIS)
http://www.pcis.org

Note: Involved mainly with information systems and not building

real property.

Government

O

Department of Commerce Critical Infrastructure Assurance
Office (CIAO)
http://www.ciao.gov

Department of Energy (DOE)
http://www.energy.gov

Department of Homeland Security
http://www.whitehouse.gov/deptofhomeland

National Infrastructure Protection Center (NIPC)

http://www.nipc.gov
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Private Sector

O

O

Anser Institute for Homeland Security (ANSER)
http://www.homelandsecurity.org

CERT® Coordination Center (CERT/CC)
http://www.cert.org

Electronic Warfare Associates (EWA)
http://www.ewa.com

Information Technology Association of America (ITAA)
http://www.itaa.org

National Cyber Security Alliance (Alliance)
http://www.staysafeonline.info

North American Electric Reliability Council (NERC)
http://www.nerc.com

SANS Institute (SANS - SysAdmin, Audit, Network, Security)
http://www.sans.org

The Financial Services Roundtable Technology Group (BITS)
http://www.bitsinfo.org

The Institute for Internal Auditors (ITA)
http://www.theiia.org

The U.S. Chamber of Commerce, Center for Corporate
Citizenship (CCCQC)
http://www.uschamber.com/ccc

Selected States and Local Organizations

@)

Association of Metropolitan Water Agencies
http://www.amwa.net

International Association of Emergency Managers (IAEM)
http://www.iaem.com

National Association of State CIOs (NASCIO)
http://www.nascio.org
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O National Emergency Managers Association (NEMA)
http://www.nemaweb.org

O National Governor’s Association (NGA)
http://www.csg.org

O The Council of State Governments (CSG)
http://www.csg.org

O The National League of Cities (NLC)
http://www.nlc.org
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BUILDING VULNERABILITY ASSESSMENT CHECKLIST

he Building Vulnerability Assessment Checklist is

based on the checklist developed by the Department

of Veterans Affairs (VA) and compiles many best prac-
tices based on technologies and scientific research to consider
during the design of a new school building or renovation of an
existing building. It allows a consistent security evaluation of de-
signs at various levels. The checklist can be used as a screening
tool for preliminary design vulnerability assessment or be used
by subject matter experts for a comprehensive vulnerability as-
sessment of existing buildings. In addition to examining design
issues that affect vulnerability, the checklist includes questions
that determine if critical systems continue to function in order
to enhance deterrence, detection, denial, and damage limita-
tion, and to ensure that emergency systems function during a
threat or hazard situation.

The checklist is organized into the 13 sections listed below.

To conduct a vulnerability assessment of a school building or
preliminary design, each section of the checklist should be as-
signed to an engineer, architect, or subject matter expert who
is knowledgeable and qualified to perform an assessment of the
assigned area. Each assessor should consider the questions and
guidance provided to help identify vulnerabilities and docu-
ment results in the observations column. If assessing an existing
building, vulnerabilities can also be documented with photo-
graphs, if possible. The results of the 13 assessments should be
integrated into a master vulnerability assessment and provide

a basis for determining vulnerability ratings during the assess-

ment process.

BUILDING VULNERABILITY ASSESSMENT CHECKLIST
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1. Site

2. Architectural

3. Structural Systems

4. Building Envelope

5. Utility Systems

6. Mechanical Systems (heating, ventilation, and air conditioning (HVAC) and (BR)
7. Plumbing and Gas Systems

8.  Eledirical Systems

9. Fire Alarm Systems

10. Communications and Information Technology (IT) Systems
11. Equipment Operations and Maintenance

12. Security Systems

13. Security Master Plan

Building Vulnerablilty Assessment Checklist*

Section Vulnerability Question Guidance Observations
1 Site
1.1 | What major structures surround Critical infrastructure to consider includes:

the facility (site or building(s))?
Telecommunications infrastructure
What critical infrastructure, o
government, military, or Facilifies for broadcast TV, cable TV: cellular

. e o networks; newspaper offices, production, and
recreation fucilities are in the local distribution; radio stations; satellite base stations;

area that impact transportation, telephone trunking and switching stafions, including
vtilities, and collateral damage crifical cable routes and major rights-of-way
(attack at this facility impacting
the other major structures or
attack on the major structures Power plants, especially nuclear facilifies; transmission

impacting this facility)? and distribution system components; fuel distribution,
delivery, and storage

Electric power systems

What are the adjacent land

uses immediately outside the Gas and oil facilities
Eer;:.‘eter o.f, this facktyl(site‘or Hazardous material facilities, oil/gas pipelines, and
vilding(s))? storage facilities
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Building Vulnerablilty Assessment Checklist* (continued)

Section Vulnerability Question

Guidance

Observations

Do future development plans
change these land uses outside
the facility (site or building (s))
perimeter?

Although this question bridges

threat and vulnerability, the threat

is the manmade hazard that can

occur (likelihood and impact) and

the vulnerability is the proximity of
the hazard to the building(s) being
assessed. Thus, a chemical plant
release may be a threat/hazard, but
vulnerability changes if the plant is 1
mile upwind for the prevailing winds
versus 10 miles away and downwind.
Similarly, a terrorist attack upon an
adjacent building may impact the
building(s) being assessed. The Murrah
Federal Building in Oklahoma City was
not the only building to have severe
damage caused by the explosion of the
Ryder rental ruck bomb.

Banking and finance institutions

Financial institutions (banks, credit unions) and the
business district; note schedule business/financial
district may follow; armored car services

Transportation networks

Airports: carriers, flight paths, and airport layout;
location of air traffic control towers, runways,
passenger ferminals, and parking areas

Bus Stations
Pipelines: oil; gas

Trains/Subways: rails and lines, railheads/rail
yards, interchanges, tunnels, and cargo/passenger
terminals; note hazardous material transported

Traffic: interstate highways/roads/tunnels/bridges
carrying large volumes; points of congestion; note
time of day and day of week

Trucking: hazardous materials cargo loading/
unloading facilifies; truck terminals, weigh stafions,
and rest areas

Waterways: dams; levees; berths and ports for
cruise ships, ferries, roll-on/roll-off cargo vessels,
and container ships; infernational (foreign) flagged
vessels (and cargo)

Water supply systems

Pipelines and process/treatment facilities, dams for
water collection; wastewater treatment

Government services

Federal/state/local government offices — post
offices, law enforcement stations, fire/rescue,
town/city hall, local mayor's/governor’s residences,
judicial offices and courts, military installations
(include type-Active, Reserves, National Guard)

Emergency services

Backup fucilities, communications centers,
Emergency Operations Centers (EQCs), fire/
Emergency Medical Service (EMS) facilities,
Emergency Medical Center (EMCs), law enforcement

facilifies

BUILDING VULNERABILITY ASSESSMENT CHECKLIST
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Building Vulnerablilty Assessment Checklist* (continued)

The following are not critical infrastructure, hut
have potential collateral dumage to consider:

Agricultural facilities: chemical disiribution,
storage, and application sites; crop spraying services;
farms and ranches; food processing, storage, and
distribution facilities

Commercial /manufacturing /industrial
facilities: apartment buildings; business/corporate
centers; chemical plants (especially those with Section
302 Extremely Hazardous Substances); factories;

fuel production, distribution, and storage facilities;
hotels and convention centers; industrial plants;

raw material production, distribution, and storage
facilities; research facilities and laboratories; shipping,
warehousing, transfer, and logistical centers

Events and attractions: festivals and
celebrations; open-air markets; parades; rallies,
demonstrations, and marches; religious services;
scenic fours; theme parks

Health care system components: family
planning clinics; health department offices;
hospitals; radiological material and medical waste
transportation, storage, and disposal; research
facilities and laboratories, walk-in clinics

Political or symbolically significant sites:
embassies, consulates, landmarks, monuments, political
party and special interest groups offices, religious sites

Public/private institutions: academic
institutions, cultural centers, libraries, museums,
research facilities and laboratories, schools

Recreation facilities: auditoriums, casinos,
concert halls and pavilions, parks, restaurants and
clubs (frequented by potential target populations),
sports arenas, stadiums, theaters, malls, and special
interest group facilities; note congestion dates and
times for shopping centers

References: FEMA 386-7, FEMA SLG 101,

DO0J NCJ181200
1.2 Does the terrain place the Depressions or low areas can trap heavy vapors, inhibit
building in a depression or low natural decontamination by prevailing winds, and reduce

area? the effectiveness of in-place sheltering.

Reference: USAF Installation Force Protection Guide
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Building Vulnerablilty Assessment Checklist* (continued)

Section

Vulnerability Question

Guidance

Observations

1.3

In dense, urban areas, does curb
lane parking allow uncontrolled
vehicles to park unacceptably
dose to a building in public
rights-of-way?

Where distance from the building to the nearest curb
provides insufficient setback, restrict parking in the curb
lane. For typical city sireets, this may require negotiating
to close the curh lane. Sethack is common terminology
for the distance between a building and its associated
roadway or parking. It is analogous fo stand-off between
a vehicle bomb and the building. The benefit per foot of
increased stand-off between a potential vehicle homb
and a building is very high when close to a building and
decreases rapidly as the distance increases. Note that the
July 1, 1994, Americans with Disabilities Act Standards
for Accessible Design states that required handicapped
parking shall be located on the shortest accessible

route of travel from adjacent parking to an accessible
entrance.

Reference: GSA PBS-P100

1.4

Is a perimeter fence or other
types of harrier controls in
place?

The infent is to channel pedestrian traffic onto a site with
multiple buildings through known access control points.
For a single building, the intent is to have a single visitor
entrance.

Reference: GSA PBS-P100

1.5

What are the site access points
to the site or building?

The goal is to have at least two access points — one for
passenger vehicles and one for delivery trucks due to the
different procedures needed for each. Having two access
points also helps if one of the access points becomes
unusable, then traffic can be routed through the other
aceess point.

Reference: USAF Installation Force Protection Guide

1.6

Is vehide traffic separated from
pedestrian traffic on the site?

Pedestrian access should not be endangered by car
traffic. Pedestrian access, especially from public
transportation, should not cross vehicle traffic if possible.

References: GSA PBS-P100 and FEMA 386-7

1.7

Is there vehicle and pedestrian
access control at the perimeter
of the site?

Vehicle and pedestrian access control and inspection
should occur as far from facilities as possible (preferably
at the site perimeter) with the ability to regulate the flow
of people and vehicles one at a fime.

Conirol on-site parking with identification checks,
security personnel, and access control systems.

Reference: FEMA 386-7

BUILDING VULNERABILITY ASSESSMENT CHECKLIST
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Building Vulnerablilty Assessment Checklist* (continued)

Is there space for inspection Design features for the vehicular inspection point
at the curb line or outside the include: vehicle arrest devices that prevent vehicles
profected perimeter? frgm Iguving the vehicular inspection area and prevent
tailgating.
What is I!1e mini.mum dis-tunce If screening space cannot be provided, consider other
from the inspection location to design features such as: hardening and alternative
the building? location for vehicle searchy/inspection.
Reference: GSA PBS-P100
1.9 Is there any potential access Eliminate potential site access through ufility tunnels,
to the site or buildina throuah corridors, manholes, stormwater runoff culverts, efc.
m 9 g Ensure covers to these access points are secured.
vtility paths or water runoff?
Reference: USAF Installation Force Protection Guide
1.10 | What are the existing types of Passive barriers include bollards, walls, hardened
vehicle anti-ram devices for the fences (steel cable inferlaced), trenches, ponds/basins,
site or building? concrete planters, street furniture, plantings, trees,
sculptures, and fountains. Active barriers include pop-
Are these devices at the up bollards, swing arm gates, and rotating plates and
property boundary or at the drums, efc
building? Reference: GSA PBS-P100
1.11 What is the anti-ram buffer If the recommended distance for the postulated
zone stand-off distance from the threat is not available, consider reducing the
. " stand-off required through structural hardening or
b“'ld'“q to unscreened vehicles manufacturing additional stand-off through barriers
or parking? and parking restrictions. Also, consider relocation of
vulnerable functions within the building, or to a more
hazard-resistant building. More stand-off should be
used for unscreened vehicles than for screened vehicles
that have been searched.
Reference: GSA PBS-P100
1.12 i i
A; € perll.neler b.u rrle;s capable Anti-ram protection may be provided by adequately
of stopping vehicles? designed: hollards, street furniture, sculpture,
. . . landscaping, walls, and fences. The anfi-ram protection
Wil ""f vehicle burrl.ers. ot must be able to stop the threat vehicle size (weight) at
the perimeter and building the speed attainable by that vehicle af impact. If the
maintain access for emergency anti-ram protection cannot absorb the desired kinetic
responders, including large fire energy, consider adding speed controls (serpentines
) or speed bumps) fo limit the speed at impact. If the
PP : resultant speed is still too great, the anti-ram protection
should be improved.
References: Military Handbook 1013/14 and
GSA PBS P-100
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Building Vulnerablilty Assessment Checklist* (continued)

Section

Vulnerability Question

Guidance

Observations

1.13 | Does site circulation prevent
high-speed approaches by
vehicles?

The intent is to use site circulation fo minimize vehide
speeds and eliminate direct approaches fo structures.

Reference: GSA PBS-P100

1.14 | Are there offsetting vehicle
entrances from the direction of
a vehicle’s approach to force a
reduction of speed?

Single or double 90-degree turns effectively reduce
vehide approach speed.

Reference: GSA PBS-P100

1.15 | Is there a minimum setback
distance between the building
and parked vehices?

Adjacent public parking should be directed to more distant
or better-protected areas, segregated from employee
parking and away from the building. Some publications
use the term sethack in liev of the term stand-off.

Reference: GSA PBS-P100

1.16 | Does adjacent surface parking
on site maintain a minimum
stand-off distance?

The specific stand-off distance needed is based upon
the design basis threat bomb size and the building
construction. For initial screening, consider using 25
meters (82 feet) as a minimum, with more distance
needed for unreinforced masonry or wooden walls.

Reference: GSA PBS-P100

1.17 | Do standalone, aboveground
parking garages provide
adequate visibility across as
well as into and out of the
parking garage?

Pedestrian paths should be planned to concentrate activity
to the extent possible.

Limiting vehicular entry/exits fo a minimum number of
locations is beneficial.

Stair tower and elevator lobby design should be as open
as code permits. Stair and/or elevator waiting areas
should be as open to the exterior and/or the parking
areas as possible and well lighted. Impact-resistant,
laminated glass for stair towers and eTevqurs is 0 way fo
provide visual openness.

Potential hiding places below stairs should be closed off;
nooks and crannies should be avoided, and dead-end
parking areas should be eliminated.

Reference: GSA PBS-P100

1.18 | Are garage or service area
entrances for employee-
permitted vehicles protected by
suitable anti-ram devices?

Coordinate this protection with
other anti-ram devices, such as
on the perimeter or property
boundary to avoid duplication of
arresting capability.

Conirol internal building parking, underground parking
garages, and access fo service areas and loading docks in
this manner with proper access control, or eliminate the
parking altogether.

The anfi-ram device must be capable of arresting a vehicle
of the designated threat size af the speed attainable at
the location.

Reference: GSA PBS-P100

BUILDING VULNERABILITY ASSESSMENT CHECKLIST
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Building Vulnerablilty Assessment Checklist* (continued)

1.19 | Do site landscaping and street Minimize concealment opportunities by keeping
furniture provide hiding places? landscape plantings (hedges, shrubbery, and large
plants with heavy ground cover) and street furniture
(bus shelters, benches, trash receptacles, mailboxes,
newspaper vending machines) away from the building
to permit observation of intruders and prevent hiding
of packages.
If mail or express boxes are used, the size of the
openings should be restricted to prohibit the insertion
of packages.
Reference: GSA PBS-P100
1.20 | Is the site lighting adequate Security protection .cun_be successfully uddre§sed
from a security perspective in ihr(_)ugl] udgquule_ ||g|.mng._ Thg type and ﬂesgn
d d varki of lighting, induding illumination levels, is ritical.
roa V\;uy access and parking Illuminafing Engineering Society of North America
areas: (IESNA) guidelines can be used. The site lighting should
he coordinated with the CCTV system.
Reference: GSA PBS-P100
1.21 | Are line-of-sight perspectives The goal is to prevent the observation of ritical assets
from outside the secured by persons outside the secure boundary of the site. For
boundary to the buildina and on individual buildings in an urban environment, this could
Y 9 . mean appropriafe window treafments or no windows for
the property along pedestrian portions of the building.
and vehicle routes integrated
with landscaping and green Once on the site, the concern is to ensure observation
space? by a general workforce aware of any pedestrians or
pace* vehidles outside normal circulation routes or attempting
to approach the building unobserved.
Reference: USAF Installation Force Protection Guide
1.22 | Do signs provide control of The signage should be simple and have the necessary
vehicles and people? level of clarity. However, signs that identify sensitive
areas should generally not be provided.
Reference: GSA PBS-P100
1.23 | Are dll existing fire hydrants on Just as vehicle access points to the site must be able fo
the site accessible? transit emergency vehicles, so too must the emergency
: vehides have access to the buildings and, in the
case of fire trucks, the fire hydrants. Thus, security
considerations must accommodate emergency response
requirements.
Reference: GSA PBS-P100
F-8 BUILDING VULNERABILITY ASSESSMENT CHECKLIST




Building Vulnerablilty Assessment Checklist* (continued)

Section Vulnerability Question Guidance Observations

2 Architectural

2.1 | Does the site and architectural The focus of CPTED is on creating defensible space
design incorporate strategies by employing:
from a Crime Prevention 1. Natural access controls:
Through Environmental Design — Design streets, sidewalks, and building entrances to
(CPTED) perspective? clearly indicate public routes and direct people away

from private/restricted areas

— Discourage access to private areas with structural
elements and limit access (no cut-through streets)

— Loading zones should be separate from public parking

2. Natural surveillance:
— Design that maximizes visibility of people, parking
areas, and building entrances; doors and windows
that look out on to streets and parking areas

— Shrubbery under 2 feet in height for visibility

— Lower branches of existing trees kept ot least 10
feet off the ground

— Pedestrian-friendly sidewalks and streets fo control
pedestrian and vehicle circulation

— Adequate nighttime lighting, especially at exterior
doorways

3. Territorial reinforcement:
— Design that defines property lines

— Design that distinguishes private/restricted spaces
from public spaces using separation, landscape
plantings; pavement designs (pathway and roadway
placement); gateway treatments at lobbies,
corridors, and door placement; walls, barriers,
signage, lighting, and “CPTED” fences

— "“Traffic-calming” devices for vehicle speed control

4. Target hardening:
— Prohibit eniry or access: window locks, deadbolts for
doors, interior door hinges

— Access control (building and employee/visitor
parking) and intrusion detection systems

5. Closed circuit television cameras:

— Prevent arime and influence positive behavior, while
enhancing the intended uses of space. In other
words, design that eliminates or reduces criminal
behavior and at the same time encourages people
to “keep an eye out” for each other.

References: GSA PBS-P100 and FEMA 386-7
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Building Vulnerablilty Assessment Checklist* (continued)

2.2 Is it a mixed-tenant building? Separate high-risk tenants from low-risk tenants and
from publicly accessible areas. Mixed uses may be
accommodated through such means as separating
entryways, controlling access, and hardening shared
partitions, as well as through special security operational
countermeasures.

Reference: GSA PBS-P100
2.3 Are pedestrian paths planned Site planning and landscape design can provide natural
to concentrate activity to aid in surveillance by concentrating pedestrian activity,
detection? limifing entrances/exits, and eliminafing concealment
: opportunities. Also, prevent pedestrian access to parking
areas other than via established entrances.
Reference: GSA PBS-P100
2.4 | Are there trash receptaces and The size of the frash receptacles and mailbox openings
mailboxes in close proximity to should be restricted to prohibit insertion of packages.
the buildina that can be used to Street furniture, such as newspaper vending machines,
N 9, .o should be kept sufficient distance (10 meters or 33 feet)
hide explosive devices? from the building, or brought inside to a secure area.
References: USAF Installation Force Protection Guide and
DoD UCF 4-010-01

2.5 | Do entrances avoid significant If queving will occur within the building footprint, the

queving? area should be enclosed in blast-resistant construction.

: If queuing is expected outside the building, a rain cover
should be provided. For manpower and equipment
requirements, collocate or combine staff and visitor
entrances.

Reference: GSA PBS-P100
2.6 | Does security screening cover all Retail activities should be prohibited in non-secured
public and private areas? areas. However, the Public Building Cooperative Use Act
of 1976 encourages retail and mixed uses fo create open
Are public and private activities and inviting buildings. Consider separating entryways,
separated? controlling access, hardening shared partitions, and
P * special security operafional counfermeasures.
Are public foilets, service References: G54 PBS-P100 and FEMA 386-7
spaces, or access to stairs or
elevators located in any non-
secure areas, including the
queving area hefore screening at
the public entrance?
F-10 BUILDING VULNERABILITY ASSESSMENT CHECKLIST




Building Vulnerablilty Assessment Checklist* (continued)

Section

Vulnerability Question

Guidance

Observations

2.7 | Is access control provided
through main entrance points for
employees and visitors?

(lobby receptionist, sign-in, staff escorts,
issue of visitor badges, checking forms of
personal identification, electronic access
control systems)

Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities

2.8 | Is access to private and public
space or restricted area space
dearly defined through the design
of the space, signage, use of
electronic security devices, etc.?

Finishes and signage should be designed for visual
simplicity.

Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities

2.9 | Is access to elevators
distinguished as to those that are
designated only for employees
and visitors?

Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities

2.10 | Do public and employee entrances
include space for possible future
installation of access control and
screening equipment?

These include walk-through metal detectors and x-ray
devices, identification check, electronic access card,
search stations, and turnsfiles.

Reference: GSA PBS-P100

2.11 | Do foyers have reinforced
concrete walls and offset interior
and exterior doors from each
other?

Consider for exterior entrances to the building or fo
access crifical areas within the building if explosive blast
hazard must be mitigated.

Reference: U.S. Army TM 5-853

2.12 | Do doors and walls along the

line of security screening meet
requirements of UL752 “Standard
for Safety: Bullet-Resisting
Equipment”?

If the postulated threat in designing enfrance access
control includes rifles, pistols, or shotguns, then the
screening area should have bullet-resistance to protect
security personnel and uninvolved bystanders. Glass, if
present, should also be bullet-resistant.

Reference: GSA PBS-P100

2.13 | Do circulation routes have
unobstructed views of people
approaching controlled access
points?

This applies fo building entrances and to critical areas
within the building.

References: USAF Installation Force Protection Guide and
DoD UFC 4-010-01

BUILDING VULNERABILITY ASSESSMENT CHECKLIST
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Building Vulnerablilty Assessment Checklist* (continued)

2.14 | Is roof access limited to References: GSA PBS-P100 and CDC/NIOSH,
authorized personnel by means Pub 2002-139
of locking mechanisms?

2.15 | Are critical assets (people, (rifical building components include: Emergency

activities, building systems generator including fuel systems, day tank, fire sprinkler,

and components) located close and water supply; Normal fuel storage; Main switchgear;
% X Telephone distribution and main switchgear; Fire

'? UL enll:unce, v.ehlcle pumps; Building control centers; Uninterruptible Power

circulation, parking, maintenance Supply (UPS) systems controlling critical functions; Main

area, loading dock, or interior refrigeration and venfilation systems if critical to building

parking? operation; Elevator machinery and controls; Shafts for
stairs, elevators, and utilities; Crifical distribution feeders

Are the critical building systems for emergency power. Evacuation and rescue require

emergency systems to remain operational during a
disaster and they should be located away from potential
attack locations. Primary and backup systems should

be separated to reduce the risk of both being impacted
by a single incident if collocated. Utility systems should
be located at least 50 feet from loading docks, front
entrances, and parking areas.

and components hardened?

One way fo harden critical building systems and
components is to enclose them within hardened walls,
floors, and ceilings. Do not place them near high-risk areas
where they can receive collateral domage.

Reference: GSA PBS-P100

2.16 | Are high-value or critical assets (rifical assets, such as people and acfivities, are more
located as far into the interior vulnerable to hazards when on an exterior building
of the building as possible and wall or adjacent to uncontrolled public areas inside the
; building.
separated from the public areas
of the building? Reference: GSA PBS-P100
2.17 | Is high visitor activity away High-risk activities should also be separated from low-risk
from critical assets? activities. Also, visitor acfivities should be separated from

daily activities.

Reference: USAF Installation Force Protection Guide

2.18 | Are critical assets located in Reference: USAF Installation Force Protection Guide

spaces that are occupied 24
hours per day?

Are assets located in areas
where they are visible to more
than one person?
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Building Vulnerablilty Assessment Checklist* (continued)

Section

Vulnerability Question

Guidance

Observations

emergency egress located as
remotely as possible from high-
risk areas where blast events
might occur?

Are stairways maintained with
positive pressure or are there
other smoke control systems?

2.19 | Are loading docks and receiving Loading docks should be designed to keep vehicles from
and shipping areas separated grivling info orI parking under the buillding. If loading
. . e o ocks are in close proximity to critical equipment,
in any d"?fhon ftom utility . consider hardening the equipment and service against
rooms, “"I'.'Y S and service explosive blast. Consider a 50-foot separation distance in
entrances, including electrical, all directions.
telephone/data, fire detection/
alarm systems, fire suppression it GRS
water mains, cooling and heating
2.20 | Are mailrooms located away The mailroom should be located af the perimeter of the
i ¢ building with an outside wall or window designed for
from building main entrances, g inf g
areas containing critical services, pressure reliet.
vtilities, distribution systems, and | By separating the mailroom and the loading dock, the
important assets? collateral damage of an incident at one has less impact
upon the other. However, this may be the preferred
Is the mailroom located near the mailroom location.
H ?
loading dock? Off-site screening stations or a separate delivery
processing building on site may be cost-effeciive,
parficularly if several buildings may share one mailroom.
A separate delivery processing building reduces risk and
simplifies protection measures.
Reference: GSA PBS-P100
2.2 Does the mailroom have udequute Screening of all deliveries to the bUIIdlng, intluding us.
space available for equipment mail, commercial package delivery services, delivery of
AP office supplies, efc.
to examine incoming packages
and for an explosive disposal Reference: GSA PBS-P100
2.22 | Are areas of refuge identified, Areas of refuge can be safe havens, shelters, or protected
with special consideration given fo | P for use during specified hazards.
egress? Reference: FEMA 386-7
2.23 | Are stairwells required for Consider designing stairs so that they discharge into areas

other than lobbies, parking, or loading docks.

Maintaining positive pressure from a clean source of air
(may require special filtering) aids in egress by keeping
smoke, heat, toxic fumes, efc,. out of the stairway.
Pressurize exit stairways in accordance with the National
Model Building Code.

References: GSA PBS-P100 and CDC/NIOSH,
Pub 2002-139

BUILDING VULNERABILITY ASSESSMENT CHECKLIST
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2.24 | Are enclosures for emergency Egress pathways should be hardened and discharge into
egress hardened to limit the safe areas.
extent ?f t!ebrls that might Reference: FEMA 3867
otherwise impede safe passage
and reduce the flow of evacuees?

2.25 | Do interior barriers differentiate Reference: USAF Installation Force Protection Guide
level of security within a
building?

o re emergency systems locate e intent is fo keep the emergency systems out o

2.26 | A gency sy located Th keep the emergency sy f
away from high-risk areas? harm’s way, such that one incident does not take out all

capability — both the regular systems and their backups.
Reference: FEMA 386-7

2.27 | Is interior glazing near high-risk Interior glazing should be minimized where a threat

e exists and should be avoided in enclosures of eritical
functions next to high-risk areas.

Is interior qluzmg in other areas | oo . et pps pIO0

shatter-resistant?

2.28 | Are ceiling and lighting systems When an explosive blast shatters a window, the blast
designed to remain in place wave enters the inferior space, putting structural and
durina hazard 1s? non-structural building components under loads not

uring hazard evenis: considered in standard building codes. It has been

shown that connection criteria for these systems in high
seismic acfivity areas resulted in much less falling debris
that could injure building occupants.
Mount all overhead utilities and other fixtures weighing
14 kilograms (31 pounds) or more to minimize
the likelihood that they will fall and injure building
occupants. Design all equipment mountings to resist
forces of 0.5 times the equipment weight in any
direction and 1.5 fimes the equipment weight in the
downward direction. This standard does not preclude the
need to design equipment mountings for forces required
by other criteria, such as seismic standards.
Reference: DoD UCF 4-101-01
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Building Vulnerablilty Assessment Checklist* (continued)

Section Vulnerability Question Guidance Observations

3 Structural Systems

3.1 What type of construction? The type of construction provides an indication of the
robustness to abnormal loading and load reversals. A
What type of concrete and reinforced concrete moment-resisting frame provides
reinforcing steel? greater ductility and redundancy than a flat-slab or
flat-plate construction. The ductility of steel frame
What type of steel? with metal deck depends on the connecion details and
pre-tensioned or post-tensioned construction provides
What type of foundation? little capacity for abnormal loading patterns and load

reversals. The resistance of load-bearing wall structures
varies to a great extent, depending on whether the walls
are reinforced or un-reinforced. A rapid screening process
developed by FEMA for assessing structural hazards
identifies the following types of construction with a
structural score ranging from 1.0 fo 8.5. A higher score
indicates o greater capacity fo sustain load reversals.

Wood buildings of all types - 4.5 10 8.5

Steel moment-resisting frames - 3.5 t0 4.5

Braced steel frames - 2.5 t0 3.0

Light metal buildings - 5.5 10 6.5

Steel frames with cast-in-place concrete
shear walls - 3.5 10 4.5

Steel frames with unreinforced masonry
infill walls - 1.5 10 3.0

Concrete moment-resisting frames - 2.0 10 4.0
Concrete shear wall buildings - 3.0 10 4.0

Concrete frames with unreinforced masonry
infill walls - 1.5 10 3.0

Tilt-up buildings - 2.0 to 3.5

Precast concrete frame buildings - 1.5 t0 2.5
Reinforced masonry - 3.0 t0 4.0
Unreinforced masonry - 1.0 10 2.5

References: FEMA 154 and Physical Security Assessment
for the Department of Veterans Affairs Facilities

3.2 Do the reinforced concrete Reference: 654 PBS-P100

structures contain symmetric
steel reinforcement (positive and
negative faces) in all floor slabs,
roof slabs, walls, beams, and
girders that may be subjected

to rebound, uplift, and suction
pressures?
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Do the lap splices fully

develop the capacity of the

reinforcement?

Are lap splices and other

discontinvities staggered?

Do the connections possess

ductile details?

Is special shear reinforcement,

including ties and stirrups,

available to allow large post-

elastic hehavior?

3.3 | Are the steel frame connections A practical upper level for column spacing is generally

moment connections? 30 feet. Unless there is an overriding architectural
requirement, a practical limit for floor-to-floor heights is

Is the column spacing minimized generally less than or equal to 16 feet.

o that reasonably sized Reference: G54 PBS-P100

members will resist the

design loads and increase the

redundancy of the system?

What are the floor-to-floor

heights?

3.4 | Are citical elements vulnerable The priority for upgrades should be based on the relative

to failure? importance of structural or non-structural elements that
are essential fo mitigafing the extent of collapse and
minimizing injury and damage.
Primary Structural Elements provide the essential parts
of the building’s resistance to catastrophic blast loads
and progressive collapse. These include columns, girders,
roof beams, and the main luteral resistance system.
Secondary Structural Elements consist of ll other load-
hearing members, such as floor beams, slabs, etc.
Primary Non-Structural Elements consist of elements
(including their attachments) that are essential for life
safety systems or elements that can cause substantial
injury if failure occurs, including ceilings or heavy
suspended mechanical units.
Secondary Non-Structural Elements consist of all
elements not covered in primary non-structural
elements, such as parfitions, furniture, and light fixtures.
Reference: GSA PBS-P100
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Section Vulnerability Question Guidance Observations
3.5 Will the structure suffer an The extent of damage fo the structure and exterior
unacceptable level of damage wall systems from the homb threat may be related fo a
resulting from the postulated protection level. The following is for new buildings:
threat (blast loading or weapon Level of Protection Below Antiterrorism
impact)? Standards — Severe damage. Frame collapse/massive

destruction. Little left standing. Doors and windows fail
and result in lethal hazards. Majority of personnel suffer
fatalities.

Very Low Level Protection — Heavy damage. Onset
of structural collapse. Major deformation of primary and
secondary structural members, but progressive collapse
is unlikely. Collapse of non-structural elements. Glazing
will break and is likely to be propelled into the building,
resulfing in serious glazing fragment injuries, but
fragments will be reduced. Doors may be propelled info
rooms, presenting serious hazards. Majority of personnel
suffer serious injuries. There are likely fo be a limited
number (10 percent to 25 percent) of fatalifies.

Low Level of Protection — Moderate damage,
unrepairable. Major deformation of non-structural
elements and secondary structural members and

minor deformation of primary structural members, but
progressive collapse is unlikely. Glazing will break, but
fall within 1 meter of the wall or otherwise not present
a significant fragment hazard. Doors may fail, but they
will rebound out of their frames, presenting minimal
hazards. Majority of personnel suffer significant injuries.
There may be a few (<10 percent) fatalities.

Medium Level Protection — Minor damage,
repairable. Minor deformations of non-structural
elements and secondary structural members and no
permanent deformation in primary structural members.
Glazing will break, but will remain in the window frame.
Doors will stay in frames, but will not be reusable. Some
minor injuries, but fatalities are unlikely.

High Level Protection — Minimal damage, repairable.
No permanent deformation of primary and secondary
structural members or non-structural elements. Glazing
will not break. Doors will be reusable. Only superficial
injuries are likely.

Reference: DoD UFC 4-010-01

3.6 | Is the structure vulnerable to Design to mitigate progressive collapse is an independent
progressive collapse? analysis to determine a system’s ability fo resist
structural collapse upon the loss of a major structural
Is the building capable of element or the system’s ability to resist the loss of a

major structural element. Design to mitigate progressive
collapse may be based on the methods outlined in ASCE
7-98 (now 7-02). Designers may apply static and/or

sustaining the removal of a column
for one floor above grade at
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the building perimeter without
progressive collapse?

In the event of an internal
explosion in an uncontrolled public
ground floor area, does the design
prevent progressive collapse due
to the loss of one primary column?

Do architectural or structural
features provide a minimum
6-inch stand-off to the internal
columns (primary vertical load
carrying members)?

Are the columns in the unscreened
internal spaces designed for an
unbraced length equal to two
floors, or three floors where
there are two levels of parking?

dynamic methods of analysis to meet this requirement
and ulimate load capacities may be assumed in the
analyses. Combine structural upgrades for retrofits

to existing buildings, such as seismic and progressive
collapse, into a single project due fo the economic
synergies and other cross benefits. Existing facilities may
be retrofitted to withstand the design level threat or fo
accept the loss of a column for one floor above grade at
the building perimeter without progressive collapse. Note
that collapse of floors or roof must not be permitted.

Reference: GSA PBS-P100

3.7 | Are there adequate redundant

load paths in the structure?

Special consideration should be given to materials

that have inherent ductility and that are better able to
respond fo load reversals, such as cast in place reinforced
concrete, reinforced masonry, and steel construction.

Careful detailing is required for material such as pre-
siressed concrefe, pre-cast concrefe, and masonry to
adequately respond o the design loads. Primary vertical
load carrying members should be protected where
parking is inside a facility and the building supersiructure
is supported by the parking structure.

Reference: GSA PBS-P100

3.8 | Are there transfer girders
supported by columns within
unscreened public spaces or at the

exterior of the building?

Transfer girders allow discontinuities in columns between
the roof and foundation. This design has inherent
difficulty in transferring load to redundant paths upon
loss of a column or the girder. Transfer beams and girders
that, if lost, may cause progressive collapse are highly
discouraged.

Reference: GSA PBS-P100

3.9 | What is the grouting and
reinforcement of masonry (brick
and/or concrete masonry unit

(CMU)) exterior walls?

Avoid unreinforced masonry exterior walls.
Reinforcement can run the range of light to heavy,
depending upon the stand-off distance available and
postulated design threat.

Reference: GSA PBS-P100 recommends fully grouted and
reinforced CMU construction where CMU is selected.

F-18
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Section

Vulnerability Question

Guidance

Observations

Reference: DoD Minimum Antiterrorism Standards

for Buildings states “Unreinforced masonry walls are
prohibited for the exterior walls of new buildings. A
minimum of 0.05 percent vertical reinforcement with a
maximum spacing of 1200 mm (48 in) will be provided.
For existing buildings, implement mitigating measures to
provide an equivalent level of protection.” [This is light
reinforcement and based upon the recommended stand-
off distance for the situation.]

3.10 | Will the loading dock design
limit damage to adjacent areas
and vent explosive force to the
exterior of the building?

Design the floor of the loading dock for blast resistance if
the area below is occupied or contains critical utilities.

Reference: GSA PBS-P100

3.11 | Are mailrooms, where packages
are received and opened for
inspection, and unscreened retail
spaces designed to mitigate the
effects of a blast on primary
vertical or lateral bracing
members?

Where mailrooms and unscreened retail spaces are
located in occupied areas or adjacent to critical utilifies,
walls, ceilings, and floors, they should be blast- and
fragment- resistant.

Methods to facilitate the venting of explosive forces
and gases from the inferior spaces to the outside of

the structure may include blow-out panels and window
system designs that provide profection from blast
pressure applied to the outside, but that readily fail and
vent if exposed fo blast pressure on the inside.

Reference: GSA PBS-P100

4 Building Envelope

4.1 | What is the designed or
estimated protection level of
the exterior walls against the
postulated explosive threat?

The performance of the facade varies to a great extent
on the materials. Different construction includes brick or
stone with block backup, steel stud walls, precast panels,
or curtain wall with glass, stone, or metal panel elements.

Shear walls that are essential to the lateral and vertical
load bearing system and that also function as exterior
walls should be considered primary structures and should
resist the actual blast loads predicted from the threats
specified. Where exterior walls are not designed for the
full design loads, special consideration should be given to
construction fypes that reduce the potential for injury.

Reference: GSA PBS-P100
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Is there less than a 40 percent
fenestration opening per
structural bay?

Is the window system design on
the exterior facade balanced to
mitigate the hazardous effects
of flying glazing following an
explosive event? (glazing,
frames, anchorage to supporting
walls, etc.)

Do the glazing systems with a %2-
inch (34-inch is better) bite contain
an application of structural silicone?

Is the glazing laminated or is it
protected with an anti-shatter
(fragment retention) film?

If an anti-shatter film is used, is
it a minimum of a 7-mil thick film,
or specially manufactured 4-mil
thick film?

The performance of the glass will similarly depend on the
materials. Glazing may be single pane or double pane,
monolithic or laminated, annealed, heat strengthened or
fully tempered.

The percent fenestration is a balance between protection
level, cost, the architectural look of the building within
its surroundings, and building codes. One goal is fo

keep fenestration to below 40 percent of the building
envelope vertical surface areq, but the process must
halance differing requirements. A blast engineer may
prefer no windows; an architect may favor window
curtain walls; building codes require so much fenestration
per square footage of floor areq; fire codes require

a prescribed window opening area if the window is a
designated escape route; and the building owner has cost
concerns.

Ideally, an owner would want 100 percent of the

glazed area to provide the design protection level
aguinst the postulated explosive threat (design basis
threat— weapon size at the expected stand-off distance).
However, economics and geometry may allow 80 percent
to 90 percent due to the stafistical differences in the
manufacturing process for glass or the angle of incidence
of the blost wave upon upper story windows (4th floor

and higher).
Reference: GSA PBS-P100

4.3 | Do the walls, anchorage, and Government produced and sponsored computer
window framing fully develop the | programs coupled with fest data and recognized dynamic
capacity of the glazing material structural analysis techniques may be used to determine
selected? whether the glazing either survives the specified threats

: or the post damage performance of the glazing profects

Are the walls capable of the occupants. A breakage probability no higher than
withstanding the dynamic 750 breaks per 1,000 may be used when calculating
T Y e T loads to frames and anchorage.

. q The intent s to ensure the building envelope provides
Wlllhihe u“‘hofr uﬂe Ir)e'.?;m a;lu.ched relatively equal protection against the postulated
to the Lk B the e Loy . explosive threat for the walls and window systems for
an explosive event without failure? | safety of the occupants, especially in rooms with
Is the facade connected to backup sl
block or to the structural frame? Reference: GSA PBS-P100
Are non-bearing masonry walls
reinforced?

4.4 | Does the building contain ballistic | Glass-clad polycarbonate or laminated polycarbonate are
: glazing? two types of acceptable glozing material.
F-20 BUILDING VULNERABILITY ASSESSMENT CHECKLIST




Building Vulnerablilty Assessment Checklist* (continued)

Vulnerability Question

Section

Guidance

Observations

Does the ballistic glazing meet the
requirements of UL 752 Bullet-
Resistant Glazing?

Does the building contain security-
glazing?

Does the security-glazing meet
the requirements of ASTM F1233
or UL 972, Burglary Resistant
Glazing Material?

Do the window assemblies
containing forced entry resistant
glazing (excluding the glazing) meet
the requirements of ASTM F 588?

If windows are upgraded to bullet-resistant, burglar-
resistant, or forced entry-resistant, ensure that doors,
ceilings, and floors, as applicable, can resist the same for
the areas of concern.

Reference: GSA PBS-P100

4.5 | Do non-window openings, such
as mechanical vents and exposed
plenums, provide the same level
of protection required for the
exterior wall?

Infilling of blast over-pressures must be considered
through non-window openings such that structural
members and all mechanical system mountings and
attachments should resist these interior fill pressures.

These non-window openings should also be as secure as
the rest of the building envelope against forced entry.

Reference: GSA PBS-P100

5 Utility Systems

5.1 | What is the source of domestic
water? (vtility, municipal, wells,
lake, river, storage tank)

Is there a secure alternate
drinking water supply?

Domestic water is critical for confinued building
operation. Although bottled water can safisfy
requirements for drinking water and minimal sanitation,
domestic water meets many other needs — flushing
toilets, building heating and cooling system operation,
cooling of emergency generators, humidification, efc.

Reference: FEMA 386-7

5.2 | Are there multiple entry points for
the water supply?

If the building or site has only one source of water
entering at one location, the entry point should be
secure.

Reference: GSA PBS-P100

5.3 | Is the incoming water supply in a
secure location?

Ensure that only authorized personnel have access to the
water supply and its components.

Reference: FEMA 386-7

5.4 | Does the building or site have
storage capacity for domestic
water?

Operational facilities will require reliance on adequate
domestic water supply. Storage capacity can meet
short-term needs and use water trucks fo replenish for
extended outages.
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How many gallons of storage Reference: Physical Security Assessment for the
capacity are available and how Department of Veterans Affairs Facilities.
long will it allow operations to
continue?
5.5 | What is the source of water for The fire suppression system water may be supplied from
: the fi o tem? the domestic water or it may have a separate source,
€ fire suppression sysiem: separate storage, or nonpotable alternate sources.
(local vtility company lines,
storage tanks with utility company | For asite with multiple buildings, the concern is that
backup, lake, or river) the supply should be adequate to fight the worst case
T situation according to the fire codes. Recent major
Are there alternate water supplies | onsiruction may change that requirement.
for fire suppression? Reference: FEMA 386-7
5.6 | Is the fire suppression system Standpipes, water supply control valves, and other system
: adequate, code-compliant, and components should be secure or supervised.
protected (secure location)? Reference: FEMA 386-7
5.7 | Do the sprinkler /standpipe interior | The incoming fire protection water line should he
controls ?risers){wve ﬁ'::_ and encased, buried, or located 50 feet from high-risk areas.
blast-resistant separation? The interior mains should be looped and sectionalized.
. . Reference: GSA PBS-P100
Are the sprinkler and standpipe
connections adequate and redundant?
Are there fire hydrant and water
supply connections near the
sprinkler/standpipe connections?
5.8 | Are there redundant fire water pumps |  Collocating fire water pumps puts them af risk for o
(e.g., one electric, one diesel)? single incident fo disable the fire suppression system.
Are the pumps located apart from References: GSA PBS-P100 and FEMA 386-7
each other?
5.9 | Are sewer systems accessible? Sanitary and stormwater sewers should be protected from
unauthorized access. The main concerns are backup or
Are they protected or secured? flooding into the building, causing a health risk, shorting
out electrical equipment, and loss of building use.
Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities
5.10 | What fuel supplies do the building | Typically, natural gas, propane, or fuel oil are required
rely upon for critical operation? for continued operation.
Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities
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Section

Vulnerability Question

Guidance

the building secure?

5.11 | How much fuel is stored on the Fuel storage protection is essential for continued operation.
Is“e PG| II||.1e bmldl.ng and how Main fuel storage should be located away from loading
ong can this (!uaniliy support docks, entrances, and parking. Access should be restricted
aitical operations? and protected (e.g., locks on caps and sedls).

How is it stored? References: GSA PBS-P100 and Physical Security Assessment
N hhsecode for the Department of Veterans Affairs Facilities
5.12 | Where is the fuel supply obtained? | The supply of fuelis dependent on the reliability of the
supplier.
o oy T a
Al ol Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities

5.13 | Are there alternate sources of Critical functions may be served by alternate methods if
fuel? normal fuel supply is interrupted.

Reference: Physical Security Assessment for the
?
Can alternate fuels he used? Department of Veterans Affairs Facilities

5.14 | What is the normal source of Utilities are the general source unless co-generation or a
electrical service for the site or private energy provider is available.
building? Reference: Physical Security Assessment for the

Department of Veterans Affairs Facilities
5.15 | Is there a redundant electrical The utility may have only one source of power from a
service source? single substation. There may be only single feeders from
the main substation.
f(a(;l fthe HI0C l:lmldlngs b?I’ Reference: Physical Security Assessment for the
ed from more than one utility Department of Veterans Affairs Facilities
substation?

5.16 | How many service entry points Electrical supply at one location creates a vulnerable
does the site or building have for situation unless an alternate source is available.
electricity? Ensure disconnecting requirements according to NFPA 70

(National Fire Protection Association, National Electric
Code) are met for multiple service entrances.
Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities

5.17 | Is the incoming electric service to Typically, the service entrance is o locked room,

inaccessible to the public.

Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities
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5.18 | What provisions for emergency Besides installed generators to supply emergency power,
power exist? What systems portable generators or rental generators available under
receive emergency power and emergency contract can be quickly connected to a building
have capacity requirements been with an exterior quick disconnect already installed.
tested? Testing under actual loading and operational conditions

ensures the ritical systems requiring emergency power
Is the emergency power receive it with a high assurance of reliability.
llocated with the commercial
collocated with the commercia Reference: G54 PBS-P100
electric service?
Is there an exterior connection
for emergency power?

5.19 | By what means do the Typically, communication ducts or other conduits are
main telephone and data available. Overhead service is more identifiable and
communications interface the vulnerable.
site or building? Reference: Physical Security Assessment for the

Department of Veterans Affairs Facilities

5.20 | Are there muliiple or redundant Secure locations of communications wiring entry to the
locations for the telephone and sie or building are required.
communications service? Reference: Physical Security Assessment for the

Depariment of Veterans Affairs Facilifies

5.21 | Does the fire alarm system Typically, the local fire_depur!mem responds fo an alarm

require communication with that sounds at the station or is transmitted over phone
lines by an auto dialer.

external sources?

. An intermediary control center for fire, security, and/or

By what method is the alarm building system alarms may receive the initial notification

signal sent to the responding at an on-site or off-site location. This center may then

agency: telephone, radio, etc.? determine the necessary response and inform the
responding agency.

Is there an intermediary alarm

monitorina center? y Reference: Physical Security Assessment for the

9 : Department of Veterans Affairs Facilities

5.22 | Are utility lifelines aboveground, | Utilty lifelines (water, power, communications, efc.) can

underground, or direct buried? be protected by concealing, burying, or encasing.
References: GSA PBS-P100 and FEMA 386-7
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Section Vulnerability Question Guidance Observations

6  Mechanical Systems (HVAC and CBR)

6.1 Where are the air intakes and Air intakes should be located on the roof or as high as
exhaust louvers for the building? possible. Otherwise secure within CPTED-compliant fencing
or endosure. The fencing or enclosure should have a

(low, high, or midpoint of the sloped roof fo prevent the throwing of anything into the

building structure) enclosure near the infakes.
Are the intakes and exhausts Reference: GSA PBS-P100 states that air intakes should be
accessible to the public? on the fourth floor or higher and, on buildings with three

floors or less, they should be on the roof or as high as
practical. Locating infakes high on a wall is preferred over
a roof location.

Reference: DoD UFC 4-010-01 states that, for all new
inhabited buildings covered by this document, all air
intakes should be located at least 3 meters (10 feet)
above the ground.

Reference: CDG/NIOSH, Pub 2002-139 states: “An
extension height of 12 feet (3.7 m) will place the intake
out of reach of individuals without some assistance. Also,
the entrance to the intake should be covered with a sloped
metal mesh fo reduce the threat of objects being tossed into
the intake. A minimum slope of 45° is generally adequate.
Extension height should be increased where existing
platforms or building features (i.e., loading docks, retaining
walls) might provide access to the outdoor air infakes”.

Reference: LBNL PUB-51959: Exhausts are also a concer n
during an outdoor release, especially if exhaust fans are not
in continuous operation, due fo wind effects and chimney
effects (air movement due to differential temperature).

6.2 | Is roof access limited to Roofs are like entrances to the building and are like
authorized personnel by means of | mechanical rooms when HVACis installed. Adjacent structures
locking mechanisms? or landscaping should not allow access to the roof.

Is access to mechunicul areas References: GSA PBS-PIOO, (D(/NIOSH Pub 2002']39,
similarly controlled? and LBNL Pub 51959

6.3 | Are there multiple air intake Single air intakes may feed several air handling units.

locations? Indicate if the air intakes are localized or separated.

Installing low-leakage dampers is one way to provide the
system separation when necessary.

Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities

6.4 | What are the types of air MERV — Minimum Efficiency Reporting Value
filtration? Include the efficiency HEPA — High fficiency Particulate Air
and number of filter modules for g Y
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each of the main air handling Activated charcoal for gases
?
QRLEE Ultraviolet C for biologicals
Is there any co.||e<I|.v e profection | . ider mix of approaches for opfimum protection and
for chemical, biological, and cost-effectiveness.
radiological contamination
designed into the building? Reference: (DG/NIOSH Pub 2002-139
6.5 Is there space for larger filter Air handling units serving ritical functions during continued
assemblies on critical air handling operation may be refrofitted fo provide enhanced protection
tems? during emergencies. However, upgraded filtration may
O have negative effects upon the overall air handling system
operation, such as increased pressure drop.
Reference: (DG/NIOSH Pub 2002-139
6.6 | Are there pprovisions for air Duct mounted sensors are usuallly found in limited
monitors or sensors for chemical cases in laboratory areas. Sensors generally have a
e limited spectrum of high reliability and are costly. Many
?
or biological agents? different technologies are undergoing research to provide
capability.
Reference: (DG/NIOSH Pub 2002-139
6.7 | By what method are air intakes Motorized (low-leakage, fast-acting) dampers are the
and exhausts closed when not preferred method for closure with fail-safe to the closed
operational? position so as o support in-place sheltering.
References: (DG/NIOSH Pub 2002-139 and LBNL Pub 51959
6.8 | How are air handling systems Understanding the critical areas of the building that
zoned? must confinue functioning focuses security and hazard
mitigation measures.
Whl(:' t'lrﬁ:ls m.ld fund!m;‘s d:l,l' Applying HVAC zones that isolate lobbies, mailrooms,
each of the prlgmry air handfing loading docks, and other entry and storage areas from the
systems serve? rest of the building HVAC zones and maintaining negative
pressure within these areas will contain CBR releases.
Identify common return systems that service more than
one zone, effectively making a large single zone.
Conversely, emergency egress routes should receive
posifive pressurization to ensure contamination does not
hinder egress. Consider filtering of the pressurization air.
References: (DC/NIOSH Pub 2002-139 and LBNL Pub 51959
6.9 Are there large central air Independent units can confinue to operate if damage
handling units or are there occurs fo limited areas of the building.
multiple units serving separate Reference: Physical Security Assessment for the
zones? Department of Veterans Affairs Facilities
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Section Vulnerability Question Guidance Observations

6.10 | Are there any redundancies in the | Redundancy reduces the security measures required
air handling system? compared to a non-redundant situation.

Reference: Physical Security Assessment for the

Can critical areas be served from Department of Veterans Affairs Facilities

other units if a major system is

disabled?
6.11 | Is the air supply to critical areas During chemical, biological, and radiological situations,
compartmentalized? the intent is o either keep the contamination localized
in the critical area or prevent ifs entry into other itical,
Similarly, are the critical areas non-crifical, or public areas. Systems can be cross-

connected through building openings (doorways, ceilings,
parfial wall), ductwork leakage, or pressure differences
in air handling system. In standard practice, there is
leakage? almost always some air carried between ventilation zones
by pressure imbalances, due to elevator piston action,
chimney effect, and wind effects.

or the building as a whole,
considered tight with little or no

Smoke testing of the air supply to crifical areas may be

necessary.
Reference: (DG/NIOSH Pub 2002-139 and LBNL Pub
51959
6.12 | Are supply, return, and exhaust The air systems to critical areas should be inaccessible to
air systems for critical areas the public, especially if the ductwork runs through the
) public areas of the building. It is also more secure o have
: a ducted air handling system versus sharing hallways and
Are all supply and return ducts plenums above drop ceilings for return air. Non-ducted
completel ted to thei systems provide greater opportunity for infroducing
pietely connected 1o Their confaminants.
grilles and registers and secure?
Reference: (DG/NIOSH Pub 2002-139 and LBNL Pub
Is the return air not ducted? 51959
6.13 | What is the method of Central systems can range from monitoring only to full
temperature and humidity control? control. Local control may be available to override central
operation.

. . . 1o
Is it localized or centralized? 0f greatest concern are systems needed before, during,

and after an incident that may be unavailable due to
temperature and humidity exceeding operational limits
(e.g., main telephone switch room).

Reference: DOC CIAO Vulnerability Assessment
Framework 1.1

6.14 | Where are the building automation | Access to any component of the building automation and
control centers and cabinets control system could compromise the functioning of the
located? system, increasing vulnerability to a hazard or precluding
* their proper operation during a hazard incident.
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Are they in secure areas? The HVAC and exhaust system controls should be in
a secure area that allows rapid shutdown or other
How is the control wiring routed? | activation based upon location and type of attack.
References: FEMA 386-7, DOC CIAO Vulnerability
Assessment Framework 1.1 and LBNL Pub 51959
6.15 | Does the control of air handling The micro-meteorological effects of buildings and terrain
systems support plans for can alter travel and duration of chemical agents and
sheltering in place or other hazardous material releases. Shielding in the form of
rotectiv roach? sheltering in place can protect people and property from
proteciive approach= harmful effects.
To support in-place sheltering, the air handling systems
require the ability for authorized personnel fo rapidly furn
off all systems. However, if the system is properly filtered,
then keeping the system operating will provide protection
as long as the air handling system does not distribute an
internal release fo other portions of the building.
Reference: (DC/NIOSH Pub 2002-139
6.16 | Are there any smoke evacuation For an internal blast, a smoke removal system may
systems installed? be essential, particularly in large, open spaces. The
equipment should be located away from high-risk areas,
Does it have purge capability? the system controls and wiring should be protected, and
purge capavitily it should be connected to emergency power. This exhaust
capability can be built into areas with significant risk
on infernal events, such as lobbies, loading docks, and
mailrooms. Consider filtering of the exhaust fo capture
(BR contaminants.
References: GSA PBS-P100, (DC/NIOSH Pub 2002-139,
and LBNL Pub 51959
6.17 | Where is roof-mounted equipment | Roof-mounted equipment should be kept away from the
located on the roof? (near building perimeter.
perimeter, at center of roof) Reference: U.S. Army TM 5-853
6.18 | Are fire dumfers installed at all All dampers (fire, smoke, outdoor air, return air, bypass)
fire barriers? must be functional for proper protection within the
building during an incident.
Are all dampers functional and L
seal well when closed? Reference: (D(/NIOSH Pub 2002-139
6.19 | Do fire walls and fire doors The tightness of the building (hoth exterior, by
maintain their integrity? weatherization to seal cracks around doors and windows,
and internal, by zone ducting, fire walls, fire stops, and
fire doors) provides energy conservation benefits and
functional benefits during a (BR incident.
Reference: LBNL Pub 51959
F-28 BUILDING VULNERABILITY ASSESSMENT CHECKLIST




Building Vulnerablilty Assessment Checklist* (continued)

Section Vulnerability Question Guidance Observations

6.20 | Do elevators have recall capability | Although a life-safety code and fire response

and elevator emergency message | requirement, the conrol of elevators also has benefit

canability? during a (BR incident. The elevators generate a piston
pabriity: effect, causing pressure differentials in the elevator shaft

and associated floors that can force contamination to

flow up or down.

Reference: LBNL Pub 51959

6.21 Is access to building information Information on building operafions, schematics,
restricted? procedures, plans, and specifications should be strictly
controlled and available only to authorized personnel.

References: CDC/NIOSH Pub 2002-139 and LBNL Pub
51959

6.22 | poes the HVAC maintenance Functional equipment must interface with operational

.. procedures in an emergency plan to ensure the
staft have the proper training, equipment is properly operated fo provide the protection

procedures, and preventive desired.
maintenance schedule to ensure
CBR equipment is functional? The HVAC system can be operated in different ways,

depending upon an external or internal release and
where in the building an internal release occurs. Thus
maintenance and security staff must have the fraining
to properly operate the HVAC system under different
circumstances, even if the procedure is to turn off all air

movement equipment.
Reference: (DG/NIOSH Pub 2002-139 and LBNL Pub
51959
7 Plumbing and Gas Systems
7.1 What is the method of water Central shaft locations for piping are more vulnerable
distribution? than multiple riser locations.

Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities

7.2 What is the method of gas Reference: Physical Security Assessment for the
distribution? (heating, cooking, Department of Veterans Affairs Facilities

medical, process)

7.3 Is there redundancy to the main Looping of piping and use of section valves provide
piping distribution? redundancies in the event sections of the system are
: damaged.

Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities
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aitical gases?

7.4 | What is the method of heating Single source of hot water with one fuel source is more
domestic water? vulnerable than multiple sources and multiple fuel types.
Domestic hot water availability is an operational concern
What fuel(s) is used? for many building occupancies.
Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities
7.5 | Where are gas storage tanks The concern is that the tanks and piping could be
located? (heating, cooking, vulnerable to a moving vehicle or a bomb blast either
medical, process) directly or by collateral damage due to proximity to a
! higher-risk area.
H.ow.ure. they plped,to the Reference: Physical Security Assessment for the
distribution system? (above or Department of Veterans Affairs Facilities
below ground)
7.6 | Are there reserve supplies of Localized gas cylinders could be available in the event of

damage o the central tank system.

Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities

8  Electrical Systems

8.1 | Are there any transformers or
switchgears located outside the
building or accessible from the

building exterior?

Are they vulnerable to public
access?

Are they secured?

Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities

8.2 What is the extent of the

external building lighting in
vtility and service areas and at
normal entryways used by the
building occupants?

Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities

8.3 | How are the electrical rooms

secured and where are they
located relative to other higher-
risk areas, starting with the main
electrical distribution room at the
service entrance?

Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities
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Section

Vulnerability Question

Guidance

system wiring distributed?

Is it collocated with other major
vtilities?

Is there redundancy of distribution
to critical areas?

8.4 Are critical electrical systems Collocation concerns include rooms, ceilings, raceways,
collocated with other building conduits, panels, and risers.
systems? Reference: Physical Security Assessment for the

e . Department of Veterans Affairs Facilities
Are ritical electrical systems
located in areas outside of secured
electrical areas?
Is security system wiring located
separately from electrical and
other service systems?

8.5 | How are electrical distribution Reference: Physical Security Assessment for the
panels serving branch circuits Department of Veterans Affairs Facilities
secured or are they in secure
locations?

8.6 | Does emergency backup power There should be no single critical node that allows hoth
exist for all areas within the the normal electrical service and the emergency backup
building or for critical areas only? | powerfo be affected by a single incident. Automatic

transfer switches and interconnecting switchgear are the
How is the emergency power inial concerns.
distributed? Emergency and normal electrical equipment should be
Is th t installed separately, at different locations, and as far
Is the emergency power system e
independent from the normal
electrical service, particularly in Reference: 654 PBS-P100
critical areas?
8.7 | How is the primary electrical Central utility shafts may be subject fo damage, especially

if there is only one for the building.

Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities
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Section

Vulnerability Question

Guidance

distribution room and where is it
in relation to higher-risk areas?

Is the main telephone distribution
room secure?

9 Fire Alarm Systems

9.1 | Is the building fire alarm system Fire alarm systems must first warn building occupants
centralized or localized? to evacuate for life safety. Then they must inform the

responding agency to dispatch fire equipment and
How are alarms made known, personnel.
both locally and centrally? Reference: Physical Security Assessment for the
Are critical documents and control Department of Veterans Affairs Facilities
systems located in a secure yet
accessible location?

9.2 | Where are the fire alarm panels Reference: Physical Security Assessment for the
located? Department of Veterans Affairs Facilities
Do they allow access to
unauthorized personnel?

9.3 | Is the fire alarm system Reference: Physical Security Assessment for the
standalone or integrated with Department of Veterans Affairs Facilities
other functions such as security
and environmental or building
management systems?

What is the interface?

9.4 | Do key fire alarm system This is especially necessary for the fire command center
components have fire- and blast- | or fire alarm control center. The concern is to similarly
resistant separation? protect crifical components as described in ltems 2.19,

5.7,and 10.3.
9.5 | Is there redundant off-premises Fire alarms can ring at a fire station, at an infermediary
fire alarm reporting? alarm monitoring center, or autodial someone else. See
¢ alarm reporting Hems 5.21 and 10.5.
10  Communications and IT Systems
10.1 | Where is the main telephone One can expect to find voice, data, signal, and alarm

systems fo be routed through the main telephone
distribution room.

Reference: FEMA 386-7
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Section

Vulnerability Question

Guidance

Observations

10.2 | Does the telephone system have
an uninterruptible power supply
(UPS)?

What is its type, power rating,
and operational duration under
load, and location? (battery, on-
line, filtered)

Many telephone systems are now computerized and need
a UPS to ensure reliability during power fluctuations.
The UPS is also needed to await any emergency power
coming on line or allow orderly shutdown.

Reference: DOC CIAO Vulnerability Assessment
Framework 1.1

10.3 | Where are communication systems
wiring closets located? (voice,
data, signal, alarm)

Are they collocated with other
vtilities?

Are they in secure areas?

Concern is to have separation distance from other utilities
and higher-risk areas to avoid collateral damage.

Security approaches on the dosets include door alarms,
closed circuit television, swipe cards, or other logging
notifications to ensure only authorized personnel have
access to these closets.

Reference: FEMA 386-7

10.4 | How is the communications system
wiring distributed? (secure chases
and risers, accessible public areas)

The infent is fo prevent tampering with the systems.

Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities

10.5 | Are there redundant
communications systems
available?

(Critical areas should be supplied with multiple or
redundant means of communications. Power outage
phones can provide redundancy as they connect directly
to the local commercial telephone switch off site and
not through the building telephone switch in the main
telephone distribution room.

A base radio communication system with antenna can be
installed in stairwells, and portable sets distributed to floors.

References: GSA PBS-P100 and FEMA 386-7

10.6 | Where are the main distribution
facility, data centers, routers,
firewalls, and servers located and
are they secure?

Where are the secondary and/or
intermediate distribution facilities
and are they secure?

Concern is collateral damage from manmade hazards and
redundancy of crifical functions.

Reference: DOC CIAO Vulnerability Assessment
Framework 1.1

10.7 | What type and where are the
Wide Area Network (WAN)
connections?

(rifical facilities should have two Minimum-Points-of-
Presence( MPOPs) where the telephone company’s outside
cable ferminates inside the building. It is functionally a
service entrance connection that demarcates where the
telephone company’s property stops and the building
owner's property begins. The MPOPs should not be
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collocated and they should connect to different telephone
company central offices so that the loss of one cable or
central office does not reduce capability.
Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities
10.8 | What are the type, power rating, | Consider that UPS should be found af all computerized
and location of the uninterruptible points from the main distribution facility to individual
Fower supply? (battery, on-line, data closets and at ritical personal computers/terminals.
ltered) Critical LAN sections should also be on backup power.
Are the UPS also f,onnecled = Reference: DOC CIAO Vulnerability Assessment
emergency power: Framework 1.1
10.9 | What type of Local Area Network | The physical topology of a network is the way in which
(LAN) cabling and physical the cables and computers are connected to each other.
topology is used? The main types of physical topologies are:
(Category (Cat) 5, Gigabit Ethernet, Bus (single radial where any damage on the bus affects
Ethernet, Token Ring) the whole system, but especially all portions downsiream)
Star (several computes are connected to a hub and many
hubs can be in the network — the hubs can be crifical
nodes, hut the other hubs continue to function if one fails)
Ring (a bus with a continuous connection - least used, but
can tolerate some domage because if the ring fails af a
single point it can be rerouted much like a looped electric
or water system)
The configuration and the availability of surplus cable
or spare capacity on individual cables can reduce
vulnerability to hazard incidents.
Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities

10.10 | For installed radio /wireless Depending upon the function of the wireless system, it
systems, what are their types and | could be susceptible to accidental or intended jamming or
where are they located? collateral damage.

(radio frequency (RF), high frequency Reference: Physical Security Assessment for the
(HF), very high frequency (VHF), Department of Veterans Affairs Facilities
medium wave (MW))

10.11 | Do the Information Technology Ensure access to terminals and equipment for authorized
(IT - computer) systems meet personnel only and ensure system up-fime fo meet
requirements of confidentiality, operational needs.
integrity, and availability? Reference: DOC CIAQ Vulnerability Assessment

Framework 1.1
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Section

Vulnerability Question

Guidance

Observations

10.12

Where is the disaster recovery/
mirroring site?

A site with suitable equipment that allows continuation
of operations or that mirrors (operates in parallel to)
the existing operation is beneficial if equipment is

lost during a natural or manmade disaster. The need

is based upon the criticality of the operation and how
quickly replacement equipment can be put in place and
operated.

Reference: DOC CIAO Vulnerability Assessment
Framework 1.1

designated alternate locations
have equivalent or reduced
capability for voice, data, mass
notification, etc.?

(emergency operations, security,
fire alarms, building automation)

Do the alternate locations also
have access to backup systems,
induding emergency power?

10.13 | Where is the backup tape/file If equipment is lost, data are most likely lost, too.
storage site and what is the type | Backups are needed fo confinue operations of the
T disaster recovery site or when equipment can be
: delivered and installed.
(safe, vault, underground)
L Reference: DOC CIAQ Vulnerability Assessment
Is there redundant refrigeration Framework 1.1
in the site?
10.14 | Are there any satellite SATCOM links can serve as redundant communications
communications (SATCOM) links? for voice and data if configured to support required
(location, power, UPS, emergency capability after a hazard incident.
power, spare capacity/capability) Reference: DOC CIAO Vulnerability Assessment
Framework 1.1
10.15 | |s there a mass notification Depending upon building size, a mass nofificafion system
system that reaches all building will provide warning and alert information, along with
occupants? (public address, pager actions o fake before and after an incident if there is
o ' redundancy and power.
cell phone, computer override, efc.)
Ref : DoD UFC 4-010-01
Will one or more of these elorence: %0
systems be operational under
hazard conditions?
(UPS, emergency power)
10.16 | Do control centers and their Reference: GSA PBS-P100
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Section Vulnerability Question Guidance Observations
11 Equipment Operations and Maintenance
1.1 | Are there composite drawings Within critical infrastructure protection at the building
indicating location and capacities | evel, the current configuration and capacity of all
. critical systems must be understood to ensure they meet
of mulo,; sylne_m SI and : re “;ey 4 emergency needs. Manuals must also be current to
current: (.e ectrical, mechanical, an ensure operations and maintenance keeps these systems
fire protection; and date of last update) | properly functioning. The system must function during an
emergency unless directly affected by the hazard incident.
Do updated operations and Reference: Physical Security Assessment for the
maintenance (0&M) manuals Department of Veterans Affairs Facilities
exist?
11.2 | Have critical air systems been Although the system may function, it must be tested
rebalanced? periodically to ensure it is performing as designed.
Balancing is also crifical after inifial construction fo set
If so, when and how often? equipment to proper performance per the design.
Rebalancing may only occur during renovation.
Reference: (DC/NIOSH Pub 2002-139
11.3 | Is dir pressurization monitored Some areas require positive or negative pressure to
: reaularly? function properly. Pressurization is crifical in a hazardous
gularly: environment or emergency situation.
Measuring pressure drop across filters is an indication
when filters should be changed, but also may indicate
that low pressures are developing downsiream and could
result in loss of expected protection.
Reference: (DG/NIOSH Pub 2002-139
11.4 | Does the building have a Recommissioning involves festing and balancing of
poli‘y or Pro(edure for Periodic systems to ascertain their C(lp(lblllfy to perform as
recommissioning of major destribed.
Mechanical /Electrical /Plumbing Reference: Physical Security Assessment for the
(M/E/P) systems? Department of Veterans Affairs Facilities
11.5 | Is there an adequate 0&M If 0&M of critical systems is done with in-house personnel,
program, including training of management must know what needs o be done and the
facilities management staff? workforce must have the necessary training to ensure
systems reliability.
Reference: (DG/NIOSH Pub 2002-139
11.6 | What maintenance and service When an in-house facility maintenance work force does
agreements exist for M/E/P not exist or does not have the capability to perform
systems? the work, maintenance and service contracts are the
y : alternative to ensure critical systems will work under all
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Section

Guidance

Observations

Vulnerability Question

conditions. The facility management staff requires the
same knowledge to oversee these contracts as if the work
was being done by in-house personnel.

Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities

11.7 | Are backup power systems
periodically tested under load?

Loading should be at or above maximum connected load
to ensure available capacity and automatic sensors should
be tested at least once per year.

Periodically (once a year as a minimum) check the
duration of capacity of backup systems by running them
for the expected emergency duration or estimating
operational duration through fuel consumption, water
consumption, or voltage loss.

Reference: FEMA 386-7

11.8 | Is stairway and exit sign lighting
operational?

The maintenance program for stairway and exit sign
lighting (all egress lighting) should ensure functioning
under normal and emergency power conditions.

Expect building codes to be updated as emergency egress
lighting is moved from upper walls and over doorways

to floor level as heat and smoke drive occupants to crawl
along the floor to get out of the building. Signs and lights
mounted high have limited or no benefit when obscured.

Reference: FEMA 386-7

12 Security Systems

Perimeter Systems

12.1 Are black /white or color CCTV
(closed circuit television) cameras
used?

Are they monitored and recorded
24 hours/7 days a week? By
whom?

Are they analog or digital by
design?

What are the number of fixed,
wireless, and pan-tilt-zoom
cameras used?

Security technology is frequently considered to
complement or supplement security personnel forces
and to provide a wider area of coverage. Typically,
these physical security elements provide the first line

of defense in deterring, detecting, and responding

to threats and reducing vulnerabilities. They must be
viewed as an integral component of the overall security
program. Their design, engineering, installation,
operation, and management must be able to meet daily
security challenges from a cost-effective and efficiency
perspective. During and after an incident, the system, or
its backups, should be functional per the planned design.

Consider color CCTV cameras to view and record activity
at the perimeter of the building, particularly at primary
entrances and exits. A mix of monochrome cameras
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Who are the manufacturers of should be considered for areas that lack adequate
the CCTV cameras? illumination for color cameras.

What is the age of the CCTV Reference: GSA PBS P-100

cameras in use?

12.2 | Are the cameras programmed The efficiency of monitoring multiple screens decreases as

to respond automatically the number of screens increases. Tying the alarm system
4 buildina al or mofion sensors to a CCTV camera and a monitoring
to perimeter building alarm screen improves the man-machine interface by drawing
events? attention to a specific screen and its associated camera.
.. Adjustment may be required after installation due fo
Do they have built-in video initial false alarms, usually caused by wind or small
motion capabilities? animals.
Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities

12.3 What type of camera housings Reference: Physical Security Assessment for the
are used and are they Department of Veterans Affairs Facilities
environmental in design to
protect against exposure to heat
and cold weather elements?

12.4 | Are panic/duress alarm buttons Call buttons should be provided at key public contact areas
or sensors used, where are they and as needed in offices of managers and directors, in
located, and are they hardwired garages and parking lots, and other high-risk locations by
or portable? assessment.

Reference: GSA PBS P-100

12.5 | Are intercom call boxes used See Item 12.4.
in parking areas or along the
building perimeter?

12.6 | What is the transmission Reference: Physical Security Assessment for the
media used fo transmit camera Department of Veterans Affairs Facilities
video signals: fiber, wire
line, telephone wire, coaxial,
wireless?

12.7 | Who monitors the CCTV Reference: DOC CIAO Vulnerability Assessment
system? Framework 1.1
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Section

Vulnerability Question

Guidance

Observations

12.8 | What is the quality of video
images both during the day and
hours of darkness?

Are infrared camera illuminators
used?

Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities

12.9 | Are the perimeter cameras
supported by an uninterruptible
power supply, battery, or building
emergency power?

Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities

12.10 | What type of exterior Intrusion
Detection System (IDS) sensors
are used? (electromagnetic;

fiber optic; active infrared; bistatic
microwave; seismic; photoelectric;
ground; fence; glass break (vibration/
shock); single, double, and roll-up door
magnetic contacts or switches)

Consider balanced magnefic contact switch sets for all
exterior doors, including overhead/roll-up doors, and
review roof intrusion detection.

Consider glass break sensors for windows up o scalable
heights.

Reference: GSA PBS-P100

12.11 | Is a global positioning system
(GPS) used to monitor vehicles
and asset movements?

Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities

Interior Security

12.12 | Are black/white or color CCTV
cameras vsed?

Are they monitored and recorded
24 hours/7 days a week? By
whom?

Are they analog or digital by
design?

What are the number of fixed,
wireless, and pan-tilt-zoom
cameras used?

Who are the manufacturers of the
CCTV cameras?

What is the age of the CCTV
cameras in use?

See ltem 12.1.

Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities
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12.13 | Are the cameras programmed to The efficiency of monitoring multiple screens decreases
respond automatically to interior as the number of screens increases. Tying the alarm
building alarm events? system or mofion sensors to a (CTV camera and a

: monitoring screen improves the man-machine interface
Do they have built-in video by drawing attention fo a specific screen and its
motion capabilities? ST T
Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities
12.14 | What type of camera housings Reference: Physical Security Assessment for the
: are used and are they designed Department of Veterans Affairs Facilities
to protect against exposure or
tampering?

12.15 | Do the camera lenses used Reference: Physical Security Assessment for the
have the proper specifications, Department of Veterans Affairs Facilities
especially distance viewing and
darity?

12.16 | What is the transmission media Reference: Physical Security Assessment for the
used to transmit camera video Department of Veterans Affairs Facilities
signals: fiber, wire line, telephone
wire, coaxial, wireless?

12.17 | Are the interior camera video Reference: Physical Security Assessment for the

: q o Department of Veterans Affairs Facilities
images of good visual and
recording quality?

12.18 | Are the interior cameras Reference: Physical Security Assessment for the
supported by an uninterruptible Department of Veterans Affairs Facilities
power supply source, battery, or
building emergency power?

12.19 | What are the first costs and Reference: Physical Security Assessment for the
maintenance costs associated Department of Veterans Affairs Facilities
with the interior cameras?

12.20 | What type of security access Reference: Physical Security Assessment for the
control system is used? Department of Veterans Affairs Facilities
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Section Vulnerability Question Guidance Observations

Are the devices used for physical
security also used (integrated)
with security computer
networks (e.g., in place of or in
combination with user ID and
system passwords)?

12.21 | What type of access control Reference: Physical Security Assessment for the
transmission media is used to Department of Veterans Affairs Facilities
transmit access control system
signals (same as defined for
CCTV cameras)?

12.22 | What is the backup power supply | Reference: Physical Security Assessment for the

source for the access control Department of Veterans Affairs Facilities
systems? (battery, uninterruptible
power supply)

12.23 | What access control system Reference: Physical Security Assessment for the
equipment is used? Department of Veterans Affairs Facilities

How old are the systems and
what are the related first and
maintenance service costs?

12.24 | Are panic/duress alarm sensors Call buttons should be provided at key public contact
used? areas and os needed in offices of managers and directors,
in garages and parking lots, and other high-risk locations
Where are they located? by assessment.

Are they hardwired or portable? Reference: 654 PBS P-100

12.25 | Are intercom call-hoxes or a See Item 12.24.
building intercom system used
throughout the building?

12.26 | Are magnetometers (metal Reference: DOC CIAO Vulnerability Assessment

detectors) and x-ray equipment Framework 1.1
used?

At what locations within the
building?
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12.27 | What type of interior IDS sensors | Consider magnefic reed switches for interior doors and
are used: electromagnetic; fiber openings.
optic; active infrured:moiion Reference: GSA PBS-P100
detector; photoelectric; glass
break (vibration/shock); single,
double, and roll-up door magnetic
contacts or switches?
12.28 | Are mechanical, electrical, gas, Reference: DOC CIAO Vulnerability Assessment
power supply, radiological Framework 1.1
material storage, voice /data
telecommunication system nodes,
security system panels, elevator
and critical system panels, and
other sensitive rooms continuously
locked, under electronic security,
CCTV camera, and intrusion alarm
systems surveillance?
12.29 | What types of locking hardware As a minimum, electric utility closets, mechanical rooms,
are used throughout the building? | and telephone closets should be secured.
Are manual and electromagnetic The mailroom should also be secured, allowing only
ioher. kevpad. bushb R authorized personnel into the area where mail is screened
tpher, keypad, pus utton, panic and sorted. Separate the public access area from the
bar, door strikes, and related screening area for the postulated mailroom threats.
hardware and software used?
All security locking arrangements on doors used for egress
must comply with NFPA 101, Life Safety Code.
Reference: GSA PBS-P100
12.30 | Are any potentially hazardous The storage, use, and handling locations should also be
chemicals, combustible, or toxic kept away from other activities.
materials stored on site in non- The concern s that an intruder need not bring the material
secure and non-monitored areas? | into the building if it is already there and accessible.
Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities
12.31 | What security controls are in Reference: Physical Security Assessment for the
place to handle the processing of Department of Veterans Affairs Facilities
mail and protect against potential
biological, explosive, or other
threatening exposures?
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Section Vulnerability Question Guidance Observations
12.32 | Is there a designated security Monitoring can be done at an off-site facility, at an on-

control room and console in place site monitoring center during normal duty hours, or at a

to monitor security, fire alarm, and 24-hour on-site monitoring center.

other building systems? Reference: GSA PBS-P100

Is there a backup control center
designated and equipped?

Is there off-site 24-hour monitoring
of intrusion detection systems?

12.33 | Is the security console and control | Reference: Physical Security Assessment for the
room adequate in size and does it Department of Veterans Affairs Facilities
provide room for expansion?

Does it have adequate environment
controls (e.g., a/¢, lighting, heating,
air circlation, backup power)?

Is it ergonomically designed?

12.34 | Is the location of the security Reference: Physical Security Assessment for the
room in a secure area with limited, | Department of Veterans Affairs Facilities
controlled, and restricted access
controls in place?

12.35 | What are the means by which Reference: Physical Security Assessment for the
facility and security personnel can | Deparfment of Veterans Affairs Facilities
communicate with one another (e.g.,
portable radio, pager, cell phone,
personal data assistants (PDAs))?

What problems have been
experienced with these and other
electronic security systems?

12.36 | Is there a computerized security Reference: Physical Security Assessment for the
prepare reports and track security
incident trends and patterns?

12.37 | Does the current security f.orce This system allows for the systematic performance of
have access to a computerized guard patrols with validation indicators built in. The
guard tour system? system notes stations/locations checked or missed, dates
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and times of such patrols, and who conducted them on
what shifts. Management reports can be produced for
recordkeeping and manpower analysis purposes.

Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities

12.38 | Are vaults or safes in the Basic structural design requires an understanding of
building? where heavy concentrations of floor loading may occur
s as to sirengthen the floor and structural framing to
Where are they located? handle this downward load. Security design also needs

this information fo analyze how this concentrated load
affects upward and downward loadings under blast
conditions and its impact upon progressive collapse.
Location is important because safes can be moved by
blast so that they should be located away from people
and away from exterior windows.

Vaults, on the other hand, require construction above the
building requirements with thick masonry walls and steel
reinforcement. A vault can provide profection in many
instances due to its robust construction.

Safes and vaulis may also require security sensors and
equipment, depending upon the level of protection and
defensive layers needed.

Reference: U.S. Army TM 5-85

Security System Documents

12.39 | Have security system as-built Drawings are critical to the consideration and operation
drawings been generated and of security teghnologies, including s ov_erall design
are thev ready for review? and engineering processes. These historical reference

Y Y : documents outline system specifications and layout
security devices used, as well as their application,
location, and connectivity. They are a crifical resource
tool for troubleshooting system problems, and replacing
and adding other security system hardware and software
products. Such documents are an infegral component fo
new and retrofit construction projects.

Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities

12.40 | Have security system design Reference: Physical Security Assessment for the
: and drawing standards been Department of Veterans Affairs Facilities
developed?

12.41 | Are security equipment selection Reference: Physical Security Assessment for the
criteria defined? Deparfment of Veterans Affairs Facilifies
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Section Vulnerability Question Guidance Observations

12.42 | What contingency plans have Reference: Physical Security Assessment for the
been developed or are in place Department of Veterans Affairs Facilities
to deal with security control
center redundancy and backup
operations?

12.43 | Have security system construction | Reference: Physical Security Assessment for the
specification documents been Department of Veterans Affairs Facilities
prepared and standardized?

12.44 | Do all security system documents | Reference: Physical Security Assessment for the
indlude current as-built drawings? | Department of Veterans Affairs Facilities

1245 | Have q}lulificutions b.een Reference: Physical Security Assessment for the
determined for security Department of Veterans Affairs Facilities
consultants, system designers/
engineers, installation vendors,
and contractors?

12.46 | Are security systems Reference: Physical Security Assessment for the
decentralized, centralized, or Department of Veterans Affairs Facilities
integrated?

Do they operate over an existing
IT network or are they a
standalone method of operation?

12.47 | What security systems manvals Reference: Physical Security Assessment for the
are available? Department of Veterans Affairs Facilities

12.48 | What maintenance or service Reference: Physical Security Assessment for the
agreements exist for security Department of Veterans Affairs Facilities
systems?
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Section Vulnerability Question Guidance
13 Security Master Plan
13.1 | Does a written security plan exist | The development and implementation of a security
for this site or building? master plan provides a roadmap that outlines the
strategic direction and vision, operational, managerial,
When was the initial security plan and technological mission, goals, and objectives of the
written and last revised? organization’s security program.
q q q Reference: DOC CIAO Vulnerability Assessment
Who is resgonslble for preparing | o ork 1]
and reviewing the security plan?
13.2 | Has the security plan been The security plan should be part of the building design
communicated and disseminated so that the construction or renovation of the structure
to key management personnel and integrates with the security procedures fo be used during
daily operations.

departments?
Reference: Physical Security Assessment for the
Department of Veterans Affairs Facilities

13.3 | Has the security plan been Reference: Physical Security Assessment for the
benchmarked or compared Department of Veterans Affairs Facilities
against related organizations and
operational entities?

13.4 | Has the security plan ever been Reference: Physical Security Assessment for the
tested and evalvated from a Department of Veterans Affairs Facilifies
benefit/cost and operational
efficiency and effectiveness
perspective?

13.5 | Does the security plan define Reference: Physical Security Assessment for the
e v G e o Department of Veterans Affairs Facilities
long- term security program goals
and objectives?

13.6 | Are threats/hazards, Reference: DOC CIAO Vulnerability Assessment
vulnerabilities, and risks Framework 1.1
adequately defined and security
countermeasures addressed
and prioritized relevant to their
aiticality and probability of
occurrence?

13.7 | Has a security implel.nentulion Reference: Physical Security Assessment for the
schedule been established to Department of Veterans Affairs Facilities
address recommended security
solutions?
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Section Vulnerability Question Guidance Observations

13.8 | Have security operating and Reference: Physical Security Assessment for the
capital budgets been addressed, Department of Veterans Affairs Facilities
approved, and established to
support the plan?

13.9 | What regulatory or industry Reference: Physical Security Assessment for the
quidelines /standards were Department of Veterans Affairs Facilities
followed in the preparation of the
security plan?

13.10 | Does the security plan address
existing security conditions from | Reference: Physical Security Assessment for the
an administrative, operational, Department of Veterans Affairs Facilities
managerial, and technical security
systems perspective?

13.11 | Does the sgcurity plan address Reference: Physical Security Assessment for the
the protection of people, property, | Department of Veterans Affairs Facilities
assets, and information?

13.12 | Does the security plan address Reference: Physical Security Assessment for the
the following major components: | Department of Veterans Affairs Facilities
access control, surveillance,
response, building hardening, and
protection against CBR and cyber-
network attacks?

13.13 | Has the level of risk been Reference: Physical Security Assessment for the
identified and communicated in Department of Veterans Affairs Facilities
the security plan through the
performance of a physical security
assessment?

13.14 | When was the last security Reference: DOC CIAO Vulnerability Assessment
assessment performed? Framework 1.1
Who performed the security risk
assessment?
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13.15

Are the following areas of
security analysis addressed in the
security master plan?

Asset Analysis: Does the security
plan identify and prioritize the assets
to be protected in accordance to their
location, control, current value, and
replacement value?

Threat Analysis: Does the security
plan address potential threats; causes
of potential harm in the form of
death, injury, destruction, disclosure,
interruption of operations, or denial of
services?

(possible criminal acts [documented
and review of police/security incident
reports] associated with forced entry,
bombs, ballistic assault, biochemical
and related ferrorist facfics, attacks
against utility systems infrastructure
and buildings)

Vulnerability Analysis: Does the
security plan address other areas
associated with the site or building
and its operations that can be taken
advantage of to carry out a threat?
(architectural design and construction
of new and existing buildings,
technological support systems [e.g.,
heating, air conditioning, power,
lighting and security systems, etc.] and
operational procedures, policies, and
controls)

Risk Analysis: Does the security
plan address the findings from

the asset, threat/hazard, and
vulnerability analyses in order fo
develop, recommend, and consider
implementation of appropriate security
countermeasures?

This process is the input to the building design and

what mitigation measures will be included in the facility
project fo reduce risk and increase safety of the building
and people.

Reference: USA TM 5-853, Security Engineering
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Centers for Disease Control and Prevention/National Institute for Occupational Safety and Health
(CDC/NIOSH)

Publication No. 2002-139, Guidance for Protecting Building Environments from Airborne Chemical, Biological, or
Radiological Attacks, May 2002

Federal Emergency Management Agency (FEMA)
FEMA 154, Rapid Visual Screening of Buildings for Seismic Hazards: A Handbook, 1988 (also, Applied Technology Council
(ATC-21) by same name)

FEMA 386-7, Integrating Human-Caused Hazards Into Mitigation Planning, September 2002
SLG 101, Guide for All-Hazard Emergency Operations Planning, Chapter 6, Attachment G, Terrorism, April 2001

General Services Administration (GSA)
PBS — P100, Facilities Standards for Public Buildings Service,
November 2002

Lawrence Berkeley National Laboratory (LBNL)
LBNL PUB-51959, Protecting Buildings from a Biological or Chemical Attack: Actions to Take Before or During a Release,
January 10, 2003

U.S. Air Force (USAF)
Installation Force Protection Guide, 1997

U.S. Army (USA)
Technical Manuals (TM) 5-853-1/-2/-3/-4, Security Engineering, May 12, 1994

U.S. Department of Commerce, Critical Infrastructure Assurance Office (DOC CIAQ)
Vulnerability Assessment Framework 1.1, October 1998

U.S. Department of Defense (DoD)
Unified Facilities Criteria (UFC), UFC 4-010-01, DoD Minimum Antiterrorism Standards for Buildings, July 31, 2002

U.S. Department of Justice (DOJ)
National Criminal Justice (NCJ) NCJ181200, Fiscal Year 1999 State Domestic Preparedness Equipment Program,
Assessment and Strategy Development Tool Kit, May 15, 2000

U.S. Department of Veterans Affairs (VA)
Physical Security Assessment for the Department of Veterans Affairs Facilities, Recommendations of the National Institute
of Building Sciences Task Group to the Department of Veterans Affairs, 6 September 2002
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