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Preface

he events of September 11, 2001, changed perceptions, rearranged na-

tional priorities, and produced significant new government entities,
most notably the U.S. Department of Homeland Security (DHS). Whereas the
principal mission of DHS is to lead national efforts to secure the nation against
those forces that wish to do harm, the department also has responsibilities in
regard to preparation for and response to other hazards and disasters, such as
floods, earthquakes, and other “natural” disasters. Created in 2003, DHS is
large and complex, with 22 “components,” some of which were well established
prior to the department’s creation and others that were new creations along with
the department. Across the department, whether in the context of preparedness,
response, or recovery from terrorism, illegal entry to the country, or natural dis-
asters, both the previous and the current DHS Secretaries have stated a commit-
ment to processes and methods that feature risk assessment as a critical compo-
nent for making better-informed decisions.

The difficulties in developing a risk-based framework and activities for de-
cisions across DHS are daunting, largely due to the great uncertainties in under-
standing the suite of threats. In concept, however, risk assessment is believed to
provide a good opportunity for sound analysis and consistent decision support.
Against this backdrop, the U.S. Congress asked the National Research Council
(NRC) of the National Academies to review and assess the activities of DHS
related to risk analysis (P.L. 110-161, Consolidated Appropriations Act of
2008). Subsequently, a contract featuring the Statement of Task shown in Boxes
S-1 and 1-1 was agreed upon by the National Academies and DHS officials to
support this study. Our committee was appointed in October 2008 to carry out
the study. The committee was a multidisciplinary group with technical, public
policy, and social science expertise and experience concerning the areas of
DHS’s responsibilities.

During a 15-month study period, our full committee met 5 times and sub-
groups of the committee met another 11 times with DHS officials and represen-
tatives of a variety of organizations to gather information. (See Appendix C for
a chronology of our meetings and visits and Appendix D for a list of individuals
who contributed information and perspectives to our efforts.) At most of our
meetings we received briefings from numerous DHS officials on various aspects
of our charge.

The task of reviewing a large set of continually evolving activities across an
organization as large and diverse as DHS presented difficulties for the commit-
tee. Although DHS is responsible for all aspects of homeland security, which

Vii
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viii PREFACE

includes planning for and responding to natural disasters such as hurricanes, the
report is weighted toward terrorism because that is where DHS efforts are
weighted. Throughout, however, the committee was mindful of its chief objec-
tive: to help DHS by critiquing and providing advice on improving the risk-
informed basis for decision making across the department. We began with a
good appreciation for the difficulty of the task and that appreciation only grew
as we learned more about relevant activities and their inherent challenges. We
hope that this report is helpful to DHS as it proceeds with implementation of its
plans.

This report has been reviewed in draft form by individuals chosen for their
diverse perspectives and technical expertise, in accordance with procedures ap-
proved by the NRC’s Report Review Committee. The purpose of this independ-
ent review is to provide candid and critical comments that will assist the NRC in
making its published report as sound as possible and will ensure that the report
meets institutional standards for objectivity, evidence, and responsiveness to the
study charge. The review comments and draft manuscript remain confidential to
protect the integrity of the deliberative process. We wish to thank the following
individuals for their review of this report: John T. Christian, consulting engi-
neer; Jared L. Cohon, Carnegie Mellon University; William H. Hooke, Ameri-
can Meteorological Society; Howard Kunreuther, Wharton Risk Management
Center; Linda Landesman, New York City Health and Hospitals Corporation;
Stephen M. Robinson, University of Wisconsin-Madison; Kathleen J. Tierney,
University of Colorado at Boulder; Detlof von Winterfeldt, International Insti-
tute for Applied Systems Analysis; and Henry H. Willis, RAND Corporation.

Although the reviewers listed above provided many constructive comments
and suggestions, they were not asked to endorse the conclusions or recommen-
dations, nor did they see the final draft of the report before its release. The re-
view of this report was overseen by Patrick Atkins, Pegasus Capital Investors
(Retired) and Lynn R. Goldman, Johns Hopkins University. Appointed by the
NRC, they were responsible for making certain that an independent examination
of the report was carried out in accordance with institutional procedures and that
all review comments were considered carefully. Responsibility for the final
content of this report rests entirely with the authoring committee and the institu-
tion.

Finally, I want to acknowledge and thank the committee members for their
conscientious work, the help of DHS staff, and the dedicated work of the Acad-
emies staff.

John F. Ahearne, Chair
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Summary

n response to a request of the U.S. Congress (P.L. 110-161, Consolidated

Appropriations Act of 2008), the National Research Council (NRC) es-
tablished the Committee to Review the Department of Homeland Security’s
Approach to Risk Analysis to assess how the Department of Homeland Security
(DHS) is building its capabilities in risk analysis to inform decision making. The
specific tasks undertaken as the basis for the committee’s assessment are listed
in Box S-1. This summary presents the principal conclusions and the recom-
mendations of the committee’s full report.

SCOPE AND ROLE OF RISK ANALYSIS AT DHS

The scope of responsibilities of DHS is large, ranging over most, if not all,
aspects of homeland security and supporting in principle all government and
private entities that contribute to homeland security. For some functions, DHS
is responsible for all of the elements of risk analysis. For other functions for
which the responsibility is shared, effective coordination is required with owners
and operators of private facilities; with state, territorial, and local departments of
homeland security and emergency management; and with other federal agencies
such as the Department of Health and Human Services, the Environmental Pro-
tection Agency, or the Department of Agriculture. While DHS is responsible for
mitigating a range of threats to homeland security, including terrorism, natural
disasters, and pandemics, its risk analysis efforts are weighted heavily toward
terrorism, and that balance is reflected in this report.

Although risk analysis is just one input to decision making, it is an essential
one. At DHS, risk analysis is used to inform decisions ranging from high-level
policy choices to fine-scale protocols that guide the minute-by-minute actions of
DHS employees. The committee focused its attention on risk analysis that in-
forms the middle part of that spectrum, because it is for that range of decisions
that technical improvements in risk analysis could have the greatest impact.
Good risk analysis is also essential to creating decision rules for routine opera-
tions and for major policy choices, but in those cases non-technical considera-
tions such as public acceptability can limit the potential value from improving
capabilities for risk analysis. However, the recommendations offered in this
report should also lead to improved inputs for those types of decisions.

Copyright © National Academy of Sciences. All rights reserved.
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2 DEPARTMENT OF HOMELAND SECURITY’S APPROACH TO RISK ANALYSIS

BOX S-1
Statement of Task

The study will review how DHS is building its capabilities in risk analysis to
inform decision making. More specifically, the study will address the following
tasks:

a) Evaluate the quality of the current DHS approach to estimating risk and
applying those estimates in its many management, planning, and resource-
allocation (including grant-making) activities, through review of a committee-
selected sample of models and methods;

b) Assess the capability of DHS risk analysis methods to appropriately
represent and analyze risks from across the Department’s spectrum of activi-
ties and responsibilities, including both terrorist threats and natural disasters;

c) Assess the capability of DHS risk analysis methods to support DHS
decision-making;

d) Review the feasibility of creating integrated risk analyses covering the
entire DHS program areas, including both terrorist threats and natural disas-
ters, and make recommendations for best practices, including outreach and
communications; and

e) Recommend how DHS can improve its risk analyses and how those
analyses can be validated and provide improved decision support.

EVALUATION OF DHS RISK ANALYSIS CAPABILITIES

Approach to Study and Outline of Results

Based on its examination of six illustrative risk analysis models and proc-
esses—risk analysis of natural hazards, for critical infrastructure protection, and
for allocation of homeland security grants; the Terrorism Risk Assessment and
Management (TRAM) and Biological Threat Risk Assessment (BTRA) models;
and DHS’s Integrated Risk Management Framework—the committee came to
the following primary conclusion:

Conclusion: DHS has established a conceptual framework for risk
analysis (risk is a function of threat (7), vulnerability (V), and consequence
(O), or R = f(T,V,C) ) that, generally speaking, appears appropriate for de-
composing risk and organizing information, and it has built models, data
streams, and processes for executing risk analyses for some of its various
missions. However, with the exception of risk analysis for natural disaster
preparedness, the committee did not find any DHS risk analysis capabilities
and methods that are yet adequate for supporting DHS decision making,
because their validity and reliability are untested. Moreover, it is not yet
clear that DHS is on a trajectory for development of methods and capability
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that is sufficient to ensure reliable risk analyses other than for natural dis-
asters.

Recommendation: To develop an understanding of the uncertainties in
its terrorism-related risk analyses (knowledge that will drive future im-
provements), DHS should strengthen its scientific practices, such as docu-
mentation, validation, and peer review by technical experts external to
DHS. This strengthening of its practices will also contribute greatly to the
transparency of DHS’s risk modeling and analysis. DHS should also bolster
its internal capabilities in risk analysis as part of its upgrading of scientific
practices.

A focus on characterizing sources of uncertainty is of obvious importance to
improving the reliability of risk models and analysis as a basis for sound deci-
sion making. Uncertainties arise from missing or incomplete observations and
data, imperfect understanding of the physical and behavioral processes that de-
termine the response of natural and built environments and the people within
them, subjectivity embedded within analyses of threat and vulnerability and in
the judgments of what to measure among consequences, and the inability to syn-
thesize data and knowledge into working models able to provide predictions
where and when they are needed.

Proper recognition and characterization of both variability and uncertainty
are important in all elements of a risk analysis, including effective interpretation
of data as they are collected over time on threats, vulnerability, consequences,
intelligence, and event occurrence. While some DHS work on risk does evalu-
ate uncertainty, the uncertainties in their models and analyses were rarely men-
tioned by DHS risk analysts during the committee’s meetings and site visits, and
DHS appears to be at a very immature state with respect to characterizing uncer-
tainty and considering its implications for ongoing data collection and the priori-
tization of efforts to improve methods and models. Closely tied with the topic
of characterizing uncertainty is that of representing properly the precision of risk
analyses.

The conclusion above about the capability of DHS risk analysis methods to
support decision making is based on the committee’s assessment of the quality
of those methods, in response to element (¢) of the statement of task. Quality
was evaluated in two ways, in accordance with elements (a) and (b) of the task,
which overlap. The committee interpreted the first element (“Evaluate the qual-
ity of the current DHS approach to estimating risk and applying those esti-
mates. . .”) as calling for an assessment of general frameworks and the second
(“Assess the capability of DHS risk analysis methods to appropriately represent
and analyze risks . . .””) as requiring an assessment of actual implementations.
The committee concluded that the basic framework of risk analysis used by
DHS is sound but that the operationalization of that framework is in many cases
seriously deficient, as indicated in more detail below in this Summary and as
supported by Chapters 4 and 5 of the report.

The committee reviewed the feasibility of creating integrated risk analyses
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4 DEPARTMENT OF HOMELAND SECURITY’S APPROACH TO RISK ANALYSIS

covering the entire DHS program areas (element (d) of the task) and concluded
that it is not advisable. Instead, the committee recommends in the section “Inte-
grated Risk Analyses,” below, that DHS perform comparative risk analyses.
The distinction is explained in that section of this Summary and in Chapter 4 of
the report. The final element of the task calls for the committee to recommend
steps for improvement, and these are captured in recommendations throughout
this Summary and in the main text of the report.

Natural Hazards Risk Analyses

There is a solid foundation of data, models, and scholarship to underpin
DHS’s risk analyses for natural hazards such as flooding. Although models are
constantly being developed and improved, risk analysis associated with natural
hazards is a mature activity—compared to risk analysis related to terrorism—in
which analytical techniques are subject to adequate quality assurance and qual-
ity control, and verification and validation procedures are commonly used.

Conclusion: DHS’s risk analysis models for natural hazards are near
the state of the art. These models—which are applied mostly to earth-
quake, flood, and hurricane hazards—are based on extensive data, have
been validated empirically, and appear well suited to near-term decision
needs.

Recommendation: DHS’s current natural hazard risk analysis models,
while adequate for near-term decisions, should evolve to support longer-
term risk management and policy decisions. Improvements should be made
to take into account the consequences of social disruption caused by natural
hazards; address long-term systemic uncertainties, such as those arising
from effects of climate change; incorporate diverse perceptions of risk im-
pacts; support decision making at local and regional levels; and address the
effects of cascading impacts across infrastructure sectors.

Infrastructure Risk Analyses

The risk analyses that DHS conducts in support of infrastructure protection
generally decompose risk into threat (7), vulnerability (V), and consequences
(C). With respect to risk from terrorism, defining the threat and estimating
probabilities are inherently challenging because of the lack of experience with
such events; the associated absence of data on which to base reliable estimates
of probabilities; and the effects of an intelligent adversary that may seek to de-
feat preparedness and coping measures, which causes 7, V, and C to be interde-
pendent. There are various methods to compensate for the lack of historical
data, including “red team” analyses (in which experts are charged with trying to
overcome risk-mitigation measures), scenario analysis, and subject-matter ex-
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pert (SME) estimates, and DHS has pursued most of these, although not as con-
sistently as would be desired. There are also multiple methods for combining
estimates of threats, vulnerabilities, and consequences and dealing with the de-
pendencies of T, V, and C to estimate risk, such as Bayesian analysis, multi-
attribute models, attacker-defender models, or game theoretic calculations. DHS
has generally not applied these methods.

DHS’s analyses of vulnerabilities has focused primarily on physical vulner-
abilities. There are significant areas to expand this approach to more consis-
tently cover the span of threats. For example, DHS’s vulnerability analyses
rarely address coping capacity and resilience (or long-term adaptation). People-
related factors, a major part of coping capacity, have been largely overlooked.

Similarly, DHS analyses of consequences have tended to focus on the out-
comes that are most readily quantified. Little attention has been paid to secon-
dary economic effects or to an attack’s effects on personal and group behav-
iors—impacts that could be significant and may be the primary goals of terror-
ists. Some relevant research is being conducted in DHS’s University Centers of
Excellence, and a small amount is funded by the Human Factors and Behavioral
Sciences program within DHS’s Science and Technology Directorate, but much
more is needed. In addition, efforts must be made to incorporate the results of
such research into DHS risk analyses and to heighten risk analysts’ awareness of
the importance of social and economic impacts.

Recommendation: DHS should have a well-funded research program
to address social and economic impacts of natural disasters and terrorist
attacks and should take steps to ensure that results from the research pro-
gram are incorporated into DHS’s risk analyses.

Based on its study, the committee concluded that DHS’s risk analyses for
infrastructure protection might be useful but certainly can be improved. Im-
provements can be made by considering the adaptability of intelligent adversar-
ies, consistently including evaluation of non-physical vulnerabilities, character-
izing sources of uncertainty, working toward verification and validation of mod-
els, improving documentation, and by submitting models and analyses to exter-
nal peer review.

Recommendation: DHS should consider alternatives to modeling the
decisions of intelligent adversaries with fixed probabilities. Models that
incorporate game theory, attacker-defender scenarios, or Bayesian methods
to predict threat probabilities that evolve over time in response to observed
conditions and monitored behavior provide more appropriate ways of rep-
resenting the decisions of intelligent adversaries and should be explored.

Recommendation: DHS should ensure that vulnerability and conse-
quence analyses for infrastructure protection are documented, transparent,
and repeatable. DHS needs to agree on the data inputs, understand the
technical approaches used in models, and understand how the models are
calibrated, tested, validated, and supported over the life cycle of use.
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Homeland Security Grants

The committee’s evaluation of the risk-based homeland security grant pro-
grams administered by the Federal Emergency Management Agency (FEMA)
within DHS determined that they are reasonably executed, given political and
other practical considerations. Population counts serve, for the most part, as the
surrogate measure for risk. Some of the grants programs are moving toward
risk-based decision support, but the various approaches and formulas are still
evolving.

Recommendation: FEMA should undertake an external peer review by
technical experts outside DHS of its risk-informed formulas for grant allo-
cation to identify any logical flaws with the formulas, evaluate the ramifica-
tions of the choices of weightings and parameters in the consequence for-
mulas, and improve the transparency of these crude models of risk.

Recommendation: FEMA should be explicit about using population
density as the primary determinant for grant allocations.

Terrorism Risk Assessment and Management Model

DHS’s Terrorism Risk Assessment and Management (TRAM) model is
held up as a successful instantiation of risk analysis, and the Port Authority of
New York and New Jersey (which initiated TRAM’s development even before
the establishment of DHS) is a satisfied user. The committee has concerns,
however, owing to the model’s unjustified complexity and lack of validation.

Recommendation: DHS should seek expert, external peer review of the
TRAM model in order to evaluate its reliability and recommend steps for
strengthening it.

Biological Threat Risk Assessment Model

DHS’s Biological Threat Risk Assessment (BTRA) model, which is used to
create biennial assessments of the risks of biological terrorism, was thoroughly
reviewed in an NRC report published in 2008.” The primary recommendation of
that report reads as follows:

The BTRA should not be used as a basis for decision making until
the deficiencies noted in this report have been addressed and cor-
rected. DHS should engage an independent, senior technical advisory
panel to oversee this task. In its current form, the BTRA should not be

’ National Research Council (2008).
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used to assess the risk of biological, chemical, or radioactive threats. (p.
5)

The committee was told by DHS that it is addressing most of the recom-
mendations of the 2008 NRC review, but in the committee’s view the response
has been incremental, and a much deeper change is necessary. DHS’s proposed
responses will do little to reduce the BTRA model’s great complexity, which
requires many more SME estimates than can be supported by the limited base of
knowledge about biological terrorism. It also precludes transparency, adequate
sensitivity analysis, and validation.

Integrated Risk Management Framework

The establishment of the Integrated Risk Management Framework (IRMF)
across DHS is going in the right direction, but it is far too early to know if the
IRMF will provide real value. Similar integrated or enterprise-level risk man-
agement processes in industry typically require several years before their bene-
fits begin to appear. The committee did not observe any improvements to
DHS’s risk analysis that could be attributed to these early steps, and so it con-
cludes that integrated risk management may be on the right track but is early in
development.

Crosscutting Modeling Issues
Transparency

Transparency is always important in risk analysis, and especially so when
analysts and decision makers must contend with great uncertainty, as is the case
with the risks posed by terrorism. The committee found that most DHS risk
models and analyses are quite complex and poorly documented, and thus are not
transparent to decision makers or other risk analysts. Moreover, some of those
models imply false precision, which can give the impression of certainty when it
does not exist. Security restrictions are another contributor to poor transparency
in some cases.

Recommendation: To maximize the transparency of DHS risk analyses
for decision-makers, DHS should aim to document its risk analyses as
clearly as possible and distribute them with as few constraints as possible.
Further, DHS should work toward greater sharing of vulnerability and
consequence assessments across infrastructure sectors so that related risk
analyses are built on common assessments.
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Risk Communication

DHS’s IRMF and National Strategy for Information Sharing documents fo-
cus on sharing information with decision makers. However, it is essential that
communication with stakeholders and the general public also be included in a
comprehensive risk communication strategy. For risks to be truly managed,
DHS needs to provide not only information but also analysis and aids to think-
ing that prepare all affected audiences to cope better with the risks that events
might entail. As DHS moves to the next stages of risk communication—which
will have to go far beyond information sharing and include a capability for un-
derstanding the perceptions and needs of the recipients of various risk-related
communications and for translating that understanding to specifically tailored
messages—a well-developed risk communication strategy document and pro-
gram, adequately staffed and funded, will be needed.

Integrated Risk Analyses

DHS is working toward risk analyses that are increasingly comprehensive,
in an attempt to enable comparison of the diverse risks under the department’s
purview. The committee evaluated the feasibility of creating integrated risk
analyses that span all of DHS’s areas of responsibility. An integrated risk analy-
sis collects analyses for all potential risks that an entity, here DHS, is charged
with assessing and combines those risks into one complete analysis based on a
common metric. A comparative risk analysis, by contrast, omits that last step.
In comparative risk analysis, potential risks to an entity from many different
sources are analyzed and the risks then compared (or contrasted), but no attempt
is made to assess them against a common metric.

Qualitative risk analysis includes methods for formally eliciting advice
(such as Delphi analysis and expert judgment) for use in decision making. Such
advice can be used to compare risks of very different types. There is a well-
established literature on comparative risk analysis that can be used to apply the
TVC approach to different types of risk.” Importantly, the results of such analy-
sis are likely to involve substantially different metrics that cannot be directly
compared. In addition, the degree and the extent of uncertainty are likely to be
very different across the various risk sources. Nonetheless, the scope and diver-
sity in the metrics can be very informative for decision making as well.

Conclusion: A fully integrated analysis that aggregates widely dispa-
rate risks by use of a common metric is not a practical goal and in fact is

2 For example, see Fischhoff (1995), Florig et al. (2001), Morgan et al. (1996), Willis et al.
(2004), Davies (1996), Finkel and Golding (1994), and U.S. Environmental Protection
Agency (1987).
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likely to be inaccurate or misleading given the current state of knowledge of
methods used in quantitative risk analysis. The risks presented by terrorist
attack and natural disasters cannot be combined in one meaningful indica-
tor of risk, and so an all-hazards risk assessment is not practical. The sci-
ence of risk analysis does not yet support the kind of reductions in diverse
metrics that such a purely quantitative analysis would require. Qualitative
comparisons can help illuminate the discussion of risks and thus aid deci-
sion makers.

Recommendation: DHS should not attempt an integrated risk assess-
ment across its entire portfolio of activities at this time because of the
heterogeneity and complexity of the risks within its mission.

The committee is more optimistic about using an integrated approach if the
subject of the analysis is a set of alternative options for managing risk—for ex-
ample, if the analysis is of alternative investments for improving resilience. In
such cases, the same option might prove able to reduce risks arising from a num-
ber of sources such as natural hazards and terrorism. The analysis of alternative
risk management options for mitigating risks to a set of activities or assets could
then be accomplished through a single quantitative model in much the same way
that cost-effectiveness analysis can be used to select a least-cost investment even
when the benefits of the various options are incommensurate.

THE PATH FORWARD—RECOMMENDED ACTIONS
Improve the Way Models Are Developed and Used

The committee observed a tendency across most of DHS to build and use
complex quantitative models in the apparent belief that such models are the best
way to approach risk analysis. Effective risk analysis need not always be quan-
titative. In particular, the generation and analysis of scenarios is an important
component of risk assessment and management in a number of fields. In some
cases, improved understanding of risks hinges on improved communication,
organizational design, and so on.

The multiple dimensions of risk associated with natural hazards and terror-
ism are now widely recognized in the risk literature. These include public health
and safety, as well as social, psychological, economic, political, and strategic
aspects. The desire to quantify, compare, and rank risks arising from different
sources can lead to characterizations that simplify or ignore many of these di-
mensions. In several of the risk studies presented to it, the committee observed
omissions and oversimplifications of this type, reflecting a tendency to ignore
non-quantifiable risks and to combine non-commensurate attributes into single
measures of consequence. Even though DHS is not responsible for managing all
aspects of risk—for example, the Department of Health and Human Services has
the primary responsibility for managing public health risks—it is appropriate
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and necessary to consider the full spectrum of consequences when performing
risk analyses intended to inform constructive and effective decision making.

Recommendation: In characterizing risk, DHS should consider a full
range of public health, safety, social, psychological, economic, political, and
strategic outcomes. When certain outcomes are deemed unimportant in a
specific application, reasons for omitting this aspect of the risk assessment
should be presented explicitly. If certain analyses involve combining multi-
ple dimensions of risk (e.g., as a weighted sum), estimates of the underlying
individual attributes should be maintained and reported.

The committee observed that DHS relies heavily on quantitative models for
its risk analysis activities. This approach reflects an outdated and oversimplified
view of risk analysis and is certain to result in underemphasizing many attributes
of risk that cannot be readily quantified, such as differences in individual values.
Instead, risk analysis should be regarded as having both quantitative and non-
quantitative attributes, and it should be recognized that narrative descriptions of
non-quantitative information about risk are often as important to decision mak-
ers as is the more fully quantitative information. Although there are certainly
decisions that can be fully informed by the use of simple, quantitative models, it
is the case that many important decisions require understanding of the multiple
attributes integral to risk. This last point emphasizes that careful delineation of
the different types of decisions that DHS has to make is an important precursor
to understanding the types of risk analyses appropriate for informing those deci-
sions.

Recommendation: DHS should prepare scientific guidelines for risk
analyses recognizing that different categories of decisions require different
approaches to risk analysis strict reliance on quantitative models is not al-
ways the best approach.

To start, DHS should examine the basic structure of its risk analysis ap-
proach. Currently, DHS seems to use the special case formula Risk = 7' XV x C
very broadly for both terrorism and natural hazards applications. DHS needs to
be very careful in documenting assumptions and understanding when the multi-
plicative formula is appropriate and when it is not.

Risk as a function of interdependent variables T, V, and C is a reasonable
problem decomposition for analysis of risks posed by both terrorism and natural
hazards. In the natural hazards domain, independence can sometimes be as-
sumed to hold among components, and the formula can be reduced to Risk = 7' x
V' x C. In the more general case for natural hazards, the three components may
not be independent but the nature of their interdependence may be reasonably
known and subject to analysis. In the terrorism domain, however, it is often the
case that 7, V, and C are functionally interdependent, so that the simple risk
function R = T xV x C does not apply and should not be used. In particular,
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DHS must examine clearly whether the variables 7, V, and C are actually inde-
pendent and must guard against the errors that can occur when independence is
wrongly assumed.

Conclusions:

1. The basic risk framework of Risk = f{7,V,C) used by DHS is sound
and in accord with accepted practice in the risk analysis field.

2. DHS’s operationalization of that framework—its assessment of in-
dividual components of risk and their integration into a measure of risk—is
in many cases seriously deficient and is in need of major revision.

3. More attention is urgently needed at DHS to assessing and com-
municating the assumptions underlying and the uncertainties surrounding
analyses of risk, particularly those associated with terrorism.

Until these deficiencies are improved, only low confidence should be
placed in most of the risk analyses conducted by DHS.

Follow Time-Tested Scientific Practices

DHS has not been following the critical scientific practices of documenta-
tion, validation, peer review by technical experts external to DHS, and publish-
ing. Given the lack of that disciplined approach, it is very difficult to know pre-
cisely how DHS risk analyses are being done and whether their results are reli-
able and useful in guiding decisions. There is little understanding of the uncer-
tainties in DHS risk models other than those for natural hazards, and in addition
there is a tendency toward false precision. It is one thing to evaluate whether a
risk model has a logical purpose and structure—the kind of information that can
be conveyed through a briefing—but quite another to really understand the criti-
cal inputs and sensitivities that determine whether or not it truly produces reli-
able outputs. The latter understanding comes from scrutiny of the mathematical
model, evaluation of a detailed discussion of the model’s implementation, and
review of some model results, preferably when compared against simple bound-
ing situations and potentially retrospective validation. It is not adequate to sim-
ply ask subject-matter experts whether they see anything odd about a model’s
outcomes.

The committee found that in general the models and methods it reviewed
did not have the capability to appropriately represent and analyze risks from
across the department’s spectrum of activities and responsibilities. As part of its
review, the committee addressed what was lacking in the models and methods.
It often found that little direct, and more importantly, little effective attention
was paid to the features of the risk problem that are fundamental to the home-
land security modeling purview. For example, throughout its review, the com-
mittee was concerned about the lack of state-of-the-art risk modeling in address-
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ing key homeland security issues such as vulnerability, intelligent adversaries,
and the range of socioeconomic consequences.

As a result, the committee questions whether the creation of the department
from many existing organizations with long-standing approaches to risk analysis
might have anchored the DHS to the legacy models of its components. In such
cases, and with no de novo process to develop methods and models that specifi-
cally focus on the new factors characterizing homeland security risks, it would
not be surprising to find a poor fit between legacy models and the demands of a
substantially new application. Moreover, if legacy modeling is in fact the source
of the capability deficiency, then the committee found little evidence in the ma-
terials reviewed that DHS has considered, much less rigorously addressed, this
general issue of model design.

Recommendation: DHS should adopt recognized scientific practices
for its risk analyses:

e DHS should create detailed documentation for all of its risk mod-
els, including rigorous mathematical formulations, and subject them to
technical and scholarly peer review by experts external to DHS. Documen-
tation should include simple worked-out numerical examples to show how a
methodology is applied and how calculations are performed.

e DHS should consider creating a central repository to enable DHS
staff and collaborators to access model documentation and data.

e DHS should ensure that models undergo verification and valida-
tion—or sensitivity analysis at the least. Models that do not meet tradi-
tional standards of scientific validation through peer review by experts ex-
ternal to DHS should not be used or accepted by DHS.

e DHS should use models whose results are reproducible and easily
updated or refreshed.

e DHS should continue to work toward a clear, unambiguous risk
lexicon.

Discard the Idea of a National Risk Officer

The director of DHS’s Office of Risk Management and Analysis (RMA)
suggested to the committee that the DHS Secretary, who already serves as the
Domestic Incident Manager during certain events, could serve as the “country’s
chief risk officer,” establishing policy and coordinating and managing national
homeland security risk efforts.” A congressional staff member supported the

% Presentation by Tina Gabbrielli, RMA director, at the second committee meeting, Febru-
ary 4-5, 2009, Washington, D.C.
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concept of establishing a chief risk officer.” The committee has serious reserva-
tions about this idea. Risk is assessed for many issues across many federal agen-
cies, to address disparate concerns such as health effects, technology impacts,
and the safety of engineered systems. The approaches taken differ depending on
the issues and the agency missions, and they require disciplinary knowledge
ranging from detailed engineering and physical sciences to social sciences and
law. For a single entity to wisely and adequately bring to bear such a broad
range of expertise to address wide-ranging issues would require a large, perhaps
separate agency. In addition, as other NRC studies have concluded, risk analy-
sis is done best as a result of interactions between the risk analysts and the
stakeholders, including the involved government agencies. To be effective, such
interactions require that the federal agents have an understanding of the issues
and of the values of the stakeholders. An attempt to locate all this expertise and
experience in one department and to require that the personnel stay current in
many different areas is unlikely to succeed.

Build a Strong Risk Analysis Culture at DHS

The long-term effectiveness of risk analysis throughout DHS and the im-
provement of scientific practice to enable such success both depend on the con-
tinued development of an adequate in-house workforce of well-trained risk
analysis experts. As DHS expands its commitment to risk analysis, personnel
who are up-to-date on scientifically grounded methods for carrying out such
analyses will be in increasing demand. At present, DHS is heavily dependent on
private contractors, academic institutions, and government laboratories for the
development, testing, and use of models; acquisition of data for incorporation
into models; interpretation of results of modeling efforts; and preparation of risk
analyses. Although there are advantages to relying on expertise that is not avail-
able within DHS, in-house specialists should be fully aware of the technical con-
tent of such work. In particular, in-house DHS personnel need to ensure the
scientific integrity of the approaches and understand the uncertainties inherent in
the data, the risk models, and the products of those models. Contractor support
will remain essential, but the direction and application of such work should be
under the tight control of in-house staff.

Recommendation: DHS should have a sufficient number and range of
in-house experts, who also have adequate time, to define and guide the ef-
forts of external contractors and other supporting organizations. DHS’s
internal technical expertise should encompass all aspects of risk analysis,
including the social sciences. DHS should also evaluate its dependence on
contractors and the possible drawbacks of any proprietary arrangements.

* Presentation by Michael Beland, House of Representatives Homeland Security Commit-
tee staff member, at the second committee meeting, February 4-5, 2009, Washington, D.C.
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Recommendation: DHS should convene an internal working group of
risk analysis experts to work with its Risk Management and Analysis and
Human Resource offices to develop a long-term plan for the development of
a multidisciplinary risk analysis staff throughout the department and prac-
tical steps for ensuring such a capability on a continuing basis. The nature
and size of the staff, and the rate of staffing, should be matched to the de-
partment’s long-term objectives for risk-based decision making.
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Introduction

he U.S. Congress asked the National Research Council (NRC) of the

National Academies to review and assess the activities of the Depart-
ment of Homeland Security (DHS) related to risk analysis (P.L. 110-161, Con-
solidated Appropriations Act of 2008). Subsequently, a contract featuring
Statement of Task in Box 1-1 was agreed upon by the National Academies and
DHS officials to support this study. A committee was appointed in October
2008 to carry out the study.

Elements (a)-(c) of this task are intertwined, because the capability of risk
analysis methods to “represent and analyze risks” and to “support ... decision-
making” are inherent in any evaluation of the quality of risk analysis. There-
fore, the committee addressed these three task elements as multiple lenses
through which to examine the “committee-selected sample of models and meth-
ods,” and it interpreted task (a) as the overarching goal of the study, with tasks

BOX 1-1
Statement of Task

The study will review how DHS is building its capabilities in risk analysis to
inform decision-making. More specifically, the study will address the following
tasks:

a) Evaluate the quality of the current DHS approach to estimating risk and
applying those estimates in its many management, planning, and resource-
allocation (including grant-making) activities, through review of a committee-
selected sample of models and methods;

b) Assess the capability of DHS risk analysis methods to appropriately rep-
resent and analyze risks from across the Department’s spectrum of activities and
responsibilities, including both terrorist threats and natural disasters;

c) Assess the capability of DHS risk analysis methods to support DHS deci-
sion-making;

d) Review the feasibility of creating integrated risk analyses covering the en-
tire DHS program areas, including both terrorist threats and natural disasters,
and make recommendations for best practices, including outreach and communi-
cations; and

e) Recommend how DHS can improve its risk analyses and how those
analyses can be validated and provide improved decision support.

15
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(b) and (c) as particular points of emphasis. All three of these task elements
were addressed through careful examination of an illustrative set of models and
methods (see below), because it would be impossible to review the scores of
DHS risk models and processes in a timely fashion. Through this sampling ap-
proach, the committee was exposed to major risk analysis activities across DHS
and saw many commonalities. Although DHS is responsible for a range of
threats to homeland security, including terrorism, natural disasters, and pandem-
ics, its risk analysis efforts are heavily weighted toward terrorism, and that bal-
ance is reflected in this report.

Since its formation in 2002, DHS has espoused the principle of risk-
informed decision making. The current DHS Secretary underscored the impor-
tance of risk analysis as follows:

Development and implementation of a process and methodology to
assess national risk is a fundamental and critical element of an overall
risk management process, with the ultimate goal of improving the ability
of decision makers to make rational judgments about tradeoffs between
courses of action to manage homeland security risk.’

For the purposes of this study, the committee accepted the definition of
“risk analysis” found in the glossary of the Society for Risk Analysis:

A detailed examination including risk assessment, risk evaluation,
and risk management alternatives, performed to understand the nature
of unwanted, negative consequences to human life, health, property, or
the environment; an analytical process to provide information regarding
undesirable events; the process of quantification of the probabilities and
expected consequences for identified risks.’

In contrast to some definitions, this version does not explicitly include risk
perception and risk communication, though the latter are clearly important ele-
ments if risk analysis is to be effective.

THE DECISION-MAKING CONTEXT FOR THIS STUDY

The Statement of Task emphasizes the role of risk analysis as support for
decision making. Risk analysis is not done in a vacuum; it is framed according
to the decisions it will inform, and the results are made available in the form
needed by the decision makers.

At DHS, risk analysis is used to inform decisions ranging from high-level
policy choices to fine-scale protocols that guide the minute-by-minute actions of
DHS employees. To illustrate these different levels of decision making, a policy

T Janet A. Napolitano, Terms of Reference, 2009 Quadrennial Homeland Security Review.
? See http://www.sra.org/resources_glossary_p-r.php. Accessed January 22, 2010.
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decision related to our borders might call for strengthening the borders. With
that policy in place, decisions might include setting the level of resources to be
allocated to U.S. Customs and Border Protection (CBP) and deciding which
border segments require extra attention. Finer-scale decisions might choose
from among different options for upgrading enforcement along those seg-
ments—choosing, for example, from among different combinations of staffing,
surveillance, biometrics, and so on. Finally, decision rules must be created for
triggering extra checks and deciding when to pursue enforcement actions.

The committee focused its attention on risk analysis that informs the middle
part of that spectrum, whether the decision making is done within DHS or at a
DHS partner entity that actually “owns” and manages a given risk. This focus is
in large part because the risk analyses that contribute to decision rules for rou-
tine operations and for major policy choices are especially tempered by non-
technical aspects such as public perception and privacy, which, while not at all
undermining the importance of solid risk analyses, do complicate an external
review of the process that led to those rules. By contrast, the range of decisions
on which the study focused could see the greatest improvement if risk analysis is
strengthened. Improving the quality of risk analysis in general will also lead to
better inputs for policy and decision rules for routine operations.

Non-routine decisions, such as how to respond to a particular threat situa-
tion or how to prepare security for a major national event, usually are unique in
character, requiring special approaches that cannot be anticipated. These prepa-
rations are driven more by the experience of security experts than by any risk
analysis that the committee would be able to examine a priori. Nevertheless,
some of the principles set forth in this report should be of value to those deci-
sions as well.

Risk analysis is just one input to decision making, although it is an essential
one. Yet ultimately decisions are made by risk managers, who must overlay the
analyses with considerations of a pragmatic, political, or other character. Risk
analysis does not make decisions, it informs them: the analysts cannot build a
calculus that balances all relevant considerations. However, this is not to say
that risk analysis and risk management (decision making) are, or should be, in
separate compartments or stovepipes. Instead, those functions should engage in
back-and-forth interplay. Analysts need to have a clear understanding of the
decisions to be made and the considerations beyond analysis that will be folded
in. Decision makers must have a good understanding of the capabilities and
limitations of risk analysis: indeed, it is the responsibility of risk analysts to
ensure that they do. The emphasis of the Statement of Task on informing and
supporting decision making, and its mention of “outreach and communications”
reflect that interplay. Whether management of a given risk is vested within
DHS or handled elsewhere, it is essential that DHS risk analysis reach out to
effect good risk management.
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RISK MODELS AND METHODS EXAMINED IN DETAIL
TO CARRY OUT THIS STUDY

Chapter 2 gives an overview of risk analysis at DHS, which is effected with
the help of—by DHS’s count—some 60 risk models and processes. At its first
two meetings, the committee was briefed on approximately a dozen of those
models and processes. Based on those briefings and the experience of its mem-
bers, several site visits were planned, at which subsets of the committee learned
about some of the models and processes—and additional ones—in more detail.
DHS acknowledged that some of the models and processes in its count were at
an early stage of development and therefore not good illustrations of DHS’s
capability in risk analysis. As stipulated in the Statement of Task, the commit-
tee selected an illustrative sample of risk models and methods to examine in
detail in order to carry out the study’s evaluation. Its criteria were that the mod-
els and processes selected be at least somewhat mature; documented to some
extent and; used for a major DHS purpose rather than a niche application and
that the set collectively spans the major DHS functions of infrastructure protec-
tion, support to first responders, transportation risks, and understanding the risks
of weapons of mass destruction and of natural disasters. Guided by those crite-
ria, the committee selected the following sample set:

e Risk analysis done by DHS with respect to natural hazards, as exempli-
fied by the flood frequency estimates and floodplain maps that the Federal
Emergency Management Agency (FEMA) produces to inform the National
Flood Insurance Program.” This is a mature process grounded in extensive his-
torical data and commonly accepted statistical models.

e  Threat, vulnerability, and consequence analyses performed for the pro-
tection of critical infrastructure and key resources (CIKR). This work is done in
or for the DHS Office of Infrastructure Protection (IP), which carries out these
analyses to inform decision making with respect to the nation’s CIKR assets.
This is one of the major responsibilities assigned to DHS when it was estab-
lished. The management of risks for CIKR is the responsibility of particular
DHS components, other federal agencies, and many private owners and opera-
tors. Perhaps for that reason, IP does not generally integrate the pieces to de-
velop risk analyses, but instead produces these component analyses. Much of
the vulnerability analysis within IP is handled by Argonne National Laboratory,
and much of the consequence analysis is handled by the National Infrastructure
Simulation and Analysis Center (NISAC), a joint program of Sandia National
Laboratories and Los Alamos National Laboratory.

e Risk models used to underpin those DHS grant programs for which al-

® DHS, through FEMA, is responsible for assessments of flood risk, but DHS does not con-
duct risk analyses for most other natural disasters. As an illustration of how DHS performs
risk analysis for natural hazards, this report focuses on flood risk because the analyses in
that case are within DHS’s purview.
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locations are based on risk. These programs are administered by FEMA within
constraints set by Congress, and they have a broad and widespread effect on the
nation’s preparedness. Key elements of the modeling are done by a contractor.

e The Terrorism Risk Assessment and Management (TRAM) tool. This
is a mature software-based method for performing risk analysis primarily in the
transportation sector. It has been in use at the Port Authority of New York and
New Jersey for about a decade, so there is a good deal of experience to inform
the committee’s evaluation of its quality and capabilities. The development of
TRAM was initiated by the Port Authority, with initial funding from the De-
partment of Justice, and the work has been done by a contractor. TRAM ap-
pears to share the general structure of other risk analysis tools such as the Mari-
time Security Risk Analysis Model (MSRAM) and the Risk Analysis and Man-
agement for Critical Asset Protection (RAMCAP) and RAMCAP Plus, although
the committee did not examine the particular details of those tools.

e The Biological Threat Risk Assessment (BTRA) is a large-scale, com-
plex, event-tree formulation created by a contractor with DHS funding. It is
meant to inform decision making by the White House Homeland Security Coun-
cil, the Department of Health and Human Services, and others. The general
BTRA approach appears to be similar to the approach used for DHS’s Chemical
Terrorism Risk Assessment (CTRA) model and its Integrated Chemical, Bio-
logical, Radiological, Nuclear (iCBRN) assessment, though the committee did
not examine the details of these models to determine the degree of similarity.
BTRA was the subject of a thorough NRC review (2008), captured in Depart-
ment of Homeland Security Bioterrorism Risk Assessment: A Call for Change,
from which the committee drew heavily.

e The Integrated Risk Management Framework (IRMF). The IRMF is
not a particular risk model, but it fits within the category of “methods” in ele-
ment (a) of the Statement of Task. The committee examined IRMF as it is being
developed by DHS’s Office of Risk Management and Analysis (RMA), which is
working to coordinate risk analysis across the department. RMA’s development
of IRMF and supporting elements generally follows implementation of Enter-
prise Risk Management (ERM) in the private sector, aligning most closely with
ERM practices found in nonfinancial services companies. The committee was
told by RMA that the U.S. Coast Guard and Immigrations and Customs En-
forcement also practice, or are developing, similar ERM approaches within their
component agencies, but did not examine those efforts.

Collectively, this sample captures models and processes spanning a range of
maturity—some predating the establishment of DHS, up to the IRMF, which is
still under development. The sample includes programs such as those for infra-
structure protection and grant allocation that are major activities of DHS inform-
ing billions of dollars of outlays. This sample of models and methods exposed
the committee to the work of a broad range of DHS risk experts, including major
contractors who contribute to DHS’s risk analyses. Through the BTRA, the
committee examined a major, high-profile effort to assess the risks of weapons
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of mass destruction, and through TRAM, the committee saw how DHS works
with an experienced quasi-governmental entity. This sample captures methods
that are influential in DHS and which collectively inform a very broad set of
homeland security decision making. During the course of the study, the com-
mittee was also exposed to other risk analysis efforts within DHS, such as an
agent-based simulation tool being developed by the Transportation Security
Administration and one of its contractors and the Coast Guard’s Maritime Secu-
rity Risk Analysis Model. The committee did not attempt to draw inferences
from those limited exposures.

HOW THE STUDY WAS CONDUCTED

To carry out its charge, the full committee met five times and subgroups of
the committee went on 11 site visits (see Appendixes C and D). The breadth of
DHS precluded an exhaustive examination of risk analysis across the depart-
ment, so the committee relied on RMA to identify topics and speakers for its
first two meetings. Those meetings provided an introductory survey. The
committee examined RMA’s inventory of some 60 risk models and practices
across DHS, familiarized itself with studies from the Government Accountabil-
ity Office (GAO) and the Congressional Research Service and with DHS publi-
cations, and used the committee members’ knowledge of DHS and suggestions
from congressional staff to decide on other topics to explore or programs to ex-
amine in more detail. The committee decided to focus on risk analysis that was
mature enough for some degree of sophistication to be expected. It put its em-
phasis on risk analysis programs with high visibility or that contribute to major
parts of DHS’s counterterrorism and natural disasters missions. Because DHS
risk analysis practices have evolved from different roots—some building on
practices in the security community, some emulating business risk management
practices, and some adapting concepts and tools from engineering—the commit-
tee explored the range of risk cultures within DHS. It also made special efforts
to discern how well DHS risk analyses and tools support risk management out-
side DHS.

The site visits enabled subsets of the committee to engage in in-depth inter-
actions with staff members from several DHS offices and programs and also to
collect insights from some of DHS’s risk management partners. Site visits were
made to the following operations:

e  Port Authority of New York and New Jersey

e Environmental Protection Agency (EPA) headquarters office in charge
of the agency’s homeland security activities

o EPA National Homeland Security Research Center

e Department of Health and Human Services offices that deal with pre-
paredness
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e DHS’s IP and Homeland Infrastructure Threat and Risk Analysis Cen-

ter (HITRAC) programs
e NISAC
e North Carolina Department of Homeland Security
e FEMA’s Grant Program Directorate
e Naval Postgraduate School Department of Operations Research
e A Fusion Center Conference

STRUCTURE OF THIS REPORT

Chapter 2 describes DHS’s current systems for risk analysis. Chapter 3
discusses some of the general challenges facing DHS risk analysis, and Chapter
4 provides the committee’s evaluation of those capabilities and makes recom-
mendations for improvements. Chapter 5 provides more general recom-
mendations for moving forward to create a strong culture of risk analysis
throughout DHS.

Elements (a)-(c) of the Statement of Task are covered in Chapter 4, which
presents evaluations of illustrative DHS risk analysis models and evaluations of
cross-cutting issues that affect their quality; the dimensions of quality referred to
in task elements (b)-(c) are reflected in the overall assessments of quality.
Element (b) is addressed in a more targeted fashion in the sections of Chapter 5
that deal with the basic structure of DHS risk models, the need for strong
scientific practice, and the need for improving the technical capabilities of DHS
staff with respect to risk analysis. Element (c) is addressed in a more targeted
way in the subsection of Chapter 4 titled “The Assumptions Embedded in Risk
Analyses Must Be Visible to Decision Makers.” However, the emphasis on risk
analysis serving the needs of decision-makers is discernible throughout this
report. The several questions raised in element (d) of the Statement of Task are
addressed in Chapter 4’s subsections on “Comparing Risks Across DHS
Missions” and “Toward Better Risk Communication,” in Chapter 4. Task (e) is
addressed by the entirety of Chapter 5. In particular, the necessary (though not
sufficient) step for DHS risk analyses to be validated and provide better decision
support is for work to begin on characterization of the uncertainties in all the
models and processes. The committee’s overall evaluation of the quality of
DHS risk analysis capabilities is provided in the last conclusion in Chapter 4.
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2
Overview of Risk Analysis at DHS

INTRODUCTION

he scope of responsibilities of the Department of Homeland Security

(DHS) is substantial. Responsibilities range over most, if not all,
aspects of homeland security and support in principle all government and private
entities that contribute to homeland security. DHS is directly responsible for the
planning for and recovery from nearly any catastrophic disaster, whether human
inflicted or naturally occurring. The mission encompasses the following
elements:

e  Terrorism and natural hazards (e.g., see p. 3 of http.//www.dhs.gov/xlib-
rary/assets/nat_strat_homelandsecurity 2007.pdf, natural hazards were em-
phasized also by Homeland Security Presidential Directive 5 [HSPD-5]
http://www.dhsgov/xabout/laws/gc_1214592333605.shtm);

e Border patrol and immigration;

e Criminal activities within the jurisdiction of crimes that Immigration
and Customs Enforcement (ICE), the U.S. Secret Service, and the U.S. Coast
Guard (USCG) are responsible for;

e Marine safety and protection of natural resources within the
responsibility of the USCG;

e  Cyber security (HSPD-7, available online at Attp://www.dhs.gov/
xabout/laws/gc _1214597989952.shtm); and

e Accidental hazards, a term that encompasses industrial and commercial
accidents with the potential to cause widespread damage to or disruption of
economic and social systems.

DHS includes 22 major “components,” many of which are well-known and
long-standing federal organizations. The DHS organization chart (with some
identified risk models and tools by directorate) is shown in Figure 2-1; the risk
acronyms are spelled out in Table 2-1. It is clear then that DHS has a compli-
cated responsibility with multiple functions, often only loosely related. This is
reflected in DHS’s very broad definition of risk (DHS-RSC, 2008):

The Department of Homeland Security (DHS) defines risk as the
potential for an unwanted outcome resulting from an incident, event, or
occurrence, as determined by its likelihood and the associated conse-
quences. These risks arise from potential acts of terrorism, natural dis-
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asters, and other emergencies and threats to our people and economy,
as well as violations of our borders that threaten the lawful flow of trade,
travel, and immigration.

It is also clear that risk analysis is an activity that is spread broadly across
DHS. This complexity and breadth distinguish DHS from many organizations
that have successfully adopted risk analysis to inform decision making.

THE DECISION CONTEXT AT DHS

Regarding the types of decisions that effective risk management analysis
might support, Figure 2-2 illustrates risk-informed decisions that confront DHS
as defined by their time horizons. Decisions on the far left side of the figure are
pure policy level decisions, such as how to balance the overall DHS focus
among terrorism, law enforcement, infrastructure protection, preparedness-
emergency response, and so forth. These address judgments that rely heavily on
factors beyond just science and engineering.

The type and volume of data available tend to change from qualitative and
subjective to quantitative and objective as one moves from left to right in Figure
2-2, although this is not a hard-and-fast rule. Similarly, the decision time hori-
zon changes from several years, and great uncertainty, to a more immediate time
frame with less uncertainty. The uncertainty that may have existed is often re-
moved from consideration as one moves from left to right as a result of previous
decisions. For example, what fraction of cargo to inspect is a decision assumed
to have a fairly long time scale, and it is followed by more targeted (and perhaps
shorter-lived) decisions about Zow to inspect—does one examine manifests, use
some type of detector, or physically open containers? Associated decisions re-
solve where to set the threshold for triggering an alarm and similar protocols.
Clearly, all these levels of decision are interrelated. There is no sense in decid-
ing on a level of inspection that there is no way to implement or that is opera-
tionally too expensive.

Some policy level trade-offs must be made in the absence of much or any
historical data and rely, instead, perhaps on surveys and formal expert elicita-
tions; it is unfortunate that often the most consequential decisions have the few-
est data to support them. The paucity of historical data complicates the analysis
of risks associated with different terrorism scenarios. However, there are ap-
proaches to developing other types of threat data for use in quantitative models
that should be used, when appropriate, by DHS. These include, for example,
elicitation of expert judgments, game theory, and Bayesian techniques. While
there will be uncertainties associated with these approaches, they are
nevertheless important. The shortage of historical data does not obviate the
value of carefully crafted and well-documented estimates of risk, with appropri-
ate characterization of the uncertainties.
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TABLE 2-1 Acronym Key and Notes for Risk Models and Processes shown in

Figure 2-1°
Acronym (from
Figure 2-1) Full Name Notes
HITRAC* Homeland Infrastructure A joint program of the Office of Infra-
Threat and Risk Analysis structure Protection (IP) and the
Center Intelligence and Analysis Directorate
(I&A)
SHIRA Strategic Homeland Infrastruc- | A high-level risk assessment of infra-
ture Risk Assessment structure elements
IP Level 1/2 Also known as the “Level A risk-based process for identifying
1/Level 2” program high-risk infrastructure targets
CFDI Critical Foreign Dependencies | A process for examining supply
Initiative chains to identify critical vulnerabili-
ties
CFATS Chemical Facility Anti- A risk-based method for identifying

Terrorism Standards

which chemical facilities will be regu-
lated by DHS

NISAC models*

Models and simulations from
the National Infrastructure
Simulation and Analysis Cen-
ter

Most NISAC work informs conse-
quence analyses

PSAs Protective Security Advisors A program that provides security
consultations to owners and opera-
tors of critical infrastructure elements

SAVs Site Assistance Visits Evaluations performed by PSAs

BZPP Buffer Zone Protection A program that identifies, based on

Program analyses of risk, which areas con-
tiguous to critical infrastructure ele-
ments merit their own protection

RRAP* Regional Resiliency Risk-based assessments of the resil-

Assessment Projects iency of clusters of critical infrastruc-
ture and their buffer zones

ECIP Enhanced Critical Infrastruc- An in-progress effort to improve the

ture Protection Initiative method for scoring vulnerabilities of
critical infrastructure and key re-
sources

IVA Infrastructure Vulnerability A process under development to

Assessment

integrate site-specific vulnerability
information with other vulnerability
assessments to create a more inte-
grated picture of vulnerabilities to
guide risk assessment and manage-
ment

continues next page

Copyright © National Academy of Sciences. All rights reserved.




Review of the Department of Homeland Security's Approach to Risk Analysis
http://lwww.nap.edu/catalog/12972.html

26 DEPARTMENT OF HOMELAND SECURITY’S APPROACH TO RISK ANALYSIS

TABLE 2-1 Continued

Acronym (from

Figure 2-1) Full Name Notes
RMA* Office of Risk Management DHS office charged with coordination
and Analysis of risk analysis across the
department
IRMF* Integrated Risk Management Structure for coordination being
Framework developed by RMA and the
document that guides that
coordination
Lexicon DHS risk lexicon Defines risk analysis terms
HSNRA-QHSR Homeland Security National The QHSR, released February 2010,
Risk Assessment, proposes the development of a
Quadrennial Homeland capability to perform HSNRAs
Security Review
PPBE + RAPID Planning, Programming, PPB&E is the process used in DHS’s
Budgeting, and Execution; finance office to build the budget.
Risk Analysis Process for RAPID is a tool under development
Informed Decision-Making to supply risk analysis to inform that
process
BTRA* Biological Threat Risk A computationally intensive,
Assessment probabilistic event-tree model for
assessing bioterrorism risks
CTRA Chemical Threat Risk A computationally intensive,

Assessment

probabilistic event-tree model for
assessing chemical terrorism risks

Integrated CBRN

Integrated Chemical-
Biological-Radiological-
Nuclear risk assessment

A computationally intensive,
probabilistic event-tree model for
developing an integrated assessment
of the risk of terrorist attacks using
biological, chemical, radiological, or
nuclear weapons

HSTA Homeland Security Threat An 1&A program to develop an
Assessment understanding of threats
CITA Critical Infrastructure Threat An 1&A unit that produces threat

Assessment Division

analyses for critical infrastructure and
key resources

IT Sector Risk
Assessment

Information Technology
Sector Risk Assessment

A process to assess risks against the
IT infrastructure

RMAP/RMAT

Risk Management Analysis
Process/Tool

RMAT is an agent-based tool under
development by Boeing and TSA to
evaluate airport vulnerabilities.
RMAP is the emerging process to
make use of RMAT
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TABLE 2-1 Continued

27

Acronym (from

Figure 2-1) Full Name Notes

Air Cargo Risk-informed method for selecting
targets for screening. Not examined
by this study.

Federal Air Risk-informed method for selecting

Marshalls’ Flight
Risk Assessment

flights to carry an Air Marshall. Not
examined by this study

& Scheduling
C-TPAT Customs-Trade Partnership Risk-informed process for examining
Against Terrorism security across worldwide supply
chains. Not examined by this study
CsSl Container Security Initiative CSl uses threat information and
automated targeting tools to identify
containers for inspection at borders.
Not examined by this study.
QRAM Quantitative risk assessment A general class of models used in
model part to set inspection levels at bor-
ders. Not examined by this study.
APIS Advance Passenger Informa- APIS uses threat information to iden-
tion System tify passengers who should not be
allowed to travel to or leave the
United States by aircraft or ship. Not
examined by this study
ICE ERM Model Immigration and Customs A process, in the early stage of de-
Enforcement Enterprise Risk velopment, through which ICE plans
Management model to manage risks holistically across
the entire enterprise. Not examined
by this study
FPS-RAMP RAMP, which is in the early stage of
. . development, is intended to be a
Federal Protective Service- systematic, risk-based means of
Risk Assessment Manage- capturing and evaluating facility in-
ment Program formation. Not examined by this
study
FPS-Building FPS security assessments of federal
Security buildings
Assessments
NFIP* National Flood Insurance A risk-based federal insurance pro-
Program gram
Flood Maps Floodplain maps for the United
Updating States underpin the NFIP, and ongo-

ing improvements improve the preci-
sion of risk analysis underlying the
NFIP

continues next page
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TABLE 2-1 Continued

Acronym (from
Figure 2-1)

Full Name

Notes

TRAM*

Terrorism Risk Assessment
and Management

A computer-assisted tool to analyze
risks primarily in the transportation
sector.

Grants programs*

FEMA allocates grants to first re-
sponders and others through a vari-
ety of programs. Some allocations
are based on formula, whereas oth-
ers are based on coarse assess-
ments of risk

HAZUS-MH HAZards U.S.—Multi-hazard A software tool that uses databases
of physical infrastructure to analyze
potential losses from floods, hurri-
cane winds, and earthquakes

SHIELD Strategic Hazards A scenario-based regional risk analy-

Identification and Evaluation sis for the National Capital Region
for Leadership Decisions

MSRAM Maritime Security Risk A computer-assisted tool to analyze

Analysis Model risks primarily in the maritime sector.

NMSRA National Maritime Strategic A process used by the Coast Guard

Risk Assessment

to identify risks to achieving its per-
formance goals and identifying miti-
gation options. Not examined by this
study

“Except as noted, the study committee examined each of these. Starred terms in
the first column are discussed in some depth in this report.
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Span of Risk Informed Decisions Considered by DHS

3+ year horizon 1- 3 year horizon 0-12 month horizon

3 1 1 n

I I 1 >
* Minimal Data s * Maximum Data
* Qualitative or Subjective Data D:ge * Quantitative and Objective Data
* One Time or Rare Risk Events * Repeatable (Common) Risk Events
 Longer Time Frame to Review * Decisions Made With Short to
and Revise Decisions as Future Evolves Immediate Time Horizons

Across-Directorate Decisions

Within-Directorate Decisions

A Program-Specific Decisions
(spanning programs)

- FEMA Flood Insurance Coast Guard
Program Planning, Priorities by Marine
Budgeting, and Evaluation CIKR Sector Rescues
Facilities Assessments &

- Protection Secret Service
National o mmmmmm— Event Simulations & oo mmmm e N Personnel
Priorities i Terrorism | National or Regional [Ny | All-Hazards | Protection

Across CIKR 1 Exercises | Response Exercises i Exercises 1
Sectors [ S 4
TSA Passenger
Screening
Balancing Mission Objectives: | ICE US-VISIT Program
Anti-Terrorism, All-Hazards .
Preparedness, Emergency Evaluation, Selection, Deployment of CBP Vehicle
Response, Prevention, etc. Protective Devices, Deterrents, Sensors, etc. Searches

FIGURE 2-2 Types of risk-informed decisions that DHS faces (in boxes) arrayed
roughly according to the decision-making horizon they inform.

Once policy decisions have been made, strategies can be aligned to support
each policy tenet.! For example, it may be that DHS leadership makes the policy
decision to apply equal resources to counterterrorism and natural hazards pre-
paredness. Once those allocations are made, strategic decisions must be made
about how to apportion resources to address particular natural hazards and par-
ticular terrorism threats. Note that this approach implicitly avoids the necessity
of comparing the risks of for example, floods to the risks of nuclear attacks,
because a policy decision has already been made to divide resources
equally between natural hazards and terrorism. Clearly there are other methods
to parse the policy questions, but this illustrates how uncertainly can be removed
at the policy level, thus simplifying strategic decisions.

"Ina perfect world, policy decisions would be predicated on the strategic, tactical, and
operational decisions that they imply, and the serial process implied by this paragraph
would be replaced with a process that considers the entire range of intertwined decisions
as a whole.
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REVIEW OF CURRENT PRACTICES OF RISK
ANALYSIS WITHIN DHS

The remainder of this chapter summarizes the current practices of risk
analysis within DHS for six illustrative methods: (1) risk analysis for natural
hazards; (2) threat, vulnerability, and consequence analyses performed for pro-
tection of Critical Infrastructure and Key Resources (CIKR) protection; (3) risk
models used to underpin those DHS grant programs for which allocations are
based on risk; (4) the Terrorism Risk Assessment and Management (TRAM)
tool; (5) the Biological Threat Risk Assessment (BTRA) methodology; and (6)
the Integrated Risk Management Framework (IRMF). The committee does not
attempt to document the many other risk models and practices within DHS. Risk
analysis for natural disasters is discussed first because it is the most mature of
these processes.

Risk Analyses for Natural Hazards

DHS’s natural hazards preparedness mission is addressed principally within
the Federal Emergency Management Agency (FEMA). With minor exceptions
(e.g., the U.S. Coast Guard), no other DHS component has a significant natural
hazard mission. In natural hazards, FEMA is concerned with a variety of
threats, such as tornadoes, hurricanes, earthquakes, floods, wildfires, droughts,
volcanoes, and tsunamis.

FEMA'’s authority for flood hazard resides largely in the National Flood In-
surance Program, (NFIP), which represents a substantial responsibility. The
NFIP is administered by a core staff of employees with support from contractors
(i.e., consulting firms with expertise in hydrology, hydraulics, and floodplain
studies). FEMA’s role with respect to other natural hazards deals principally
with mitigation and response rather than risk analysis and thus is not addressed
by this report. For example, the U.S. Geological Survey (USGS) has the pri-
mary responsibility for assessing earthquake hazards, while FEMA deals with
developing emergency plans for responding to earthquakes and recovering from
their effects. Jointly, the USGS and FEMA help inform planning for building
codes so as to reduce vulnerabilities and strengthen the nation’s resilience to
such hazards. Risk analysis often informs this mitigation and response planning.

FEMA's risk analysis related to flooding serves as the basis for the creation
of NFIP flood insurance rate maps and the setting of flood insurance rates. The
risk assessments involve statistical analyses of large historical datasets, obtained
primarily from USGS stream gages, and hydraulic computations that produce
flood-frequency relations, water surface profiles, and maps showing flood zone
delineations. In the context of this program, information on regional hydrology,
statistical methods, river hydraulics, and mapping is constantly being improved
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(largely because these are of broad interest and application within the larger wa-
ter resources enterprise). FEMA’s risk analyses in support of the NFIP are
based on generally good data and mature, well-understood science. Importantly,
the analysis of natural hazards and their risks generally proceeds from empirical
data. Hundreds of Ph.D. theses and natural events have led to many ways of
validating the models for natural hazard risks. For example, one can compare
the actual frequency of floods occurring in various flood zones after a flood map
has been developed for a community. Over many years, the NFIP has been the
subject of much scrutiny and occasional external assessments and reviews by
associations, consultants, and others, including the National Research Council
(NRC). Recent reports by the NRC (2007a, 2009) provide a good current as-
sessment and recommendations for improving flood risk assessment.

Analyses in Support of the Protection of
Critical Infrastructure

One of the primary new responsibilities assigned to DHS-IP (2009) when it
was established was to develop the National Infrastructure Protection Plan
(NIPP), which

provides the coordinated approach that is used to establish national pri-
orities, goals, and requirements for CIKR protection so that Federal re-
sources are applied in the most effective and efficient manner to reduce
vulnerability, deter threats, and minimize the consequences of attacks
and other incidents. It establishes the overarching concepts relevant to
all CIKR sectors identified under the authority of Homeland Security
Presidential Directive 7 (HSPD-7), and addresses the physical, cyber,
and human considerations required for effective implementation of pro-
tective programs and resiliency strategies. [Available online at
http.//www.dhs.gov/xlibrary/assets/nipp_consolidated_snapshot.pdf.]

DHS’s Office of Infrastructure Protection (IP) has the mandate to produce
threat, vulnerability, and consequence analyses to inform priorities for strength-
ening CIKR assets.

Table 2-2 lists the 18 CIKR sectors and the federal agency or agencies that
have the lead responsibility for managing the associated risks. DHS has lead
responsibility for 11 of the sectors, and it is to provide supporting tools and
analysis for the others, working with the Department of Energy to protect the
electrical grid, the Department of Health and Human Services on public health,
and the Environmental Protection Agency with respect to the nation’s water
supply. DHS works with these agencies to develop sector-specific plans and
risk assessments. Maintaining a strong interface between DHS and other federal
agencies—in order to share information, tools, and insight—is key to solidifying
our nation’s security in those sectors for which responsibility is shared.
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TABLE 2-2 CIKR Sectors and Federal Agencies with Lead Responsibility for
Managing the Associated Risks

Sector-Specific Agency

Critical Infrastructure and Key Resources Sector

Department of Agriculture

Department of Health and
Human Services

Agriculture and food

Department of Defense

Defense industrial base

Department of Energy

Energy

Department of Health and
Human Services

Health care and public health

Department of the Interior

National monuments and icons

Department of the Treasury

Banking and finance

Environmental Protection Water
Agency
Department of Homeland Chemical

Security

Office of Infrastructure

Commercial facilities

Critical manufacturing

Protection

Dams

Emergency services

Nuclear reactors, materials, and waste
Office of Cybersecurity | Information technology

and Communications

Communications

Transportation Security
Administration

Postal and shipping

Transportation Security
Administration, U.S.
Coast Guard

Transportation systems

Immigration and
Customs Enforcement,
Federal Protection
Services

Government facilities

SOURCE: DHS-IP (2009, p. 3). Available online at http://www.dhs.gov/xlibrary/assets/
NIPP_ Plan.pdf. Accessed November 20, 2009.
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Threat analyses are facilitated by the Homeland Infrastructure Threat and
Risk Analysis Center (HITRAC) program, which is a joint program of IP and
DHS’s Office of Intelligence & Analysis (I&A). The latter is DHS’s interface
with the intelligence community and provides expertise and threat information.
Many of the I&A professional staff have been hired from other intelligence
agencies, and they provide DHS with a formal and informal intelligence net-
work.

[&A’s Critical Infrastructure Threat Assessment (CITA) division, working
with Argonne National Laboratory, established the process to provide threat
information for the 18 CIKR sectors as well as for other DHS needs. CITA de-
termines threat through structured subject matter elicitation. Some of the subject
matter experts (SMEs) are staff from within I&A; others are enlisted from else-
where in the intelligence community. Attack scenarios are developed to repre-
sent how SMEs would expect different sorts of terrorist groups (e.g., domestic
terrorist, sophisticated Islamic terrorists), to go about attacking particular CIKR
assets. The CIKR sectors and 1&A work jointly to develop the scenarios.
[&A’s inputs include analytic papers and reports on threats affecting particular
states and urban areas. About 25 attack scenarios are generated per sector. The
same scenarios are used year after year with modification as needed as more is
learned about tactics and techniques. The mix of SMEs often changes, which
might limit the consistency of the estimates but also serves to introduce fresh
thinking. During elicitation, the SMEs work through a structured process to
score the likelihood of the various threats against each type of CIKR asset. In-
frastructure vulnerability experts also can be asked to participate. The commit-
tee did not examine the elicitation process in detail.

When developing threat estimates with the involvement of uncleared ex-
perts, the SMEs are given generic attack scenarios against generic infrastructure
assets. Generic attack scenarios allow for the moving of classified information to
the unclassified level and also some consistency in the variables described
across scenarios. The attack scenarios are developed by intelligence analysts
drawing on experts, previous attacks, and reporting. Each scenario includes de-
scriptions of the mode of attack (e.g., a vehicle-borne improvised explosive de-
vice), how the terrorist gains access, the target, the terrorist goal, and the geo-
graphical regional or location. The process includes training for the SMEs on
how to provide expert judgment with the least chance for bias. Such training,
for both SMEs and those who perform the elicitation, is critical because it is
well known that biases can be introduced in expert elicitation, and there are es-
tablished methods for lessening this risk.

One major HITRAC product is an annual distillation, based on data from
states and from CIKR sector councils, to identify lists of high-risk CIKR assets.
These lists are used to guide resource allocation. HITRAC does not rely solely
on quantitative analysis; one of its sources of information is red-team exercises,
using staff with backgrounds in military special forces to brainstorm CIKR vul-
nerabilities. Another HITRAC risk product is the Strategic Homeland Infra-
structure Risk Assessment (SHIRA). According to the National Infrastructure
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Protection Plan of 2009,

[T]he SHIRA involves an annual collaborative process conducted in co-
ordination with interested members of the CIKR protection community to
assess and analyze the risks to the Nation’s infrastructure from terror-
ism, as well as natural and manmade hazards. The information derived
through the SHIRA process feeds a number of analytic products, includ-
ing the National Risk Profile, the foundation of the National CIKR Pro-
tection Annual Report, as well as individual Sector Risk Profiles. [DHS-
IP, 2009, p. 33]

Risk-Informed Grants Programs

Another major DHS responsibility is issuing grants to help build homeland
security capabilities at the state and local levels. Most such money is distributed
through FEMA grants, of which there are numerous kinds, some with histories
dating to the establishment of FEMA in the mid-1970s. In 2008, FEMA
awarded more than 6,000 homeland security grants totaling over $7 billion.
Five of these programs, covering more than half of FEMA’s grant money—the
State Homeland Security Program (SHSP), the Urban Areas Security Initiative
(UASI), the Port Security Grant Program (PSGP), the Transit Security Grant
Program (TSGP), and the Interoperable Emergency Communications Grant Pro-
gram (IECGP)—incorporate some form of risk analysis in support of planning
and decision making. Two others inherit some risk-based inputs produced by
other DHS entities—the Buffer Zone Protection Program, which allocates grants
to jurisdictions near critical infrastructure if they are exposed to risk above a
certain level as ascertained by IP, and the Operation Stonegarden Grant Pro-
gram, which provides funding to localities near sections of the U.S. border that
have been identified as high risk by Customs and Border Protection. All other
FEMA grants are distributed according to formula.

Even for the grant programs that are risk-informed, FEMA has to operate
within constraints that are not based on risk. For example, Congress has defined
which entities are eligible to apply for grants and, for the program of grants to
states, it has specified that every state will be awarded at least a minimum
amount of funding. Congress stipulated that risk was to be evaluated as a func-
tion of threat, vulnerability, and consequence, and it also stipulated that conse-
quence should be a function of economic effects, presence of military facilities,
population, and presence of critical infrastructure or key resources (the 9/11 Act
of 2007 (P.L. 110-53), Sec. 2007). However, FEMA is free to create the for-
mula by which it estimates consequences, and it has also set vulnerability equal
to 1.0, effectively removing it from consideration. The latter move is in part
driven by the difficulty of performing vulnerability analyses for all the entities
that might apply to the grants programs. FEMA does not have the staff to do
that, and the grant allocation time line set by Congress is too ambitious to allow
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detailed vulnerability analyses.

DHS also has latitude to define “threat.” In the past, it defined threat for
grant making as consisting solely of the threat from foreign terrorist groups or
from groups that are inspired by foreign terrorists. That definition means that
the threat from narcoterrorism, domestic terrorism, or other such sources was
not considered. This decision is being reviewed by the DHS Secretary.

For most grant allocation programs, FEMA weights the threat as contribut-
ing 20 percent to overall risk and consequence as contributing 80 percent. For
some programs that serve multihazard preparedness, those weights have been
adjusted to 10 percent and 90 percent, respectively, in order to lessen the effect
that the threat of terrorism has on the prioritizations. Because threat has a small
effect on FEMA’s risk analysis, and population is the dominant contributor to
the consequence term, the risk analysis formula used for grant making can be
construed as one that, to a first approximation, merely uses population as a sur-
rogate for risk. FEMA does not have the time or staff to perform more detailed
or specialized consequence modeling, and the committee was told that this
coarse approximation is relatively acceptable to the entities supported by the
grants programs. It is not clear whether FEMA has ever performed a sensitivity
analysis of the weightings involved in these grant allocation formulas or evalu-
ated the ramifications of the (apparently ad hoc) choices of weightings and pa-
rameters in the consequence formulas. Such a step would improve the transpar-
ency of these crude risk models.

The FEMA grants program is working on an initiative called Cost-to-
Capability (C2C). This was begun to emulate the way the Department of De-
fense analyzes complex processes and drives toward optimal progress. The ob-
jective is to identify the information needed to manage homeland security and
preparedness grant programs. The C2C model replaces “vulnerability” with “ca-
pability,” in a sense replacing a measure of gaps with a measure of hardness
against threats. A Target Capabilities List (TCL) identifies 37 capabilities
among four core mission areas of prevention, protection, response, and recovery.
The TCL includes capabilities ranging from intelligence analysis and production
to structural damage assessment. The critical element of C2C is to identify the
importance of such capabilities to each of the 15 national planning scenarios
used to develop target capabilities. This intends to open up the possibility of
aggregating capabilities to create a macro measure of national “hardness”
against homeland security hazards. The C2C initiative is still in a conceptual
stage and had been heavily criticized in congressional hearings, but it appears to
be a reasonable platform by which the homeland security community can begin
charting a better path toward preparedness. A contractor is creating software,
now ready for pilot testing, that will allow DHS grantees to perform self-
assessments of the value of their preparedness projects, create multiple invest-
ment portfolios and rank them, and track portfolio performance.
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Risk Analysis in TRAM

The Terrorism Risk Assessment and Management (TRAM) toolkit is a ma-
ture software-based method for performing terrorism-related relative risk analy-
sis primarily in the transportation sector. It helps owner-operators and other
SMEs identify their most critical assets, the threats and likelihood of certain
classes of attacks against those assets, the vulnerability of those assets to attack,
the likelihood that a given attack scenario would succeed, and the ultimate im-
pacts of the total loss of the assets on the agency’s mission. TRAM also helps to
identify options for risk management and assists with cost-benefit analyses.

Overall, TRAM works through six steps to arrive at a risk assessment:

Criticality assessment

Threat assessment

Vulnerability assessment

Response and recovery capabilities assessment
Impact assessment

Risk assessment

ANl o N

Working through the process, the first step in the overall TRAM risk as-
sessment is evaluation of the criticality of each of the agency’s assets to the mis-
sion. This includes a quantification and comparison of assets to identify those
that are most critical. In making the determination, factors that the agency most
wishes to guard against are identified: for example, loss of life or serious injury;
the ability of the agency to communicate and move people effectively; negative
impacts on the livelihood, resources, or wealth of individuals and businesses in
the area, state, region, or country; or replacement cost of critical assets of the
agency

The TRAM process then guides SMEs through a threat assessment. A po-
tential list of specific types of threats (e.g., attack using small conventional ex-
plosives, large conventional explosives, chemical agents, a radiological weapon,
or biological agents) is considered, and for each the SMEs are asked to estimate
the likelihood of the specific attack type occurring against the agency’s critical
assets. The analysis is also informed by general considerations of whether a
terrorist group would be capable of such an attack and motivated to carry it out
on the asset(s) in question.

Steps 3 to 5—vulnerability assessment, response and recovery capabilities
assessment, and impact assessment—are similarly effected through expert elici-
tation, drawing largely on the knowledge and experience of agency security ex-
perts, engineers, and other experienced professional staff with a strong under-
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standing of their assets and operations.” The vulnerability assessment compo-
nent evaluates the vulnerability of the identified critical assets to the specific
threat scenarios. In relation to response, the TRAM process calls for local
emergency response organizations to weigh in by performing self-assessments
of their ability to support the mission of the agency being reviewed. Capabili-
ties, gaps, and shortfalls with respect to aspects such as staffing, training,
equipment and systems, planning, exercises, and organizational structure are
considered relevant. The recovery assessment reviews the agency’s own func-
tions and capabilities for managing aspects of recovery and business continuity.
That assessment addresses elements such as plans and procedures, alternate fa-
cilities, operational capacity, communications, records and databases, and train-
ing and exercises. Impact assessment is designed to lead to the calculation of
consequence measures for each particular threat scenario. This part of the proc-
ess adds a sensitivity component to the analysis by taking into account not just
the worst-case scenario in which there is a total loss of the critical asset, but also
less extreme results. At step 6, risk assessment, the TRAM software is operated
in batch mode—the parameters for a particular analysis are specified up front
and the model is run offline. A complete set of scenarios, risk results, and a
relative risk diagram are the outputs. The two-dimensional risk diagram shows
a comparison of risk between scenarios based on their overall ratings of likeli-
hood and consequence. Work is under way to expand TRAM to multiple haz-
ards beyond terrorism. These might include human-initiated hazards such as
sabotage and vandalism; technological hazards such as failure in structures,
equipment, or operations; and natural hazards such as hurricanes, earthquakes,
and blizzards.

Biological Threat Risk Assessment

The Biological Threat Risk Assessment tool is a computer-based probabilis-
tic risk analysis (PRA), using a 17-stage event tree, to assess the risk associated
with the intentional release of each of 29 biological agents. An NRC committee
reviewed the method used to produce the 2006 biological threat risk assessment
and found that the basic approach was problematic (NRC, 2008), as explained in
Chapter 4. While some changes have been made and more are slated for the
future, the same general approach is apparently still in use for assessments of
biological threats, chemical threats, and DHS’s integrated chemical, biological,
radiological, and nuclear (iCBRN) risks and, in particular, was used to produce
biological risk assessments released in January, 2008, and January, 2010. The
best description of the BTRA method is found in Chapter 3 of the NRC review.

2 The TRAM toolkit contains the following note regarding expert elicitation: “The impact
assessment requires a multidisciplinary team of experts with knowledge of an asset’s struc-
tural strengths and deficiencies, as well as individuals with a working knowledge of meth-
odologies for assessing WMD damage.”
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It describes the method as follows (NRC, 2008, p. 22):

The process that produced the estimates in the BTRA of 2006 consists
of two loosely coupled analyses: (1) a PRA event-tree evaluation and
(2) a consequence analysis.

A PRA event tree represents a sequence of random variables,
called events, or nodes. Each random-event branching node is followed
by the possible random-variable realizations, called outcomes, or arcs,
with each arc leading from the branching, predecessor node, to the
next, successor-event node (and it can be said without ambiguity that the
predecessor event selects this outcome, or, equivalently, selects the suc-
cessor event). With the exception of the first event, or root node, each
event is connected by exactly one outcome of a preceding event .... The
path from the root to a particular leaf is called a scenario ....

The 17 stages modeled in BTRA are as follows:

Frequency of initiation by terrorist group

Target selection

Bioagent selection

Mode of dissemination (also determines wet or dry dispersal
form
Mode of agent acquisition

Interdiction during acquisition

Location of production and processing

Mode of agent production

Preprocessing and concentration

Drying and processing

Additives

Interdiction during production and processing
Mode of transport and storage

Interdiction during transport and storage
Interdiction during attack

Potential for multiple attacks

Event detection

e O o o o o o o o o o o o — o o o o

The evaluation of consequences is performed separately, not as part of the
event tree (NRC 2008, p. 27):

Consequence models characterize the probability distribution of conse-
quences for each scenario. The BTRA employs a mass-release model
that assesses the production of each bioagent, beginning with time to
grow and produce, preprocess and concentrate, dry, store and trans-
port, and dispense. The net result is a biological agent dose that is input
to a consequence model to assess casualties. One equation from the
model is produced here to give a flavor of the computations.

MR =MT x QF, x QF, x QF3 x QFy x OFs
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where MR is bioagent mass release, MT is target mass, and QF; are
factors to explain production, processing, storage, and so on and are
random variables conditioned on the scenario whose consequences are
being evaluated.

The complete model computes, for an attack with a given agent on
a given target, how much agent has been used, how efficiently it has
been dispersed (and, for an infectious agent, how far it spreads in the
target population), and the potential effects of mitigation efforts. For the
BTRA of 2006, all of these factors were assigned values by eliciting
opinions of subject-matter experts in the form of subjective discrete
probability distributions of likely outcomes, and by some application of
information on the spread of infectious agent, atmospheric dispersion,
and so on.

The BTRA consequence analysis is qualitatively different from its
event-tree analysis. Subject-matter expert opinions are developed much
like case studies, and there is less clear dependence on specific events
leading to each consequence. Thus, each consequence distribution
should be viewed as being dependent on every event leading to its out-
come .... A Monte Carlo simulation of 1,000 samples was used to esti-
mate each consequence distribution in the BTRA of 2006.

Integrated Risk Management Framework

Recognizing the need for coordinated national-level risk management, on
April 1, 2007, DHS created the Office of Risk Management and Analysis
(RMA) within the National Protection and Programs Directorate. Serving as
DHS’s executive agent in charge of national-level risk analysis standards and
metrics, RMA has the broad responsibility to synchronize, integrate, and
coordinate risk management and risk analysis approaches throughout DHS
(http://'www.dhs.gov/xabout/structure/gc_1185203978952.shtm). RMA 1is lead-
ing DHS’s effort to establish a common language and an integrated framework
as a general structure for risk analysis and coordination across the complex DHS
enterprise.

RMA’s development of the IRMF and supporting elements generally fol-
lows implementation of Enterprise Risk Management (ERM) in the private sec-
tor, most closely aligning with ERM practices in nonfinancial services compa-
nies. A brief overview of ERM is provided next to better explain the parallels
between ERM as implemented in the private sector and IRMF as developed and
implemented by RMA.

Enterprise Risk Management was sparked by concerns in the late 1990s
about the “Y2K problem,” the risk that legacy software would fail when pre-
sented with dates beginning with “20” rather than “19.” In order for a firm to
characterize its risk exposure to this problem, it was necessary to develop proc-
esses that enabled top management to identify not only information technology
risks within discrete business units, but also those risks that arise or increase due
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to interactions, synergies, or competition among business units. Building on a
base of data analysis and risk modeling, ERM also relies on good processes for
the establishment of strong management processes, common terminology and
understanding, and high-level governance. ERM is risk management performed
and managed across an entire institution (across silos) in a consistent manner
wherever possible. This requires some entity with a top-level view of the or-
ganization to establish processes for governing risk management across the en-
terprise, coordinating risk management processes across the enterprise, and
working to establish a risk-aware culture. ERM systems do not “own” unit-
specific risk management, but they impose some consistency so that those risk
management practices are synergistic and any data collected are commensurate.
The latter allows for more rational management and resourcing across units.
ERM systems also provide steps to aggregate risk analyses and risk management
processes up to the top levels of the organization so as to obtain an integrated
view of all risks. When viewed through the lens of aggregation, some risks that
are of low probability for any given unit are seen to have a medium or high
probability of occurring somewhere in the enterprise, and some risks that are of
low consequence to any given unit can have a high consequence if they affect
multiple units simultaneously.

More generally, ERM provides an understanding of potential barriers that
must be recognized and managed to achieve program and strategic objectives. It
also informs decision makers of corporate challenges and mitigation strategies,
and it provides a basis for risk-based executive-level decisions. A comprehen-
sive ERM framework strengthens leaders’ ability to better anticipate internal and
external risks, and it allows risk to be addressed early enough to preserve a full
range of mitigation options, and plan responses and generally to reduce surprises
and their associated costs.

By and large, RMA appears to be trying to establish the elements com-
monly accepted as fundamental to ERM: governance, processes, and culture.

e Governance includes the framework for strategic and analysis-driven
decision making, high-level review and reporting, and ongoing strategic assess-
ment of policies, procedures, and processes.

e Processes include those for identification, assessment, monitoring, and
resolution of risks at all levels of the enterprise.

e  Culture includes language, values, and behavior.

An interim draft of the Integrated Risk Management Framework was re-
leased in January 2009. The IRMF is intended to provide doctrine and guide-
lines that enable consistent risk management throughout DHS in order to inform
enterprise-level decisions. It is also meant to be of value to risk management at
the component level that informs decisions within those components. The ob-
jectives of the IRMF are to “[i]mprove the capability for DHS components to
utilize risk management to support their missions, while creating mechanisms
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for aggregating and using component-level risk information across the Depart-
ment, [to support the] strategic-level decision-making ability of DHS by ena-
bling development of strategic-level analysis and management of homeland se-
curity risks, [and to] institutionalize a risk management culture within DHS.™
“The IRMF outlines a vision, objectives, principles and a process for integrated
risk management within DHS, and identifies how the Department will achieve
integrated risk management by developing and maturing governance, processes,
training, and accountability methods” (DHS-RSC, 2009, p. 1-2). In addition, the
IRMF is meant to help institutionalize a risk management culture within DHS
(DHS-RSC, 2009, p. 12). The IRMF is gradually being supplemented with ana-
lytical guidelines that serve as primers on specific practices of risk management
within DHS. Two recent draft guidelines that are adjuncts to the IRMF have
addressed risk communication to decision makers and development of scenarios.

Other RMA activities to support IRMF (and, more generally, achieve the
vision of ERM) include cataloging of risk models and processes in use across
DHS, formation and coordination of a Risk Steering Committee (RSC), devel-
opment of a risk lexicon, and work on the RAPID process (Risk Analysis Proc-
ess for Informed Decision-Making) to link risk analysis to internal budgeting.

RMA has catalogued dozens of risk models and processes across DHS
(DHS-RMA, 2009). A side benefit of this effort was that it presumably helped
to establish an informal network of relationships and technical capabilities
among at least some of the component units. Through that network, it is hoped
that training, education, outreach, and success stories can migrate from the more
risk-mature component units to those with less mature risk management prac-
tices.

Additionally, RMA is working to foster a coordinated, collaborative ap-
proach to risk-informed decision making by facilitating engagement and infor-
mation sharing of risk expertise across components of DHS. It does this through
meetings of the RSC, which is intended to promote consistent and comparable
implementations of risk management across the department. The Under Secre-
tary for National Protection and Programs chairs the RSC, whose members con-
sist of component heads and various key personnel responsible for department-
wide risk management efforts.

The DHS Risk Lexicon was released in September 2008 (DHS-RSC, 2008).
It was developed by a working group of the RSC, which collected, catalogued,
analyzed, vetted, and disseminated risk-related words and terms used throughout
DHS.

The RAPID process is being developed to meet the strategic risk informa-
tion requirements of DHS’s Planning, Programming, Budgeting, and Execution
(PPBE) system. It is meant to assess how DHS programs can work together to
reduce or manage anticipated risks in attaining Departmental goals and objec-

® Quotes taken from Tina Gabbrielli, RMA director, presentation to the committee, May 21-
22, 2009, Washington, D.C.
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tives, ensure that decisions about future resource allocations are informed by
programs’ potential for risk reduction, and support key DHS decision makers
with a standardized assessment process to answer the basic risk management
questions, How effectively are DHS programs helping to reduce risk? and What
should we be doing next?’ RAPID, which is still at the prototype stage, consists
of the following seven steps:

e Select a representative sample of scenarios.

e Build “attack paths” for each of the terrorist sc