Integrated Public Alert and Warning System
Discussion

IPAWS PMO in coordination with FEMA ODIC welcomes

Key Industry and Federal Experts
on

Access and Functional Needs




FEMA IPAWS and ODIC Sponsors Semi-Annual Roundtables

» The IPAWS PMO, in partnership with FEMA's Office of Disability Integration and
Coordination, hosts a semi-annual roundtable with Federal Partners and Disability
Community Leaders. The objectives of these roundtables are to:

— Provide an update on IPAWS and explore opportunities to integrate Access and
Functional Needs requirements into the IPAWS program.

— Contribute to IPAWS outreach objectives and to address any questions and or
concerns representatives may have regarding the program.

— Discuss emerging technology and ongoing Commercial and Federal initiatives that
might be leveraged in support of program goals and milestones.

» The IPAWS PMO hosted the first two roundtables in July 2010 and February 2011




IPAWS PMO Partners and Collaborators

» The IPAWS program office has and will continue to establish, develop and
maintain collaborative working relationships with various special needs organizations
and agencies in accordance with Executive Order 13407, including but not limited to:

— Department of Homeland Security (DHS) — The National Council on Disability (NCD)

— Federal Communications Commission — National Council on Independent Living
(FCC) (NCIL)

— National Oceanic and Atmospheric — National Organization on Disability (NOD)
Administration (NOAA) — WGBH National Center for Accessible

— Department of Justice (DOJ) Media

— Department of Health and Human Services — The Coalition of Organizations for
(HHS) Accessible Technology (AAPD/COAT)

— Department of Transportation (DOT) — National Disability Rights Network (NDRN)

— Department of Agriculture (USDA) — FEMA Office of Disability Integration and

Coordination (ODIC)

_ National Center for Accessible Media — University of Kansas (Life Span Institute)

(NCAM/WGBH) — DEAF Link (State of Texas Emergency
Management)

— SIGNTEL (Horace Mann School of the Deaf
/ Boston Mass)

— United States Access Board

— Gallaudet University

— University of Kansas (Life Span
Institute/Research and Training on
Independent Living) — Google
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Presentation Notes

Note the “P” in IPAWS.    Not a first responder coordination or paging network.  IPAWS enables public alerting authorities (at all levels local, state, federal) to send alert and warning information to the public.
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The Evolution of Emergency Broadcasting
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CONELRAD – taking the air raid siren to the next level – a system to warn the entire nation of an attack

EBS – evolution to allow audio/voice announcement of the alert message.  Included procedures for pre-placed messages and systems to send a printed Presidential address to broadcast stations to be read to the public.  Also beginning of support for local civil authorities to uses system for local emergencies.

EAS – automation of the EBS  - required equipment in each broadcast station listening for special tones designating a Presidential alert at which time the equipment would automatically take over the broadcast for relay of the Presidential message.  Also used to listed for weather alerts transmitted over NWR and automatically relay or record for delayed playback.

IPAWS – the next evolution – modernizes the EAS for digital connection and message delivery to all broadcasters.  Adds interface to cellular carriers and better integration with NOAA alerting networks.


IPAWS Program Federal Guidance -

Executive Order 13407 states:

“It is the policy of the United States to have an effective, reliable, integrated, flexible, and
comprehensive system to alert and warn the American people...”

“establish or adopt, as appropriate, common alerting and warning protocols, standards,
terminology, and operating procedures for the public alert and warning system to enable
interoperability and the secure delivery of coordinated messages to the American people
through as many communication pathways as practicable...”

“administer the Emergency Alert System (EAS) as a critical component...”

“ensure that under all conditions the President of the United States can alert and warn
the American people.”

1995 Presidential EAS Statement of Requirements states:

“The national level EAS must be: Fully integrated from the national to local level, yet
capable of independent local (Priority Two) and state (Priority Three) operations”

The IPAWS Program Management Office was formed to implement
Executive Order 13407
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Some key requirements from 13407…  
 - “effective, reliable, integrated, flexible and comprehensive”  … sounds easy!
 - establish or adopt common standards and protocols
 - maintain the EAS   (IPAWS does not replace EAS, it modernizes and integrates it with other alerting capabilities)
 - must ensure the President can alert and warn the American People under all hazards
 
The 1995 memo prioritized the importance of integration and support to local and state authorities.   Even tho FEMA must build and maintain the system for the President – it is critical and we are tasked to make the system support local and state emergency alert messaging.


IPAWS Partners
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®
IPAWS Vision “Timely Alert And Warning To American Citizens In
The Preservation of Life And Property”

Integration of public alert communications systems:

» Facilitate single emergency alert message delivery to all
available public dissemination channels

» Easier to use for alerting authorities

L=

Alerting Authoritie; IPAWS-OPEKI
Local, State, Territorial, “Alert Aggregator”
Tribal, and Federal
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» Improves and Enhances emergency alerting capability in
two critical ways: Public Signage
— increases reliability that affected citizens receive an alert via at least one path

— increases likelihood that citizens reacts to emergency alerts
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Picture (OV-1) of IPAWS Vision – 
– concept of single message delivered to multiple dissemination channels – integration, easier to use for alert authorities

This concept enhances alerting capability in two critical ways: 
	1 – increases the reliability that a citizen will receive an alert via at least one path
	2 – increases likelihood that citizen seriously considers the alert because alert information available for verification/corroboration via multiple media paths


»

PAWS Project Areas

Emergency Alert System — modernization and expansion of EAS - implementation of next generation digital

format for distribution of alerts; the Common Alerting Protocol (CAP); doubling of FEMA connected Primary

Entry Point (PEP) stations to provide direct EAN broadcast coverage to 90% + of the United States population

Commercial Mobile Alert System (CMAS) — system enabling alert authorities access to cellular networks for

broadcast of alert messages in text format (capability is alert message broadcast to a location, not a

subscription SMS based service)

IPAWS Alert Aggregator (OPEN) — a CAP message broker and dissemination gateway providing authenticated

alert authorities at all levels (federal state territorial, tribal, local) access to public communications networks for

dissemination of alert and warning information

Integration of capabilities and access with NOAA capabilities — weather alerting systems

Training Development and Outreach - to alerting officials, private sector partners, and the American public

Study and Development of better alerting capabilities — focus on alerting for Americans with functional and

special access needs and non-English speakers

IPAWS is enhancing and modernizing the National EAS system while developing additional
capabilities that will be available for use by all levels of alert authority (digital alert distribution to
broadcasters, cellular broadcast alerts, integration with NOAA networks)

IPAWS does not replace local alerting systems. Through integration, IPAWS can provide additional
capabilities to local alerting authorities.
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IPAWS PMO Action Items Identified in the FEMA IPAWS/ODIC
February 2011 Roundtable

» Increase outreach to people with access and function needs

» Provide additional information on the IPAWS website
— IPAWS Briefing
— February 2011 Roundtable Captioning

» Build, extend, and strengthen relationships with non-profit and for profit
organizations

» Coordinate with Ready.gov and other FEMA departments to expand
information sharing opportunities

» Highlight assistive technologies in demonstrations
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Outcomes from the FEMA IPAWS/ODIC February 2011
Roundtable

» IPAWS PMO increased outreach to people with access and function needs

Worked with NPR to highlight technologies, such as text-to-Braille, at the National Association of
Broadcasters (NAB) Show in Las Vegas in April

Attended the Helping the Hearing Impaired Workshop in Maryland in April
Exhibited at the National Disability Rights Network (NDRN) conference in Baltimore in June

Hosted an EMI Focus Group on training development in Gettysburg in June; included representatives
for the access and functional needs community (Cheryl King, FCC)

Exhibited at the National Council for Independent Living (NCIL) conference in Washington, DC in July
Participated in the FCC Emergency Access Advisory Committee meeting in Washington, DC in August

Planning demonstrations highlighting assistive alerting technologies at the National Emergency
Managers Association (NEMA) conference in Austin in October

Planning demonstrations highlighting assistive alerting technologies at International Association of
Emergency Managers (IAEM) conference in Las Vegas in November

Provides ASL interpreters at all meetings as required

» IPAWS PMO placed additional information on the IPAWS website, including:

CAP compliance information for industry

IPAWS Brief

Nationwide EAS Test information

IPAWS Video (508 compliant)

IPAWS website provides all documents in standard format and 508 compliant text format
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Outcomes from the FEMA IPAWS/ODIC February 2011
Roundtable (continued)

» IPAWS PMO built, extended, and strengthened relationships with non-profit and for
profit organizations, including but not limited to:

— NPR -- Deaf Link -- Pandora
— Google -- MyState USA -- National Association of Broadcasters
— Alertus -- NDRN -- NCIL

» IPAWS PMO coordinated with Ready.gov and other FEMA departments to expand
information sharing opportunities

— Worked with NPR to highlight technologies, such as text-to-Braille, at the National Association of
Broadcasters (NAB) Show in Las Vegas in April

— Exhibited at the National Disability Rights Network (NDRN) conference in Baltimore in June

— Hosted an EMI Focus Group on training development in Gettysburg in June; included representatives
for the access and functional needs community (Cheryl King, FCC)

— Exhibited at the National Council for Independent Living (NCIL) conference in Washington, DC in July

— Planning demonstrations highlighting assistive alerting technologies at International Association of
Emergency Managers (IAEM) conference in Las Vegas in November

» IPAWS PMO highlighted assistive technologies in demonstrations
— Bralille reader -- Alertus -- NPR Text-to-Braille
— Bed Shaker -- LCD Scroll device -- NOAA Weather Radio
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IPAWS Moving Forward

» Build Inventory of State and Local EOC Alert and Warning Capabilities
(ongoing)

» Expansion of FEMA IPAWS PEP coverage (ongoing)

» Nationwide test of the Emergency Alert System (November 2011)

» Commercial Mobile Alert System (CMAS) “roll-out”

— Early “roll-out” in New York City and Washington, DC (December
2011)

— Nationwide “roll-out” (starts in April 2012)
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National EAS Test
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National EAS Test

» Date for nationwide test is November 9, 2011 (at 2pm Eastern)

» Test is “traditional” EAS only — not CAP or other IPAWS capabilities at this time

» Test includes:

— origination of a live test message with the national Emergency Alert Notification
(EAN) header from FEMA to the Primary Entry Point (PEP) stations

— PEP station will broadcast the live test message

— All EAS participants should receive message and relay the broadcast
nationwide

» The test will last approximately three minutes and contain EAS header tones
followed by two and a half minutes of audio message and end of message
notification tones

» EAS Participants receive and relay the broadcast EAN test message

» Test provides real-world environment to evaluate the following:

 Origination of a National-level Emergency Action Notification (EAN) over EAS
« State EAS plans and monitoring assignments

* EAS audio relay system

. Public reaction and familiarization with the National EAS
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Purpose of the EAS Test

» Assess the readiness and effectiveness of the EAS from origination to reception by the
public.

» Assess real-world EAS distribution networks and monitoring assignments, transmission
Issues, FCC rules, equipment interoperability and functionality.

» Establish a comprehensive baseline for more effective preparation and execution of
future tests (both traditional EAS and EAS-CAP).

» Establish effective mitigation approaches to incrementally improve the EAS.

» Implement and assess EAS participant, industry, State and local government, and
public outreach and engagement activities.

*It is important to note that the first EAS Test will not incorporate testing of CAP
capabilities*
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Issues and Mitigation — EAN Crawl|
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Alaska 2011 EAS Test

KEAG FM EAN AUDIO
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Major Accomplishments of 2011 Alaska EAS Test

» The Alaska EAS Test provided several lessons learned, including:

— Establishing a strong baseline for more effective preparation and execution
of an end-to-end national test

— Cooperation and partnership between the State, EAS participants, and
manufacturers is essential

— ldentifying technical issues that are being proactively addressed in FCC-led
roundtables and FEMA-led virtual roundtables with industry partners.

— Coordination of messaging and public outreach with Alaska State
government and the Alaska Broadcasters Association

» Future EAS Demonstrations

— FEMA IPAWS is working with several Territorial, State, and local
governments and EAS Participant organizations to conduct localized EAS
demonstrations that range in scale. If you would like more information on
how your area can voluntarily participate in EAS demonstration workshops,
required monthly test activations, or virtual presentations to your
communities, please contact ipaws@dhs.gov
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Commercial Mobile Alert System
(CMAYS)
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Commercial Mobile Alert System (CMAS)

Authenticated
Alerting

Authorities
(using CAP v1.2 tools)

Ile
CMAS Carriers \f
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» Provides capability for authorized » Significantly Different from SMS/email
government officials to send 90 based alerting systems
character, geographically targeted, — Not subscription based -- true location
emergency alerts to cellular phones in a based alerting
danger zone * i.e. alerts to phones in an area - not to a

database of phone numbers

» Cellular carrier participation voluntary _ for “Alerts” only.... not for notification

(opt-in) type messages
— 142 c_arriers have filed their intent to o on|y for emergencies Categorized as:
participate - Imminent Threat
. . - Amber / Child Abduction
» Citizens may opt-out of receiving alerts Emergency
- Presidential
» Public-Private Partnership with cellular — Uses “cell broadcast” technology to avoid
carriers (defined by FCC rules) network congestion
— Free to alerters and alertees — no usage or
NERF text message charges
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IPAWS Demonstration
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Damon Penn

Marcie Roth

Assistant Administrator, National Director, Office of Disability Integration
Continuity Programs, DHS FEMA and Coordination, DHS FEMA
Damon.Penn@fema.dhs.qov Marcie.Roth@fema.dhs.gov

Antwane Johnson

(202) 212-1537

Charles McCobb

Director, Integrated Public Alert and Program Manager, Integrated Public
Warning System Division, DHS FEMA  Alert and Warning System, DHS FEMA
Antwane.Johnson@fema.dhs.gov Charles.McCobb@fema.dhs.gov

(202) 646-4383

(202) 646-1741

IPAWS Website - http://www.fema.gov/emergencyl/ipaws
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