PRESIDENTIAL POLICY DIRECTIVE/PPD-8
WORKING DRAFT—NATIONAL MITIGATION FRAMEWORK

REVIEW PACKAGE

Attached for your review is the working draft National Mitigation Framework.
This framework is meant to address a number of key issues related to Mitigation, including:
e Describe the roles and responsibilities of all stakeholders.

e Define the coordinating structures—either new or existing—that enable the effective
delivery of the core capabilities.

e Convey how actions are integrated with other mission areas and across the whole
community.

e ldentify relevant planning assumptions required to inform the development of
interagency operational plans and department level plans.

e Provide information that state, territorial, tribal, and local governments and private
sector partners can use to develop or revise their plans.

The enclosed working draft represents input and ideas from a range of stakeholders within and
outside the Federal Government who have been involved through working groups, outreach
sessions, and targeted engagement efforts in order to develop this working draft. It also draws
from lessons learned over the last decade of large-scale and catastrophic events.

With all of this work in mind, it is time to further expand the engagement of the whole
community in the development of this framework. We are therefore seeking your ideas and input
on this working draft.

To ensure all feedback is properly handled, reviewers are expected to use the feedback
submission form to submit your feedback. All feedback should be submitted, using the
submission form, to PPD8-Engagement@fema.gov by the following deadline: Monday, April 2,
2012 at 12:00 PM EDT. Please include the word “Mitigation” in the subject line.

We look forward to receiving your feedback and working in partnership with you on this
important endeavor.

For further information on the PPD-8 effort, visit http://www.fema.gov/ppd8 or send an e-mail to
PPD8-Engagement@fema.gov.
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1.0 INTRODUCTION

The Mitigation mission area as described in the National Preparedness Goal includes
those capabilities necessary to reduce the loss of life and property by lessening the impact of
disasters. We focus on the premise that individuals, the private sector, communities, critical
infrastructure, and the Nation as a whole are made more resilient when we reduce the
consequences and impacts, the duration, and the financial and human costs to respond to and
recover from adverse incidents. Mitigation, at its best, requires action beforehand. Mitigation
actions after a disaster are imperative, but recovery often gets a community only partly back to
where it started.

The National Mitigation Framework outlines the principles for all who serve a role in
Mitigation—ranging from a single individual making decisions about how to manage the risks in
his life to large metropolitan communities working to manage their citizens’ risks from disasters
and to obtain and maintain economic and social vitality before, during, and after a disaster event.
Our Nation increases its resilience when we manage and reduce our risks from mundane,
narrow-impact events to severe and catastrophic disasters. We must all—individuals, the private
sector, communities, nongovernmental organizations, faith-based organizations, all levels of
government, critical infrastructure owners, and the Nation as a whole —take steps to ensure that
our plans, decisions, and actions include mitigation wherever possible. In shifting our plans,
decisionmaking, and behavior, we can stop the increasing trajectory of our risk and, in many
cases, reduce or avoid risks to life, property, and our overall well-being. Building and sustaining
a culture of preparedness will make individuals, businesses, communities, regions, states, tribes,
and our Nation as a whole more socially, ecologically, and economically resilient.

The Framework calls us to weave mitigation—that is, the unrelenting pursuit of risk-
informed decisions and actions that increase resiliency—throughout the National Preparedness
System. Mitigation capabilities strengthen personal security and promote personal and
community resiliency and sustainability. In this pursuit, we contribute to an all-of-Nation
approach to preventing, protecting against, mitigating the effects of, responding to, and
recovering from those things that pose the greatest risk to the overall security and well-being of
our Nation—a Nation prepared.

Effective mitigation starts with knowing the threats and hazards we face and the
vulnerabilities and risks associated with them. Understanding our risks makes it possible to
develop plans and strategies to manage them, and informed decisionmaking ultimately makes us
more resilient. Risk information based on credible science and technology and validated by
experience enables a sound approach to assessing the risks we face. We also need to develop the
ability to deal with the uncertainties and consequences associated with threats and hazards, so
that we make better decisions for our community.

A community acting through a risk-informed culture always considers ways to manage
risks instead of solely reacting to events. This process involves determining how previous actions
induced or minimized the community’s losses from the event, or how previous actions aided or
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impeded the response to, and recovery from, that event. Mitigation improves the self-reliance of
a community, reducing the need for assistance from others.

Establishing a scalable, flexible, adaptable, and risk-informed decision-making process at
all levels will lead to strategies and actions that drive us to be more resilient. The process
involves a continual analysis of science and technology, planning, investment, and capacity
building, as well as the consideration of lessons learned and data gathered after an event, to
always increase our capabilities. We must consider the different domains that make up our
communities and the Nation—economic, housing, health and social services, infrastructure, and
natural and cultural resources. This will help us, in our planning and decisionmaking, to
understand all the interdependencies that exist and the vulnerabilities associated with them. This
analysis of interdependencies and their associated vulnerabilities will allow communities to
understand the risks thoroughly enough to plan not only for those they have identified and
quantified, but also for the residual risks that exist.

In addition to their more visible work in the Prevention and Protection mission areas, the
law enforcement, intelligence, and homeland security communities play a significant role in
mitigation. Outreach activities and community involvement help these communities establish
and maintain strong ties with businesses, academic institutions, those who manage critical
infrastructure, and the people who make up the communities in which we all live and work.
Risk- and intelligence-focused relationships among Federal, state, tribal, and local law
enforcement, intelligence, and homeland security entities and with the public and private sectors,
academia, and other entities allow for greater information sharing, thus affording more
opportunities to thwart acts of terrorism and to lessen the effects of large-scale, man-made
catastrophes, should they occur.* Through these dialogues, communities may better detect and
deter specific threats and vulnerabilities, develop and test new ways of revealing and reducing
risks, and report the results. Finally, through integrated and risk-informed planning efforts, our
law enforcement and homeland security partners can help improve our ability to act and to
respond even more effectively to avoid future loss of life and property.

Resilience starts at the individual level, with each person in the community, and is
“locally grown” through the contributions of those individuals. Resilience in our communities of
place and interest, regions, sectors, states, tribes, and the Nation depends on the whole
community. A spirit of inclusiveness and partnership can ensure that communities of place and
interest, regions, sectors, states, tribes, and the Nation make the best use of the knowledge,
resources, and efforts available. Resilience builds through connections that are fostered within
neighborhoods; job markets; social, faith-based, and professional organizations; neighboring
communities; states; regions; and the Federal Government until this “body of influence” has the
ability to impact the social and economic vitality of the community by taking into account,
planning for, and mitigating against disaster events.

INTENDED AUDIENCE

The Mitigation Framework can help individuals, the private sector, communities,
nongovernmental organizations, faith-based organizations, all levels of government, and the
Nation understand the Mitigation mission area capabilities and what they can do to increase our
Nation’s resiliency in the face of threats and hazards.

! For the purposes of this document, “state” includes territorial governments.
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2.0 PURPOSE OF THE MITIGATION FRAMEWORK

ACHIEVING NATIONAL PREPAREDNESS: END STATE AND OBJECTIVES

The National Mitigation Framework is one of five frameworks developed to enable
achievement of the goal of a secure and resilient Nation with the capabilities required to prevent,
protect against, mitigate, respond to, and recover from the threats and hazards that pose the
greatest risk across the whole community. Mitigation sits at the heart of National Preparedness.
Presidential Policy Directive 8 (PPD-8) directed the development of a National Preparedness
Goal (Goal) to “define the core capabilities necessary to prepare for the specific types of
incidents that pose the greatest risk to the security of the Nation” and a series of national
planning frameworks to coordinate efforts to deliver the capabilities defined in the Goal. The
National Mitigation Framework addresses how the Nation will develop, employ, and coordinate
core mitigation capabilities to reduce loss of life and property by lessening the impact of
disasters. Building on a wealth of objective and evidence-based knowledge and community
experience, the Framework seeks to advance risk awareness across the private sector, public
sector, nonprofits, faith-based organizations, and individuals. This inclusive process will also
leverage products, services, and assets across this same diverse group.

This Framework describes the seven core capabilities necessary for mitigation to be
successful, which will ultimately lead to a more resilient Nation. This Framework is driven by
risks, rather than events. Guided by community leaders at all levels, mitigation efforts steer a
cycle of continuous risk management aimed at achieving a secure and resilient Nation. By
fostering comprehensive risk considerations, the Framework encourages behaviors and activities
that will reduce our exposure and vulnerability.

RELATIONSHIP TO OTHER MISSION AREAS

The goal of the Mitigation mission 1s to
provide our Nation with the capability to identify
threats and hazards, assess associated risks, and assess
the efficacy of current capabilities to address those
risks. Mitigation reduces the impact of disasters by supporting protection and prevention
activities, easing responses, and speeding recovery to create better prepared and more resilient
communities. Simply, mitigation 1s the thread that permeates the fabric of national preparedness.
Mitigation supports the whole community as a critical component to the National Preparedness
System. Mitigation capabilities inform and support the other four mission areas of the
Presidential Preparedness Directive, and mitigation depends on successful coordination and
collaboration with each of the mission areas. Implementing mitigation actions will build and
sustain more resilient systems and communities, creating a stronger Nation. In addition, reducing
losses through mitigation can make it easier to respond and decrease the time to recover.

Mitigation is the thread that permeates
the fabric of national preparedness.

Prevention

Threat identification and risk assessment information provide decision makers with
awareness of and contexts for a situation. In addition, risk management can result in deliberate
actions that prevent future losses from threats or hazards and, therefore, promote the overall
security of the community. Since preparedness and prevention are the shared responsibility of all
levels of government, the private and nonprofit sectors, and individuals, the risk management
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process is the means by which all stakeholders can integrate their insights and expertise and
collaborate for long-term sustainability and overall community resiliency.

Protection

As laid out in the Policy Directive, there is a particularly close relationship between the
Mitigation and Protection Mission Areas. Both of these mission areas are typically performed in
a steady state (or well before the event), not during or immediately after an event. Protection
places particular attention on deterring threats, while Mitigation emphasizes achieving
community resilience by addressing vulnerabilities. Both seek to minimize consequences.
Hazard and risk information and analysis are used to better design operational capacity for
Mitigation and Protection. Integration of risk information, planning activities, and coordinating
structures reduces duplication of effort and streamlines risk management actions in both mission
areas. However, some of the most important and effective work is done post-event, as additional
opportunities and resources, driven by the event, are brought to the table, and as actions are
focused on post-event recovery.

Exhibit 1: Integration of Protection and Mitigation for Risk Management

PROTECTION AND MITIGATION

AND SECTORS

MANAGE RISIi N

Deter Threats M'tlga.t.e. Minimmeg
Vulnerabilities Consequences

N

IMPLEMENT ACTIONS

Response

Mitigation feeds the operational landscape for response operations. Effective community
mitigation efforts directly reduce the required scale of response operations. Threat and hazard
information and risk assessment data can trigger crucial life-saving/life-sustaining operations,
particularly during natural disasters. Most importantly, this data can be used to develop a better
understanding of the situation in order to deliver information for decisionmaking, while easing
transition into Recovery functions. During Response, effective planning-related mitigation
actions can include moratoriums on reconstruction or development until the damage has been
accurately assessed and the need for higher or additional regulatory standards has been explored
and approved. When incidents impact the ability to communicate effectively or develop impact
assessments, risk analysis and hazard modeling can provide operational assumptions for first
responders.
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Recovery

Mitigation and Recovery share a focus on a sustainable economy and community
resiliency, as opposed to the swift restoration of infrastructure, buildings, and services. Cross-
mission-area integration activities, such as planning, are essential to ensuring that risk avoidance
and risk reduction actions are taken during the recovery process. Integrating mitigation actions
into the pre- and post-disaster recovery plans will provide systematic risk management after the
event, with effective strategies for a resilient recovery process. Key opportunities and actions can
be taken during recovery in all domains (economic, housing, natural and cultural resources,
infrastructure, and health and social services) to increase the resilience of the community.
Lessons learned during the recovery process also inform future mitigation actions. Linking
recovery and mitigation breaks the cycle of vulnerability resulting from unconsidered building
and rebuilding following disasters. Further, it offers opportunities to mitigate against future
events.

Common Capabilities

Planning, Operational Coordination, and Public Information and Warning are the core
capabilities that span all five mission areas, demonstrating the links and differences between
each program area. Within the Mitigation Framework, planning builds upon existing processes,
focusing on the incorporation of risk information to inform decision makers. Planning for critical
infrastructure will be coordinated between Protection and Mitigation to support shared
objectives. Pre- and post-disaster recovery planning will also build on the community-based
planning under Mitigation. Under Operational Coordination, whatever coordination required,
mitigation works effectively as part of all operational environments and brings risk-informed
decisions to support activity across the whole community of national preparedness. This can
mnclude being a part of command and control structures during response and recovery and part of
decentralized structures during steady state operations. For Mitigation, Public Information and
Warning is as much about sharing information and communicating mitigation messages between
elements of the whole community as it 1s about providing one-way warnings.

GUIDING PRINCIPLES Resilient communities proactively

protect themselves against hazards,
1. Resilience and Sustainability build self-sufficiency, and become

' ] more sustainable. Resilience is the
We cannot stop the next hurricane, tornado, or capacity to absorb severe shock and

earthquake. In some cases, we may not be able to return to a desired state after a
thwart the next terrorist attack on our soil. What we disaster. It involves technical,

can do is prepare ourselves, our loved ones, our organizational, social and economic
property, our critical resources, and our economy to
absorb the impact of any threatening event or
circumstance and bounce back in a manner that

dimensions... It is fostered not only by
government, but also by individual,
organization, and business actions.

Godschalk, David R., Adam Rose, Elliott Mittler, Keith

sustains our cherished way of life for generations to Porter, and Carol Taylor West. 2009. “Estimating he
e 1: Value of Foresight: Aggregate Analysis of Natural

come. This is what we mean by resilience and Hazard Mitigation Benefits and Costs " Journal of

sustainability. Resilience reduces a community’s CIOVXSCE PR I Mo 2200 Pt

vulnerability to the potential consequences from
natural and man-made hazards, enabling it to absorb
the impact of a disaster, respond to the needs of its members, and recover in a timely and
comprehensive manner. Sustainability employs a longer-term approach through plans. policies,
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and actions that reflect a comprehensive understanding of the physical, social, and economic
support structures within a community. The combination of these two concepts creates a
sustained resilient community—the heart of mitigation and of national preparedness.

Successful community resilience and sustainability begin with an individual’s personal
responsibility and relationship to the environment and how the individual ties into the overall
community. Communities that identify hazards and threats and assess their vulnerabilities can
increase their ability to rapidly recover from disasters. The planned and prioritized economic,
social, and environmental decisions made by the community as a whole must ensure its
resiliency is maintained and increased. All levels of public and private establishments have a role
in community resilience and sustainability by supporting, promoting, aligning, and implementing
policies and activities that lead to maintaining and strengthening community and economic
vitality following a disaster. Sound ecological, economic, and social choices for the private
sector include consideration of an event’s impact on business continuity, to include facilities,
employee base, employee homes, day-to-day business operations, and each business’s unique
context in the community and its resilience.

2. Leadership and Locally-Focused Implementation

Mitigation empowers local leaders (i.e., traditional leaders, emerging leaders, local
champions, and/or advocates) to embrace their ownership of building resilient and sustainable
communities. Effective, ongoing mitigation is led by the local community, working together to
identify, plan for, and reduce vulnerabilities and promote long-term personal and community
resiliency and sustainability. Local leadership—elected and non-elected, private and nonprofit—
must frame the future of the community through daily decisions on projects and initiatives that
increase or decrease the community’s susceptibility to threats and hazards. Leaders at the state
and national level can facilitate mitigation by setting a vision, aligning programs, and supporting
local efforts as needed.

3. Partnerships and Inclusiveness

True partnerships within the local community utilize all resources available to them:
identifying, developing, fostering, and strengthening new and existing coordinating structures to
create a unity of effort with a common objective. Establishing trusted relationships among
leaders and communities prior to a disaster is essential to community resilience and
sustainability. These relationships enhance and strengthen day-to-day mitigation efforts and are
critical for timely and effective response and recovery activities during and after a disaster event.
This inclusiveness will encourage the growth of positive community processes and generate
public approval to reach the common objective of mitigating risk and promoting resilience.

Inclusiveness in mitigation includes promoting partnerships among diverse individuals
within the community—neighbors; community associations; faith-based organizations; all levels
of government; professionals; experts; and public, private, and nonprofit entities and institutions.
These partnerships must include advocates for the unique needs of those with disabilities or with
access and functional needs, and for children, seniors, and members of underserved populations.
Lastly, understanding the full range of animal issues in the community and the risks they pose, as
well as engaging the whole community of animal resources in assessing and planning for those
risks, will ensure that the jurisdiction is equipped to comprehensively address the full range of
human and animal issues and will prevent or mitigate cascading effects during a disaster.

6 PPD8-ENGAGEMENT@FEMA.GOV FOR NATIONAL REVIEW
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4. Risk-Conscious Culture

Mitigation is a risk-conscious, everyday activity that is not focused only on particular
incidents or events. Effective mitigation prior to a disaster will reduce or eliminate the
community’s vulnerability to the event or disaster. A community with a risk-conscious culture
routinely and systematically assesses its risk from threats and hazards using a multi-disciplinary
approach and informs the whole community of those risks to influence all levels of
decisionmaking. Nurturing a risk-conscious culture enables community leaders to evaluate a
wide variety of threats and hazards and then prioritize strategies, resources, and efforts using a
community-wide approach. A comprehensive approach, with mitigation efforts based on risk
rather than on the latest catastrophic event, lets a community prioritize and leverage scarce
resources in a better way.

A risk-conscious culture involves providing clear, meaningful, consistent, and culturally
appropriate or multi-disciplinary messaging, so that the whole community consistently reduces
its exposure and vulnerability to risk. A culture of resilience is grown within the whole
community. It includes a long-term vision of continuous risk management and mitigation
strategies to help the community avoid, reduce, or share risks, using meaningful multi-
disciplinary indicators to evaluate progress towards increasing resilience.

5. Credibility and Relevance

Mitigation efforts represent an investment in individual, organizational, community, or
jurisdictional resilience. However, like many long-term investments, the benefits of mitigation
usually accrue gradually over time. To initiate and sustain effective mitigation, it is critical that
the core capabilities described in this Framework be implemented in a way that is clearly
credible and relevant to all stakeholders.

Establishing credibility in a community begins by providing timely and relevant
information that allows policymakers to best protect the health, safety, and welfare of their
communities. Community leaders maintain credibility by understanding community needs and
perspectives and making sound mitigation decisions based on accurate, timely, and relevant
information. To reduce risk and build resilient communities, leaders must take mitigation actions
that reflect comprehensive and accurate risk information, credible science and technology, and a
sound approach to risk assessment.

Mitigation actions must also account for integration between community development,
emergency management, and homeland security efforts. Mitigation decisionmaking and actions
result from a continuous analysis of science and technology, community investment, risk
management, planning, and capacity-building, as well as post-emergency information. The
credibility of mitigation relies on an open, reliable integration of analysis and decisions.

The desired results of mitigation are greater resource efficiency and risk management,
reduced loss of life, reduced property damages, communities that are economically and socially
resilient, and communities that can sustain and increase vitality before, between, and following
disasters.

FOR NATIONAL REVIEW PPD8-ENGAGEMENT@FEMA.GOV 7
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RISK

Risk is the potential for an unwanted outcome resulting from an incident, event, or
occurrence, as determined by its likelihood and the associated consequences. Risk is assessed
based on applicable threats, vulnerabilities, and consequences.

The National Preparedness System is based on the Strategic National Risk Assessment,
which identifies the threats and hazards most likely to affect the Nation. The core capabilities in
the National Preparedness Goal, in turn, are based on the results of this risk assessment. Planning
for and managing the “greatest risks” is a fundamental component of the National Preparedness
Goal. Regardless of whether mitigation occurs at the Federal, state, tribal, local, or community
level, each entity coordinates with mitigation partners vertically and horizontally to identify,
clarify, and prioritize risks. Collectively, this process prepares the Nation for its greatest risks.

MANAGING RISK

Every day, we make decisions based on our understanding of various risks. Risk can exist
at many scales, from the family to the neighborhood and from the community to the Nation. The
safety, security, and resilience of the whole community are threatened by an array of hazards,
including natural, technological/accidental, and adversarial/human-caused events. The broad and
diverse array of preparedness activities that fall under the National Mitigation Framework are
oriented around the identification and greatest reduction of risks (particularly the reduction of
vulnerabilities) as they pertain to the individual, community, and Nation. To support the
coordination of activities across Mitigation with other mission areas, this Framework provides a
common approach to risk management that can be applied across a wide variety of disciplines
and across the whole community.

Exhibit 2: Threat/Hazard Groups

Pandemic
Oil Spill

Flood Bridge

Collapse

Food
Contamination
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Resilient systems, communities, and institutions that are robust, adaptable, and have the
capacity for rapid recovery contribute to overall public safety and security. Resilience and risk
management are mutually reinforcing concepts. Risk management contributes to resilience by
identifying opportunities to build resilience into planning and by resourcing to reduce risk in
advance of a hazard, as well as by mitigating the consequences of disasters that do occur.

While many different methodologies are used to holistically assess risk, most define the
risk of a particular threat or hazard event based on the likelihood of that event occurring and the
event’s anticipated consequences. Threat and hazard identification efforts promote the
refinement, sharing, and use of best available ground truth data on hazard likelihood, impacts,
and vulnerabilities, as well as the ability to localize this information for use at all levels. Risk and
disaster resilience assessment activities put into practice broadly compatible approaches to
prioritizing vulnerabilities. Finally, building long-term vulnerability reduction capability lessens
the likelihood, severity, and duration of the adverse consequences related to natural,
technological, and human-caused incidents.

Threat and hazard identification, as well as long-term vulnerability reduction, are
important tools that can be augmented by a whole community resilience approach. By focusing
on the resilience of the community as a whole, the community’s adaptive capacity to recover
from all kinds of change is enhanced, whether that risk has been identified or not. Deliberate or
crisis risk management will not preclude adverse events from occurring; however, it enables
whole community efforts to focus on those things that are likely to bring the greatest harm and to
employ approaches that are likely to mitigate the consequences of those incidents. Furthermore,
the American people, resources, economy, and way of life are bolstered and made more resilient
by anticipating, communicating, and preparing for threats and hazards, both internal and
external, through comprehensive and deliberate risk management.

Risk management is not an end in and of itself, but rather part of sound organizational
practices that include planning, preparedness, operational coordination, program evaluation,
process improvement, and budget priority development. The value of a risk management
approach or strategy to decision makers is not in the promotion of a particular course of action,
but rather in the ability to distinguish between various choices within the larger context.

3.0 ALL-OF-NATION ROLES AND RESPONSIBILITIES

Exhibit 3: Mitigation Mission Area Roles and Responsibilities

Whole Community

Ry Partners

Roles and Responsibilities

Individuals and households take action to reduce risk. Resilient
individuals and families reduce the risk posed by hazards and avoid
the personal financial and psychological consequences of disasters.

Individuals and
Households

FOR NATIONAL REVIEW PPD8-ENGAGEMENT@FEMA.GOV 9
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Whole Community

Row Partniors Roles and Responsibilities
Businesses, nonprofit organizations, faith-based organizations, and
2 Private Sector other nongovernmental entities analyze and manage their own risks,
Organizations protect America’s infrastructure, and promote the return on investment
realized from increased resilience and reduced vulnerability.
A community is any group or system that shares a role in
3 Communiios understa_ndlng and assessing its needs and q§term|nlng the best ways
to organize and strengthen its assets, capacities, and interests.
Resilient communities reach consensus and take action.
Most mitigation occurs at the local level, where communities apply a
4 Local Governments | localized understanding of risks and mitigation options to effective
planning and vulnerability reduction actions.
5 State and Tribal Integrating national-level resources and data into localized data and
Governments priorities requires engaged state and tribal governments.
Supporting the whole community with Federal resources, data,
6 Federal intelligence, and leadership requires an engaged and responsive
Federal role in mitigation.

INDIVIDUALS AND HOUSEHOLDS

Effective mitigation begins with individual awareness and action. Informed actions that
reduce risk enable individuals to recover from sudden and long-term change and directly reduce
the scope and severity of a disaster’s consequences to themselves, their families, their
possessions, and their community. This enables more effectively targeted response and recovery

efforts across the community.

Resilient individuals and households are aware of the threats and hazards facing them and
use that awareness to understand the risks that they face, plan for how they can best manage
those risks, and take action to eliminate or minimize their vulnerabilities. Individuals’ risk

assessments and planning efforts may be informal, but
they have an enormous impact on the resilience of the Individual and household long-term

whole community.

Individuals can prepare their households and
broader communities by becoming familiar with public
mnformation and warning systems, sharing information

about threats and hazards with friends and neighbors, likelihood of 2 home's ignition by
and promoting mitigation efforts within their wildfire embers, such as
communities. When they engage with community replacing the roof or maintaining

leaders and planners to share their perspectives on
localized threats and hazards, vulnerabilities, and
priorities for incorporating mitigation into community
planning and development, individuals and households informa ion.
make their own resilience a part of their community.

10

vulnerability reduction efforts include:

= |nstalling approved tornado safe
rooms or other home structural
mitigation measures

= Taking actions to reduce the

30 feet of defensible space
= Maintaining appropriate

insurance coverage
Refer to Section 4 (Core Capabilities) for more

PPD8-ENGAGEMENT@FEMA.GOV FOR NATIONAL REVIEW
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PRIVATE SECTOR ORGANIZATIONS

Each of the mitigation core capabilities depends on the contributions of businesses,
nonprofit organizations, faith-based organizations, and other nongovernmental organizations
throughout the country. Private sector organizations are responsible for identifying methods and
resources to assess resilience strategies that reduce risks to their personnel, assets, and
operations. They also contribute to the general understanding of resilience throughout the
community through the collection, development, analysis, and sharing of ground truth
information about threats, hazards, and vulnerabilities, as well as through constant evaluation
and enhancement of risk assessment methodologies.

As the owners and operators of most of the Nation’s infrastructure, private sector
organizations are vital to improving resilience through planning and long-term vulnerability
reduction efforts. Private sector planners should engage the whole community to ensure that their
plans, mitigation investments, and operations complement and leverage those of their community
and government partners.

Through their day-to-day operations, private sector organizations also provide most of the
functional capacity and technical expertise required to implement many types of long-term
vulnerability reduction projects, whether engineering a bridge to withstand an earthquake,
planning development with resilience measures that provide measurable returns on investment,
or building redundancies into critical infrastructure and lifeline systems. Private sector research,
development, and investment will remain a primary driver of new and improved long-term
vulnerability reduction capabilities, making these investments an increasingly effective and cost-
efficient approach to building resilience.

While mitigation is a good business practice, private sector investments in continuity and
vulnerability reduction have broader benefits. Private sector organizations are invariably an
integral part of local communities and their perspective is indispensable to local efforts toward
all mitigation core capabilities. A more resilient private sector also strengthens community
resilience by helping to sustain economic vitality and ensuring the continued delivery of goods
and services in the aftermath of a disaster.

COMMUNITIES

For mitigation purposes, communities are unified groups that share goals, values, or
purposes, not just geographic boundaries or jurisdictions. Social and community service groups
and institutions, faith-based and neighborhood partnerships, disability groups, academia, online
communities, national and professional associations, hazard-specific coalitions, and communities
of practice within the private and nonprofit sectors are all mitigation communities. These
communities bring people together in different ways for different reasons, but each provides
opportunities for sharing information and promoting collective action. Communities with a
national scope, including advocacy and interest groups, professional associations, and academic
communities, should work with the Federal Government to inform the assessment, development,
and coordination of mitigation core capabilities.

GOVERNMENT

Working to support the people they represent, governments bear a unique responsibility
for mitigation activity. Working across multiple levels of public service, governments should:

FOR NATIONAL REVIEW PPD8-ENGAGEMENT@FEMA.GOV 11
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e ldentify, assess, plan for, and manage risks, based on an understanding of local and
regional threats, hazards, and vulnerabilities.

e Integrate national and local intelligence and data through sharing threat intelligence
and hazard data with local and Federal partners.

e Strengthen community resilience by partnering with individuals, private sector
organizations, and communities throughout the jurisdiction to promote a culture of
preparedness and develop local mitigation capabilities.

e Develop dedicated risk-based mitigation plans or use risk assessment findings to
inform economic development, community development, and environmental and
natural resource planning.

e Incorporate risk management and mitigation principles and priorities into relevant
programs, including economic and community development, construction and
assessment of infrastructure, comprehensive and neighborhood land-use plans,
disaster response and recovery support, homeland security research and development,
training, and exercises.

e Use legal and regulatory requirements, building codes and standards, financial
incentives, and targeted capital improvement projects to reduce long-term
vulnerabilities to economic, housing, health and social, infrastructure, environmental,
and natural resources.

e Coordinate risk management and mitigation operations with private sector and
community partners, other jurisdictions, and government agencies.

e Develop training curricula for Grades K-12 to provide education on risks and
mitigation.

e Conduct outreach and education to communicate successful practices and local
mitigation priorities.

e Develop local capabilities to communicate event-specific warnings and information.

Most mitigation activities occur at the local level, where best practices can be effectively
adapted and adopted to address local circumstances and priorities. Local governments are
directly connected to community plans and goals and in many cases bring more precise
understandings of local vulnerabilities to bear on risk reduction activity. Making the connection
between community resilience priorities and private sector development is a challenge most
often directly addressed at the local level.

State and Tribal Governments

Integrating resources from mitigation partners and effectively organizing mitigation
actions that support localized risk mitigation, plans, and capabilities requires an engaged state or
tribal government.

Federal

The Federal Government supports mitigation activity with unique resources. In addition
to regulatory responsibilities, the Federal Government plays a role in providing funds, incentives,
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expertise, and leadership to coordinate the development, implementation, and assessment of
mitigation core capabilities across the community.

As described in Section 5 (Coordinating Structures and Integration), the Federal
Emergency Management Agency (FEMA) plays the lead role in coordinating Federal mitigation
programs and monitoring the effectiveness of mitigation capabilities as they are developed and
deployed.

Exhibit 4: Mitigation Occurs Across Domains and the Whole Community

Local Communi
4 - e - Federal
State or Tribal Private Sector,
Non-Profit
Economic ‘
Health and 20
Social Services E
Mitigation =
Occurs Across v
Domains and < G
the Whole g
Community Housing g
Q.
£
5]
Q
Infrastructure |
Natural and
Cultural Resources
W

4.0 CORE CAPABILITIES

Exhibit 5: Mitigation Core Capabilities

Row Mitigation Core Capabilities

Community Resilience

Threat and Hazard ldentification

Risk and Disaster Resilience Assessment

Planning

Long-Term Vulnerability Reduction

Operational Coordination

N[fojflo~A|[W[IN]|F

Public Information and Warning

INTRODUCTION TO MITIGATION CORE CAPABILITIES

Building on the National Preparedness Goal, this section explains what each mitigation
core capability entails, the context in which it is employed, and the key actions associated with it.
This is not an exhaustive list of mitigation capabilities, but rather a description of the core
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capabilities that should be developed and utilized across the Nation. Individuals and households,
private sector and nongovernmental organizations, communities, and all levels of government
should evaluate their particular risks and existing resources to determine whether and how to
further develop and deploy these capabilities.

Exhibit 6: Relationship of Mitigation Core Capabilities

Threats
and Hazard

Identification
[

{_{5 / ‘\ b
T ©,
= B
= =.
=)

s Riskand 3
~ OFigsjerm Commumtv - Disaster =
© Vulnerability . Resili o
% | Reduction Resﬂlence . esilience o
Assessment S

=

N ML

Planning

Threat and Hazard Identification and Risk and Disaster Resilience Assessment enable
risk-based decisionmaking based on both general and localized information about threats,
hazards, and vulnerabilities. The Planning process evaluates and prioritizes mitigation options
for reducing risk, which are then implemented through Long-term Vulnerability Reduction. The
whole community contributes to and benefits from Operational Coordination efforts to promote
effective collaboration and avoid duplication of effort, while sharing information about risks and
ongoing or recommended mitigation activities through Public Information and Warning.
Community Resilience efforts enable each of the other capabilities by providing the leadership
and collaboration necessary to identify, build support for, initiate, and sustain mitigation efforts
that reflect the needs and priorities of all pertinent stakeholders.

Mitigation is a discipline in all of the National Preparedness mission areas. Risk
management and resiliency activities take different forms for different mission areas but are
based on mitigation principles and practices. In particular, threat and hazard identification and
risk assessments become the basis for each of the other mission areas, setting the operational
landscape before, during, and after an event, providing a clear understanding of the impacts from
hazards, and providing an assessment of how resilient the built environment and community
functions are. Effective mitigation reduces the impact and scale of hazards through implementing
each of its core capabilities.
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477 COMMUNITY RESILIENCE

Definition (Source: National Preparedness Goal):

Lead the integrated effort to recognize, understand, communicate, plan, and address risks so that the
community can develop a set of actions to accomplish Mitigation and improve resilience.

478 Capability Description

479 For the Mitigation Framework, community resilience involves multiple capabilities, with
480  communication, collaboration, and decentralized civic engagement down to the individual level.

481  Through these capabilities, a community builds the skill sets it needs to understand and assess its
482  risks and to plan and execute actions that reduce vulnerability over the long term. The

483  community resilience process supports and orchestrates all mitigation capabilities to make

484  communities more resilient and to consider the resilience of the whole community.

485 Leaders at all levels are important messengers, models, and change agents to ensure the
486  muitigation elements are included in plans and actions on a routine basis. A whole community
487  approach to building sustainable and resilient communities requires finding ways to support and
488  strengthen the institutions, assets, and networks that already work well in communities and are
489  working on a daily basis to address issues important to community members.

490 Aspects of the Community Resilience Capability
491 Leadership: The ability to coalesce a group to make well-informed, timely decisions.
492 A resilient community embodies the risk-based culture—one of vigilance and tireless

493  assessment. Establishing community resilience often requires changes to the processes, the

494  organizing of tasks, the prioritizing, and sometimes even the culture of a community’s

495  risk/emergency management structure. Leading such change, or merely maintaining the character
496  of a resilient community, requires the nternalization of mitigation principles and the ability to
497  project a vision of the future—a vision that convinces community members of the folly of

498  accepting the status quo, and a vision that reflects and can leverage local values.

499 Collaboration: A broad engagement and ongoing dialogue about threats and
500 vulnerabilities and meaningful, sustained participation in community planning and
501 decisionmaking.

FOR NATIONAL REVIEW PPD8-ENGAGEMENT@FEMA.GOV 15
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Opportunities for mitigation draw together
stakeholders with varied interests and backgrounds and
depend on a commitment to collaboration. Maintaining
an ongoing dialogue in a trusted environment is
essential for connecting public and private sector
interests, as well as individual and shared values,
interests, and priorities across multiple communities.
Bringing together the varied interests and abilities
within any given community is a prerequisite to
effectively identifying localized threats and hazards;
understanding how the community's vulnerabilities
affect the risks it faces; developing plans that reflect
community priorities and have broad community
support; efficiently tailoring and implementing
vulnerability reduction measures; and communicating
and coordinating operations with the full array of
individual and organizational stakeholders.

For example, meaningful risk reduction
measures will frequently include collaboration between
private sector mterests in community development,
public sector or law enforcement interests in
community safety, and various other interest groups,
such as that of the disabled community. Creating an
environment for capitalizing on shared nterests and
addressing differences is crucial to accomplishing
resilience. Further collaboration includes public health
departments, hospitals/hospital associations, behavioral
health services, and other health services. A community
will recover more quickly with an intact public health
and medical system and medical providers are less
likely to move out of the community following an
event.

Partnership Building: The establishment of
ongoing relationships—well before, during, and
after events— that support ongoing

Successful Partnerships

The Silver Jackets Program is an
innovative program that brings
together Federal, state, tribal, and
local agencies to learn from one
another and apply their knowledge to
reduce risk. State agencies come
together with Federal agencies,
including the U.S. Army Corps of
Engineers and FEMA, in a common
forum to address flood risk
management priorities. Silver Jackets
programs are developed at the state
level. There are currently 27 active
state teams; the ultimate goal is to
offer an interagency team in every
state.

The Institute for Business and
Home Safety conducts objective
scientific research to identify and
promote effective actions that
strengthen homes, businesses, and
communities against natural disasters
and other causes of loss. Members
are insurers and reinsurers that
conduct business in the United States
or reinsure risks located in the United
States. Affiliate membership is open
to brokers, managing general agents,
and independent agents. Associate
membership is open to all others who
support their mission.

The Federal Bureau of Investigation’s
(FBI's) National Security Business
Alliance Council was established to
further partnerships with leading
defense companies who are
stakeholders of key technologies
targeted by foreign adversaries.

communication and awareness building, decisionmaking, and the implementation of

plans and decisions.

Partnership building is a key to resilient communities. Mitigation capabilities are
coordinated through new and existing partnerships at all levels of government with the private
sector and nongovernmental organizations. Partnerships facilitate the timely exchange of
information and provide a potential source of shared resources through mutual aid and assistance
agreements. The continued use of a partnership model promotes the coordinated delivery of

mitigation capabilities.
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Partnerships also support a vital educational component, transferring mitigation
information within communities and supporting a variety of skill sets and stakeholders.

Education and Skill Building

Resilient communities share and rely on existing education and outreach tools and create
their own opportunities to advance mitigation. Resilient communities are also capable of
adapting to change and can integrate new information or educate communities on how to change
systems to improve their resiliency. Partnerships and professional groups (e.g., the National
Emergency Managers Association and the Association of State Floodplain Managers) capture
mitigation success stories from communities across the country, share experience, and develop
new resources and skills within their own communities. There is a wealth of information on risk
reduction activity at the community level (available from Federal, state, and local government
sources), as well as a wide range of education and outreach material available from communities
with expertise. Resilient communities leverage these resources and integrate them into their
training and outreach efforts. Academic institutions, professional certification groups, and
graduate programs have a unigue opportunity to incorporate resilience topics into their
curriculum, affecting education in multiple disciplines.

Objectives and Key Actions

e Inspire and empower accountable action. Individuals and private organizations
engage with government at all levels to make resilience happen.

e Foster social, environmental, and economic resilience in every community to increase
the capacity of the community to thrive through all kinds of change.

e Know how your community works and how to build partnerships and affect change.

e Understand the full gamut of risks facing a community, including physical, social,
economic, and environmental vulnerabilities to all hazards.

e Foster sustained communication, civic engagement, and the development and
implementation of long-term risk reduction actions in the whole community.

e Convince communities of the value of mitigation for reducing the impact of disasters
and the scale of response and recovery efforts.

e |dentify and promote incentives, not just regulatory compliance. Reward sound
choices and identify bad ones.

e Recognize the interdependent nature of a community’s domains. Community
resilience is expressed through a holistic approach to risk reduction, and the success
of one element relies upon the resilience capacity of other elements. For example,
when a large business facility is retrofitted to account for wind and flood hazards, the
community also strengthens area schools, employee housing, and transportation
infrastructure to ensure that workers will be able to quickly rebound from an event
and return to work.

e Acknowledge that the skill sets and leadership structures for different hazards and
communities of practice (law enforcement, local businesses) may change, but the
need for leadership, collaboration, and partnership is the same.

FOR NATIONAL REVIEW PPD8-ENGAGEMENT@FEMA.GOV 17
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Build relationships before disasters or incidents occur.

Learn from the past and from what is working in the present.

Educate the next generation of community leaders and resilience professionals.

Acknowledge and seek out naturally occurring relationships within communities.

THREAT AND HAZARD IDENTIFICATION

Definition (Source: National Preparedness Goal);

Identify the threats and hazards that occur in the geographic area; determine the frequency and
magnitude; and incorporate this into analysis and planning processes so as to clearly understand the
needs of a community or entity.

18

Capability Description

In the context of mitigation, this capability involves continually collecting timely and
accurate data on threats and hazards to meet the needs of analysts and decision makers in the
public and private sectors who will put it to use.

Threat and Hazard Identification relies on both top-down and bottom-up data
collaboration. The bottom-up approach requires proactive, self-reliant, and empowered
communities to gather data. Partners at all levels in the community make use of local data, and
national-level models and tools are refined by more specific local data. The top-down approach
relies on existing national data that can be reinforced and verified at the local level. Both
approaches generate a strategic, holistic picture that can be shared and acted upon by the whole
community.

Effective Threat and Hazard Identification requires standardized data sets, platforms,
methodologies, terminologies, metrics, and reporting to unify levels of effort across all layers of
government and society, reducing duplication and redundancies. Threat and Hazard
Identification also requires the ability to synthesize real-time, static, and historical data to
accurately assess risk.

Objectives and Key Actions

Gather required data in a timely and accurate manner 1n order to
threats and hazards.

effectively identify

Ensure that the data are received by the right people at the right time and can be used

by the whole community.

Share natural hazards data in a transparent and accessible way across communities.

Strike a proper balance between dissemination and classification of national security

and 1ntelligence information.

Build cooperation between the private and public sectors by protecting internal
interests but sharing threat and hazard identification resources and benefits.

Leverage third-party, social media, and open-source technology.

PPD8-ENGAGEMENT@FEMA.GOV
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618 e Translate data into meaningful and actionable information through appropriate
619 analysis and collection tools.
620 RISK AND DISASTER RESILIENCE ASSESSMENT

Definition (Source: National Preparedness Goal):

Assess risk and disaster resilience so that decision makers, responders, and community members can
take informed action to reduce their entity’s risk and increase their resilience.

621
622 Capability Description
623 Risk and Disaster Resilience Assessment 1s the evaluation of threats, hazards,

624  vulnerabilities, and resilience to define and prioritize risks so that decision makers, responders,
625  and community members can take informed actions that increase their resilience. Such an

626  assessment directly connects threat and hazard data and information in order to analyze and
627  understand the potential impacts on a community. A robust Risk and Disaster Resilience

628  Assessment capability provides the foundation for the Nation to compare risks from disparate
629 threats and hazards across a variety of communities and jurisdictions. It also serves as the basis
630  for prioritizing preparedness efforts at all levels of the whole community.

631 A clear understanding of the magnitude and likelihood of hazards and threats, combined
632  with knowledge of housing, infrastructure, health and social services, economics, natural and
633  cultural resources, formal and informal networks, and all the capacities and components of a
634  community will reveal vulnerabilities and provide the basis for planning and actions to reduce
635  risk. Assessments of risk are relevant and credible when communities are able to connect

636  1dentified threat and hazard data to an in-depth understanding of their community.

637 Resilience assessment includes analyzing the community resources, needs, abilities,
638  authorities, and capacity elements and components to further identify resiliency and
639  vulnerability.

640 Objectives and Key Actions

641 Data

642 e Share risk assessment data, both new and existing, to establish common operations
643 across mission areas and standardized data requirements and guidance.

644 e Provide the right data to the right people at the right time.

645 e Incorporate vulnerability data sets such as population, demographic, infrastructure
646 mventory and condition assessment information, critical infrastructure, lifelines, key
647 resources, building stock, and economic data to calculate the risk from the threats and
648 hazards identified.

649 e [Establish standard data formats to enable sharing of vulnerability data and risk

650 assessment outputs.

651 e Update risk assessments to reassess the risk and incorporate changes in the following
652 areas: the physical environment, aging infrastructure, new development, new
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mitigation projects and initiatives, post-event verification/validation, new
technologies or improved methodologies, and better or more up-to-date data.

Analysis

o Consolidate analysis efforts to remove redundancy and provide a more uniform
picture of the risks.

e Develop faster analysis tools to provide data more quickly to those who need it.

e Validate, calibrate, and enhance risk assessments by relying on experience and
knowledge beyond raw data or models.

e Take advantage of the lessons learned and knowledge gained by those who have
experienced events to help understand all the interdependencies, cascading impacts,
and vulnerabilities from threats and hazards.

e Understand social, as well as structural, vulnerabilities.

Education and Training

e Build the capability within communities to analyze and assess risk and resilience.

e Train for the development of risk assessments to help with the standardization of the
assessment outputs.

e (Create a risk-driven culture through robust analysis.

e Ensure that data users and assessment stakeholders know where to get data and what
to do with it.

e Train stakeholders to have the same accurate and comprehensive standards of risk
assessment.

e Use risk assessments to design exercises for response activities and to determine the
feasibility of mitigation projects and initiatives.

PLANNING

Definition (Source: National Preparedness Goal):

Conduct a systematic process, engaging the whole community as appropriate, in the development of
executable strategic, operational, and/or community-based approaches to meet defined objectives.

Capability Description

Planning is vital to mitigation, whether it happens at the individual level; in
neighborhoods, cities, regions, or states; at the national level; or in groups that do not share the
same geographic area. Planning, as part of the Mitigation Framework, is a systematic process
that turns risk assessment into prioritized goals and actions for the whole community.

The Planning process is a tool to integrate risk analysis and assessment of local resources
and authorities into community priorities and decisionmaking. This includes development of
Family Emergency Plans, Comprehensive or Land-use Plans, Critical Infrastructure Plans,
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Transportation Plans, Capital Improvement Plans (and their budgets), Business Improvement
District plans, Energy Assurance Plans, Public Health Plans, and of course Multi-hazard
Mitigation Plans. For this reason, it is vital that plans effectively reflect the values of the whole
community when assessing and planning for risks. A more comprehensive analysis of risk will
drive a better plan. Federal, local, individual, and private sector partners all bring valuable
expertise and resources to the table when developing and executing plans. Planning teams should
represent a broad spectrum of the population, both public and private, such that plans result in
strategies and actions that are more meaningful and relevant to the mitigation process and to the
whole community.

Federal agencies, states, businesses, individuals, and groups all develop plans for how
they will increase their resiliency. Integrating planning efforts across sectors and disciplines and
sharing risk analysis and vulnerability assessments eliminates redundancy and identifies common
solutions.

Planning is more effective when it is driven by local need rather than by Federal
mandates. Wherever possible, mitigation planning should capitalize on existing community
efforts (i.e., Sustainability Plans, Climate Adaptation Plans, Multi-hazard Mitigation Plans,
Disaster Response and Recovery Plans, and Land-use Plans) and must be specific to the
community’s immediate and long-term needs. Good plans are living documents that evolve over
time and address new risks and vulnerabilities as they arise.

Obijectives and Key Actions

Within a mitigation mindset, the Planning process identifies vulnerabilities, incorporates
uniform risk data, assesses risks, and develops strategies and actions that will lead to a more
resilient community and Nation. Objectives and key actions may include:

e Creating a planning process that is ongoing and builds on itself—focusing a
community’s capabilities on risk-based decisions.

e Collaborating, cooperating, and building consensus across other disciplines that
impact plans.

e Seeking out and incorporating multiple stakeholders in planning efforts. Partnerships
with governmental agencies, universities, national professional organizations,
nongovernmental organizations, the private sector, and other community-based
organizations can facilitate capacity-building activities, such as data collection, and
also expansion of valuable resources for planning and decisionmaking.

e ldentifying public-private partnerships to promote resiliency and maximize utilization
of available resources.

e Promoting planning initiatives through multiple sources of existing media and
emerging social media venues.

e Sharing success stories where resilience-based planning has demonstrated
measureable effectiveness in creating economic vitality in communities.

e Building on the expertise, knowledge, and systems in place.

e Engaging in a peer-to-peer mentoring structure that promotes best practices.
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Successes in the risk-based planning effort should demonstrate effectiveness and be
measureable in the economic vitality of the community.

Successful Planning Practices

Taking action before a disaster.

Improved/strengthened building codes that were specifically identified during risk
assessments.

Improved emergency response and recovery plans that engage not only the
responsible leadership, but also community stakeholders and the public.

The encouragement and fostering of mutual aid compacts with neighboring
communities.

Multi-objective management of resources.
Risk-oriented zoning and/or risk-oriented land-use regulations.
Safe growth audits.

Promotion of planning initiatives via communication, education and outreach in order
to develop a risk-based culture.

Continuing monitoring and evaluation.
Being strategic and opportunistic (planning happens m various forums).
Understanding that champions are vital.

Accounting for stakeholder values in light of hazard mitigation (find planning
initiatives that build off other community values).

Evaluation of opportunities in the comprehensive plan or other plans.

LONG-TERM VULNERABILITY REDUCTION

Definition (Source: National Preparedness Goal):

Build and sustain resilient systems, communities, and critical infrastructure and key resources lifelines
so as to reduce their vulnerability to natural, technological, and human-caused incidents by lessening
the likelihood, severity, and duration of the adverse consequences related to the incident.

Capability Description

Long-term Vulnerability Reduction embodies all actions that reduce vulnerability. A
resilient community has taken stock of the threats and hazards that face it, has analyzed its
available resources, processes, programs, and funding opportunities, and then considered
successful practices as it promotes individual and community safety and resilience. The result is
informed action that leads to lasting reductions in a community’s vulnerability.

Building this capability enhances resilience and vitality across all mitigation domains—
economic, housing, health and social, natural and cultural resources, and infrastructure—and
lessens the effects of natural, accidental, or adversarial incidents. Reducing vulnerability over the

22
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long term can be as varied as including mitigation measures in construction and development
plans and projects, adopting and enforcing hazard-resilient building codes and standards, or
initiating and maintaining a neighborhood watch program.

Long-term Vulnerability Reduction requires a commitment to the long-term planning and
investment processes to ensure community resilience and vitality after an incident or event.
Community partners and stakeholders must be engaged and educated on risks, vulnerabilities,
and mitigation activities and share necessary resources, avoiding duplication of effort. The result
is a safer community that is less reliant on external financial assistance.

Objectives and Key Actions

Mitigation actions are successfully implemented with commitment from the whole
community. Engaging the whole community with a stake in vulnerability reduction ensures that
public and private entities (including individuals) are invested, fully active partners.

Individual and Local Community
¢ Increase awareness of hazards and take appropriate actions to reduce risk.

e Develop plans, and recognize that a more prepared individual (or family) is the
foundation of a more resilient community.

e Foster a culture of individual responsibility and community resilience.

e Promote neighborhood activities, such as participation in awareness campaigns and
incorporating long-term vulnerability reduction recommendations.

e Adopt and enforce a suitable building code to ensure resilient construction.

e Capitalize on opportunities during the recovery building process to further reduce
vulnerability.

Private Sector and Government

e Put community plans to work. Execute identified risk management priorities and
actions from analysis and planning processes in the community.

e Make risk reduction a priority in capital improvement projects.

e Understand and capitalize on the potential returns on investment from resilient
actions.

e Create a culture of awareness and incorporating long-term vulnerability reduction
activities.

e Employ a variety of incentives, statutory and regulatory requirements, and voluntary
initiatives to implement successful practices throughout communities.

e Be transparent and explicit about mitigation efforts in order to increase and sustain
whole community investment, reduce duplication of effort, and encourage
complementary efforts by partners.
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e Improve and share practices and tools across the whole community. Research and
development of these capabilities should be based on their value, not the visibility of

their results.

e Promote effective mitigation through leadership by example and the establishment of

voluntary standards and practices.

e Incorporate successful practices into community actions.

e (Capitalize on opportunities during the recovery building process to further reduce

vulnerability.

OPERATIONAL COORDINATION

Definition (Source: National Preparedness Goal):

Establish and maintain a unified and coordinated operation structure and process that appropriately
integrates all critical stakeholders and supports the execution of core capabilities.

Capability Description

Incorporating mitigation efforts, as well as response and recovery efforts following
disasters, into everyday activity requires operational coordination. Operational Coordination is
an mmportant component in achieving successful mitigation through coordinating structures (see
Section 5, Coordinating Structures and Integration) that connect mitigation practitioners with
other communities of interest, practice, and expertise. Operational Coordination is fundamental
to all the other mitigation capabilities and is necessary to build whole community resilience.

More specifically, Operational Coordination 1s the conduit to and from stakeholders. It
leverages other Mitigation capabilities and other mission areas to promote resource sharing,
collaboration, and whole community mitigation. This core capability could be a physical entity
but could also be a policy or guidance document that outlines procedures and protocols.
Effective Operational Coordination enables efficient and timely information flow but also
contains a feedback mechanism that incorporates improvements back into the governing process
and structures.

Some threats, hazards, or disasters require highly disciplined and uniform operational
coordination. This is particularly true during initial response and recovery activities, where
incident command and control structures are in place to ensure the safety of responders and
provide continuity and accountability for survivors.

Other situations, such as daily building enforcement operations or community planning
efforts, are more decentralized and organic in their coordinating structures, bringing together
varied and complex stakeholders with unique authorities and responsibilities.

Whatever the coordination required, mitigation works effectively as

part of all

operational environments and brings risk-informed decisions to support activity across the whole
community of national preparedness.
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827 Objectives and Key Actions

828 Steady State/Ongoing Operations

829 e Establish protocols that support mitigation capabilities within all states, territories,
830 and municipalities in coordination with Federal agencies.

831 e Clarify mitigation roles and responsibilities in every community.

832 e Build a coordinated delivery of mitigation capabilities that support the needs of
833 resilient communities.

834 e Recognize the complexity of various interest groups and integrate organizations
835 across communities.

836 Event-Driven Operations

837 e Emphasize mitigation techniques integration into incident response National Incident
838 Management System (NIMS) Incident Command System (ICS) planning cycles by
839 command and staff representatives.

840 e Leverage mitigation products and capabilities to support incident operations.

841 e (apitalize on event-specific opportunities for mitigation actions.

842 Change Management

843 e Adapt to evolving risks and changing conditions.

844 e Look for ways to include new stakeholders in mitigation capabilities.

845 PUBLIC INFORMATION AND WARNING

Definition (Source: National Preparedness Goal):

Deliver coordinated, prompt, reliable, and actionable information to the whole community through the
use of clear, consistent, accessible, and culturally and linguistically appropriate methods to effectively
relay information regarding any threat or hazard and, as appropriate, the actions being taken and the
assistance being made available.

846
847 Capability Description
848 Effective mitigation is powered throughout its capabilities by risk-informed

849  decisionmaking. For mitigation, Public Information and Warning includes all information

850 targeted toward creating resilient communities. The whole community shares information;

851 communicates analytic products; conducts outreach, engagement, and education; and builds

852  consensus as part of ongoing actions. This capability also provides a continuous flow of

853  actionable risk and hazard information to the whole community, in particular to those persons
854  that influence (authorize) action before and following a disaster and drive risk-informed recovery
855  decisions.

856 Timely, accurate, and open information sharing, along with mutual regard and respect for
857  all stakeholders, provides the foundation for effective engagement. The most critical elements of
858  information concerning hazards, risk, responsibilities, smart practices, preventive measures,
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situational awareness, capabilities, and available assistance should be clearly and openly
communicated to the whole community.

26

Across the broad range of Mitigation stakeholders, the types and methods of information
transfer will include:

Grass-roots, individual/community-originated communication.
Local-to-local internal (to their own constituencies).
Local-to-local external—peer mentoring.

Education and outreach.

Communication via Federal programs.

Public-private communications, including partnerships (e.g., coordination of resilient
systems—infrastructure, built environment, social environment—in development
projects).

One-directional communications (regulations, warnings, forecasts, and technical
guidance).

A broad range of communication tools and techniques tailored to the circumstance and
audiences drives Mitigation capabilities. Driving informed action throughout the adaptive cycle
of mitigation requires a broad range of communication tools and techniques tailored to the
circumstance and audiences.

Objectives and Key Actions

Steady State/Ongoing Operations

Communicate priorities and actions identified through risk analysis and plans to
stakeholders and those expected to take action to reduce risk.

Refine and consider options to publicly release potentially sensitive risk information.

Leverage and maintain engagement through social media, Web sites, and
technological mechanisms such as Ready.gov and smart phone applications to inform
the public of actions to take to connect preparedness to resilience.

Practice science-based methodologies such as community-based social marketing to
create behavior change.

Promote mitigation and resilience to the public through a national campaign to
increase public awareness and motivate individual citizens to build societal resilience
prior to an event.

Communicate resilience innovation as a value proposition to stakeholders. Encourage
private and public sector partners to work together to communicate the benefits of
mitigation action and arrive at solutions.

Support and expand communities that develop consensus risk reduction products
(e.g., building codes, design standards, floodplain management principles and
practices, etc.) and make them available.
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Event-Driven Operations

e Share prompt and actionable messages, to include specific hazard and threat public
alert systems as appropriate to aid in the preparedness of imminent or follow-on
events.

e Share information obtained through coordinating activities to inform response and
recovery decisionmaking by effectively communicating threat and hazard risk
analysis such as that included in a Threat and Hazard Identification and Risk
Assessment or the Federal Bureau of Investigation (FBI) Annual Threat Report.

e Outreach through atypical partners.

e Coordinate the release of timely event-specific information following a natural,
technological, or man-made disaster to take advantage of the media information cycle
to influence public opinion to take steps toward future mitigation.

e Capitalize on the critical post-disaster window of opportunity for communicating risk
and risk reduction action to mitigate against future hazards and threats.

Change Management
e Address evolving risk perception and risk communication within a community.

5.0 COORDINATING STRUCTURES AND INTEGRATION

INTRODUCTION TO COORDINATING STRUCTURES

Coordinating structures are organizations, agencies, groups, committees, and teams that
carry out activities in support of building resiliency at the national, regional, and local levels.
Coordinating structures provide a context within which the appropriate level of engagement can
be determined. They provide guidance, support, and integration in order to facilitate community
preparedness by delivering the core capabilities. They encourage ongoing communication and
coordination of all involved parties. Coordinating structures come in many forms and generally
include representatives from the public sector, private sector organizations, including nonprofits
and nongovernmental organizations, and individuals. At the Federal level, multiple departments
or agencies are involved.

Mitigation is most successful when it is woven throughout and embraced by all the
existing coordination structures—the structures explicitly within the Mitigation Mission Area as
well as the structures supporting prevention, protection, response, and recovery. The Mitigation
Framework builds on scalable, flexible, and adaptable coordinating structures to deliver the core
capabilities. Given the risk-based premise (rather than the event-based focus of other
frameworks), the coordinating structures required for mitigation take on both formal and organic
characteristics. The preponderance of the coordinating structures originates and is sustained at a
regional and local scale. These structures must adapt to the character of those they serve and will
take on different emphases that reflect the level of vitality currently in place. Structures in
communities that are expanding their economic base would have different priorities than the
structures in communities recovering from a disaster or economic downturn.

Depending on the hazard group, the level of engagement required by a given role varies.
Some structures can be isolated within a hazard group or across the spectrum of roles, while
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others act vertically or horizontally. For adversarial hazards, national-level organizations play a
predominant role, along with information and coordination that flows from individuals and
neighborhoods. For natural hazards, local and regional entities play the predominant role, with
national structures stepping in when requirements exceed local and regional capabilities.
Technological hazards rely on national, regional, and state structures. For example, within the
private sector, a given corporation may engage at multiple geographic levels to the
corresponding threats and hazards for those areas. There may be operational and strategic
structures at a national corporate level, yet their specific sites may engage at a neighborhood or
local geographic level as well.

The coordinating structures for Mitigation need to have a focus on changing the culture
of the Nation from one where decisions are made without an awareness of the risks to one where
all planning, decisionmaking, and development occur with risk management mitigation
embedded to reduce the Nation’s risk and associated consequences. This is true regardless of the
level of the coordinating structure or whether it spans horizontally at the local level or across all
levels from the individual through the national level. Coordinating structures at the national
level, particularly the Federal Government, need to endeavor to make Federal programs more
accessible and reduce the amount of time it takes to go through processes and requirements.

Exhibit 7: Examples of Coordinating Structures

Hazard Group
Natural Technological/Accidental | Adversarial/Human-Caused
Federal Interagency Flood ey
A National T e Mitigation Interagency Task Force*
— [ |
State or Tribal Hazard St e State Comprehensive
State or Tribal Mitigation Response C onfmi s:i o Emergency Operations
Planning Committee Planning Committee
] Local Hazard Infrastructure :
) ST Joint
[=] . Mitigation Sector Tavorism
E Regional Planning Coordinating
: : Task Force
g Committee Council
2 Local Comprehensive ocal Einarieicy
g Local Emergency Operations : -
§_ Planning Committee Planning Committee
Firewise Community
Neighborhood ! !
StormReady Community
Individual and
Household

*New coordinating structure

The decision to build better, stronger, and smarter must be made ahead of the event. The
budgeting process at the state and local level is important for mitigation to be successful in our
communities. The allocation of resources to minimize risks and make the economic vitality of
communities more sustainable is a wise investment. It shows commitment to ensuring a
community and its people, businesses, government, and services can function again immediately
after a disaster.
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LINKAGES TO OTHER MISSION AREA COORDINATING STRUCTURES

While the Mitigation Framework focuses on risk rather than events, the mitigation
capabilities serve critical roles that inform prevention, protection, response, and recovery efforts.
During events, the focus must be on public safety and response, but mitigation is present even at
this time and will align to the coordinating structure in place for the response phase through the
Response mission area. In the immediate aftermath of an event there is tremendous opportunity
to identify new, unforeseen hazards and develop and implement mitigation techniques in
preparation for potential future events. After an event, there is political will, immediate
experience, and great teaching moments that promote mitigation strategies and successful
practices. The coordinating structures must take advantage of this, either through the Response
or Mitigation coordinating structures, to ensure that the opportunities available during this
unique time are capitalized on and captured.

As the transition from response to recovery occurs, mitigation will transition from the
Response coordinating structures to the Recovery coordinating structures. This is to ensure that
mitigation activities are embedded in the recovery process and that every opportunity is taken to
rebuild stronger and smarter in a way that increases the resilience of our communities and
sustains the economic vitality that is developed before— and recovered after—an event.

NEIGHBORHOOD AND LOCAL COORDINATING STRUCTURES

Local communities each have a specific character and set of laws that reflect their
history, constituents, and geography. Appreciating these characteristics and the fact that the vast
majority of mitigation plays out at a local level, no single set of coordinating structures can be
directed from a national framework that would predictably produce the necessary unified effort
in a community. The Mitigation Framework seeks to leverage, not dismiss, the organic structures
within a community that can advance long-term resilience and community vitality. These
include, but are not limited to, economic development commissions, private development
enterprises, planning commissions, community emergency response teams, faith-based
organizations, service groups, voluntary organization, public schools, mutual aid compacts, and
local mitigation committees. In some contexts, it may be appropriate to establish neighborhood-
level resilience teams that focus on the long-term vitality across the economic, health and social,
housing, infrastructure, and natural and cultural resources domains.

Through multi-jurisdictional, state, sector, and national coordinating structures, specific
efforts should be made to generate and sustain these neighborhood and local coordinating
structures, which in turn help to build a community’s economic vitality and sustainability.

MULTI-JURISDICTIONAL, STATE, AND SECTOR COORDINATING
STRUCTURES

Reflecting local realities, the multi-jurisdictional, state, and sector coordinating structures
take on the character of the people and geography they serve. A set of structures have long been
in place that serve to advance mitigation.

Through the Mitigation Framework, specific efforts will be made to leverage and, where
appropriate, expand the scope of existing structures to advance mitigation capabilities. National
associations (e.g., the International Code Council, National Association of Counties, Business
Executives for National Security, American Society of Civil Engineers, and Homeland Security
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Consortium) and hazard-specific coalitions (e.g., the Earthquake Engineering Research Institute,
Association of State Floodplain Managers, National Association of Flood and Stormwater
Management Agencies, National Emergency Management Association, , Natural Hazard
Mitigation Association, and Western States Seismic Policy Council) offer particularly strong
avenues to advance and coordinate mitigation capabilities.

Existing structures such as, but not limited to, State Hazard Mitigation Planning
Committees, long-term recovery task forces, domestic security groups, water conservation
boards, coastal commissions, and regional/metropolitan planning organizations can all advance
elements of mitigation capabilities as well. Fusion Centers and Joint Terrorism Task Forces can
take particular advantage of threat, hazard, risk, and resilience data generated through mitigation
capabilities.

Each of the Nation’s 18 infrastructure sectors has Coordinating Councils that should
increase their attention to resilience and the deployment of mitigation capabilities. Leveraging
the efforts of the State, Territorial, Tribal, and Local Government Coordinating Council, the
Sector Coordinating Councils can encourage multi-jurisdictional and cross-sector leadership and
decisionmaking.

Even with all the value these existing structures offer, additional integrating structures
may be necessary. The Silver Jackets program developed through the U.S. Army Corps of
Engineers serves as a prototype for this type of integrating structure at the regional/state level,
while acknowledging that this will take on different forms, shapes, and names in each state or
watershed. Effective and continuous collaboration between Federal and state agencies is critical
to successfully reducing the risk of flooding and other natural disasters in the United States and
enhancing response and recovery efforts when such events do occur. No single agency has all the
answers, but often multiple programs can be leveraged to provide a cohesive solution. Each of
these entities brings a cross-section of leaders from the whole community that breaks down
barriers and aligns common endeavors to gain the greatest value for the people they serve. The
Silver Jackets program provides a construct to consistently bring together multiple Federal, state,
and sometimes tribal and local agencies to learn from one another and apply their knowledge to
reduce risk.

NATIONAL COORDINATING STRUCTURE

While the preponderance of mitigation and the investment therein flows from the regional
and local level, Federal agencies play a critical role in supporting and incentivizing these actions
in the use of Federal resources. A Mitigation Interagency Task Force (MIT-Force) is being
established to coordinate mitigation programs across the Federal Government and monitor the
effectiveness of mitigation capabilities as they are developed and deployed. The MIT-Force
includes relevant Federal agencies; state, tribal, and local organizations; private industry; and the
American Red Cross. It is chaired by the Administrator of FEMA.

Federal representatives on the MIT-Force include, but are not limited to, senior officials
from the Departments of Agriculture, Commerce, Defense, Energy, Health and Human Services,
Homeland Security, Housing and Urban Development, Interior, Justice, and Transportation, as
well as the Small Business Administration and the Environmental Protection Agency. Consistent
with Presidential Policy Directive 1, Organization of the National Security Council System, the
MIT-Force will coordinate with the relevant National Security Council Interagency Policy
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Committees. The MIT-Force will have at least an equal number of non-Federal members to
ensure appropriate integration of Federal efforts with state, tribal, local, and private industry
efforts.

Private industry representation on the MIT-Force will come through the Critical
Infrastructure Partnership Advisory Council (CIPAC), which was established by the Department
of Homeland Security to facilitate effective coordination between Federal infrastructure
protection programs with the infrastructure protection activities of the private sector and of state,
tribal, and local governments. The CIPAC represents a partnership between government and
critical infrastructure owners and operators and provides a forum in which they can engage in a
broad spectrum of activities to support and coordinate critical infrastructure protection.

The MIT-Force shall be the definitive coordinating structure for Federal efforts. Related
councils, task forces, and committees shall come under the overall coordinating efforts of the
MIT-Force. This includes such entities as the Federal Interagency Floodplain Management Task
Force. Learning from the Silver Jackets, coordinating structures within participating structures
should be reported to the MIT-Force. Through the MIT-Force, direct integration with the
Recovery Framework coordination structures shall occur. Within the MIT-Force, functional
teams covering the economic, health and social, housing, infrastructure, and natural and cultural
resources domains should be established that will align with the corresponding Recovery Support
Functions. Nothing about the formation and operation of the MIT-Force is intended to alter or
impede the ability of executive departments and agencies to carry out their authorities or perform
their responsibilities under law and consistent with applicable legal authorities and other
Presidential guidance.

6.0 GUIDANCE FOR MORE DETAILED PLANNING IN SUPPORT OF THE MISSION
AREA

This Mitigation Framework serves as key doctrine on how disasters are mitigated in the
National Preparedness System. To transition this doctrine into synchronized roles and
responsibilities, PPD-8 directs the development of Interagency Operational Plans (I0OPs) to
support each national planning framework. Each IOP will describe the operations for integrating
and aligning existing national-level Federal capabilities to support mitigation activities
throughout all levels of government and sectors of society.

PPD-8 also directs the development of department-level operational plans to support each
IOP, as deemed necessary by the respective department or agency. These plans will describe the
delivery of mitigation capabilities to fulfill the entity’s responsibilities as outlined in the
Framework and 10P.

INTERAGENCY OPERATIONAL PLANNING (IOP)

The goal of the IOP is to achieve the desired end-state for Mitigation (in addition to those
of other mission areas if framework 10Ps will be combined) as described in the National
Preparedness Goal through the delivery of the core capabilities described in this Framework.
Objectives based on the capability targets listed in the National Preparedness Goal shall be
included in the IOP.

Synchronization and integration of the Mitigation and other IOPs with the remaining
mission area IOPs is critical to achieving a unified system and approach. This includes horizontal

FOR NATIONAL REVIEW PPD8-ENGAGEMENT@FEMA.GOV 31



mailto:PPD8-ENGAGEMENT@FEMA.GOV

1088
1089
1090
1091
1092

1093
1094
1095
1096
1097
1098

1099

1100
1101
1102
1103
1104
1105
1106
1107
1108
1109
1110
1111
1112
1113
1114

1115
1116
1117
1118
1119

1120

1121
1122
1123
1124
1125
1126

1127

1128
1129

WORKING DRAFT—NATIONAL MITIGATION FRAMEWORK

and vertical integration across plans as well as among core capabilities. Synchronizing core
capabilities across mission areas should at a minimum address three integrating and coordinating
factors: risk; command, control, and coordination; and resources. In addition to aligning and
integrating plans, the IOP must describe processes for ongoing interagency coordination,
planning, information sharing, and coordinated program implementation.

Building on the relationships and coordination mechanisms that were developed while
preparing the Framework, whole community engagement shall be continued during development
of the IOP. In addition to including diverse representation (e.g., people with disabilities and
access and functional needs) during the planning process, the voices of these specific populations
need to permeate throughout the IOP and demonstrate a commitment to delivering core
capabilities that will serve the entire Nation.

IOP Structure and Contents

The I0P should begin with a list and brief description of planning assumptions that
establish context for the Concept of Operations, Authorities and References, and Annexes
sections. Next, the Concept of Operations section will describe how Federal capabilities that
support mitigation activities throughout the whole community will be integrated, synchronized,
managed, and delivered. It will include organizing and assigning responsibilities and will
identify primary and supporting Federal departments and agencies based on existing authorities.
Critical tasks, responsibilities, assignments, and resources, and a supporting resource structure
for executing those tasks with detailed resource, personnel, and sourcing requirements will be
generated for each Federal department and agency. Responsibilities of specific coordinating
structures that are required to ensure the delivery of mitigation core capabilities will be identified
and will include their role during the steady state, response, and recovery phases. For the support
mitigation capabilities provided to response and recovery, thresholds for activation will need to
be identified. The IOP must also describe how structures that deliver mitigation core capabilities
and resources during response and recovery will be integrated with and support the established
coordinating structures of those mission areas.

After describing the Concept of Operations, the IOP must list relevant authorities and
references to other resources, including laws, statutes, ordinances, executive orders, regulations,
and formal agreements relevant to mitigation. The list should also specify the extent and limits of
the authorities granted, including the conditions under which these authorities become effective.
Provisions for continuity of operations and continuity of government should be included as well.

IOP Review Cycle

The IOP needs to describe a review cycle with a clear frequency and timeline, monitoring
process, and assigned roles and responsibilities. It should also describe a responsible entity and
process for recording and documenting lessons learned from exercises, disaster events, and other
events that have a significant impact on the Mitigation Mission Area. This section will also
assign roles and responsibilities to all Federal departments and agencies will that will review,
adjudicate policy level issues, and approve the Mitigation IOP.

DEPARTMENT-LEVEL OPERATIONAL PLANNING

The PPD-8 Implementation Plan states that each executive department and agency will
develop and maintain department-level operations plans, as deemed necessary by the respective
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department or agency. Department-level operations plans describe how the organization will
deliver mitigation core capabilities to fulfill its responsibilities as outlined in the Framework and
IOP. Existing plans, standard operating procedures, or guides may be used for the development
of these plans. The department-level plan should contain the level of detail necessary to clearly
identify the department or agency’s specific critical tasks, responsibilities, and resources required to
fulfill its mission area tasks under the 10P. The frequency for reviewing and updating these plans
will depend on each department or agency’s internal business practices.

7.0 FERAMEWORK REVIEW, MONITORING, AND UPDATE

In order for the National Mitigation Framework to effectively serve as key doctrine for
how we mitigate against disasters in the National Preparedness System, it must reflect current
conditions, realities, and stakeholder perspectives. Through a standard review, monitoring, and
update cycle, the Mitigation Framework will remain relevant, credible, and sound for the whole
community. This will require an assessment of the system as a whole, as established by the
Mitigation Framework, as well as a more detailed look at the mitigation core capabilities.

MONITORING PROCESS

The MIT-Force will have primary authority and responsibility for monitoring the
National Mitigation Framework. During Framework implementation, the MIT-Force will
determine the frequency of monitoring reporting activities, maintain an ongoing stakeholder
feedback mechanism, and assign responsibility for the monitoring activities listed below.

Monitoring includes the following activities for inclusion in a future Framework update
process:

e Noting best practices when comprehensive, holistic mitigation occurs successfully
across core capabilities, domains, levels of government, and sectors of society.

e Documenting success stories that show that implementing mitigation strategies has
strengthened the community’s tax base, business revenue, and economic vitality.

¢ Noting any new and innovative science, technology, methodologies, and data for
identifying threats and hazards.

e Documenting innovative and successful planning initiatives that move us toward
more resilient communities and a more resilient Nation through long-term
vulnerability reduction and sustainability.

e Recording innovative and successful communication, outreach, education, and
warning practices that increase the resiliency of citizens, communities, and the
Nation.

e Noting innovative and successful leadership, collaboration, and partnership-building
capabilities that create and sustain resilient communities.

e Documenting timely, sustainable, innovative, and successful long-term vulnerability
reduction projects or initiatives.

e Documenting any new or innovative coordination forums/groups/committees that
enable successful and coordinated mitigation capabilities.
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e Recording lessons learned from exercises, disaster events, and other events that have
an impact on the Framework.

e Noting any systemic and capability-level challenges and obstructions that have arisen
and have not already been captured and addressed in the Framework.

¢ Identifying gaps in coordination and missed opportunities.
e Documenting ongoing stakeholder engagement during Framework implementation.

e Describing the effectiveness of the simple feedback process available for the whole
community and other mission areas.

REVIEW PROCESS

The review and update process for this first edition of the National Mitigation Framework
will occur within 18 months of its release and then every four years thereafter. The MIT-Force
will assign resources for carrying out the formal review process.

The review process provides an opportunity to reassess the Framework’s direction and to
address current conditions and realities by engaging stakeholders, revising the Framework
document, and publishing an amended version for the whole community. The review and update
process will be managed by the resources the MIT-Force assigns, and an ad hoc Mitigation
Framework Review Work Group will be assembled. The work group will oversee all Framework
review activities and will be responsible for soliciting feedback and recommendations from the
whole community, including representatives from all other mission areas. The work group will
be responsible for releasing a draft amended version for the whole community to review and then
capturing and reviewing comments.

Information reported through the monitoring process will be integrated into the
Framework, as appropriate. For the Guiding Principles section, missing concepts that are
fundamental to the success of mitigation will be included, and the existing principles will be
reevaluated against current realities. Where conditions, realities, and stakeholder perspectives
have changed very little or not at all, the Framework may remain unchanged.

Exhibit 8: Family Surveying Damage
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8.0 CONCLUSION

Although the Mitigation Framework is new, mitigation occurs every day across the
Nation. Mitigation does not have to be difficult; more can be achieved by working together as a
whole community to make mitigation a priority. Community leaders across the country have
organized and implemented processes and projects that reduce risks from threats and hazards
ranging from tornadoes to chemical releases and terrorism threats. Elevating and recognizing
mitigation as a priority is a shared responsibility that begins with individuals, households, local
communities, and the private sector. The private sector, not only retail but also service providers
and industry, is a key community stakeholder that can drive community action. Across the
Nation, the most commonly cited successful mitigation programs involve significant private
sector engagement. Drawing upon support and guidance from the Federal Government, states,
tribes, the private sector, and nongovernmental organizations, risk can be reduced and
community residents can feel confident knowing they live in safer, more secure, and resilient
communities.

Working together, risks can be recognized and addressed through a culture of
preparedness and mitigation that is built and sustained over time. This begins with a
comprehensive understanding of risk that is translated into plans and actions through
partnerships. Aiming toward the ultimate goal of sustainability and resiliency, mitigation is a
process of continuous learning, adapting to change (e.g., community, social, and environmental),
managing risk, measuring successes, and evaluating progress. Clear and measurable returns on
investment in mitigation are essential to sustaining a resilient, risk-conscious culture. Relevant
and credible information is key to an effective, integrated, all-of-Nation, and capabilities-based
approach to risk management.

Through the Interagency Operations plan, Framework capabilities will be broken down
into Federal roles and responsibilities, and then clear, objective, and quantifiable performance
measures to track progress over time will be developed. To ensure that the Framework continues
to be relevant to the changing Nation, it will be reviewed and revised to meet evolving
conditions. Through these review and monitoring mechanisms, progress in the ability to build
and improve mitigation capabilities will be tracked and evaluated. A mature risk-conscious
culture is ultimately measured by its reduction in loss of life and whether it has sufficient
capacity to continue to promote the economic, ecological, and social vitality of the community
when recovering from an adverse event or adapting to changing conditions.
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9.0 GLOSSARY OF TERMS
Exhibit 9: Glossary of Terms
Row Term Definition
All-of-Nation/ Refers to enabling the participation of a wide range of

Whole Community

players from the private and nonprofit sectors,

Source

PPD-8 Lexicon/
National

1 including nongovernmental organizations and the Preparedness
general public, in order to foster better coordination Implementation
and working relationships. Plan, pg. 11
Coordinating A coordinating structure is composed of PPD-8 Program
Structures representatives from multiple departments or agencies, | Executive Office
public and/or private sector organizations, or a definition
combination of the preceding, and is able to facilitate
9 the preparedness and delivery of capabilities.
Coordinating structures provide guidance, support, and
integration to aid in the preparedness of the whole
community. They ensure ongoing communication and
coordination between all parties involved in preparing
and delivering capabilities.
Core Capabilities The combination of knowledge, skills, and tools Adapted from
necessary to carry out the National Mitigation PPD-8 Lexicon/
3 Framework. Working definition
The highest priority essential functions necessary for for Protection
achieving the end-state. Mission Area
Domains Components of a community where mitigation actions National Disaster
must take place in order to be resilient in the face of all | Recovery
hazards. Mitigation identifies five domains: Framework
= Economic
4 = Housing
» Natural and Cultural Resources
» Infrastructure
» Health and Social Services
Hazard Classes A natural, technological, or human-caused source or PPD-8 Lexicon/
cause of harm or difficulty. DHS Risk Lexicon,
1. Natural: Source of harm or difficulty created by a Pg. 16; NIPP, pg.
meteorological, environmental, or geological 110
phenomenon or combination of phenomena. PPD-8 Lexicon/
2. Technological: Source of harm or difficulty created | DHS Risk Lexicon,
5 by accidents or failures. pg. 19
3. Adversarial/Human-Caused: Source of harm or Adapted from
difficulty created by an individual, group, Comprehensive
organization, or government. Preparedness
Guide 101
Adapted from
PPD-8 Lexicon
Mission Areas Preparedness, Prevention, Protection, Mitigation, National
6 Response, and Recovery. Preparedness
Goal
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Row Term Definition Source
Mitigation Those capabilities necessary to reduce loss of life and | National
7 property by lessening the impact of disasters. Preparedness
Goal
National Framework [ The National Frameworks will address the roles and National
(for each mission responsibilities across the whole community to deliver Preparedness
area) the core capabilities. Goal

The frameworks will be built upon scalable, flexible,
and adaptable coordinating structures to align key roles
and responsibilities to deliver the necessary
capabilities to prevent, protect, mitigate, respond, and
recover. The planning frameworks are intended to
provide succinct descriptions, at a high level, of the
steps to be taken to prepare to deliver the necessary
capabilities. The frameworks are not intended to be
traditional operational plans, concept of operations, or
detailed plans for affirmative action.

Implementation
Plan

National
Preparedness

The actions taken to plan, organize, equip, train, and
exercise to build and sustain the capabilities necessary
to prevent, protect against, mitigate the effects of,
respond to, and recover from those threats that pose
the greatest risk to the security of the Nation.

PPD-8 Lexicon/
PPD-8, pg. 5

10

Presidential Policy
Directive 8 on
National
Preparedness
(PPD-8)

Presidential directive aimed at strengthening the
security and resilience of the United States through
systematic preparation for the threats that pose the
greatest risk to the security of the Nation, including acts
of terrorism, cyber attacks, pandemics, and
catastrophic natural disasters.

PPD-8 Lexicon/
WC Terms and
Definitions Guide,

pg. 3
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