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IPAWS Architecture

Standards Based Alert Message protocols, authenticated alert message senders, shared, trusted access
& distribution networks, alerts delivered to more public interface devices
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CAP

e Common Alerting Protocol - an OASIS data
Standard (also recognized by NIEM) for
alerting

* Composed of standard XML tags

 some for computer use
e some for human use

* some for interpretation by a computer that can be presented in a
user friendly fashion

e EAS and CMAS Messages can be
automatically derived from specific subsets
of the tags in CAP.



Where Do the EAS Values Come From in CAP?

<alert smlne='"urnoasi Iemergencyeapil 2t
<alert smlne="urnoasi Imemergencycapild's

<identificrogh_cas 003 _lbfcb<identifrer=

<sender=ghap@enpdpaham.com</sender>

<slatussActual<fstabos:

2oodexIPAWSy LI codes
=cndercodel<fendes

=codercoded<fendes>

anobe=CAPLME with et info added.<fmobes>
incidentssIncident] inddent2<fincidentss

inda
HOTY goTy
tegory = CBRNE</category
Ll - lion Wamingsh
o Wanngdeveot> PSSCCC
oy

—————9Warning Text

ZrespurceDesesEAS Broadcast Conbent</respurceDescs

<mimeTyp P dige</mimeTypes




CAP Message with Optional Use of Resource from IPAWS

Profile

xmlert xmi: gyl 2

'For IPAWS this exact
wording must be used!

<resource>
<resourceDesc>EAS Broadcast Content</resourceDesc>
<mimeType>audio/x-ipaws-audio</mimeType>
<uri>http://tbd.com</uri>",

<{resource> |

Other allowed values are:
1. audio/x-ipaws-streaming-audio
2. video/x-ipaws-video

3. video/x-ipaws-streaming-video

Broadcasts over
2 minutes may
be truncated!




Improved Geolocation

- 0.N WGS-84
. point lists

area>

<areaDesc>United States</areaDesc> |
'ipﬂlygﬂm.-muawm 19.95 30.62,119.74 58.62,119.80 M;-im.1a</ pulygun‘:—-
<circle>386.1360,-115.1548 1.6</circle> .
<geucude> 0..N WGS 84 point with

<valueName>saMe</valueName> S
<value>000000</value>
</geocode>
<geocode>
<valueName>zip</valueName>
<value>2406</value>
</geocode>

area>

- 1..31SAME

0.. N with any valueName




To Be a CMAS Message

¢ Imminent Threat

* <severity> of Extreme or Severe
* <urgency>of Immediate or Expected
e <certainty> of Observer or Likely

e Duration less than 24 hours

e Presidential

o <eventCode> <value> of EAN

e All restrictions relaxed.

e Amber Alert

o <eventCode> <value> of CAE (Complete Rules TBD)
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The Actual CMAS Message

zalert '3 FiCap 1
<alert )l ns='t H el 1
dll!ﬂ'lhﬁﬂhﬂh_p-_m ﬁhbﬂ“mhﬁ:ﬂ-
=penders, menders
::,".‘;;;‘;,‘f,:“;"“’..ﬂ.fwﬂz - Translated from Event Immediate Evacuation
Puablicsh . Code .

<codes1PAWSYLD</modes
“eodescoded<feodes

this Area
sendesooded<fendes

[ ]
until
-:mlaf‘.rf.l.l’-l]ii with ad-n imfo -di:n!.q’nnlﬁ-r

Incident mcident2d | | 2:50PM EDT

<info

<cncgorysOtherdleriegorys

<category>CBRNE</category: or

i.‘.!upm'-:"r FEvacuabe s

wﬁ.ﬁ.m - vacuate

Py -t N T " details turn to radio
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“paramelers
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<l OV fralu

| Simple translate from <expires>

muﬂemduunpﬁn of Area af Warning<jareaDlescs
08 36,79, /F7.06 56,70,-77.04 36,80,77.00 38,83, 77 D8 <fpolygons
-amrlu- BRA3-TT08 Befcirdes
<gearades
svalueMamesSAME<fralueMames
value 51510 values
</geocodes
<fareas
<finfas
=falerts

Response Type



The Actual CMAS Message

<alert xmlns='"urnmoasi eiemergencyicapil, 2

alert somlngs='t - 5 il 1M
-:n!ﬂi:ﬁnhﬂh_p-_m ﬁ&mﬂlh&ﬂ
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<statussActualefetabos

dmlﬂ}wﬁ%ﬂ )
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2infos
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E-qumwn, :: <value>Custom Message up to 90
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= vl diak ..’u-g:nngh
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Mnmnwww
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o Specially
e e thorized
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b TV el
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<waluesCoglon Maossage up 0 90 Characdors<fralues
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=/ respurces

HATER
<arcaDescdescription of Area af Warning<farcaDescs
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Comments and Questions

» IPAWS Website - hitp://www.fema.gov/emergency/ipaws

Mark.Lucero@dhs.gov
Office (202) 646-1386
Chief, IPAWS Engineering, National Continuity Programs, DHS FEMA

Gary.Ham@associates.dhs.gov
Office: (703) 899-6241
Contractor, Systems Architect, IPAWS-OPEN
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