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Ready Business, an extension of the U.S. Department of Homeland Security’'s Ready campaign, helps owners and
managers of small to medium-sized businesses prepare their employees, operations and assets in the event of an
emergency. Launched September 2004, Ready Business is funded by Homeland Security’'s Office of Infrastructure
Protection. This Ready Business Mentoring Guide was made possible with support from the Federal Emergency
Management Agency (FEMA). For more information on individual and business preparedness visit www.ready.gov.
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READY BUSINESS
MENTORING GUIDE

Working With Small Businesses to Prepare for Emergencies

Introduction

Scenes of disaster replay on televisions
across the country with numbing regularity: A
hurricane blasts through Florida... fire sweeps
through a small-town manufacturing plant...
floods destroy a local business district... a
winter storm causes widespread power failure
in the Northeast.

Every year emergencies take their toll on
business and industry in terms of lives

and dollars. But something can be done.
Businesses of all sizes can limit injury and
damage and return more quickly to normal
operations if they plan ahead. Preparedness
works.

The Ready Business Mentoring Guide is designed to help business advisors encourage small
business owners and managers to take action to reduce the impact of natural or man-made
disasters. The Ready Business content reflects the Emergency Preparedness and Business
Continuity Standard (NFPA 1600) developed by the National Fire Protection Association and
endorsed by the American National Standards Institute, the 9/11 Commission and the U.S.
Department of Homeland Security.

Thank you for your assistance in preparing the business community for disasters and emergencies.
Your participation in this important effort will contribute to the safety of your friends and colleagues,
as well as protect the local business community.

(Why Help Businesses Develop an Emergency Plan? )

Business owners invest a tremendous amount of time, money and resources to make their ventures
successful, so it would seem natural for owners to take steps to protect those investments.

While the importance of emergency planning may seem self-evident, the urgency of the task is
often blunted by the immediate demands of the workplace. Also, owners and managers may have
only a nominal idea of the risks their business faces, or possess only a limited understanding of
steps they can take to reduce the potential impacts of disasters.

Last but not least, the business person is prone to the all-too-human tendency to believe that “it
won't happen to me.” In the meantime, businesses will continue to suffer setbacks that often could
have been reduced or prevented altogether had someone taken the time to plan.
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Sample Business Continuity

and Disaster Preparedness Plan

Supplemental material for this section:

Sample Emergency Plan
Available for download at www.ready.gov.

(__) Try to keep the plan simple so that it can be remembered and followed in an emergency.

(—_) The goal is to fill in as much of the plan as possible. Explain to the mentoree that it is okay
to “pencil in” answers. What is important is to start thinking about preparedness and move
forward in the process of developing a plan.

B Parts of the plan will likely be easy to fill in on the spot, since the information
requested is data that would be “top of mind” for a business owner.

Example: Designating a primary crisis manager and a back-up manager.
H Other parts may be partially answered, requiring follow-up in order to complete.
Example: Compiling a list of suppliers and back-up contractors.

| Others may require more deliberate planning that would take place over a period
of time.

Example: Developing and implementing a shelter-in-place plan.

(—_) The Sample Emergency Plan is a template. It provides a basic framework that may require
tailoring and customizing to fit the business’s specific needs.

B The company’s actual plan may require that entries made today be expanded
afterwards.

Example: The company’s communication plan, once it is developed, may
require more than the two lines provided in the Sample Emergency Plan.

(—_) Approach the Sample Emergency Plan step-by-step. Each item in the plan relates to a
topic that is addressed in greater detail on the Ready Business Web site.

Example: While the Sample Emergency Plan provides three lines for
cyber security planning, cyber security is more fully discussed on the Web
site, and includes links to other cyber-security sites.

(-_) Use the mentoring guide to spur discussion and promote a better understanding of
preparedness issues.
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Sample Emergency Plan

Page 1 — Plan to Stay in Business
Page 2 — Our Critical Operations
Page 3 — Suppliers and Contractors
Page 6 — Records Backup

Supplemental material for this section:
Worksheet: Continuity of Operations Planning

Information Sheet: Prepare for Utility Disruptions

Page 1 Page 2
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Four parts of the Sample Emergency Plan ask for information that corresponds to the
Ready Business Web site's discussion of business continuity.

Ask mentorees if they have considered specific emergency scenarios, even if they have not
formalized their thoughts into a plan.

Let them explain some of the contingencies they may have already considered, or use
relevant examples in the local community to highlight the importance of continuity
planning.

Tell mentorees that additional information is available in the “Protect Your Investment”
section at the end of the guide in support and furtherance of their emergency plan.

Continuity of operations planning (sometimes referred to as “COOP”) involves looking at
your business from inside and out to determine the people, resources and procedures that
are absolutely essential to keep your operation running.

Owners and managers should explore “what-if” scenarios, such as what to do if their place
of business is not accessible, if a major supplier is shut down, if emergency financial
decisions must be made, or if another person in the line of succession must assume
management of the company. At the same time, taking a broad, commonsense approach
will help manage emergencies that cannot be anticipated.

1 Yes or No? }

Have you identified the employee procedures that are absolutely necessary to keep
operating?

Do you have back-up plans for those operations?

Do you know what you will do if your building is not accessible?

Have you arranged for another firm to serve your customers or clients if you cannot?
Do you know what to do if your suppliers are affected by a disaster?

Do you back up your data in case computers or storage facilities are destroyed?

Go to the Sample Emergency Plan and have the mentoree begin to fill in the following.
Review the worksheet to help the mentoree formulate responses.

® Plan to Stay in Business — page 1
@ Our Critical Operations — page 2

® Suppliers and Contractors — page 3
® Records Backup — page 6

Continuity of operations planning — or COOP — involves looking at your business from
inside and out to determine what is absolutely essential to keep your operation running.

(.
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Worksheet: Continuity of Operations Planning

(__) Use this worksheet to expand your discussion of continuity planning. Note that the bulleted
sub-points (M) provide suggested actions that are useful to consider before completing the
plan.

@ Carefully assess how your company functions, both internally and externally, to determine
which staff, materials, procedures and equipment are absolutely necessary to keep the
business operating.

M Review your business process flow chart if one exists.
M |dentify operations critical to survival and recovery.

M Include emergency payroll, expedited financial decision making and accounting
systems to track and document costs in the event of a disaster.

W Establish procedures for succession of management. Include at least one person
who is not at the company headquarters, if applicable.
@ Identify your suppliers, shippers, resources and other businesses you interact with on a
daily basis.

m Develop professional relationships with more than one company in case your
primary contractor cannot service your needs. A disaster that shuts down a key
contractor can be devastating to your business.

l Create a contact list for existing critical business contractors and others you plan
to use in an emergency. Keep this list with other important documents on file in
your emergency supply kit and at an off-site location.

B Make a list of your most important customers and proactively plan ways to serve
them during and after a disaster.

® Plan what you will do if your building, plant or store is not accessible. This type of planning
is often referred to as a continuity of operations plan, or COOP, and includes all facets of
your business.

B Consider if you can run the business from a different location or from your home.

Ml Develop relationships with other companies to use their facilities in case a disaster
makes your location unusable.

® Plan for payroll continuity.
® Decide who should participate in putting together your emergency plan.

M Include co-workers from all levels in planning and as active members of the
emergency management team.

Ml Consider a broad cross-section of people from throughout your organization, but
focus on those with expertise vital to daily business functions. These will likely
include people with technical skills as well as managers and executives.

M Include employees with special needs and consider their unique requirements.
@ Define crisis management procedures and individual responsibilities in advance.
B Make sure those involved know what they are supposed to do.

 Train others in case you need back-up help.

continued on next page
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Worksheet continued

® Coordinate with others.
B Meet with other businesses in your building or industrial complex.

W Talk with first responders, emergency managers, community organizations and
utility providers.

B Plan with your suppliers, shippers and other business associates.

B Share your plans and encourage other businesses to set in motion their
continuity planning. Offer your help.

® Communicate plans with employees and conduct practice drills.

® Review your emergency plans annually. Just as your business changes over time, so do
your preparedness needs. When you hire new employees or when there are changes in
K how your company functions, you should update your plans and inform your people.

J

Information Sheet: Prepare for Utility Disruptions

Businesses are often dependent on electricity, gas, telecommunications, sewer and other
utilities.
® Plan ahead for extended disruptions during and after a disaster. Carefully examine which

utilities are vital to your business’s day-to-day operation. Speak with service providers
about potential alternatives and identify back-up options.

® Learn how and when to turn off utilities. If you turn the gas off, a professional must turn it
back on. Do not attempt to turn the gas back on yourself.

It is a good idea to pre-wire the generator to the most important equipment. Periodically
test the back-up system'’s operability.

® Decide how you will communicate with employees, customers, suppliers and others. Use
cell phones, walkie-talkies or other devices that do not rely on electricity as a backup to
your telecommunications system.

® Plan a secondary means of accessing the Internet if it is vital to your company’s day-to-
day operations.

@ If food storage or refrigeration is an issue for your business, identify a vendor in advance
\ that sells ice and dry ice in case you cannot use refrigeration equipment.

@ Consider purchasing portable generators to power the vital aspects of your business in an
emergency. Never use a generator inside as it may produce deadly carbon monoxide gas.

J

( Next Steps )

@® Discuss “what-if” scenarios with members of your emergency planning team.

® Review your critical operations and discuss procedures to follow in the event of a disaster

with the staff person in charge of each operation.

Take Away

i

Worksheet: Continuity of Operations Planning
Information Sheet: Prepare for Utility Disruptions
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Sample Emergency Plan

Page 1 — Emergency Contact Information

Supplemental material for this section: & READY.GOV sample Emergency Plan
Testimonial: Aeneas Sample Husiness Contbessity and Do Propamdnes Pl
(__) The Sample Emergency Plan only asks the mentoree t T

list non-emergency police and fire phone numbers and - ]
insurance contact information. — i

(—_) The mentor should explain that it is also important to
review and update insurance coverage.
=4

Tell mentorees that additional steps to help ensure they o
have adequate insurance coverage are provided in the b e
“Protect Your Investment” section at the end of the guide.

OV FWPEEFNEY CONTADT INFOEMATION
Inadequate insurance coverage can adversely affect a i

business that is damaged or destroyed by a disaster, or has

its operations interrupted.

Consider insurance-related issues such as the amount of
deductibles, how you would meet payroll and pay creditors, and your business financial
needs in case a disaster hits.

1 Yes or No? }

Y N

U O Does your company's insurance provide adequate
coverage for emergencies that may
affect your business?

U O Have you reviewed your coverage within the last year?

4 O Have you reviewed and renewed provisions for other
financial preparedness needs, such as arrangements
for emergency finances and protection of vital records,
within the past year?
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Testimonial: Aeneas

The people who work at Aeneas
Internet and Telephone of
Jackson, Tennessee, know what
it's like to have their business
devastated by Mother Nature.
Fortunately, because they had a
disaster recovery plan, they also
know what it’s like to recover

‘And because we were
ready, our customers
never knew the
difference.”

— Aeneas Internet and Telephone
CEQ Jonathan Harlan

from devastation.

On May 4, 2003, Aeneas was among the more than 400 businesses in
Tennessee hit by an F4 tornado, packing winds greater than 200 miles
per hour. The tornado resulted in eleven deaths and more than $50
million in damage throughout the community. Aeneas Internet and
Telephone lost more than $1 million in hardware and software, and its
home office was reduced to rubble.

“There was nothing left of our building. Just piles of bricks and concrete.
We lost everything,” said Aeneas Internet and Telephone CEO Jonathan
Harlan. “But back-up systems were in place and our employees worked
from other locations. And because we were ready, our customers never
knew the difference.”

Less than 72 hours later Aeneas was back, fully serving its clients’ needs.
In fact, many of its smaller business and residential phone customers
never lost their service. Aeneas had been able to protect itself against
a worst-case scenario because it had planned for a worst-case scenario.
Its business recovery plan was based on the idea that even if its facilities
were destroyed and services halted, it would have back-ups in place and
ready to go.

Through the recovery effort, Aeneas officials were careful to keep
customers abreast of their progress. Aeneas also benefited from the
quick work and dynamic spirit of its employees and the local community
who refused to let a tornado bring down what they had fought so hard
to build in the first place.

® Review coverage with your insurance agent. Be sure you understand what is covered,
including items that are excluded under your current policy.

@ Find out what records your insurance company will need to see in the event of a disaster
and store copies of the documents in a safe, off-site location.

Take Away

Testimonial: Aeneas
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Sample Emergency Plan

Supplemental material for this section:

Worksheet: Risk Assessment Survey

Page 2 — Be Informed

=

0

%

1 Yes or No? }

Y N

Draw on local knowledge of the area you live in to discuss
potential natural and man-made disasters. Then look at the
“Risk Assessment Survey.” In most cases, you will identify risks
that have not been considered previously.

Disaster preparedness includes both natural and man-made
events ranging from floods and power outages to technological
threats and terrorism.

Being informed means knowing your risks and knowing what to
do in different situations. Risk assessment can range from self-
assessment to a sophisticated engineering analysis.

Post-9/11 realities have heightened the concern for terrorist
events. The Ready Business Web site includes information

on chemical, biological, radiological and nuclear threats. Your
business safety plan should include a review of how to properly
respond to each of these events.

& READY.GOV

P ———
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Sample Emergency Plan

The Ready Business Web site also includes helpful information on coping with natural

disasters and industrial hazards.

U O Do you know the risks that your business faces from natural and man-made disasters?
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BE INFORMED
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Worksheet: Risk Assessment Survey

Possible H d Risk Level o

ossible Hazards

and Emergencies o 0‘& How Can | Reduce My Risk?
N

)

&
& & &

Floods aaaaq
Hurricanes Qaaaq
Thunderstorms and

lightning aaaaq
Tornadoes aaaaq

Winter storms and
extreme cold

Extreme heat

Earthquakes

Volcanoes

Landslides and debris flow

Tsunamis

Fires

IO Iy Ny Iy Ny Iy By
A Iy Ny Iy Ny ISy By I
D Iy Ny Iy Sy Iy Ay N
D Iy Ny Iy Ny Iy Ay

Wildfires

Hazardous materials incidents W O O Q

Nuclear power plants aQaaaq
Power outages aaaaq
Cyber-security Qaaaq
| Terorigm

Explosions Qaaaq
Biological threats aaaaq
Chemical threats aaaaq
Nuclear blasts aaaaq
Radiological Dispersion

Device (RDD) aagad

aaaaQ
QaaaQ

gaaaQ

1.
2.
Q.

N
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BE INFORMED

( Next Steps )

@ If you are uncertain about your risks, ask a local emergency manager about possible
hazards or emergencies.

® You also can consult FEMA for hazard maps particular to your area. Go to www.fema.gov,
select maps and follow the directions.

® Conduct a similar brainstorming session with your company’s emergency team. Use the
worksheet to record your findings and suggestions for reducing risk.

Cl' ake Away )

Worksheet: Risk Assessment Survey
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Sample Emergency Plan

Supplemental material for this section:

Worksheet: Involve Co-Workers in Emergency
Planning

Page 2 — Emergency Planning Team

=

N

1 Yes or No? }

Y N

Rather than fill out a team roster immediately, ask
the mentoree to describe the make-up of the team.
What roles and responsibilities immediately come to
mind? Ask if certain employees are particularly well-
suited for the team, and what qualities and abilities
make them a good fit.

Use the checklist to help determine who in the
organization may already be handling similar
responsibilities. The list also provides ideas about
how to get employees more involved in emergency
preparedness.

It is important that your company involve employees

at every level so they are part of the effort to prepare and protect their place of business;

also consider all divisions of the business.

& rerovcoy

| Bt it 1o
s armpile Hus
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Sample Emergency Plan

er Proparodne

O O Does your business have an emergency planning team in place?

U Q4 If not, is there anyone who has experience handling emergencies on behalf of the company?
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Worksheet: Involve Co-Workers in Emergency Planning

@ Involve co-workers from all levels in emergency planning; identify employees with
disabilities or other special needs and involve them in your emergency planning.

® Use newsletters, Intranet sites, staff meetings and other internal communications tools
to communicate emergency plans and procedures.

@ Set up procedures to warn employees. Plan how you will communicate with people who
are hearing-impaired or have other disabilities, or who do not speak English.

® Set up a telephone call tree, password-protected page on the company’'s Web site, e-
mail alert or call-in voice recording to communicate with employees during and after an
emergency.

@® Designate an out-of-town phone number where employees can leave an “I'm OK”
message in a catastrophic disaster. Remember to minimize your calls and keep them
short so others can get through.

® Encourage employees to have alternate means and routes for getting to and from work,
in case their normal mode of transportation is interrupted.

® Keep a record of employee emergency contact information with other important
documents in your emergency kit and at an off-site location.

@ If you rent, lease or share space with other businesses, it is important to communicate,
share and coordinate evacuation procedures and other emergency plans.

/

o
( Next Step )

@ Establish an emergency planning team that involves employees at all levels.

i

Take Away

Worksheet: Involve Co-Workers in Emergency Planning
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