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ANY OPINIONS, FINDINGS, CONCLUSIONS, OR RECOMMENDATIONS EXPRESSED IN
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Introduction

To support the facility assessment process, this easy to use Risk Assessment Database
application is provided with FEMA 452, Risk Assessment: A How-To Guide to Mitigate
Potential Terrorist Attacks Against Buildings and FEMA 455: Handbook for Rapid
Visual Screening (RVS) of Buildings to Evaluate Terrorism Risks. The database is
known as FEMA 452: Risk Assessment Database. It is a multi-purpose tool that supports
assessments of 1) facilities, 2) COOP facilities, and 3) the Rapid Visual Screening
process. The FEMAA452db User Guide provides direction to complete each of the
assessments capabilities within the database. The current version of the database was
developed based on the methodologies, principles and tools found in FEMA 452, Risk
Assessment: A How-To Guide to Mitigate Potential Terrorist Attacks Against Buildings
and FEMA 455: Handbook for Rapid Visual Screening of Buildings to Evaluate
Terrorism Risks.

Rapid Visual Screening Background

Implementation of FEMA 452, Risk Assessment Database demonstrated the need for a
preliminary procedure for assessment of risk specific to terrorist attack that is quick and
simple to use. It has also shown that such a procedure needs to be usable by
owner(s)/operator(s) who are knowledgeable about building systems, but not necessarily
experts in anti-terrorism design so that experts can be reserved for higher risk buildings
requiring more detailed assessment when resources are limited. In this document, the
concepts for rapid visual screening routinely employed for seismic hazards are combined
with a risk-based procedure for manmade hazards defined in FEMA 426, Reference
Manual to Mitigate Potential Terrorist Attacks Against Buildings, FEMA 427, Primer for
Design of Commercial Buildings to Mitigate Terrorist Attacks, and FEMA 452, Risk
Assessment, A How-to Guide to Mitigate Potential Terrorist Attacks Against Buildings,
from the FEMA Risk Management Series of reports.

Objectives and Scope

The Risk Assessment Database is a standalone application that is both a data collection
tool and a data management tool. Assessors can use the tool to assist in the systematic
collection, storage and reporting of assessment data. It has functions, folders and
displays to import and display risk matrices, digital photos, cost data, site plans, floor
plans, emergency plans, and certain GIS products as part of the record of assessment.
Managers can use the application to store, search and analyze data collected from
multiple assessments, and then print a variety of reports.



Database Administrator Information

Download and install the database program from the FEMA website:
http://www.fema.gov/plan/prevent/rms/rmsp452.shtm. Follow the download and self
installation instructions. It is recommended to install the database on two separate
systems: one to use as the Master Database and one to use as a temporary Assessment
Tool.

Install one copy of the program as the Master Database on a computer at your
organization’s headquarters. This will act as the permanent database that stores
assessments, produces reports, and is used to manage the assessment program. This is
installed one time and is the permanent program. This database is normally run in the
Master Database operating mode. For small organizations, the Master Database can also
be used to perform the Assessment Tool functions and directly collect assessment data.
Note: be sure to change the initial generic passwords.

Install a second copy of the program to use in the Assessment Tool operating mode on
the computer(s) that your assessors will use to collect data, such as a laptop. This is
intended to be a temporary database that can be used to collect data, pass the collected
data on to the Master Database, and subsequently have its records deleted so it can be
used for other assessments. This database is normally run in the Assessment Tool
operating mode. Note: be sure to change the initial generic passwords.

When an organization wants to conduct an assessment of a facility or a series of facilities,
it uses the database in the Assessment Tool operating mode. Pre-assessment tasks are
preformed and information is collected and loaded into the temporary Assessment Tool
database. Into this Assessment Tool database are placed references, site plans, GIS
portfolios, and other facility specific data that is known about the assessment facility or is
developed during the pre-assessment phase. Loading this information can be done by a
Project Manager before the assessment or by an assessor during the assessment.

The assessment team then conducts the assessment and records information using the
Assessment Tool operating mode on one or more computers (usually laptop computers).
At the end of the assessment, the assessment team leader uses the Import Checklist
function in the Assessment Tool operating mode to combine the team’s checklist,
vulnerability and recommendation entries. They also combine photos, and miscellaneous
files into the lead assessor’s database folder. The Project Manager then uses the Import
Assessor Database function in the Master Database operating mode to transfer the
complete assessment data and files into the Master Database for analysis and printing.

Once the assessment record is imported into the Master Database, managers can use the
application to store, search and analyze data collected from multiple assessments, and
then print a variety of reports. The information can also be exported as a MS Word © or
MS Excel® document for additional editing and formatting.



Creating and managing user accounts are also a function of the Master Database. After
initially installing the application and changing the generic passwords, the administrator
can restrict access and assign read / write permission to designated users. Assessment
data then can only be viewed by authorized users of the database, and changes to the data
can only be made by those granted permission.

The following are the hardware and software requirements for the Risk Assessment
Database:

Pentium® 4 or equivalent processor

Windows XP®

MS Access® 2002

256 MB of RAM recommended for all components

Note: the Database must be opened using the shortcut installed during the initial
setup.

The initial passwords are:

Name: Administrator Password: Administrator
Name: Assessor Password: Assessor
Name: Editor Password: Editor

Name: Reader Password: Reader

It is recommended that your database administrator assign new user names and change
these passwords following the initial installation of the database. See the Database
Administrator Information section and the Change Password section of the User Guide
for more detailed information.



Installation Process

e Install one copy of the program as the Master Database on a computer at your
organization’s headquarters. Download the database program from the FEMA
website: http://www.fema.gov/plan/prevent/rms/rmsp452.shtm.

e After downloading the program, begin the installation process by first closing all
other programs and then left click on the SETUP.EXE file. Note: If the program
was previously downloaded to you computer, left click <Start>, <Run>, identify
the location where the SETUP.EXE program can be found (CD, C:/Temp, or
some other storage location on hard drive or media) and then left click on the
SETUP.EXE file.

e The Install Wizard first identifies the name of the software being installed. Left
click <Next> to continue after confirming that this is the software you want to
install.

e A standard screen showing the End User License Agreement will appear. Read as
you feel appropriate, then left click on the <Accept> circle, and left click on
<Next> to continue with the installation.

] .
i FEMA Master Assessment Database Setup El 1 FEMA Master Assessment Dalabase License Agreement
End-User License Agreement - -
Welcome to the FEMA Master Flease read the following license agreement carefully
Assessment Database Setup
Wizard
. " P o =
The Setup Wizard wil install FEMA Master Assessment Any op » ﬁ_ndn@s_! " Dl.‘ s fions .
Database on your computer. Click Mext ko continue or expressed in this publication and appl do not ily
Cancel to extt the Setup Wizard, reflect the views of FEMA. Additionally, neither FEMA or
any of its employees makes any warrantee, expressed or
implied, or assumes any legal liahility or responsihility for the
accuracy, completeness, or usefulness of any information,
product, or process included in this publication and appl
Users of information from this publication and application v
(&)1 accept the terms in the License Agreement
(1 do not accept the terms in the License Agreement
g e e

e Add the User Name and Organization in the appropriate windows. Continue with
the installation by left clicking <Next>.

1% FEMA Master Assessment Database Setup

Customer Information i 1

Ple:ase enter your customer information

User Mame:
[ 30hn Smith

Organization:
[ 1ne.

<Back | Nedt> | [ Cancel




There is no advantage in using the Custom Installation. There are no component
programs to select. The only feature that the Custom Installation allows is to
change the file name and/or file location. In most cases you should follow the
Typical Installation. To proceed, left click on <Typical>.

A standard screen to ensure you are ready to install will appear. Proceed by left
clicking <Install>.

i FEMA Master, Assessment Database Setup 1 FEMA Master Assessment Database Setup

Choose Setup Type Ready to Install

Chanss the sshup bype that best suits your nesds The Setup Wizard is ready to begin the Typical installation

Typical

8L Click Tnstall b begin the installation, TF you wank to revisw or change any of your
I e G e CE s Rz e 3y instalation settings, click Back. Click Cancel to exit the wizard,

most users,

o Custom

8 | Alows users to chooss which program festures vl be installsd
e and where they wil be instaled. Recommended for advanced

users.

< Back ” Install } [ Cancel

If the Access program is not located in the standard location, the Install Wizard
will take a long time looking for it with a searching flashlight. It should
eventually find it and get to this screen. The final standard screen indicates the
Install Wizard has completed the installation. Left click <Finish> to end the
installation.

i FEMA Master Assessment Database Setup E|

Completing the FEMA Master
Assessment Database Setup
Wizard

Click the Finish butkan to exit the Setup \Wizard,

Following the same procedure, install a second copy of the program to use in the
Assessment Tool operating mode on the computer(s) that your assessors will use
to collect data, such as a laptop.



Use of the Database

The database is designed to be loaded on several different systems and to allow an
organization to exchange information between two or more copies of the database: one
(or more) loaded on the assessor team laptop(s) and operating in the Assessment Tool
mode for conducting assessments in the field; and one database loaded on a computer at
an organization’s headquarters and operating in the Master Database mode for collecting
the results, printing reports, and analyzing the information from a number of assessments.
The Master Database copy also provides the organization the ability to search for
vulnerabilities common to many assessed facilities, search for specific vulnerabilities,
etc. Essentially it can be used as a Risk Management tool to identify and track mitigation
measures to reduce risk.

The Assessment Tool mode was designed for engineers and security specialists to be able
to easily collect data from the facility being assessed. As you will see, the software is
very user friendly. The Master Database mode was designed for the Program Manager.

Conduct Manage Assessment
Assessment Program
= Mo ]
s — @ FEMA
: Import
Assessments

Assessment Tool Mode

Exchange @ Lead Assessor

Files,

Pictures,

Data /' ? ? \ ) =
===

Physical Cost Infrastructure N~ S

Security - .
Spec. Engineer Engineer

Analyze =
Data

Structural
Engineer

This diagram shows how the copies of the database interact. When an organization
collects pre-assessment information and prepares to conduct an assessment of a facility or
a series of facilities, an assessment record is prepared in the lead assessor’s database
using the Assessment Tool operating mode (usually on a laptop computer). Into this
assessment record is placed references, site plans, GIS portfolios, and other facility
specific data that is known about the assessment facility or is developed during the pre-
assessment phase.
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This assessment record is then exported (if required) to other assessment team members
by an administrator using the Import Assessor Database function in the Master Database
operating mode. The assessment team then conducts the assessment and records
information using the Assessor Tool operating mode. At the end of the assessment, the
assessment team leader uses the Import Checklist function in the Assessment Tool
operating mode to combine the team’s checklist, vulnerability and recommendation
entries into one record. They also combine photos, and miscellaneous files into the lead
assessor’s database folder using the “Add Photo”, “Add GIS Portfolio Images” and
“Miscellaneous Files” functions. At the end of the lead assessment, the assessor will use
the export function to save the files to a temporary device such as a USB thumb drive, to
be transferred to the computer with the Master Database. The Project Manager then uses
the Import Assessor Database function in the Master Database operating mode to transfer
the complete assessment data and files into the Master Database for analysis and printing.
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Opening the Database

e To open the Master Assessment Database, you first left click on <Start>, then
<Programs>, and look for the <FEMA Master Assessment Database> to left click.
The FEMA Master Assessment Database should be at the end of the Startup
Program Menu immediately after the installation. You can copy the shortcut icon
for the FEMA Master Assessment Database to another location at any time.

Internet _,J My Documents
! Mozilla Firefox 2
L
My Recent Documents »
E-mail Gt =
Microsaft Qutlook

ﬁ ESRI's W Home Page _:/ My Music
) Autodesk

Microsoft Excel

MapInfa
Adobe Acrobat 5.0

ISOPRO 2.1
Microsaft Phato Editor GDDg|B Earth
N &mail Natifier

IMEA 4.2

[7) Mozils Firefax

| E FEMA Master Assessment Database

_:/ My Pictures

1§ LK

E

All Programs »

:,' start [ ™ Inbox -1

Note: the database can only be opened by left clicking on the FEMA Master
Assessment Database Icon.

The first action to enter the database is the Logon. You can enter the database Tool as an
Assessor, Editor, Reader or Administrator. Recommend accessing the database the first
time using the Administrator log on which provides access to all functions of the
program. The initial Password for Administrator is “Administrator”. The Database
Manager / Administrator will be able to establish new user accounts and passwords. If
this has been completed use your assigned user name and password.

Mame:

|.-'-\ssessnr

Passwaord:

Cancel
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This leads to a Main Menu of the database. It may start in either in the Assessment Tool
operating mode or in the Master Database operating mode. (It opens in the mode for
which it was last used.)

13



Facility and Continuity of Operations Assessments in
the Assessment Tool Mode

e The first action is to identify the facility assessment in the Assessment Tool by
left clicking on < Create / Modify Assessment Record> and creating a new
assessment. Any assessor can create an assessment in the Assessment Tool.

FEMA 452: Risk Assessment Database v.5.0
Assessment Tool

Create / Modifyy Assessment
Record

Facility Assessments ‘ Empty the Database ‘

Contirity of Operations Shritch to Master Database
Assessment (COOF) Opetating Mode

=

Phis pro pram was developed By and for FEMA and the Departwent of Veteovans For Help, Press the F1 Key
i, pursans o & conact with the Noziowal Jestiouce of BUASRE SACKE. @ Muriewal Bestiruie of Building Seiences 2004

e If the Facility Information has already been loaded, you can go directly to an
assessment screen by left clicking on <Facility Assessments> or <Continuity of
Operations Assessments (COOP).

e Assessor laptops have limited storage capacity and can become bogged down by
continuing to store many assessments. The <Empty Database> feature allows
clearing of the database (with multiple requests for confirmation). Copy the
database and all other collected information to a CD before emptying, as assessors
may find it beneficial to refer to similar entries from previous assessments,
especially recommended mitigation measures for similar vulnerabilities. Note:
<Empty Database> cleans Facility Information, Team Members, Points of
Contact, Observations, Recommendations, Vulnerabilities, Status, Costs, and the
Executive Summary for ALL facilities in the Assessment Tool database. It also
will prompt the user to identify if they want to empty the GIS Portfolio,
Miscellaneous Files, and Photos in their separate subfolders.

e The <Switch Operating Modes> tab takes you to the Master Database mode. This
enables the user to manage collected information. It also enables an assessor to
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use the reports feature to check the final look of the information entered, to
prevent duplicate entries, and to easily review the information rather than having
to scroll through the database.

15



Create / Modify Assessment Record

The first task for using the database is to create an assessment record in the database.
This establishes a record in the database and stores the basic information about the
facility to be assessed including: Facility Name, Assessment Location, Assessment Date,
and Assessment Type. For Continuity of Operations (COOP) assessments, this is also
where unique COOP requirements such as essential functions and deployment planning
data for the facility are listed.

Selecting the <Create / Modify Assessment Record> button from the Main Menu will
bring you to the List of Facility Assessments screen. This displays a list of the current
assessment records in the database. The first time you enter the database (with no prior
assessments entered), this list will be blank. From this list you can either add a new
assessment record or review / edit a record previously entered.

List of Facility Assessments

Aszessment  Assessment
Facility Hamme Orgamization Mame City State Azsessment Location Date Type
—
| » [ [Hizariville Information Company H [HIC [Hazardville [t [Hazavdville, WY [12/25/2007 [Facility Tier 1
P ——
£dd Hewr Facility Waewr | Edit Help Close
Record: E 10 » b | of 1

To edit an existing assessment record:

e First select one of the assessments by left clicking on the far left column of the
List of Assessments. This will mark the assessment desired with a right pointing
arrow head if one is not already there. This selects the assessment and links the
buttons on the form to that assessment.

e Leftclick on the <View / Edit> button to review or edit information and the
software will immediately go to the <Create Assessment Facility Record Screen>
input screen. View or edit information as required.

To create a new assessment record:

16



e Leftclick on the <Add New Facility> button in the lower left corner. The
software will immediately go to the <Create Assessment Facility Record> screen.

Create Assessment Facility Record

Facility Mame®: ] Drefault Facility Image: | w

Org. Mame: | Facility Descriptive Text:

Address1:
Address2:

Mo lmage Available

City: | St ] w
Zip:
Assessments | Buildings
Azgezzment Location™: | Entered By Modified By
Azsessment Date™: Enter Date 12411/2007 Madify Date

Assessment Type™ ~

Azzessment Folder Marme: |

£ * Required Field(s) For Help. Press the F1 Key Cloze

< ¥

Note the asterisked (*) entries that are the minimum required to create an assessment:
Facility Name, Assessment Location, Assessment Date, and Assessment Type. Facility
Name, Assessment Location, and Assessment Date are self explanatory. However,
Assessment Type needs some clarification.

For Facility Assessments, select from the Assessment Type drop down box “Facility Tier
17, “Facility Tier 27, or “Facility Tier 3”. Refer to FEMA 452, Page 3-2, for information
on Assessment Type / Level of Assessment.

For COOP Assessments, select “COOP Assessment”. This will prompt the system to
display Checklist #14 on the Assessment Tool main menu and also add the following
three tabs to this form: Essential Functions, Deployment Planning and COOP Facility.
Use these three tabs to record COOP related information on the facility.

17



Facility Name™: IHIE CooP
Org. Name: ]HIE
Address1: [2350 Alban Ct
Address2: [Suite 700
City:

Default Facility Image: [NLF Boiler 042304 jng L2

Facility Descriptive Text:
COOF Facility for HIC

S pringfield St (VA W

Assdgsments | Buildings | Essential Functions :Ep\pymentF‘\annmg COOP Faciliy

|| Create Assessment Faci lity Record

Mew Facility

S — B - eqMo. ReqNo. Cell Phone -~
i X Of  Of Computer  OF Coverage Additional
| Priority __Essential Function Personnel _ Temminals Telephones Required Requirement
~ [T Services 20 20 10V [207 Ines
2% |&dmin Support 5 5 5 ™ |none
3~ [Erginesing Suppott 7 2 2 ¥ Jnone
*| 0w T
v
Record: (14 4 T )RR of 3 < >
* Required Field(s] For Help, Press the F1 Key Close

When you create the facility, the software automatically creates subfolders named GIS

Portfolio, Miscellaneous Files, and Photos, all under a main folder that uses the

assessment location and assessment date as the main folder name. This is automatically
displayed in the field “Assessment Folder Name”. The program will also remind you of
the folder location when you create the assessment record. After taking notice of folder

names, left click <OK> to finish creating the Assessment.

Microsoft Office Access

.

This Facility Assessment will be stored in folder:

Photos will meed to be placed in the YPhotos subfolder
(1S Portfolio images will need to be placed in the YGIS_Portfolio subfolder
Miscellaneous files will need to be placed in the YMiscellaneous subfolder

04

C:\Master W4 Final 12-12-07 HIC\Hazardville Information Compary'Assessment_2007-12-25%

X/

Note: If you changed the program location using Custom Installation, then you should

make note of the file path that these subfolders are placed in, as you will need that

information to properly load and link the contents of these subfolders to other databases.
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Load Information in to the Newly Created Assessment Record

To load information collected during the pre-assessment period into the newly created
assessment record, the user first opens the Assessment Tool and then uses the <Manage
Photo/GIS/Misc> button and its related functions.

E Main Menu for Assessors

From the Assessment Tool Main Menu, left click on <Facility Assessments> or
<Continuity of Operations Assessment (COOP)> to enter the Main Menu for
Assessors. The link to <Facility Assessments> provides access to Facility Tier 1
to Facility Tier 3 assessments and the standard 13 checklists. The <Continuity of
Operations Assessment (COOP%> link provides access to COOP assessments, the
standard 13 checklists and a 14" checklist titled “COOP Facility: Additional
concerns”. Both forms function in the same manner.

Next choose an assessment facility, since several may be loaded. This is done
using the pull-down list in the “Facility:” window in the top left corner. The list
will show the names of the facility records that have been created.

Next, left click on the <Manage Photo/GIS/Misc> button. This will allow the
user to add photos, and miscellaneous files into the current assessment record
using the “Add Photo”, “Add GIS Portfolio Images” and “Miscellaneous Files”
functions.

- O]

Assessment Team

Facility Points of Contact

Risk Matrices

Critical Function Matrix |

Critiral Infrastrchore Matrix |

This proprom was developed by and for FEMA and the
Depavtment of Vetevans Affairs, pursuont fo a conroct
with the Motional Rstitute of Building Sceces.

FEMA 452: Risk Assessmeni Database v.4.0

Checlclists

[T artiterrorism Analysis
[T Matural Hazards Analysis ﬂ
V' all-Hazard Analysis B

1- Zite Cheaklist

Asseamnent Tool

Azzessment Date: Azzessment Type:

Executive Summary

Farility Executive Summary |

2 - Architectiral

3 - Structural

4 - Building Envelope

Wulnerability Analysis
{List, Cost, Prionty)
Facility Valnerabilities |

5 - Tility Systems

& -Mechanical Systems

7 - Phamhing and Gas

& - Electrical Systems

9 - Fire Alarm Systerms

File Management

Manage Photo/GI3MTise

Import Checklist Valn, § Ohbs.

10 - Comnmmnications and IT Systems

11- Equipment Operations and Maintenance

Export to Transfer Folder |

12 - Semrity

Clase |

13- Security Master Plan

For Help, Press the F1 Key
SMatonal hatitute of Building Scences 2004

A user can also use a drag-and-drop operation to transfer the files manually to the
assessment subfolders. The database will automatically detect and link them to the
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current assessment the database when the “Add Photo”, “Add GIS Portfolio
Images” and “Miscellaneous Files” Tabs are opened.

e The database will recognize any type of file in the “Miscellaneous” folder.

However, the database only recognize files with a “.jpg”, “.gif” or “.bmp” file
extension in the “View Photo” and “View GIS Portfolio” folders.
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Main Menu for Assessors

Main Menu for Assessors f: .’EJEI & Main Menu for Assessors I': ER
(B FEMA

File Management.

et i e £

e |
Gl

¥ Wl Poass the F1 Key.
sl Ao Siap e 5

Facility Assessments COOP Assessments

From the Assessment Tool Main Menu, left click on <Facility Assessments> or
<Continuity of Operations Assessment (COOP)> to enter the Main Menu for Assessors.
This will bring you to the Main Menu for Assessors. The link to <Facility Assessments>
provides access to Facility Tier 1 to Facility Tier 3 assessments and the standard 13
checklists. The <Continuity of Operations Assessment (COOP)> link provides access to
COOP assessments, the standard 13 checklists and a 14" checklist titled “COOP Facility:
Additional concerns”. Both forms function in the same manner.

The first action on either screen is to choose an assessment facility, since several may be
loaded. This is done using the pull-down list in the “Facility:” window in the top left
corner.

The list will show the names of the facility records that have been created. Once an
assessment facility has been chosen, the assessor can go into any of the data entry areas:
General Facility Information, Assessment Team, Facility Points of Contact, Risk
Matrices, Checklists, Executive Summary or Facility Vulnerabilities.
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General Facility Information

The <General Facility Information> button takes the assessor to a report listing the basic

information about the facility being assessed. This includes: Facility Name,
Organizational Address, Description, Assessment date, Assessment Location, and

Assessment Folder Location.

E Main Menu for Assessors

Facility: |I
Facility and Team Information

Genaral Facility Information

Assessment Team |

Facility Points of Contact |

Eisk Mlatrices

Critical Funetion Matrix |

Cntical Infrastmctore Matrix |

This program was developed dp and for FEMA and the
Deporanent of Veterens Affeirs. pursvertte o contvact
with the Motional Bistitute of Building Sciemces.

FEMA 452: Risk Assessment Datahase v.4.0

Assaeqmant Tool

Aszezsment Date: Azsezsment Type:

Checklists

[ Antiterrorism Analysis
[ Matural Hazards Analysis “
¥ al-Hazard Analysis [ATIWIE [F]

1- Site Checklst

Executive Summary

Fagility Exemutive Sununary |

2 - Architectiral

3 - Stractural

4 - Building Envelope

Vulnerability Analysis
(List, Cost, Prionty)
Facility Valnerabilities |

5 - Tility Systems

& -Mechamical Systems

7 - Phunbing and Gas

8 - Electrical Systems

File IManagement

Manage Photo/GIE/Mise

3 - Fire Alarm Systems

Import Cheeklist Wuln, £ Ohs,

10 - Comnmmications and IT Systems

11- Equpment Operations and Mamtenance

12 - Semarity

Export to Transfer Folder |
Close |

15- Semurity Master Plan

For Help, Press the F1 Key
B hutional ksfitete of Building Sdences 2004

The report can be printed or converted to a Microsoft Word® document and which will
allow additional information to be added, formatting changed, etc.
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Facility Information Report

Fem i ARy

Fhan B 1y g gt e ey 00

Page: (4 /[ 1[» ]
Ready

At this point left click <Close Report> to go back to the Main Menu for Assessors screen.
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Assessment Team

The <Assessment Team> button enables an assessor to list information on members of
the assessment team.

E Main Menu for Assessors

FENA 452: Risk Assessment Database v.4.0 Amsesmment Tool
Facility: | w Aggegement Date: ’7 Asgessment Type: ’7
Facility and Team Information Checklists Executive Summary
General Faeility Information | [ Antiterrorism Analysis Farility Exemutive Surmmary |

( D ™ Matural Hazards Analysis ﬂ
Assessment Teamn
W all-Hazard snalysis E

Farility Points of Contact | Mo St =i Vulnerability Analysis
2 - Architectoral {List, Cost, Priority)
5 - Structural Facility Walnerabilities |
4 - Building Envelope
5 - Ttility Systems
& -Mechanical Systems File Management
7 - Phurbing and Gas
Manage Photo/GI5M]i |
Riskio % - Electrical Systems . =
8 atrices
9 - Fire Alarm Systems Irmport Checklist Paln. f Obs. |
Critinal Fanetion Matrix | 10 - Conummications and IT Systems T |
- X 11- Equipment Operations and Maintenance
Critical Infrastrachore Matriz | Clase |
12 - Semuity
This program was developed dp and for FEMA and the » :
T ey A oot o e 13- Secwrity Master Plan For Help. Press the F1 Key
with the Mational Rstitute of Building Scences. 14-CO0F Facility: Additional Concerns B Notional Bistitute of Building Sciewces 2004

Left clicking the <Assessment Team> button opens a general entry form with a series of
tabs across the top. As each tab is selected, the related information is displayed on the
form. The tabs provide an alternate means to navigate through the database functions.
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" Assessment Main Page

Farcility Name: ]Hazan'lw.'lle Information Company

Default Image :1

Azzessment Location: ]Hazaxdvﬂle, WY
Ho Image Availsble

Assessment Date:| 120252007  Type: [Facility Tier 1 "

| Gerutive Sumunary || Valnersbilities | POC's | Assessment Team | 444 Photos | View Photos | Add GIS Portfolin Images | View GIS Portflio | Miscella 4 D
[ Teoeme— Title Ot Work Phone ; e
b ||Doe, John w  |Facility Manager !EIC 123 458 7850
Dioe, Jane W [Security Officer 1HIC 123 458 7850

Select Team Member from List J Delete Team Member: Doe, John ‘

Recard: E 4 ] 1 m@}-%‘- of 2 < | >

For Help. Press the F1 Key Clase :

Left clicking on the <Assessment Team> tab displays a screen to track the assessment
team members. The buttons across the bottom allow you to add or delete team members
as needed.

Left clicking on the <Add New Team Member> button takes the assessor to a fill-in-the-
blank list. Fill in this screen with as much information as is available or desired.
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Add a new person to this Team

Add New Person

First Hame: |Tane

Last Hame: |DDE

Title: |Sec1.'|.1:it:.r Officer

Company: |HIC

Address: [123 455t

City: |Hazardville

State: |1;-;';-T'i-F LY

Zip: |11111

Emal: |

Wark Phone: |123 455 7850

Mobile Phone: ||

Entered Ev:

Enter Date: L2200y

Iodified Ev:

Modafy Date:

Add For Help. Prezs the F1 Keyp Cancel

After adding a team member, you are taken back to the Team Members List and you can
see the information that was entered. Use the slide scale or keyboard arrows to see the
off-screen information. The other buttons allow you to select the Team Member from a
List previously generated from other assessments or remove a Team Member from this
assessment. Remember to first select one of the assessment team members by left
clicking on the far left column of the Team Members. This will mark the person desired
with a right pointing arrow head if one is not already there.

After loading information on additional team members, you can left click on <Close> to

go back to the Main Menu for Assessors or left click on a different tab, such as <Points of
Contact> to directly jump to that function.
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Points of Contact

The Points of Contact tab takes the assessor to the Points of Contact screen for keeping
track of the people identified to be contacted during the assessment or that are met during
the assessment. The buttons across the bottom allow you to add or delete Points of
Contact as needed. Add a POC by left clicking on <Add New POC>.

Assessment Main Page

L4 Facility MName: |Hazaxdv1]le Information Company Default Image: | o ~
Arzzezzment Location: |Hazaxdvi]le, WY
Ho Image &wailable
tDate:| 121252007  Type: [Facility Tier 1 e
Executive Summary || Wulnerabilities POC's | fssessment Team | hdd Photos || View Photos | 4dd GIS Portfolio Tmages || View GI5 Portfolio | Miscella $ *
Firet Name  Lasi Name Title O City 5
Add Mew POC Dalete this POC Add Mew POC and Duplicate
Record: | >

For Help. Press the F1 Key Clase -

This input screen is different than the Team Members input screen, as you enter the
information directly in each cell. You can enter the information and move to the next cell
by using the <Tab> on the keyboard or by left clicking on the cell. Use the slide scale or
keyboard arrows to move the screen to see the remaining information on the POC line.

You must press <Enter> or the <Tab> key after the cells are complete to add the

information to the database.
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»

Assessment Location: [Hazardville, WY

w

Ho Image Available

Assessment Main Page

Facility Name: |Hazaxdvi]le Information Company Default Imaga: |

~

Assessmuent Date:| 122502007 Type: [Facility Tier 1 v
Executive Smmmary | Vulersbilities | PO | dssessment t Team | 4dd Photos | View Phatos || 44 GIS Portfolio Tmages | Fiew GIS Partfolio | Miscella § #
First Mame _ Last Name Title [ Address City 5 A
Tohn Samith [Operations Manager  [HIC 123 455 [Hazardville [#
7 BIC 123455t [Hazardville B
*
£33 Hew POC Delete POC: £33 Hew POC and Duplicate 3
Record [14][ <] 2> ] o 2

For Help. Press the F1 Key

Clase

-

There’s even a feature in the POC list to duplicate the address from previous entries,
since it is likely that many POCs will have the same business address. Just left click the
left column to get the black arrow to appear on the entry with the address to be copied.
Then by left clicking on the tab <Add New POC and Duplicate> the light blue address
blocks will be duplicated on the next entry line.
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Risk Matrices Process

The Risk Matrices process analyzes the threat, asset value / consequences, and
vulnerability to ascertain the level of risk for each critical asset against each applicable
threat. There are two Risk Matrices: one for Critical Functions and the other for Critical
Infrastructure. To get to these screens first choose an assessment facility and then left
click either the <Critical Functions Matrix> or the <Critical Infrastructure Matrix> button
from the Main Menu for Assessors.

E Main Menu for Assessors

Facility and Team Information

General Facility Information |

Assessment Team |

Facility Points of Contact |

Risk Matrices

Crtical Function Matrix

Critical Infrastrcture Iatrix

This pro pram
Dupartwent of Vitevons 4ffaiys, pursuant to a contrast
with the Mofional Rstitute of Building Sdences.

Facility: | R'd

FEMA 452: Risk Assessment Datahase v.4.0

Azzezsment Date: Azzessment Type:

Checllists
[T Antiterrorism Anakysis
[ Matural Hazards Analvsic “
WV all-Hazard Analysis E

1- Site Checlklist

Aszcasement Tool

Ezecutive Summary

Facility Exemtive Sunutaty |

2 - Architectoral

3 - Stmctural

4 - Bulding Envelope

Vulnerability Analysis
(List, Cost, Prionty)
Farcility Wulnerabilities |

5 - Ttility Swstems

5 -Mechanical Systems

7 - Phambing and Gas

£ - Electrical Systems

File IManagement

Manaze Photo/GISMise

9 - Fire Alarm Systems

10 - Comnmmnications and IT Systems

11- Equipment Cperations and Maintenance

Export to Transfer Folder

12 - Secunty

Import Checklist Valn. § Ohs. |
Close |

13- Serurity Master Plan

14-CO0P Facility: Additional Concerns

For Help. Press the F1 Key
©hational Bititute af Building Scences 2004
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Critical Function Matrix

Selecting the <Critical Function Matrix> button will display this screen. Listed are a
range of established threats and functions. The matrix allows entry of a Threat Rating,
Asset Value / Consequence, and Vulnerability Rating following the 1 to 10 scale as listed
in FEMA 452. The Risk Rating is then automatically computed and color coded
according to the established scale.

The matrix is populated with the existing system defaults established by the database
manager / administrator (See Master Database, Administrative Functions). Unique
Threat/Hazard, Critical Functions and Critical Infrastructures for the current assessment
can be established by the lead assessor from the Threat/Hazard Matrix menus. (Critical
Functions and Critical Infrastructures)

e There can be up to three pages of the Critical Functions Matrix. Each page
displays up to seven Threat/Hazards. The matrix opens to Page 1. Selecting
the <Page 2> or <Page 3> buttons will display additional Threat/Hazards.

e Selecting the <Modify Critical Function List> button enables authorized
assessors to establish a unique Critical Infrastructure list for only this
assessment.

e Selecting the <Modify Threat/Hazard> button enables authorized assessors to
establish a unique Threat/Hazard list for only this assessment.

e Selecting the <Rollup> button displays a consolidated Functions matrix.

Threats >
Facility Name: [Hazaréville HQ Assessment Date: [03/03/2003 Reemament Type: [Facility Tier | I 1o Risic (1-60)
Madivm Risis (61-173)
: g—granai]:mac saquence -m:‘:;kmvi: :
Funct|0n e w‘fymﬁ?m_ prI::gp:"u:iB:—lice Chemical Agent -\mm::l;:mn et ey W H oot Areut O R i A o e
(Bomb)
et TR AVVRRisk TRAVVRRisk TRAVVRRisk TRAVVRRak TRAVVRRsk TR AVVRRisk TR AV VR Risk
3 DEEEED RN EEEE N EEEEE N EEE DEEE |
T EEE | EEE | EHEE | IEEE 3 3 2 | IEERE 3 2 |
IR EEE |  EEDEE EEEEE EEE | EEE OE_ |
EEEEE EEEEE EEEEE EEE | EEE I EER BB
HEE FEEEEE ERE | EEEE EEEEE EEE 6| 5| 4] 120]
32 = PFEEE__NEEE | IEEE B BB 2
HEE I EEE | EEE I N EE NIE 2| |
3 8] 7 DEEE PEHEEERE 7  EEE BE |
| Page 2 ‘ Bage3 | lindtfy(d[iealFme[imsLi;[‘ Modify Theeat Hazani| Rotiup ‘Fol Help, Press the F1 Key Close
Record: (] « [ 1 D J]r+ of 8
1-10: Threat Rating B Low risk (1-60)
1-10: Asset Value /Consequence 1 Medium risk (61-175)
1-10: Vulnerability Rating B Highrisk (>175)
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One Time Customization of the Critical Functions List

Selecting the <Modify Critical Function List> button enables authorized assessors to
establish a unique Critical Function list for only this assessment.

A screen is opened displaying the “System Defaults” Critical Function list on the left and
the “User Customized For This Assessment” list on the right. From this form, the system
allows users to add, delete and reorder the Critical Function labels. Note that the Critical

Function labels should be changed before an assessor enters data into the matrix. Making
changes to the labels will reset all matrix data to “0”.

e Select the arrow symbol < ﬂ’ > in the middle of the form to replace all the
entries in the “User Customized List for this Assessment” with all the entries in
the “System Defaults” list.

e To change an existing Critical Function entry, place the curser on any existing
entry and type over the name.

e To add a new entry, place the curser on the bottom blank row. The asterisk “*”
on the left will change to a black triangle. First type in an order number, then type
in the new name for the Critical Function.

e The order that the Function labels are displayed can be changed. Click on any
order number and type in a new number. Use a “.5” decimal point to place the
Function label between other existing numbers. For example, to make a Function
label third on the list, change the order number to “2.5”. To make Function label
first on the list, assign an order number of “0.5”.

e To have the form display the changed order of the Critical Function labels, left
click on the <Reorder> button.

e To delete a Critical Function label, first select one of the Critical Function labels
by left clicking on the label. This will mark the desired label with a right pointing
arrow head if one is not already there. Then left click the <Delete Row> button
and the selected Critical Function label will be deleted. Note: A minimum of one
Critical Function label must remain.

e To finalize all the changes made to the Critical Function list, select the <Update>
button. This will first warn you that “This action will replace the Critical Function
Matrix” for the listed assessment with a one time customization from the list on
the right and that “Any existing Critical Functions data for this assessment will be
deleted!”. Click <Yes> to complete the change or <No> to return to the form.

e Click <Cancel> to return to the Critical Function matrix without making any
changes.

31



One-Time Customization of Critical Functions List

Assesgment Date:

Facility Name:

Asgezgment Type:

Replace all with
system defaults

[Hazardville Information Company [12:252007 [Facitity Tier 1
System Defaults User Customized for this Er
Order Critical Function -~ Order Critical Funcliy/ - Type Over any
» 1 |&dministration » & drninistration / g " 1t 1
2 |Engineering 2 Engineeliy / C rltlcal Fu nCtlon
3 |warehousing 3 war 5ing /
4 |Data Center 4_gPf5ia Center . )
5 |Food Service Food Service T e 18] a neW
B |Securty _Kg S ecurity K yP . R
7 |Housekeeping * 7 [Housekeeping e C rltlcal Fu nctlon
8 |DayCae 8 [Day Care
9 [Other CFA 9 |Other CF-1
10 |Other CF-2 10 [Other CF-2
11 [Other 73 71 [Other CF3 Change the order
12 |Other CF-4 12 [Other CF-4 d
13 |Other CF5 13 [Other CF-5 /
14 |Other CF6 14 [Other CF-B e g
15 [Other cr 7 15 |ther CF-7 7 Delete a Critical
16 |Other CF-8 16 [Other CF-8 rd = -
17 |Other CF9 17 |Other CF-9 rd / Fu nCtlon
18 |Other CF-10 18 |Other CF-10 rd P
w = i} v
Recard: E 1 E][E Record: DH ! b F|na||ze the

Record: E ,71 [E

of 1

Update |é

Reorder | Dielete Row | Cancel|

~ change
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One Time Customization of the Threat / Hazard List From the Critical
Functions Matrix

Selecting the <Modify Threats> button enables authorized assessors to establish a unique
Threat / Hazard list for only this assessment.

A screen is opened displaying the “System Defaults” Threat / Hazard list on the left and
the “User Customized For This Assessment” list on the right. From this form, the system
allows users to add, delete and reorder the Threat / Hazard labels. Note that changes to
the Threat / Hazard list effects both the Critical Function and the Critical Infrastructure
matrixes. The Threat / Hazard labels should be changed before an assessor enters data
into either matrix. Note: Making changes to the labels will reset all matrix data to
“0”.

e Select the arrow symbol < ﬂ’ > in the middle of the form to replace all the
entries in the “User Customized List for this Assessment” with all the entries in
the “System Defaults” list.

e To change an existing Critical Function entry, place the curser on any existing
entry and type over the name.

e To add a new entry, place the curser on the bottom blank row. The asterisk “*”
on the left will change to a black triangle. First type in an order number, then type
in the new name for the Threat/Hazard.

e The order that the Threat/Hazard labels are displayed can be changed. Click on
any order number and type in a new number. Use a “.5” decimal point to place the
Threat/Hazard label between other existing numbers. For example, to make a
Threat/Hazard label third on the list, change the order number to “2.5”. To make
Threat/Hazard label first on the list, assign an order number of “0.5”.

e To have the form display the changed order of the Threat/Hazard labels, left click
on the <Reorder> button.

e To delete a Threat/Hazard label, first select one of the Threat/Hazard labels by left
clicking on the label. This will mark the desired label with a right pointing arrow
head if one is not already there. Then left click the <Delete Row> button and the
selected Threat/Hazard label will be deleted. Note: A minimum of one
Threat/Hazard label must remain.

e To finalize all the changes made to the Threat/Hazard list, select the <Update>
button. This will first warn you that “This action will replace the Threat/Hazard
Matrix” for the listed assessment with a one time customization from the list on
the right and that “Any existing Threat/Hazard data for this assessment will be
deleted!”. Click <Yes>to complete the change or <No> to return to the form.

e Click <Cancel> to return to the Threat/Hazard matrix without making any
changes.
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One-Time Customization of Threat / Hazard

Farility Name:
[Hazardville Information Company
System Defaults

A

A

Date:

Type:

[12125:2007

[Facibity Tier 1

User Customized for this Assessment

\

”

Order Threat / Hazard

-

Improvised E xplosive Device [Bomb)

Chemical &gent

Arsonlncendiary Attack

Armned Attack

Biological Agent

Cybertemorizm

Agriterrarism

o]~ mf | || ra

Radiological Agent

ol

Muclear Device

10 |Hazardous Material Release

11 |Unauthorized Entry

12 |Surveilance

13 [Wwind

14 |Seismic

15 |Flood

Record: E l—l E][E

Record: E ’—1 [E

of 1

Order

Threat # HazaM

Improvized Explogg evice [Bomb)
Chemical

::nyﬁendlary Attack
ed Attack

Biological Agent

Cyberteronism {
Agriterrorismn

Radiclogical Agent

N\ \>

MNuclear Device

Hazardous Material Release

P

Linautharized Entiy

Surveillance

\edind

Seismic /

N

Flooge?

*

P

- Me@(

Reard

er Delete Row Cancel ‘ Update:
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Critical Infrastructure Matrix

Selecting the <Critical Infrastructure Matrix> button will display this screen. Listed are a
range of established threats and functions. The matrix allows entry of Threat Rating,
Asset Value / Consequence, and Vulnerability Rating following the 1 to 10 scale as listed
in FEMA 452. The Risk Rating is then automatically computed and color coded
according to the established scale.

The matrix is populated with the existing system defaults established by the database
manager / administrator (See Master Database, Administrative Functions). Unique
Threat/Hazard, Critical Functions and Critical Infrastructures for the current assessment
can be established by the lead assessor from the Threat/Hazard Matrix menus. (Critical
Functions and Critical Infrastructures)

e There can be up to three pages of the Critical Infrastructure Matrix. Each
page displays up to seven Threat/Hazards. The matrix opens to Page 1.
Selecting the <Page 2> or <Page 3> buttons will display additional
Threat/Hazards.

e Selecting the <Modify Critical Infrastructure List> button enables authorized
assessors to establish a unique Critical Infrastructure list for only this
assessment.

e Selecting the <Modify Threat/Hazard> button enables authorized assessors to
establish a unique Threat/Hazard list for only this assessment.

e Selecting the <Rollup> button displays a consolidated Infrastructure matrix.

Threats >

Critical Infrastructure Matrix - Page 1 .

Facility Name: [HIC COO? I 10w Riskc (160
- Mediom Risk (61-175)
TR: Threat Rating =
A A Vel I e R 5175)
s : Improvised  Chemical Agent ArsonTncendiar  Armed Atack  Biological Agent  Cyb i iterrari
DIE Vel Bt Explasive Device ¥ Attack

Infrastructure Pk

No  Critical Infraztructure TR AV VE Risk TR AV VR Risk
1 ffsit= 2 1

HEE EEE
HIE

8] 144 5| 5] 1

AV VR Risk TR AV VR Risk TR AV VR Risk TR AV VR Risk TR AV VR Risk
2 7 [ 1l 2] 1 1 1 of of o 0

o of of 0

il o] of o

8 0] of 0 0
3 3 N =
8| 144 4 120

8

8

5 B

B B
3] 2| & 2 4 | EER BIGIE o of of ¢
5| 8 6 4 T2 2] 6 1 4 6l 4 ol of o 0
EE 96| 3| 4| 8| 160 3] s 'EEE FEEEENEERE o[ of of o
3| 8 3| 8 1 8] 5| 120 3| 8| s 144} 1] 8] 1 4l 8| 4] 1280 | o] o © 0
3 4] 4 EER 4 2 i 3| 4] 2 j_‘ii': 1] 4] 2 ol of o 0
EEEEEEEED EEEEN EEEESEERE ‘ssvijcoc 0

Modify Critical Infrastrueture List | Modify Threats Rollup | For Help, Press the F1 Key Clos

6 1 1
6 1] 6] 1
6 sl 1
6

28‘&’....

@

Asset Value 1-10 B | ow risk (1-60)
Threat Rating 1- 10 1 Medium risk (61-175)
Vulnerability Rating 1-10 B Highrisk (> 175)
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One Time Customization of the Critical Infrastructure List

Selecting the <Modify Critical Infrastructure List> button enables authorized assessors to
establish a unique Critical Infrastructure list for only this assessment.

A screen is opened displaying the “System Defaults” Critical Infrastructure list on the left
and the “User Customized for This Assessment” list on the right. The first ten items,
listed in blue, are required and can not be changed.

The first ten Critical Infrastructures listed are established for use in all assessments and
are supported by the FEMA 452 checklist. While adding additional Critical
Infrastructure labels is possible, it is discouraged unless the assessor develops associated
guidance and documentation.

This form enables users to add, delete and reorder the additional Critical Infrastructure
label entries. Note that the additional Critical Infrastructure labels should be added before
an assessor enters data into the matrix. Making changes to the labels will reset all matrix
data to “0”.

e Select the arrow symbol < ﬂ’ > in the middle of the form to replace all the
entries in the “User Customized List for this Assessment” with all the entries in
the “System Defaults” list.

e To change an existing additional Critical Infrastructure entry, place the curser on
any entry and type over the name. Note: the first ten cannot be changed.

e Toadd a new entry, place the curser on the bottom blank row. The asterisk “*”
on the left will change to a black triangle. First type in an order number, then type
in the new name of the additional Critical Infrastructure.

e The order that the Infrastructure labels are displayed can be changed. Click on any
order number and type in a new number. Use a “.5” decimal point to place the
Infrastructure label between other existing numbers. For example, to make an
Infrastructure label third on the list, change the order number to “2.5”. To make
Infrastructure label eleventh on the list, assign an order number of “10.5”. Note:
the first ten cannot be changed.

e To have the form display the changed order of the Critical Infrastructure labels,
left click on the <Reorder> button.

e To delete a Critical Infrastructure label, first select one of the Critical
Infrastructure labels by left clicking on the label. This will mark the desired label
with a right pointing arrow head if one is not already there. Then left click the
<Delete Row> button and the selected Critical Infrastructure label will be deleted.
Note: the first ten cannot be changed.

e To finalize all the changes made to the Critical Infrastructure list, select the
<Update> button. This will first warn you that “This action will replace the
Critical Infrastructure Matrix” for the listed assessment with a one time
customization from the list on the right and that “Any existing Critical
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Infrastructure data for this assessment will be deleted!” Click <Yes> to complete
the change or <No> to return to the form.
e Click <Cancel> to return to the Critical Infrastructure matrix without making any

changes.

One-Time Customization of Critical Infrastructure List

Assessment Type:

Facility Name: Assessment Date:
[Hazardville Information Company [12252007

System Defaults

[Facility Tier 1
User Customized for this Assess

\

Drder Critical Infrastructure Drder Critical Inflasllucy

» 1 [Site 3 1 [Site /
2 |Architectural 2 |Architectural
3 [Structural Systems 3 Structm
4 |Ervelope Systems 4 ope Systems /
5 Utility Spstems N Lltility Spztems
E |Mechanical Systems & E |Mechanical Spstems
7 [Plumbing and Gaz Systems é 7 |Plumbing and Gas Spstems
8 |Elechical Systems 8 |Electical Systems

9 |Fire Alarm Syztems

w

Fire &larm Spstems

Record: @ 1 @ of 1

L\

10 [IT/Cammunications Spstems 10 |IT/Communications Spstems /

11 | Other CI-1 11 | Other CI-1 P

12 |Other CI-2 12 |Othes CI-2 rd

13 |Other CI-3 13 |Other CI-3 Z /

14 |Other CI-4 14 |Other CI-4

15 |Other CI-5 15 |Other CI-5 prd

16 |Other CI-6 16 |Other CI-6 prd

17 |Other CI-7 17 |Othes CI-7 rd

18 |Other CI-3 15 |Othes CI-5 rd

19 |Other CI-9 19 |Other C1-9 e

20 |Other CI10 20 [Other CI10 A~ e v
Record: @ 1 @@ Record: k@@:"

Rearder | Canicel | Update %
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One Time Customization of Threat / Hazard List From the Critical Infrastructures Matrix

Selecting the <Modify Threats> button enables authorized assessors to establish a unique
Threat/Hazard list for only this assessment.

A screen is opened displaying the “System Defaults” Threat / Hazard list on the left and
the “User Customized For This Assessment” list on the right. From this form, the system
allows users to add, delete and reorder the Threat / Hazard labels. Note that changes to
the Threat/Hazard list effects both the Critical Function and the Critical Infrastructure
matrixes. The Threat / Hazard labels should be changed before an assessor enters data
into either matrix. Making changes to the labels will reset all matrix data to “0”.

e Select the arrow symbol < ﬂ’ > in the middle of the form to replace all the
entries in the “User Customized List for this Assessment” with all the entries in
the “System Defaults” list.

e To change an existing Critical Function entry, place the curser on any existing
entry and type over the name.

e To add a new entry, place the curser on the bottom blank row. The asterisk “*”
on the left will change to a black triangle. First type in an order number, then type
in the new name for the Threat/Hazard.

e The order that the Threat/Hazard labels are displayed can be changed. Click on
any order number and type in a new number. Use a “.5” decimal point to place the
Threat / Hazard label between other existing numbers. For example, to make a
Threat / Hazard label third on the list, change the order number to “2.5”. To
make Threat / Hazard label first on the list, assign an order number of “0.5”.

e To have the form display the changed order of the Threat/Hazard labels, left click
on the <Reorder> button.

e Todelete a Threat / Hazard label, first select one of the Threat / Hazard labels by
left clicking on the label. This will mark the desired label with a right pointing
arrow head if one is not already there. Then left click the <Delete Row> button
and the selected Threat / Hazard label will be deleted. Note: A minimum of one
Threat / Hazard label must remain.

e To finalize all the changes made to the Threat / Hazard list, select the <Update>
button. This will first warn you that “This action will replace the Threat / Hazard
Matrix” for the listed assessment with a one time customization from the list on
the right and that “Any existing Threat / Hazard data for this assessment will be
deleted!”. Click <Yes>to complete the change or <No> to return to the form.

e Click <Cancel> to return to the Threat / Hazard matrix without making any
changes.
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One-Time Customization of Threat / Hazard

Facility Name: Azzezzment Date: Azzezzment Type: " Replace a“ With
[Hazardvill: HQ [03/03/2003 [Facility Tier 1
System Defaults User C 1 for this A t / SyStEm defau |tS
Order Threat / Hazard 25 Order Thieat / Hazard 5
[ 3 1 |Improvized Explasive Device [Bomb) 1 |Improvised Exploche [Bomb)
2 |Chemical Agent 2 Ehemicalﬂy v Type over any
3 [ArsonAncendian Attack ] i%yﬂﬁndiaw Attack / Cr|t|ca| FUI’]CtIOI’]
4 |armed Attack. d_gifred Attack. rd
5 |Biclogical Agent 1/5 EBiclogical Agent /
E |Cyberterrarism f E [Cyberterrorizm / -
7 |Agriterrarizm é 7 |Agriterrarizm Type In a new
8 |Radiological Agent 8 |Radiclogical Agent / L, 1t 1
3 [Muclear Device 3 NuclearDevic:e/ / Crltlcal FunCtlon
10 |Hazardous Material Release 10 |Hazardous fifferial Releass /
11 [Unauthorized Entry 11 |Unauthorized Entry
12 |Surveilance 12 |Surveillance / Change the Order
13 [wind 13 wind P Ve
14 [Seismic 14 |Seismic P P
15 |Flood p| 15 |Flood e 1t
P 15 Food g - Delete a Critical
L Function
v
Record: f Record: T[> #] of H H
ecord: (14] JER N scord: (1] LATh ) o Finalize the change
Rearder | Delete Row Cancel | Update '6-
Record: E 1 [E of 1
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Checklist Process

The database provides the assessor an automated FEMA 452 checklist process that can be
tailored to the needs of the specific assessment. The database was first tailored during the
“Create / Modify Assessment Record” process when an “Assessment Type” was
previously selected. The database is further modified now, during the checklist process to
support an Antiterrorism Analysis, a Natural Hazards Analysis or All-Hazard Analysis.

- 0%

Assessment Tool

Assessment Type:

Ezxecutive Summary

E Main Menu for Assessors

Facility: | w

Facility and Team Information

General Facility Information | Farility Executive Surmmary |

Matural Hazards Analysis[ W [ E [ F |
¥ al-Hazard Analysis E
1- Site Checklist
2 - Aychitectural

Assessment Team |

Facility Points of Contact | Wulnerability Analysis
(List, Cost, Priority)

Farility Valnerabilities |

3 - Stmetural
4 - Building Envelope
5 - Utility Systems

Risk Matrices

& -Mechanical Systems

7 - Phuvbing and Gas

8 - Electrical Systems

9 - Fire &larm Systems

10 - Comnmnications and IT Systems

File Wanagement

Manage Photo/GI3Mise

Critical Function Matrix | Export to Transfer Folder

11- Equipment Operations and Mantenance
N Clase
\ 12 - Security
\ 13- Security Master Plan For Help. Press the F1 Key
Njoop Farility: 4dditional Concerns Edrional Rititute of Building Siences 2004
N

\/

Critical Infrastructure Matrix |

Import Checklist Waln. f Ohs. |

This propram wos developed dy and for FEMA and the
Departwent of Veterans Affaiys, puyseant to a contract
with the Nofional Bistitute of Building Sciences.

>4

The checklist control buttons run down the middle of the Main Menu for Assessors
screen. The top three buttons are color coded and enable the assessor to filter which
questions are displayed. Select the top button < Antiterrorism Analysis> to only display
questions for an antiterrorism analysis. Select the second button < Natural Hazards
Analysis> to only display questions related to a wind, earthquake, and flood analysis.
Select <All-Hazard Analysis> to display all questions. Note that this selection filters all
14 sections of the checklist. Also note that the filter process does not destroy entries and
that an assessor can return to this page and change the filter setting without losing or
destroying data.

The checklist is organized into 14 sections which are displayed on the middle of the page
under the filter buttons. The first 13 sections apply to all assessments. The 14™ checklist
titled “COOP Facility: Additional concerns” is only displayed and used for COOP related
assessments. A checklist section is accessed by left clicking on its control button. Each
section of questions is numbered 1-14 to identify the checklist it is associated with. For
instance, “Site” questions are section #1 and “Utility” is section #5. Each of the four sub-
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categories, antiterrorism, wind, earthquake, or flood, can accommodate up to 99
questions per sub-category. The four sub-categories are included in each section if
applicable. Antiterrorism questions are numbered 1-99; wind is 101-199; earthquake is
201-299; and flood is 301-399. A question labeled as “5-103” indicates the question is
from the Utility Systems section, “5-”; and the “103” means it is from the sub-category of
“wind” (100) and is the third question (03). Additionally, sections are color-coded to
assist users with quicker recognition.

To start, first select an assessment facility, by left clicking on the drop down box under
<Facility>. Then select a checklist filter, such as <All-Hazard Analysis>. Finally select a
checklist section.

Assessment Checklists

The format of the Site Checklist, shown below, is like all the other checklists.

e The first column contains an arrow to indicate which row is selected for data
entry.

e The second column on the left is the checklist question number [Section Number
— Question Number (5-103)]

e The third column is the Observation made during the assessment. This could
describe a vulnerability identified by the assessor.

e The fourth column is the Recommendation / Remediation made by the assessor to
mitigate concerns with this question and observation.

e The fifth column is reserved for identifying the questions which have an
observation identified as a vulnerability.

e The sixth column is the question itself, taken right from the FEMA 426 Building
Vulnerability Assessment Checklist. The questions are color coded to facilitate
identification. Antiterrorism related question are colored green, Wind related
questions are colored yellow, seismic related questions are colored tan, and flood
related questions are colored blue.

e The seventh column is the guidance associated with that question, also found in
the FEMA 426 Building Vulnerability Assessment Checklist.

e The eighth column is a cross reference to COOP related guidance.

e There are four color coded buttons across the top right of the form. These allow
the user to jJump to the first related question in the section. Note that if a user has
previously filtered out a topic, the system will remain on its current question.
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Observations and Recommendations/Remediations for Section Heading: Site

Press button to jump to first related question ~
Date: [1225/72007 | Type: [Facility Tier 1 | _Antitenrorism _| wind | Flood

Facility Name: | Information Company | & Earthquake

Q#% Ohservation Recommendation/Remediation Vuln? Vulnerability Assessment Question Guidance Additional Reference

QI

I [amat major stractares surround the

[Critizal infrastructare to consider

Isheltering. - Reference: ITSAF
Installation Force Protection Cuide

~ [FPC 65: Annex E,
[Facility (site or building(s2)? — What linehades: - Teleeommmnications Altemate Operating
vitizal b X - Facilities forbrosdeast Facilities, Planing
bruilitary, or recreation failities are in ITY, cable TV; celbilar networks, Considerations, para |
lthe local azea that impact [newspaper offices, prodoction, and
3 [transportation, utilities, and collateral Idistribntion; radin stations, satellite
darmaze (attack at this Facility lbase stations: telephone trmking and
12 I "[Does the texrain plare the uilding in a [Depressions or low areas can trap FPC 65: Annex E,
ot low area? [heavy vapors, inthit nataral Alternate Operating
Mecontamination by prevailing winds, Facilities, Planning
land reduce the of in-place c paral

1-3

I "Jin dense, urban areas, does curb lane
[parking place mncontrolled parked
[vehicles unacceptably close to &
lbuilaing in public rights-of-way?

[Where distance from the building to
[the nearsst ush provides insfficient
lsetback, restrict parking in the curb

llane. For typical city streets this may

FFC 65: Annex E,
Alteruate Operating
Facilities, Planning

Cousidexations, para &

lrequive negotiating to close the cub
llane. Setback is common terminology

o the distance between & buildine aud
[The intent is to chammal pedsstrian
ltraffic onto a site with xmltiple
lrildings throngh Joown access comtral
[points. For a single building the intent
is to have a single visitor antrance. -
[Reference: GSA PES-P100

s 2 perimater fencs ot other types of
lbarrier controls in place?

FPC 65: Annex E,
Alternate Operating
Facilities, Planning

Comsiderations, para &

15 I~ [ hat are the site ancess points to the

Lite or building?

[The goalis to have af least two access
[points B one for passenger vehicles and
lone for delivery tracks due to the

| different procedmes needed for sach.
[Having two aceess points alsa helps i
lone of the accsss paints becomes
jomasable. then traffic canbe ronted

Close 7

[FFC 65: Annex E,
|Alternate Operating
Facilities, Planing

Comsiderations, para &

Vievr Facility Information

Print Questions ‘ Print Observations and Recormendations For Help, Press the F1 Key

Recard: E ’71 E][E

of 53 (Filtered)

This form is used to record observations and recommendation / remediation comments
from the assessment and can be printed out as a report. If an Observation was identified
by the assessor as a vulnerability to consider, the user places a check mark in the “\Vuln?”
box by putting the pointer on the box and left clicking. This copies the Observation (now
a Vulnerability) and the Recommendation / Remediation to the Facility Vulnerability list
for further analysis. Note: The software indicates, using a pop-up, that more information
— building number and priority — will be required when the Vulnerabilities screen is
opened.

Observations and Recommendations/Remediations for Section Heading: Site

Press button to jum .,

Facility Name: [Hazardville Information Company HIC | Assessment Date: [12/25/2007 | Type: [Facility Tier 1 | _Antiterrorism _| Wit
Q# Obzervation Rec dation/R diation Yuln} ¥ rahility Assessment Question Guidance
» |l-1 This is generally a short title for the # | |The length of the reconumnendation Iv t major structures anround the (Critical infrastrct:

ohservation followed by disoussion and
the impact to the operations or
mission. 4 check mark in the "Waln?"
booe requires additional inpat.

depends on the complexity of the
remediation ! mitization options. It is
alse The options may be short-term or
longz-term and involve procedaral or
technical sohitions.

ilityf[site or buildingf(s))7 -- What
critical infrastmcthure, government,
military, or recreation familities ave in
the local avea that impact
transportation, utilities, and callateral
damaze Mattack at this facility

inchudes: - Telecon
infrastmcture - Fac
TV, cable TV, call
nearspaper offices,
distribuation, radio s
base stations: telet

1-2

D'oes the terrain place the building in a
depression or low area?

Depressions or lowr
heavy vapors, inhit
decontarmination b
and reduce the effe
sheltering. - Fefere
[nstallation Foree I

In dense, uthan avess, does muh lane
parking place uncontrolled parked
ehicles unacceptably close 1o a
brilding in public rights-of-wray?

(WWhere distance fio
the nearest ourh pre
sethack, restrict pa
lane. For typical e
require negotiating
lane. Sethack is cor
for the distance het

Print Cmestions | Print Observations and Recommendations

Wiew Facility Information

Record: [E] ,71 [Z][E

of 53 (Filtered) <

For Help. Press the F1 Keyp

Close
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When all the information is input to the visible screen, you can scroll the screen using the
right side vertical slide bar or use the Record selector arrows in the lower left corner to
get to the question desired. Also, double clicking on the top blue bar will expand the
window size to show a full screen of information.

On the bottom of the form are three additional functions:

e The first button produces a report of the questions in the section of the checklist.
e The second button produces a report of the observations and recommendations
entered into this section of the checklist.

e The third button displays the facility information form. This allows the assessor a
quick means to review facility information during the assessment.

The other 12 sections of the checklist function the same way to capture observations and

recommendations or remediation. As before, when finished, left click on the <Close>
button in the lower right corner to go back to the Main Menu for Assessors screen.
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Facility Vulnerability Process

The Facility Vulnerabilities section of the Assessment Tool provides a means to further
analyze the vulnerabilities found during the assessment. By displaying on one list the
facility’s vulnerabilities, their location and the initial recommended remediation,
assessors can determine common weaknesses and mediation strategies that will work for
multiple vulnerabilities. This also aids in the analysis of prioritization for mediation. Left
clicking on the <Facility Vulnerabilities> tab will take you to that screen.

Facility: |
Facility and Team Information

General Facility Information |

Assessment Team |

Facility Paints of Contact |

Eisk Matrices

Critical Fanction Matr |

Critical Infrastructore Batrix |

This program was developed by and for FEMA ond the
Department of Veterans Affoirs, pursvant fo a contrast
with the Mational Ristitute af Building Sdences.

FEMA 452: Risk Assessment Datahase v.4.0

Assessment Tool

Azzeszment Date: Azzessment Type:

Checllists

[~ Antiterrorism Analysis
[T Matural Hazards Analysis “
V¥ all-Hazard Analysis E

1- Site Checklist

Executive Summary

Farility Executive Summary |

2 - Architectural

3 - Stmetoral

4 - Building Envelope

WVulnerabdity Analysis
(List, Cost, Priority)
Facility Walnerabilities |

5 - Utility Systems

& -Mechanical Systems

7 - Phumbing and Gas

8 - Electrical Systems

File Management

Manage PhotolGISMise

9 - Fire Alarwm Systems

Import Checklist Yaln. J Obs.

10 - Commmmnications and IT Systems

11- Equipment Operations and Maintenance

Export to Transfer Folder

12 - Security

Close

13- Security Master Plan

14-COOP Facility: 4dditional Concerns

For Help. Press the F1 Key
Ehfptonal bstitute of Ruilding Scemces 2008
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Vulnerability and Recommendation Screen

This is the Vulnerability and Recommendation screen of the Assessment Tool. It is
automatically populated with the previously entered Observations (now called
Vulnerabilities) and Recommendation / Remediation when the “Vuln?” box is checked
when completing a question on the checklists. Note that the rightmost column of the page
shows the checklist section from where vulnerabilities were transferred. Assessors can
also add to the list by typing in a new vulnerability onto the page (some may not be
associated with a checklist question).

| Assessment Main Page

Facility Name: {Hazan‘lvﬂle Information Company HIC Default Image: |R—UTD 8-2-07 ipz e

Azzessment Location: {Hazan‘lvﬂle, WY
Assessment Date:| 12252007  Type: |Facility Tier 1 v

Executive Summary | Vulnerabilities | POC's || Assessment Team | Add Photos | View Photos | Add GIS Portfolio Images | View GIE Portfolio | Miscella ol

Vulnershility Status / Cost ™

Building Name or Number  Vulnerability Priority Recommendation/Bemediation
%  |This is generally a short title for the | 0 % |The length of the recommendation depends on the
observation followed by discussion and the complexity of the remediation / mitigation options.
impact to the operations or mission. & It is also The options may be short-term or long-
check mark in the "Waln?" box requires term and mvalve procedural or technical sobrtions.
Fl v [ 0w
* ~ | e

Delete Walnershility

Record: [EE ]—3 E]@ of 3 (_ ¥
For Help. Press the F1 Key Clase w

This form has three fields that are still blank if a vulnerability was transferred from a
checklist by clicking the “Vuln?” box.

e Record a building name or number in the first column to focus where this
vulnerability is located.

e Prioritize the vulnerability so as to better identify which vulnerabilities require
mitigation based upon the limited resources available — get the best benefit / cost
ratio for reducing overall risk.

e Add an estimated cost of the recommendation by left clicking on the
<Vulnerability Status / Cost> button.

There are two other ways to get Vulnerabilities and Recommendations / Remediations
into the fields:
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e The assessors can type them directly into the fields. They will not show linkage
to specific checklist questions unless that information is also added.

e Vulnerabilities and Recommendations / Remediations can be imported from the
Assessment Tools of other assessors using the tool’s import utility. In doing this,
the Lead Assessor has the option of importing all of a Team Member’s
vulnerabilities and recommendations, or choosing specific ones to transfer.

When an assessor selects a vulnerability, the program requires the assessor to enter a
building number and a priority number (1 to 5) in the Vulnerability List in addition to
making recommendations about how to reduce the vulnerability / risk.

CAUTION: If you do not select a priority number before the inputs are accepted by the
database, the number will be set to zero and this entry will come out on the top of the
vulnerability report.

Prioritization is based on the severity of the vulnerability and the availability of resources
for mitigation. For example: Priority 1 vulnerabilities are the most important to
mitigate...i.e. fix it now. Priority 5 vulnerabilities may wait until additional funds are
available.

The Master Database can be searched based on this field...all Priority 1 vulnerabilities,
all Priority 1 and 2 vulnerabilities, etc.

To delete a vulnerability entry, first select one of the vulnerabilities by left clicking on the
far left column. This will mark the vulnerability desired with a right pointing arrow head
if one is not already there. Then left click the <Delete VVulnerability> button on the
bottom of the form.

The Assessment Tool allows an assessment team to provide a cost estimate (dollar
values) to the individual recommendations: New fence $100,000, Vehicle barriers
$25,000, etc. Left click on <Vulnerability Status / Cost> from the Facility Vulnerabilities
page to enter the Remediation module.
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Building No Vulnerahility Priority Eecommendation/Bemediation
[z [ e e e e e T e [ 27+ [The lergth of the recommendation depends on the
observation followed by discussion and the complexity of the remediation ! mitization options.
impact to the operations or mussion. 4 It is also The aptions may be short-term or long-
check mark in the "Yuln?" box requres term and involve procedural or techmcal solotions.
Drate Cast Comments
4 $0
$0
$0
0
For Help, Press the F1 Key Close

The Program Manager can then track the cost information throughout the process to

implement the recommendation.

Left click <Close> to exit the Remediations screen and left click <Close> to exit the

Facility Vulnerabilities screen.
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Facility Executive Summary Process

The Facility Executive Summary section of the Assessment Tool allows an assessor,
usually the Team Leader, a page to summarize general information about the facility and
this assessment. Left clicking on the <Facility Executive Summary> tab will take you to
that screen.

E Main Menu for Assessors

FEMA 452: Risk Assessment Datahase v.4.0 Asseasment Tool
Farility: | b Aszessment Date: Aszessment Type:
Facility and Team Information Checllists Execubive Sl ary

General Facility Information | [ Antierrorism Analysis
| [T Matural Hazards Analysis “
¥ all-Hazard Analysis E

Farility Executive Surmmary

Assessment Team

Facility Points of Cantact | 1- Site Checklist Vulnerability Analysis
2 - drchitectural (List, Cast, Priority)
3 - Stmetoral Farility Valnerabilities |
4 - Building Envelope
5 - Ttility Systems
8 -Mechanical Systems File Management

7 - Phumhing and Gas

Mansge PhotofGIS/Mi
B - Do Friams > ki

Rigk Matrices
9 - Fire Alarm Systems Import Checklist Waln. / Obs. |
Critical Function Matrix | 10 - Commmmications and IT Systems Export to Transfer Folder |
- . 11- Equipment Operations and Maintenance
Critical Infrastroctore Matrix | s |
12 - Security
This program wos developed 3y and for FEMA and the » g
Depariment of Vetevans Affaivs, purssant to a contract 13- Security Master Plan For Help, Press the F1 Key
with the Mpfional Restitute of Beilding Sciences. 14-CO0P Facility: Additional Concems @ National Fstitute of Puilding Sciences 2004
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Facility Executive Summary Menu

The Facility Executive Summary section of the Assessment Tool provides three fields for
the Lead Assessor (or Team Leader) to summarize general information about the facility
and this assessment. When printed, these three fields appear as a single document with
three main sections: Introduction, Observations, Recommendations / Remediations.

The Introduction field should contain some background information, facility location,
mission, dates, etc. The Observations field should contain general information about what
was found, but particularly, vulnerabilities...are they security related, critical
infrastructure related, etc. Finally, the Recommendations / Remediations field is for
general recommendations about current conditions, mitigation measures that are
applicable to the major vulnerabilities and other pertinent information to consider.

Assessment Main Page
—%

Facility Name: [Hazardville Information Company Default Image: | v

Location: [Hazardville, WY

Ho Image dvailble

Assessme ntDate:[ 12252007 Type: [Facility Tier 1 v

Exemtive ¥ | Vulnerabilities | POC's Team | 4dd Photos | View Photos | 4dd GIS Portiblio Images | View GIS Porifolio | Miscella ¢ *

Initroduction Observations E dations/Remediat

For Help. Press the F1 Key Close w

Note that you can use the tabs above the three fields to go from this section to many
others to review information as necessary while writing the Executive Summary.

One word of caution regarding the Executive Summary: The import/export utility will
not transfer this section of the tool between assessors, so if an assessment team member
other than the Lead Assessor fills in these fields, there are two ways to transfer the
information between laptops: one method is for the drafter of the Executive Summary to
switch to Master Database mode, go to Facility Reports / Executive Summary / Publish
as a Word Document / Save the Word Document where it can then be transferred to the
Lead Assessor as a Word Document file. An alternative is to cut and paste the three
paragraphs into a document and transfer the temporary document between computers.
Then the Lead Assessor can cut and paste the individual paragraphs back into the
Executive Summary. Use <Close> to return to the Main Menu for Assessors Screen.

49



Importing Checklists, Vulnerabilities and Recommendations

After the assessment team has completed its data collection effort, the checklist
questions, vulnerabilities, and remediations have to be combined into one Assessment
Tool database before the data can be transferred to the Master Database. This is
accomplished by using the import function to transfer collected data from the Team
Members Assessment Tool Databases to the Lead Assessor’s Assessment Tool Database.

Let’s say there are five members of the assessment team: A Lead Assessor, a Security
Specialist, a Mechanical/Electrical Assessor, a Structural Engineer, and a Cost Estimator.
Before the start of the assessment, the Lead Assessor (or Team Leader) should assign
Checklist sections to each member of the team. For example, the Structural Engineer
would do Checklist Sections 2, 3 and 4. Checklist sections can be split among team
members; this makes importing more complex, but still doable.

=[}3

E Main Menu for Assessors

FEMA 452: Risk Assessment Datahase v.4.0 Asseasment Tool

Aszzessmnent Date: Azzessment Type:

Facility: | ¥

Facility and Team Information

General Facility Information |

Assessment Team |

Facility Points of Contact |

Fizk Matrices

Critical Function Matri: |

Critical Infrastroctore Matrix |

This program wos developed 3y and for FEMA and the
Departwent of Veterans Affaiys, puyseant to a contract
with the National Fastitute of Building Sciences.

Checldlists
[~ Antiterrorism Analysis
[T Matural Hazards Analysis “
¥ all-Hazard Analysis E

1- Site Checklist

2 - Architectural

3 - Stmetoral

4 - Building Envelope

5 - Ttility Systems

& -Mechanical Systems

7 - Phumhing and Gas

8 - Electrical Systems

9 - Fire Alarm Systems

10 - Comnmnications and IT Systems

11- Equipment Operations and Maintenance

12 - Security

13- Security Master Plan

14-COOF Facility: Additional Concerns

Executive Summary

Farility Executive Surmmary |

Wulnerability Analysis
(List, Cost, Priority)
Facility Wulnerahilities |

File Management

Manage PhotolGIS Mise

Import Checklist Valn. / Chs.

Export to Transfer Folder |
Clase |

For Help. Press the F1
il Sciences 2004

The file management utilities (<Import Checklist Vuln. / Obs.> and <Export to Transfer

Folder>) of the Assessment Tool allows the Lead Assessor to collect checklist
observations and comments, along with vulnerabilities and the associated
recommendations from the team members. This consolidated database is the

responsibility of the Lead Assessor to ensure technical editing, consistency, and a flowing

report prior transferring it to the Master Database.
The process is simple but it takes some practice.

e First make sure you have selected the correct facility in the upper left drop down

box.
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e Second, each team member must copy his Assessment Tool database file to a
transfer device. A USB drive works well as a file transfer device. The file will be
a large (several dozen MB) Microsoft Access® MDE Database file. Left click on
the <Export to Transfer Folder> button. This will bring up a window that copies
and exports the assessment database and assessment folder (with the associated
Photo, GIS files and Miscellaneous subfolders) from the current location to a new
location selected by the user. Use the <Browse> button to identify where you
want to copy the data to and then left click <Copy Files>.

Export to Transfer Folder

Export Database and supporting Files to Transfer folder:

From: |C:\.Master ¥4 Final 12-10-0T\

To: |C:\I)0cllln.e]li8 and Settings'sharnharit Ty D Barnhart - Local Natural Hazards TS08-04. |

Copy Files Clase

e The Lead Assessor then uses the transfer device (USB drive, CD, DVD, etc.) with
the assessment files and copies the files to a temporary location on his computer.
Then, from the Main Menus for Assessors, the Lead Assessor should select the
facility being assessed from the pull down list, and click on the <Import Checklist
Vuln. / Obs.> button. Note: First, ask your database administrator to make sure
the Lead Assessor user name is assigned to the “Admins” group. If you are not in
the “Admins” group, the Import Checklist button will be grayed out and not
functional.

e This brings up a request window to identify the file to select for import. Left click
<Browse> to find the file called MasterDBV4.mde in your temporary folder.

Select File

Import Cheekhist information from (CD, thamb, folder on hard drve):

|| Eronarse
Import Close

e After browsing to the database file either double left click on the file or left click
once on the file and then left click the <Open> button to have the file name and
location appear in the field.
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Open E| El

@'f MasterDBV4.mde

Files of type: |Database files (*mdb, ~mde, *mda) j Cancel

[ Open as read-only

e Finish the process by left clicking on the <Import> button.

Import Checklizt information from (CD, thumb, folder on hard drive):

C:'Program Files'FEMA Mazter Azseszment Databaze V4'MazterDEV4. mde

e This will bring up a window listing all the assessment facilities available to
import from. Click on the assessment facility you want to connect to, then click
<Select Assessment> to establish a connection between databases.

== frmSiteAssessments_Remote

Asgegsments Available for Inport From: |C:'\FEM.-’-‘« Agzezzmentz copyibzzeszorT ool mde ‘
Assessment
Address 1 City Aszessment Location Date Type
@::IE:'I\) site 1 31442006 [Tier 1
'W Site 2 28272006 [Tier 2
Example zite 3 Site 3 E/B/2006 |Tier 3

P ——

Select Aszezzment Cancel 2|
: ; v
Rernrd: [ ] nf =

e This will bring up a small window to indicate the connection between databases
has been made, and # Checklist records and # Vulnerability records are available
for viewing and copying to the Lead Assessor’s database.
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=

Microsoft Office Access

\ij) Zonnection made,

216 Checklist records
1 Yulnerability records

[X]

available For Yiewing/Copying.

Warning: It is important to realize that the wrong database can be imported as easily as
the correct one. It is imperative for the Lead Assessor to keep accurate track of files
copied from other assessors.

Hint: When the team member gave the lead assessor his assessment information on his
transfer device, he also transferred the team member’s photos, GIS portfolios and
miscellaneous files. Use the <Add Photos>, <Add GIS Portfolio Images> and
<Miscellaneous Files> tabs to add these items to the lead assessor’s database and files.
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Viewing and Importing From Linked Databases

After the databases are linked, the next step is for the Lead Assessor to select the
checklist section that he wants to import data into. The new orange heading on the
checklist form indicates the databases are linked. The “remote data” is from the linked
assessment. Check the name and date of the assessment, highlighted with an orange
background, to verify its identity.

Observatinnz aiid Recommendations/Remediations for Section iic2ding: Site

Facility Name: [Hazardville Information Company HIC | Assessment Date: [12/252007 | Type: [Facility Tier 1 |

Q#  Obzervation

Press button to |

Antiterrorism | Wil

heco:

hility Aszessment Question

Guidance

[1-1

This is generally a short title for the
ohservation followed by disoussion and
the impact to the operations or
mission. & check mark in the "Waln?"
bou requires additional input.

L

The length of the reconunendation

ds on the complexity of the

remediation f mitization options. It is
also The options may be short-term or
long-term and invalve procedoral or
technical sobitions.

What major stractures suround the
facility (site or buildingfs))? -- What
critical infrastmcthore, zovernment,
military, or recreation facilities ave in
the local area that impact
travsportation, utilities, and collateral
damase (attack at this facilitv

(Critical infrastractc
inchides: - Telecor
infrastrchire - Fac
TV, cable TV, cell
newrspaper offices,
distribution; radic s
hase statinms: telet

Dioas the terrain place the building in a

depression or lowr avea?

Dieprassions or lowr
heavy vapors, inhit
decontarination by
and reduce the effe
sheltering. - Fefere
Installation Foree

15

In dense, urhan aveas, does murh lane
parking place uncontrolled parked
rehicles unacceptably close to a
building in public rights-of-aray?

WWhere distance fro
the nearest muh pre
setback, restrict pa
lane. For typical e
require negotiating
lane. Sethack is cor
for the distance bet

Print Cestions | Print Observations and Recommendations |

Wiewr Facility Information |

Record: E ,71 E][E

of 53 (Filtered) <

For Help. Press the F1 Key

Clase

Then left click <Open Remote Data> to open the orange import window.
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Observations Details from the REMOTE DATABASE

Copy obzervations from Remote Databaze Assez=ment: A

.emate Facility Name: [HIC COOP | ioted t Date: [2/21/2007
Tao Local Databasze Aszezzment:
Facility Name: [HazardCorp Building | A t Date: [10/15/2005
Copy
Record Q%  Ohzervation RecommendationRemediation Vuln?
[ 3 [ | 1-1 Test of observations: thers are no curb Provide specific instructions in the form A v
lane parking place vneontrolled parksd of checllists, which may be removad
wehiclss unacceptably closs to a from ths plan document and vsed as
building 1n public rishts-of-way. sridalines d‘LLﬂ.tlk the actual emerzency
o during an emergeney preparsdness
drill.
W
1-2 The terrain do=s not place the building Deprassions or low areas can trap heavy [
in a deprassion or low area. vapors, inhibit natural dzcontamination
by prevailing winds, and reducs the
=ffzctivensss of tn-place sheltering. -
Peference: USAF Installation Force
Protection Guide

. [ ¢ and OVERWERITE
3=l=ct All Update Local Copry Copy Closa
v Copy and APPEND

Record: [E] 1 [I][E] of 25 (Filtered)

Section 1, Site Checklist, is shown here in the screen capture. The Lead Assessor can
read the entries from the remote data checklist and then select the specific observations
and comments to be imported by putting a check mark in <Copy Record> or choose
<Select All> to input all Observations and Recommendations / Remediations in this
section. The Lead Assessor can also decide to add the new information to any he already
has entered by indicating by check mark to <Copy and Append> or overwrite anything
previously entered using <Copy and Overwrite>. The default is Copy and Append.

Warning: Make sure you track what you are importing. This is where it is possible to
accidentally overwrite good data with a blank field.

The process is the same for importing vulnerabilities and recommendations. This is a
very handy tool, allowing the Lead Assessor to assemble all of the collected data on one
database and in one computer before leaving the facility at the end of the assessment.

Note the Photos, GIS Portfolio Images, and Miscellaneous Files are not linked. However,
when the team member gave the lead assessor his assessment information on his transfer
device, he also transferred the team member’s photos, GIS portfolios and miscellaneous
files. Use the <Add Photos>, <Add GIS Portfolio Images> and <Miscellaneous Files>
tabs to add these items to the lead assessor’s database and files.
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Manage Photos, GIS Portfolios, and Miscellaneous Files

To load photos, GIS Portfolios, or miscellaneous files collected during the assessment
into the assessment record, the user first opens the Assessment Tool and then uses the
<Manage Photo/GIS/Misc> button and its related functions.

e From the Assessment Tool Main Menu, left click on <Facility Assessments> or
<Continuity of Operations Assessment (COOP)> to enter the Main Menu for
Assessors.

e Next choose an assessment facility, since several may be loaded. This is done
using the pull-down list in the “Facility:” window in the top left corner. The list
will show the names of the facility records that have been created.

e Next, left click on the <Manage Photo/GIS/Misc> button. This will take the user
to the Assessment Main Page form. On this form, there are the “Add Photo”,
“Add GIS Portfolio Images” and “Miscellaneous Files” function Tabs across the
top that the user can select to add files into the current assessment record.

& Main Menu for Assessors _ @@
/\ FEMA 452: Risk Assessment Database v.4.0 Asseamment Tool
{ Facility: | “ Assessment Date: Azseszment Type:
Frarit-ssnd-FoamtaferTTaion Checldists Executive Summary

™ Makural Hazards Analysis “
W All-Hazard Analysis ﬂ

Assessment Team

Lo}
General Facility Information | [ Antiterrorism Analysis Facility Exemtive Surmmary |

Facility Points of Contact 1- Site Checklist Wulnerability Analysis
2 - hychitectural (List, Cost, Prionty)
3 - Structural Facility Walnerabilities |
4 - Building Envelope
5 - Utility Systems
& -Mechanical Systems File Management

7 - Phambing and Gas
8 - Electrical Systems

Manage PhotoiGISMise

Risk Matrices

9 - Fire &larm Systems Import Checklist Valn. / Obs. |
Critical Fanetion Matrix | 10 - Comnmnications and IT Systems e |
. . 11- Equipment Operations and Maintenance
Critical Infrastructore Batri: | Clase |
12 - Security
This propram was developed 3y and for FEMA and the - 3
Dapartment of Veterans Affaivs, pursuant o o contract 13- Semmeti L el 1Elbm For Help. Press the F1 Key
with the Nofional Ristitute of Building Sciences. 14-COOP Facility: Additional Concemns & hational hstitute af Building Sciences 2004

e A user can also use a drag-and-drop operation to transfer the files manually to the
assessment subfolders. The database will automatically detect and link them to the
current assessment the database when the “Add Photo”, “Add GIS Portfolio
Images” and “Miscellaneous Files” Tabs are opened.
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e The database will recognize any type of file in the “Miscellaneous” folder.
However, the database only recognize files with a “.jpg”, “.gif” or “.bmp” file
extension in the “Photo” and GIS Portfolio” folders.
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Adding Photos

The <Add Photos>, <Add GIS Portfolio Images> and <Miscellaneous Files> work
similarly to add these items to the database and files. A user can browse to a single file
and copy it to the database and current assessment folder or browse to a file and then
copy all files in that folder to the database and current assessment folder. A user can also
delete files from the database and assessment folder.

e First select <Add Photos> from the assessment Main Page form.

e Next, select either <Copy only the selected image> to attach a single photo, or
select <Copy All from the folder> to attach all files in the selected folder.

Assessment Main Page

Facility Name: |Hazax\‘lv1]le Information Company HIC Default Image: | % ~

Azzezsment Location: |Hazan'1\’i]le, WY

Hao Image Availshle
tDate:| 121252007  Type: [Facility Tier 1 w

Exemitive Summary | Vulnershilities | POC's || Assessment (Team | Add Photos | Viey Photas || Add GIS Portfolio Images | View GI5 Portfolio || Miscalla ¢ #

Thotos Folder: |C:\Mlaster V4 Firal 12-10-075Hazardvile IFTGTN Company HIC\Assessment_2007-12-25 Photos

File Name Description Commenis
» “R—UTD 8-8-07 jpg |

_— o~
Al ¥ Copy only the selected image
[~ Copy ALL from the folder ﬂ
Recard: E 4 T Y B (P!

For Help, Press the F1 Key Close .v

e Left click the <Browse for a file> button to browse and select a photo to attach.
A standard browse function screen will open. Search for the file you want, then
double click the file or single click the file and single click the <Open> button to
select the file.
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Look ir: ||.'f.‘ Photos j - 5 Efw

EIR-UTD 8-8-07.ipg
EIWAL 08-08-07 g

File name:  [wAl 08-08-07.jpg
Files of tupe: |Image files [*.jpa, *.gif, *.bmp) j Cancel

[ Open az read-only

The software confirms that the files were added and attached. Left click <Yes> to
continue with each pop up. Left click <No> or < Cancel> to cancel the
attachment. Left click the “View Photos” tab to ensure the selected photos were
added.

Microsoft Office Access W‘

\_‘.3/' COPY File:

SiyAssessment Divistalf Folders\Barmy\Natural Hazards TS08-04412-10 MNatural Hazards
T508-04\R-UTD 8-3-07.jpg

to the PHOTOS folder:

C:\Master W4 Final 12-10-07\Hazardville Information Company
HIC\Assessment_2007-12-25YPhotosy,

and ADD it to the database now?

Yes Mo Carcel

Note that the database will recognize any type of file in the “Miscellaneous”

folder. However, the database only recognize files with a “.jpg”, “.gif” or “.bmp”
file extension in the “Photo” and GIS_Portfolio” folders.

A user can also manually add or delete files from the assessment subfolders. The
database will automatically detect changes and update the current assessment’s
folder when the “Add Photo”, “View Photos”, “Add GIS Portfolio Images”,
“View GIS Portfolio” or “Miscellaneous Files” Tabs are opened.
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e After adding photos, the user has an option to select one of the photos as the
“Default Image” that will appear on various screens in the top right corner. The
image is generally one that represents the location of the assessment. For
instance, it could be a photo of the building or a sign depicting the name of the
facility. Left click on the drop-down menu to the right of the Default Image field
and select the desired default image. The image will be present each time the
assessment is accessed.

Assessment Main Page

Facility Name: |Hazaxdv1]le Information Company HIC Defauli Inyaze: JI NG A
+ Location: [Fazardvils, W77 R-UTD 8-8-07 jpe
WAl 08-08-07 jpg
iDate:| 1202572007  Type: 1Facility Tier 1 v /
| Executive v | Valnerabilities | POC's | 4 t Team | Add Photos| View Fhotos | 4dd GIS Portfolio Images | View GIS Portfolio | Miscella 4 *

Image # 1 Image # 2 Image #: Image #: Image #
E-UTD 8-5-07 jpz. WAT 03-08-07 jpz
(2 images total)
For Help. Press the F1 Key Clase “

To delete a photo, first select the photo from the list by left clicking on the photo’s
name. This will place a black triangle next to the name of the photo selected.
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Assessment Main Page

> Facility Name: JHazaxd\n]le Information Company HIC

Default Image: ]R.UTD 8-8-07 jpg.

Aczeszment Location: ]Hazaxdvﬂle, WY

Aszeszment Daie:] 122572007 Type: |Facility Tier 1 L

Executive Summary | Valnerabilities | POC's || Assessment Team | A3 Fhotos | View Photos | 4dd GIS Portfolio Images | View GIS Portfolio

Jhotos Folder: ]E: Wl aster W4 Final 12-12-07 HIC\H azardwille Information Company HICWAszessment_2007-12-254Photosh -~
File Name Deszcription Comments

e
6\&&1 D)
e ——

Delate Phot ) e ¥ Copy only the selected image —
e ° | romse Tora ‘ [~ Copy ALL from the folder ? W
Record 20 b [EP‘ of 2

For Help, Press the F1 Key Clase v

o Next left click on the <Delete Photo> button. The software confirms the user
wants to delete a file. Left click <Yes> to continue with the deletion. Left click
<No> or < Cancel> to cancel the deletion.

Microsoft Office Access E‘

$ / Delete Photo:
[WAI 08-08-07.ipg]?
WARMING: This will also Delete the file out of the PHOTOS folder:

C\Master W4 Final 12-12-07 HIC\Hazardville Information Compary
HIC\Assessment_2007-12-25Fhotosh,

Continue with the DELETE?

Yes Mo Cancel
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e Next you have to left click on the <View Photos> tab in the center of the screen to
display the photos. You can left click on a photo and enter Photo Zoom which
gives a limited capability for viewing the photo in different sizes, using Zoom,
Clip, and Internet Explorer. Clip is essentially what you currently see.

'. Assessment Main Page

4 Facility Name: [Hazardville Information Company HIC

t Location: [Hazardville, WY

Desaummage:]

Assessment Date:| 12250007  Type: [Facility Tier 1

w

|-

Ho Image Available

e ———

| Executive Summary | Vulnersbilitiss | POCs | Assessment Tesm | 4dd Rhotos | View Photos | 442)18 Portfolio Images | View GIS Portfolio | Miscells 4 %
. >4
. Mo X
.

Image & 1 Image & 2
R-UTD 8-8-07 jpz WAL 08-09-07 jpz

Image #:

Image #:

Image #

For Help. Press the F1 Key Clase -

If there are more then five items attached to the database, left click the arrow buttons in
the lower left corner, to display the additional items. When done, left click <Close> to

exit.
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Adding GIS Images

The <Add GIS Portfolio Images>, <Add Photos> and <Miscellaneous Files> functions
work similarly to add or delete these items from the database and files. A user can
browse to a single file and copy it to the database and current assessment folder or
browse to a file and then copy all files in that folder to the database and current
assessment folder. A user can also delete files from the database and assessment folder.

: Assessment Main Page

First select < Add GIS Portfolio Images > from the assessment Main Page form.

Next, select either <Copy only the selected image> to attach a single GIS
portfolio image, or select <Copy All from the folder> to attach all files in the
selected folder.

Facility Name: |Haza1'dvﬂle Information Company HIC Default Image: |R—UTD 5-2-07 jpg w = A

Aszessment Location: |Hazaxdvi]le, Wy

Assessment Date: | 12252007 Type: |Facility Tierl pve

WVulnerabilities | POC's | Assessment Team | 4dd Photos | View Phot 444 GIS Portfolio Images | Fiewr G1S Portfolio || Miscellaneons Files e

GI5 Foldex: |C:\Master W4 Final 12-10-07%H azardville Information Company HIC\Azsessment_2007-12-254G15_Portfaliah

File Name Description Commenis
P [[#A1 08-05-07 jpg [ |

e

W Copy only the selected image B
[~ Copy ALL from the folder

Delete GIS Portfolio Imagze |

Record:@ { i)

For Help, Press the F1 Key Clase v

Left click the <Browse for a file> button to browse and select a GIS portfolio
image to attach. A standard browse function screen will open. Search for the file
you want, then double click the file or single click the file and single click the
<Open> button to select the file.
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Laak ir: ||.'f,\ GIS_Partfolio j é= 5 Efw
EWAT 08-08-07 g

File: name: |
Files of type: ||mage files [*.jpg. *.gif, " bmp] j Cancel

[ Open az read-only

The software confirms that the files were added and attached. Left click <Yes> to
continue with each pop up. Left click <No> or < Cancel> to cancel the
attachment. Left click the “View GIS Portfolio” tab to ensure the selected photos
were added.

Microsoft Office Access E‘
\:_:/- COPY File:

C:A\Documents and Settingssbarnhartyy Documents\Barnhart - Local\RWSYWAT 08-03-07.9pg
to the GIS_Portfolio folder:

C:\Master W4 Final 12-10-07\Hazardville Information Compary
HIC Assessment_2007-12-25VE15_Portfoliol

and ADD it to the database now?

Yes Mo Cancel

Note that the database will recognize any type of file in the “Miscellaneous”
folder. However, the database only recognize files with a “.jpg”, “.gif” or “.bmp”
file extension in the “Photo” and GIS Portfolio” folders.

A user can also manually add or delete files from the assessment subfolders. The
database will automatically detect changes and update the current assessment’s
folder when the “Add Photo”, “View Photos”, “Add GIS Portfolio Images”,
“View GIS Portfolio” or “Miscellaneous Files” Tabs are opened.
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e To delete a GIS portfolio image, first select the GIS portfolio image from the list
by left clicking on the image’s name. This will place a black triangle next to the
name of the image selected.

Assessment Main Page

L4 Farility Name: IHazard\’ﬂle Information Company HIC Default Image: 1R—UTD B-2-07 jpg A

| >

Azzezsment Location: ]Hazardvﬂle, Wy
Aszegsmeant Date:] 122552007 Type: |Facility Tierl w

Executive Sumary | Vulnerabilities | POCs | Assesstment Team | Add Photos | View Photos | 4dd GIS Poxtfilic Imagss | View GIS Portfolio | Miscella ¢ >

GIS Folder: ]C:\Master W4 Final 12-12-07 HICAHazardville Information Company HICA\Assessment_2007-12-254G15_Portfolioh
‘/fﬂ!'ﬂﬂlm\ Description Comments
( !E]WAI 08-08-07 jpg) | |
¥ Copy only the selected image
Delete 513 Portfolio Image) Browse for a file ] [~ Copy ALL from the folder ?
Record: |§ Al @

For Help. Pressz the F1 Key Close W

e Next left click on the <Delete GIS Portfolio Images> button. The software
confirms the user wants to delete a file. Left click <Yes> to continue with the
deletion. Left click <No> or < Cancel> to cancel the deletion.

Microsoft Office Access E

Q. Celete G515 Portfolio Photo:
2
[WAI 08-03-07 .jpg]?
WARMING: This will also Delete the file out of the GIS Partfolio folder:

C:\Master W4 Final 12-12-07 HIC\Hazardville Information Compary
HICYAssessment_2007-12-25\G1S_Portfoliol

Continue with the CELETE?
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Next you have to left click on the <View GIS Portfolio> tab in the center of the
screen to display the GIS portfolio images. You can left click on an image and
enter Photo Zoom which gives a limited capability for viewing the image in
different sizes, using Zoom, Clip, and Internet Explorer. Clip is essentially what

you currently see.

Assessment Main Page

4 Facility Name: ]Hazaxdvﬂle Information Company HIC Defauli Image: ]R—UTD 8-8-07 jpg bl

t Location: [Hazardville, WV

Assessment Date;| 120252007  Type: [Facility Tier 1 v

Image #: 1 Tmage # Timage & Tenage #: Temags #:
WAL 05-05-07 jpe

]

For Help. Press the F1 Key Close -v-

If there are more then five items attached to the database, left click the arrow
buttons in the lower left corner, to display the additional items. When done, left

click <Close> to exit.
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Adding Miscellaneous Files

The <Miscellaneous Files>, <Add Photos> and <Add GIS Portfolio Images> functions
work similarly to add or delete these items from the database and files. A user can
browse to a single file and copy it to the database and current assessment folder or
browse to a file and then copy all files in that folder to the database and current
assessment folder. A user can also delete files from the database and assessment folder.

e First select < Miscellaneous Files > from the assessment Main Page form.

e Next, select either <Copy only the selected image> to attach a single file, or select
<Copy All from the folder> to attach all files in the selected folder.

Assessment Main Page

4 Facility Name: [Hazardville Information Company HIC Default Inage: [E-UTD -8-07 jpe v N

Azzessment Location: 1Hazardvﬂle, WY

Aszeszment Date: | 122572007 Type: |Facility Tier 1 -

Valnerahilities | POC's || Assessment Team | Add Photos | View Photos || 4dd GIS Portfolio Images | View GIS Pon@e—uﬂmw Files |

Misc. Folder: ]E:\Master W4 Final 12-10-074Hazardville Information Company  HIC\Assessment_2007-12-28\Miscellaneoush
File Name File Dezcription File Size File Date  Enter Date
P [[List of Questions, 12-3-07 21 272,584 | 12/702007 | 121262007

Delete ﬁ_\Q ¥ Copy only the selected image *** Double click "File Name" of desired file io oper
£ [~ Copy ALL from the folder
Recard: [E — e iy

For Help. Press the F1 Key Close P

e Left click the <Browse for a file> button to browse and select a file to attach. A
standard browse function screen will open. Search for the file you want, then
double click the file or single click the file and single click the <Open> button to
select the file.
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Laak jn: ||;f,i Mizcelansous j ] EF e

B ist of Questions, 12-3-07 xls:

Files of tupe: |,-'.‘-.II files [7%] j Cancel

[ Open az read-only

e The software confirms that the files were added and attached. Left click <Yes> to
continue with each pop up. Left click <No> or < Cancel> to cancel the
attachment.

Microsoft Office Access

ﬂ Found 1 Miscellaneous files for this ASSESSMEMNT in folder:

C:\Master W4 Final 12-10-07YHazardville Information Compary
HIC\Assessment_2007-12-25Miscellaneous’,

and added them to the database.

Ok

e Files can then be viewed by left clicking on the File Name.

¢ Note that the database will recognize any type of file in the “Miscellaneous”
folder. However, the database only recognize files with a “.jpg”, “.gif” or “.bmp”
file extension in the “View Photo” and “View GIS Portfolio” folders.

e A user can also manually add or delete files from the assessment subfolders. The
database will automatically detect changes and update the current assessment’s
folder when the “Add Photo”, “View Photos”, “Add GIS Portfolio Images”,
“View GIS Portfolio” or “Miscellaneous Files” Tabs are opened.
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e To delete a file, first select the file from the list by left clicking on the image’s
name. This will place a black triangle next to the name of the image selected.

Assessment Main Page

4 Facility Name: [Hazardville Information Company HIC Default Image: [E-UTD &-8-07 jpg v : N
Arzessnvent Location: 1Hazan'lvﬂle, WV
Aszezement Date: | 1202552007 Type: |Facility Tierl R
| ulnershilities | POC's | Assessment Team | Add Photos | View Phatos | Add GIS Portfilio Images | View GIS Portfolio | Miscelaneous Files | $
Mlisc. T [ 14 Final 12-10-07%H azardville Information Company  HIC\Assessment_2007-12-258\Mizcellaneoush
File Mame File Dezcription File Size File Daie Enter Date
( P [[List of Questions, 12-3-07 x5 ) | 272,354 12772007 [ 1271272007
e
Delete file ‘ ] ‘ ¥ Copy only the selected image *** Double click “File Name" of desired file to oper 5
| [T Copy ALL from the Folder
Record: 10 b [E'" £ of 1

For Help. Press the F1 Key Close v

e Next left click on the <Delete file> button. The software confirms the user wants
to delete a file. Left click <Yes> to continue with the deletion. Left click <No>
or < Cancel> to cancel the deletion.

Microsoft Office Access

92) Delete Miscellaneos File:
\_"/
[List of Questions, 12-3-07.xls]?
WARMING: This will also Delete the file out of the Miscellaneous Folder:

C:\Master W4 Final 12-12-07 HIC\Hazardville Information Compariy
HIC\Assessment_2007-12-254Miscellaneous’,

Continue with the DELETE?

Yes ‘ Mo Cancel
v
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Erasing All Assessments in the Database

Administrators have the capability to erase all records in a database, permanently. This
is only done after transferring your data to a Master Database in a separate location and
when starting a new assessment. This enables an administrator to remove all database
entries and start with an empty database. It also serves to control assessment information.
Note: this is permanent. Confirm you have transferred the current information to the
Master Database in a separate location before you erase the database.

@)WEMA

FEMA 452: Risk Assessment Database v.5.0
Assessment Tool

Create f Modify & ssessmant Create / Mo
Record

Facility Assessments Empty the Database

Continuity of Operations
Aszesstment (COOF) Opetating Mode

= |

This pro gram was developed By and for FEMA and the Depavment of Verovans For Help, Press the F1 Keyp
igfairs, pursuant 10 a contract with the National huritute of BUliNg SAGWE. @ Natiomal estitute of Building Sciences 2008

Left click on <Empty the Database>. The next window confirms that you want to
permanently erase all assessment data (not just one assessment, but erase all records).
Left click on <Yes> to continue or cancel.

The next screen that appears during the “Empty the Database” process provides the
administrator an option to keep their customized system defaults or reset the Critical
Function, Critical Infrastructure, and Threat/Hazard labels to their original listings.

Left click on each listed option to reset the Critical Function, Critical Infrastructure, and

Threat/Hazard labels to their original listings or to keep the administrators customized
system defaults. Finalize the process by left clicking on <Continue with these choices”.

70



mnuResetCFClandThreats : Form

[¥ Reset Critical Functions to original Master List values
Critical Functions:
[ Keep current defaults and customizations

[¥ Reset Critical Infrastructure to original Master List values
Critical Infrastructure:
[ Keep current defaults and customizations

¥ ‘Reset Threats to original Master List values

Threats:
rea [ Keep current defaults and customizations

Continue with these choices |

Warning, confirm you have transferred the information to the
Master Database in a separate location before you erase the data!
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Switching Between Operating Modes

The <Switch Operating Modes> tab takes you between the two operating modes:
Assessment Tool mode and Master Database mode.

An organization will generally use two different copies of the database: one loaded on a
laptop and operating in the Assessment Tool mode for conducting assessments in the
field, and the other loaded on a computer at your organization’s headquarters and
operating in the Master Database mode for collecting the results from the assessors,
printing reports, and archiving the results from a number of assessments. The Master
Database copy also provides the organization the ability to search for vulnerabilities
common to many assessed facilities, search for specific vulnerabilities, etc. Essentially it
can be used as a Risk Management tool to identify and track mitigation measures to
reduce risk.

The Assessment Tool mode was designed for engineers and security specialists to be able
to easily collect data from the facility being assessed. As you will see, the software is
very user friendly. The Master Database mode was designed for the Program Manager.

Switching between the main page of the Assessment Tool to the Master Database mode is
as simple as left clicking on the <Switch to Master Database Operating Mode> button.
Similarly, switching between the main page of the Master Database mode to the
Assessment Tool mode is as simple as left clicking on the <Switch to Assessment Tool
Operating Mode> button.

@WEMA

FEMA 452: Risk Assessment Database v.4.0 FEMA 452: Risk Assessment Database v.5.0
Master Database Assessment Tool

(A ssesement Fecords! Create / Modify Assessment t Craate / Modify Rapid Visual
Record Record

Vulnerability Assessment 1 Checldis

Facility A ssessment ts

Switch to Assessment Tool Operating
Mode

Continuity of Operations Bwitch to Master Database
Asgsessment (COOF) Operating Mode

Change Password

Administrative Functions ‘
Exit
Exit.

This o gran was developed By axd for FEMA and the Departisent of Vererans For Help, Press the F1 Key
i, pursnanrto o convact with the Merional Rtitate of BuGNE SACNGEs. @ iational fssitute of Building Sciences 004 is program wes developed by iy PRI and the Deparminent af Verermes
Affeirs, pursuant v o conirast titute af.

For Help. Press the F1 Key
& N sinue . 2004

The next window confirms that you want to switch modes. Left click on <Yes> to
continue or the other buttons if you do not want to change modes. Then another
confirmation window pops up. Left click on <OK>. Left click on <Exit> to close the
Database.
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Rapid Visual Screening Assessment Tool Operating
Mode

The Rapid Visual Screening (RVS) Tool mode was designed for use by both technical
and stakeholder audiences to be able to automate the RVS listed in FEMA 455:
Handbook for Rapid Visual Screening of Buildings to Evaluate Terrorism Risks. The
data collection screens resemble the paper forms in the publication.

Example of a RVS data collection form:

E= Rapid Visual Screening Data Collection

R¥S Building/Facility: Raytheon UTD North Organization: Raytheon UTD
Building Info. (p1) | Asset ] Threat (pz} Wulner ability-Part I (p3) || Yuinerability-Part 1T (p4) | Yulnerabiity-Part 111 (p5) || Vulnerabiity-Part 1Y (pe) | Yulnerability-Part ¥ (p7) || Risk Scori € *
Theat Rating for Given Thieat Scenario
Intemal Explosive CBR
1. General - =
e i 5 E
2 E R ™ [ g ™ [ g
- 2 £ g e ) e El ) e El
3 § £ 2 Iy = S H 3 S5 H 3
& 3 5., 3. 8 .= 3 & = & = B
1.1.A. Occupancy Use 7 | v X [
1.1.B. Occupancy Use 7 | v X [
1.2. # of Dccupants 7 | v X [
1.3. Locality Type _ | v X [
1.4. Site Population Density i v X |
1.5. Replacement Yalue 7 | v X I
1.6. Wisibility / Symbolic 7 | v X [
1.7. Historic ¥alue _7 | v X I
1.8.1. Target Density Zone I »fF| v X I
1.8.2. Target Density Zone I1 +E| v X [
1.8.3. Target Density Zone 111 +E)| ¥ X [
1.9. Dverall Site Accessibility - | v x| [
Record: E L[ p e+ of 12
Points of Contact Assessment Team Photos (F1S Portfolio 1 Miscellanecus Filas ] Print | Close
< »

+ Thefirstactionistoenterthe ([N R

RVS data collection form from
the main menu by left clicking e
on < Create / Modify Rapid @

FEMA 452: Risk Assessment Database v.5.0
Assessment Tool

FEMA

Visual Screening Record>

Create / Modify Assessment Create fMﬂd.ifyHapld Visual
Record ]
Facility Assessments I Empty the Database ‘
Continity of Operations Switch to Master Databage
Assessment (COOP) Operating Wade

=

This pre grmmmesam'aymf + FEMA and the Departmext fl’eamms For Help. Press the F1 Key
Affaivs, purs tract with the Mational stitute of Building Sciences ® Mitional Fstitute af Building Sciences 2002
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Create / Modify RVS Assessment Record

The first task is to create a RVS record in the database. This establishes a record in the
database and stores the basic information about the facility to be assessed including:
Facility Name, Assessment Location, Assessment Date, and Assessment Type (RVS).

Selecting the <Create / Modify Rapid Visual Screening Record> button from the Main
Menu will bring you to the List of Facility Assessments screen. The first time you enter
the database (with no prior assessments entered) this list will be blank. From this list you
can either <View / Edit> a record previously entered or <Add New RVS>.

Note the RVS assessments can be sorted by their CIKR using the building Use and
Building Sub Use columns.

DI cc =of [Ec [Seringfield [va_=lECED [ 1722008 [Defense Industrial Base =] [Infs Techaology Industry 7]

e —
Add New RVS |\Vszw J Edit | View Seores Esport to Transfer Folder | Help Close
cord: 14| 4 virt|of 1

To create a new RVS record:

Left click on the <Add New RVS> button in the lower left corner. The software will
immediately go to the <Create Assessment Facility Record> screen.

Note: The asterisked (*) fields are the minimum required to create a new record: Facility
Name, Assessment Location, Assessment Date, and Assessment Type. The Assessment
Type field defaults to the RVS when you tab to that field or click on the field with your
mouse, however the drop-down menu provides access to the same information. To
complete the action you must place your mouse in one of the remaining fields
(recommend Facility Descriptive Text) and left click.
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Create Assessment Facility Record

Facity Name* [ Default Faciliy Image: | v

Org. Mame: ‘ Facility Descriptive Text,

AddressT: No Image Available
AddressZ: ’—
City: 1

Zip:
Assessments | Building Specs | Available Documents
Assessment Location' | Entered By: | Muodified By:
Aszessment Date™ Enter Date:  {11/13/2007 Medify D ate:

Aszsessment Type®: v

Assessment Folder Name: ‘

F = Required Field(s) For Help. Press the F1 Key Close

< |®

At this point a MS Office Access screen (seen below) will pop up indicating where the
file will be stored on your system. When you create the new facility record, the software
automatically creates subfolders named GIS Portfolio, Miscellaneous Files, and Photos,
all under a main folder that uses the assessment location and assessment date as the main
folder name. Acknowledge the message by left clicking <OK> to finish creating the
record. The message will disappear and return the user to the Create Assessment Facility
Record screen where additional facility information can be added to the building
specifications and available documents tabs.

Microsoft Office Access @

jj) This Facility Assessment will be stored in folder:
C\Program Files\FEMA, Master Assessment DALabase WS BETAHIC\Assessment_2008-01-11%
Phiotos will need to be placed in the \Photos subfolder

(515 Portfolio images will need to be placed in the Y515 _Portfolio subfolder
Miscellameous files will need to be placed in the YMiscellaneous subfolder

K

Note: If you changed the program location using Custom Installation, then you should
make note of the file path that these subfolders are placed in, as you will need that
information to properly load and link the contents of these subfolders to other databases.
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Building Specifications and Available Documents

From the Create Assessment Facility Record screen you can enter additional information
about the building you are screening and the types of documents made available to
review. The information is self-explanatory. More than one entry can be made when
adding available documents. If information is not known, leave the field blank until the
information is obtained.

B FEMA 452 Assessment Database v5.0 BETA EFEMA 452 Assessment Database v5.0 BETA

Create Assessment Facility Record

Create Assessment Facility Record

Once you have finished adding building specification and available document
information left click on the <Close> button to return to the List of Facility Assessments
screen. The assessor will be able to access the record just created or any other stored
record from this screen.

To edit an existing assessment record:

o First select one of the assessments by left clicking on the far left column of the
List of Assessments. This will mark the assessment desired with a right pointing
arrow head if one is not already there. This selects the assessment and links the
buttons on the form to that assessment.

o Left click on the <View / Edit> button to review or edit information and the
software will immediately go to Bldg Info / page 1 of the RVS Data Collection .
View or edit information as required.

List of Facility Assessments

Assessmes nt ~
Facility Name Organization Name  City State  Assessmem iLocation Date  Building Use

I

HIC [ruc [HIC [MY T [HIC, Y [ 10232007 [Commercial Office
1C [rc [Hazardvile |bC % [Hagardville, Distrct of | 11172008 |Commercial Office

T —

Add Hew RVS Wiew [ Edit \ Export to Transfer Folder Help Close —
M-
et (] e DA 2




Rapid Visual Screening Data Collection Screens

The RVS Data Collection process includes eight Tabs, each one representing the RVD
paper forms. The first screen, Building Information or page 1, displays all the
information entered while creating the new record and additional fields to enter
supporting information described earlier.

The next six tabs (page) contain the specific RVS questions with drop down menu
responses. When the selection is made, the numeric value assigned to that response is
automatically entered into the box on the corresponding row on the right side of the
screen for the given threat scenario. The sum of each column is entered into the bottom
row labeled “Totals”. The same process recurs on each of the six pages. The final page,
Risk Scoring Worksheet, displays the overall totals from the previous six pages as they
apply to each category and presents the Total Risk Rating for Building.

ES Rapid Visual Screening Data Collection @@E

R¥S Building/Facility: Raytheon UTD North Organization: Raytheon UTD
Building Info. {p1) | Asset f Threat (p2) Wulnerability-Part I (p3) | Yuinerability-Part I1 (p4) || Wulnerability-Part IIL (pS) | Yulnerability-Part v (p6) | Wulnerabiliey-Part ¥ (p7) || Risk Seari € %

Theat Rating for Given Threat Scenario
Internal Explosive CBR

1. General -

anjep sy

berd pay
uMoqup
uoEnnu|
ansoldx]
i |
18uoz7
nauoz

i 2uoz
12uoz
nauoz

i 2uoz

1.1.A. Occupancy Use

1.1.B. Occupancy Use

1.2. # of Dccupants

1.3. Locality Type

1.4. Site Population Density %
1.5. Replacement ¥alue

1.6. ¥isibility / Symbaolic

1.7. Historic ¥alue

1.8.1. Target Density Zone I #E|
1.8.Z. Target Density Zone II »E|
1.8.3. Target Density Zone IIT #E|
1.9. Overall Site Accessibility |

LR B B4 EAEA BB EA B4 B4 ES
¢ e | e | e | o | ¢ ¢ | ¢ [ ¢ | ¢ | ¢

o N || S | O O | | |
REcord:E l—lm[m of 12

Print ‘ Close

< 3

Poits of Gontact | o | Fhotos | GIS Partfolio | Mistellanscns Files

The six RVS question tabs functions the same. There are several capabilities on each
page to assist the assessor in selecting the correct response, highlighting a potential
vulnerability, adding a comment or indicating the answer to a question is not known at
this time. Several pages have a unique function that is described following the common
capabilities.

Many of the pages have a questions mark between the question and the
response field. The question is generally more complex and may require assessor
clarification or explanation. Left click in the question mark and a screen will pop-up
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providing additional information as well as the FEMA directive and page number. Left
click the <Close> button to exit the help screen.

fad To the right of the response field on each page is a button with an “X”. By left
clicking on this button, the previously entered choice for that single row will be cleared
allowing the assessor to select a new response. Note that this action does not remove the
marking in the red flag or unknown box, nor a comment. This must be accomplished
separately.

s

The box associated with the Red Flag should be marked when the assessor
determines the circumstances surrounding the response to a question may be a
vulnerability requiring immediate attention. Left click in the box to mark the question
with a red flag. A red flag generates a mandatory comment field to support the assessor’s
decision. To remove a red flag, left click on the red flag.

[ 1

v
ee——d The box associated with the Unknown box is marked if the assessor does not
know the answer at the time of the assessment. This can be changed at a later time when
the proper response is learned. To remove a check mark in the Unknown box, left click
on the check mark.

.

E A Comment can be added at any time to support or explain a unique or
extraordinary circumstance. A comment is mandatory when the Red Flag box is marked.
To remove a comment, left click on the Comment box. Delete the comment and left click
the <Save> button. The box will no longer be marked. Edit the comment in the same
manner but the box will remain marked.

The Asset / Threat page 2 includes a capability specific to questions 1.9.1 —
1.9.3. for Target Density Zones. Responses can be entered from the drop-down menu of
each question or the assessor can click on one of the table buttons between the question
and answer field and a table will pop-up. The assessor can enter the exact number of
facilities / operations for each category and zone into the table and left click the <Use>
button. This automatically populates the response fields and related numeric value.
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Risk Scoring Worksheet:

The final tab is the Risk Scoring Worksheet which presents the totals of pages 2-7 and
gives the Total Risk Rating for the building being assessed. The accuracy and usefulness
of the Total Risk Rating is dependent on accuracy of the answers to the questions on each
of the pages.

Rapid Visual Screening Data Collection

RVS Building/Facility: HIC HQ Organization: HIC

Congequences Threats Vulnerability Rizk Rizk
Scenario [C) Tl ] [CxTzx¥) b4
Intermal Intrugion 7.8 7.3 8.6 489 493
Internal Explosive 49 7.3 B8 244
Internal CER 8.0 73 74 433
Esplosive Zone | 45 7.3 E.7 240
Explosive Zone I 49 8.7 5.3 227
Explozive Zone [l 49 74 B3 242
CBR Zone | 8.0 73 E.1 357
CBR Zonell 8.0 87 35 244
CBR Zonelll 8.0 74 41 257
Internal  Internal Internal External Externa
Total Intruzion Explosive CER Blast CER
M aximum 3000 1000 [ 1000 1000 [ 3000 [T S000

Total Risk 3641 433 244 433 712 365
% 40 43 43

e | e | e | | View GIS Portfolio | | Miscellanaous Files |
Print All Print This Paz= ¥ StandardReport | Red Flags and Comments | Closs |

At the bottom of each of the eight pages are two rows of buttons. The top row is
explained previously in this guide. The bottom row has a <Close> button to return the
user to the previous menu. There are also two print options and two radio buttons. Each
print option can be accomplished as a Standard Report or Red Flags and Comments only.

e The Standard Report generates a report that displays the mark for the Comments
field but it does NOT display the text of the comment. If the Red Flags and
Comments radio button is marked, the report includes only those questions
marked with a red flag and the full text comment the assessor added.

e The <Print All> button generates a report containing the information from all
eight pages in either the Standard Report format or the Red Flag and Comments
format.

e The <Print This Page> button generates a report only for the page visible on the
screen in either the Standard Report format or the Red Flag and Comments
format.
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Load Pre-Assessment Information into the Screening Record

Information collected during the pre-assessment period can be loaded into the newly
created screening record from either the Master Database operating mode or the
Assessment Tool operating mode. The information is added and accessed through the
buttons labeled <Executive Summary>, <Points of Contact>, <Assessment Team>,
<Photos>, <GIS Portfolio> and <Miscellaneous Files> located at the bottom of the RVS
Data Collection screen.

Pre-assessment research and analysis is normally conducted by the assessor(s) tasked to
perform the on-site screening. Through pre-coordination efforts, assessors often develop
their points of contact and receive building drawing, schematics, blueprints, operating
procedures, emergency plans, photos of the facility, etc., to assist with pre-assessment
analysis. This information can / should be added to the database as it provides a baseline
for the screening and supports the decisions the assessor makes while on-site. Standard
opening and closing verbiage can be pre-loaded into the Executive Summary and edited /
added to at a later time as necessary. The Assessment Team is normally identified ahead
of time and can be pre-loaded as well. Changes to any of the areas can be made at any
time.

This information is added to the database by opening database to the Assessment Tool
Main Menu. Left click on <Create / Modify Rapid Visual Screening Record> and select
the desired record by left clicking on the arrow to the left of the row where the screening
record is located. Continue by left clicking on the <View / Edit> button which will open
the RVS Data Collection screen with the Building Information / Page 1 tab visible.

Near the bottom of the screen is a row of six buttons labeled <Executive Summary>,
<Points of Contact>, <Assessment Team>, <Photos>, <GIS Portfolio> and
<Muiscellaneous Files> where the various types of data is placed. Each of these
capabilities is accessible through any of the eight tabs on the RVS Data Collection
screen.

The database will recognize any type of file in the “Miscellaneous” folder. However, the
database only recognize files with a “.jpg”, “.gif” or “.bmp” file extension in the “Photo
and GIS Portfolio” folders. Refer to the applicable section of this guide for specific
directions on uploading the information.

A user can also use a drag-and-drop operation to transfer the files manually to the
assessment subfolders. The database will automatically detect and link them to the
current assessment the database when the “Add Photo”, “Add GIS Portfolio Images” and
“Miscellaneous Files” Tabs are opened.
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Master Database Mode

An organization will generally use two different copies of the database: one loaded on a
laptop and operating in the Assessment Tool mode for conducting assessments in the
field, and the other loaded on a computer at your organization’s headquarters and
operating in the Master Database mode for collecting the results from the assessors,
printing reports, and archiving the results from a number of assessments. The Master
Database copy also provides the organization the ability to search for vulnerabilities
common to many assessed facilities, search for specific vulnerabilities, etc. Essentially it
can be used as a Risk Management tool to identify and track mitigation measures to
reduce risk.

The Assessment Tool mode was designed for engineers and security specialists to be able
to easily collect data from the facility being assessed. The Master Database mode was
designed for the Program Manager.

FEMA 452: Risk Assessment Database v.3.0
Master Databasze

Vulnerability Assessment Checklist

Switch to Assessment Tool Operating
Mode

Change Password

Administrative Functions

B |

iic o gramwas deusinped by g for FERG and v Deporimant of Teeraw Foi Help, Presa the F1 Key
Elirm PLFTLIONE 07 3 coRbACt with the Natkonai Iestitute of Buliding Stisncet. € Nintivnn! Durpitute of Bullsing Seizgrr 2000
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Master Database Main Menu

The initial screen of the Master Database mode leads to five functions:

e Manage Assessments by clicking on the <Assessment Records> button.

e View the Vulnerability Assessment Checklist by clicking on the <Vulnerability
Assessment Checklist> button.

e Switch to the Assessment Tool operating mode by clicking on the <Switch to the
Assessment Tool Operating Mode> button.

e Change the Password of the user that is logged on by clicking on the <Change
Password> button.

e Perform Administrative Functions by clicking on the <Administrative Functions>
button.

FEMA 452- Risk Azsessment Database v.3.0
Master Databaze

:Assessment Records: |

Vulnerability Assessment Checklist

Switch to Aszsessment Tool Operating
Mode

Thange Password [

Admirs rative Funcions

e

[iis programwas desinped by angfor FENEA and o Deparomangof Veierae Far Help, Prosa the F1 Ker
| fuirn purmumnt to a contrast with the Natta s Destituts of Buiiding Seiomor & Nartorn Bripipuse af Bt ting Seleges 2006

To use the Master Database, the first step is to import an assessment from the Lead
Assessor’s Assessment Tool. This is an Administrative Function and will be covered
first, followed by the other functions. Note: administrative functions are not available to
all users. Only those logged on with administrator permission can use the administrative
functions. For example, only administrators may import assessment information from
assessment team leaders to the Master Database.
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Administrative Functions

One of the most important features needed to understand in the Master Database mode is
how to import the lead assessor’s Assessment Tool database into the Master Database.
To begin this process left click on <Administrative Functions> from the Main Menu.

FEMA 452: Risk Azsezsment Datebasze v.3.0
Measter Database

Vulnerability Assessment Checllist

Switch to Azzessment Tool Operating
Mode

Chanzc Password
< Administrative Functions §
Exit [

—_ LY. N , Fuog Help, Presa the F1 Ker
(Al program was gaeioped iy i # mﬁ .
r{!}f’: jl:"_‘h’.‘l“}’i[ traconact 15?&%@&2%‘?&% -q_iim.rg%c\emﬁ. € Nntiznn] Trptitets of Butlfing Sringrar 2004

This brings up the below Assessment Functions Menu.

Administrative Functions Menu

Administrative Functions Menu

Risk Assessmenf Database
Empty the Database Manage User Accounts
‘Delete an Assessment; Customize Matrix Defaults
Impott Assessor Database S Rep_ort ek
Markings

Close |

For Help. Press the F1 Key
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Importing Assessment Tool Databases

Before importing an assessment into the Master Database, the Lead Assessor must follow
the same procedure as the team members and copy his database and files into one
location or transfer device (USB drive, CD, DVD, etc.) and copy them into the same
computer that runs Master Database. The Lead Assessor uses the file management
utilities (<Import Checklist> and <Export to Transfer Folder>) of the Assessment Tool
mode to transfer the files.

The process is simple but it takes some practice.

e First the Lead Assessor opens his copy of the database in the Assessor Tool Mode
and makes sure he has selected the correct facility in the upper left drop down

box.
E Main Menu for Assessors B @@
FEMA 452: Risk Assessment Datahase v.4.0 Assessment Tool
Facility: | el Aszzeszment Date: Assessment Type:
Facility and Team Information Checlklists Executive Surmmary
General Facility Information | I™ Antikerrarism Analysis Farility Executive Sunumary |
[™ Matural Hazards analysis ﬂ
Assessment Tearm |
¥ &ll-Hazard analysis E
Farility Paints of Contact | 1- Site Checklist Vu]nerabi]ity Analysis
2 - Architectural {Last, Cost, Prionity)
3 - Stractural Facility Vulnerabilities |
4 - Building Envelope
5 - Utility Systems
& -Mechanical Systems File Ma_naggment
7 - Phambing and Gas
Manage Photo/GISML
Risk Matri £ - Electrical Systems . =
Z. atrices
9 - Fire dlarm Systems Import Checklist Wuln. £ Ohs. |
Ertieel] Prratiem ielss | 10 - Comnumications and [T Systerms Export to Transfer Folder |
. X 11- Equipment Operations and Maintenance
Crtical Infrastrochare Matnzx | Close
12 - Secunty
This propram was developed by and for FEMA and the 9
Depa'a;ms:x:aﬂ’mrmsiewryj, pur{amm s 13- Security Master Plan or Help. Press the
with the Noficaal Rstitute of Building Scences. 14-COOF Facility: Additional Concerns Ehasan, ilding Scdences 2004

e Second, the Lead Assessor must copy his Assessment Tool database file to a
transfer device. A USB drive works well as a file transfer device. The file will be
a large (several dozen MB) Microsoft Access® MDE Database file. Left click on
the <Export to Transfer Folder> button. This will bring up a window that copies
and exports the assessment database and assessment folder (with the associated
Photo, GIS files and Miscellaneous subfolders) from the current location to a new
location selected by the user. Use the <Browse> button to identify where you
want to copy the data and then left click <Copy Files>.
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Export to Transfer Folder

Export Database and supporting Files o Transfer folder: !

From: |C:'I.Master V4 Final 12-12-07 HIC

To: |I
3
Browse Copy Files Close

e The Lead Assessor then gives his files on a transfer device to the Master Database
operator (usually the Program Manager). The Program Manager uses the transfer
device (USB drive, CD, DVD, etc.) to copy the assessment files to a temporary
location on his computer.

e The Program Manger then opens the Master Database , left clicks on
<Administrative Functions> from the Main Menu, and then left clicks on the
<Import Assessor Database> button in the middle of the Administrative Functions
Menu.

Administrative Functions Menu

Administrative Functions Menu

Risk Assessment Database
Empty the Database Manage User Accounts
iDelete an Assessment Customize Matrix Defaults
Import Assessor Database Customize REP_QH Handling
Markings
e —

Close |

For Help. Press the F1 Key

Note: If the <Import Assessor Database> button is grayed out, it means that you do not
have Administrative permissions. To Import, always enter the Master Database as a user
with Administrator permissions.

The next step is to find the Assessment database to import. The below screen opens with
the last file identified to which the Master Database was linked.

Select a database from which to import an Assessment. Then click [Import].

Currently Linked to: JC: ‘\Program Files\FEMA Assessments\AssessorTool. mde

| | iFind a different Databass! Import ‘ ? Cloze




Left click on the <Find a different Database> button to find the Assessment database that
you just transferred to your computer and that you want to import.

With this screen you identify the Assessment database that you want to import into the
Master Database. Single left click on the file to import, which will put that file into the
File Name window and then left click on the <Open> button OR double left click on the
file to link to this file.

[ s

File: harne: |ﬁ.ssessurTnnI.mde
Files af twpe: |Assessment Databazes [*.mdb, . mde] j Cancel

[ Open az read-anly

Returning to the Imports Assessments screen the Link and Import window now correctly
identifies the database to be imported. Left click the <Import> button to initiate the
import.

Import Assessments

Select a database from which to import an Assessment. Then click [Tmport].

Link and Import from: |

e
‘ | Find 2 difforent Database ! uﬂ/D 7 Close

A confirmation screen then pops up to ensure this is the desired action for the indicated
file. Left click on <Yes> to continue.

Microsoft Dffice Access

\:.f) Are you sure wou want ko connect ko and import From: CYFEMA AssessmentsiassessorTool mde?

Yes ‘ Mo | Cancel
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The import function confirms the linking to the desired database has been accomplished.
Left click on <OK> to continue.

Microsoft Office Access _

i &l 14 tables that were linked bo: Ci\Fema_impoart testiMaster14.mdb
\J) hawve been relinked ko: CHFEMA Assessmentsifssessor Toal,mde

Ok, )

_—

A screen opens with a list of facilities that can be imported. Place the arrow on the
facility to be imported and left click on < Select Assessment>.

ES Select Assessment to Import B
‘
Aszzezsments Available for Import From: JC “Documents and SettingsitryaniMy Documents\TEMPA\MasterDBY22.mdb
Aszzezzment
Facility Name Assesment Folder Name Address 1 City Assessment Location Date Type Asseszment Folder Name
3 } ‘H\C COOP Test 27% ‘3350 Alban Ct WSDringﬁeld |H\C HMain | 24242002 ‘CDUF’ Facility |Assessment_2002702702\
[Hazardville H2Y |One Main St |Springfield [Hazardvile HO | 3/3/2003 |Faciity Tier 1 [Assessment_2003-03-03%
( Select Assassment Cancel -
.
M@ TP o2

Instead of manually moving the files in these subfolders between locations as in the
Assessment Tool, the import function of the Master Database allows a one-button
operation to do the same thing. Left click on <Yes> to make these transfers. Note: the
files must be in the same folder as the database being imported. Also, if there are no files
in a given folder, the computer will state there are no files to transfer.

Microsoft Office Access le
€p | Attempt ko mave supparting files as well?
\_‘
\Phatos

\Miscellaneous
YaI5_Portfolio

Yes | i a] | Cancel ‘

The final confirmation pop-up you will see will ask if you want to write the files now.
Left click <Yes> to complete the import process.

As in every process, it is always necessary to confirm that what you wanted to have done

was actually done. After completing the Import function, left click on <Show Detailed
Results> to check that all transfers were successful.
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Import Assessments

Select a database from which to import an Assessment. Then click [Tmport].

Link and Import from: |C:'I,FEM.0. assessments|AssessorTool mde

—

Shover Detailed Reslts Find a different Datahase

The Import Detailed Diagnostics screen shows what was in the Master Database before
the import, the number of records attempted by the import, and the records after the
import. The quick check is to scan the right hand Successful column to ensure all boxes
are checked.

Another check is to scan Row 4, Assessments. The number of assessments in the Lead
Assessor’s database being imported should match the number of assessments attempted.
This is also one of the few times you left click on the X box in the upper right corner to
close the window and return to the previous screen. This completes the import function.

Import Detailed Diagnostics

Import MNumbeiOf NumbeiOf NumberOf £
Dirder Impaoiting RecoidsBefoie R dsA pled R dsAlt 5 ful
1 [Faciilies 3 1 [ 4
2 [Buldings 5 5 5 53
3 [Pecple 90 179 1069 W
4 [Aszesements 3 1 4 I3
5 |Observabons 993 k]| 1324 I
B |Vulnerabiites 40 20 [=1] I
7 [Evecutive Summary 3 1 [l W
B |Critical Infrastructure 51 20 hal ¥
9 |Critical Functions 34 18 52 54
10 [Assessment Personnel 3 5 14 54
11 |GI5 images fhis assessment 3 3 El W
» 12 [Photos a0 42 108 W
13 [Aszessment Photos 12 3 18 I+
14 |Miscellaneous Hes 2 1 3 I
15 |[CODP Essential Funchons 3 0 3 ™
16 |CODP Deployment Planning 2 0 2 53
17 |CO0P Altemate Facilty 2 0 2 4
18 [Rerediation Costs 2 16 43 54
19 |Defined Thieats 45 15 5] T
e | @

Record: [14 ] 4 12 [k (M ]F+ of 19
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Erasing All Assessments in the Database

Note the top two buttons of the Administrative Functions menu function similarly to the
buttons with the same names in the Assessment Tool mode. The top button allows
Administrators to erase all records in the database, permanently. This is usually only
done when starting a new program on a new computer. Selecting the <Empty the
Database> button opens a confirmation window, to ensure you want to permanently erase
all assessment data (all data, not just data from one assessment). Left click on <Yes>
to continue or cancel.

Warning: this will erase all records in the database, permanently!

Administrative Functions Menu
Risk Assessment Database
Empty the Database Manage User Accounts

v

iDelete an Assessment} Customize Matrix Defaults
Import Assessor Database Customize REP_GH Handling

Markings
Close |
For Help. Press the F1 Key
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Erasing a Single Assessment in the Master Database

Administrators have the ability to erase a single assessment in the database,
permanently. This is usually only done when an assessment was loaded in error.
Selecting the <Delete an Assessment> button opens a list of assessments. Select the
assessment to erase, then left click <Delete This Assessment>. This will open a
confirmation window, to ensure you want to permanently erase the selected assessment.
Left click on <Yes> to continue or cancel.

Administrative Functions Menu

Administrative Functions Menu

Risk Assessment Database
Empty the Database Manage User Accounts
—
(?D&lete an Assessment! } Customize Matrix Defaults
Import Assessor Database Customize REP_QH Handling
Markings

Close |

For Help. Press the F1 Key

Assessment
sment Location O ization Name A Date A Type A Folder Mame
» | ‘] T [are River Vacht Chuts | | 222004 [Tierl Jassessment 200402020

Delete this Assessment Close
Record: @ 4 [

Warning: this will erase the assessment from the database, permanently!
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Manage User Accounts

The <Mange User Accounts> button enables an administrator to add a new user, delete a
user and assign permission levels to users. The database is preloaded with the following
four users:

Name: Administrator Password: Administrator
Name: Assessor Password: Assessor
Name: Editor Password: Editor

Name: Reader Password: Reader

These passwords are examples only and should be changed after installing the program.
Note that the password and for the four original users can change, but these four user
names can not be deleted. This is a safety feature to prevent a user from erasing all
Administrators from the program.

Select <Mange User Accounts> to start the process.

Administrative Functions Menu
Risk Assessment Database
Empty the Database Manage User Accounts
\/‘
iDelete an Assessment! Customize Matrix Defaulis
Import Assessor Database S REP_':'ﬂ e
Matkings

Close |

For Help, Press the F1 Keyp
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Add New User, Delete User, and Change Groups

After selecting <Mange User Accounts>, the form labeled “List of Users and the Group
to which they belong” is displayed. From this form, an Administrator can add a new user,
delete a user and assign or change their permission level, called Group.

User Groups:

Three user groups have been created for the database in the Workgroup File: Admins,
Full Data Users, and Read Only Users.

Admins has full access to the database. The Administrative Functions button will only
be visible for users in the Administrator group. Two users have been created in this
group, Administrator and Assessor. They have the initial passwords of “Administrator”
and “Assessor”. It is highly recommended to assign them a different password in the
Master Database after initial installation.

Full Data Users can view and update data. The created user “Editor” has the initial
password of “Editor”.

Reader can only view data. The created user “Reader” has an initial password of
“Reader”.

These are examples only and should be changed after installing the program. Note that
the password and permission level for the four original users can be changed, but these
four original user accounts can not be deleted.

List of Users and the Group to which they belong

User
1D User Hame Group
3 1 s drninistrator A drinz
|Assessar &drmins
E ditar Full Data Users
Reader Fead-Only Users

| cof ra
LIRS

Administrator. Aszessor. Editor. and Reader passwords can be changed.
hut the user names and groups cannot be modified.

Add New User | | | Close | 3

Record: @ l—l E]@ of 4
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Add a New User:

From the form labeled “List of Users and the Group to which they belong”, select <Add
New User> button to add a new user name to the database. A screen opens called “Add a
new USER Account”. On this screen, type in the new user name and select from the drop
down box users group (permission level). After making entries, left click on the <Add
User> button to finalize the account.

Add a New User Account

Add a new USER Account

User Name Group

add Lser Cancel

Delete a User:

The first step is to select one of the existing Users by left clicking on the far left column

of the form labeled “List of Users and the Group to which they belong”. This will mark

the User desired with a right pointing arrow head if one is not already there. This selects
the User and links the buttons across the bottom to that User.

Next left click on the <Delete User> button to delete a user name from the database. A
warning screen opens asking you to confirm the deletion. Left click <Yes> to continue,
or <No> or Cancel> cancel the action.

Microsoft Office Access @

'E Are you sUre ol want to DELETE Liser Account:
[

AAL ReadOnky?

¥es | o Cancel ‘
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Change a User’s Group:

The first step is to select one of the existing Users by left clicking on the far left column

of the form labeled “List of Users and the Group to which they belong”. This will mark

the User desired with a right pointing arrow head if one is not already there. This selects
the User and links the buttons across the bottom to that User.

Next left click on the <Change Group for:...> button to change the group of a user from
the database. Notice that name of the User selected on the top of the form is displayed in
the button <Change Group for:...>. This is designed to help the Administrator keep track
of the account they are working on. A screen opens asking you to select a Group from a
drop down Menu. Left click <Change Group> to continue or Cancel> cancel the action.

Change A User's GGroup Assignment

Change a User's Group (permissions)

User Name Group

L84 Readlnly Fead-Only Users -

Change Group | Cancel
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Customize Matrix Defaults

The program allows the database administrator to establish system defaults for the
Threat/Hazard matrices of future assessments. This allows the organization to tailor the
database to the needs of its assessment program. This was established following the
below concepts:

e Critical Functions: display standard FEMA 452 critical functions. Allow the
user to fully modify the list and use all or none of the critical functions.

e Critical Infrastructures: display standard FEMA 452 critical infrastructures.
The user must display the standard list, but can add additional infrastructures
to this list.

e Threats: display standard FEMA 452 threats. Allow user to fully modify the
list and use all or none of the standard threats.

Customize System Defaults Menu

Customize Mafrix Defaults Menn
Risk Assessment Database

Administrative Functions Menu
Risk Assessment Database

‘Customize Critical Functions:

Customize Tt
Empty the Database Manage Us COUNTS
—
Delete an Assessment! Customize Mateix Defaults > Customize Threats
P— T
Impott Assessor Database LemoE Rep_ort By
Markings
Close
Close

For Help, Presz the F1 Keyp For HE'D, Press the F1 KE}'

Selecting <Customize Matrix Defaults> from the Administrative Functions menu opens
form entitled “Customize System Defaults Menu”. To begin the process, left click on <
Customize Critical Function>, <Customize Critical Infrastructure> or <Customize
Threat/Hazards>.
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Customize Critical Function Defaults

Selecting the <Customize Critical Functions> button enables the database administrator
to establish system defaults for the Critical Functions matrix for future assessments. It
does not effect established assessments.

Customize System Defaults Menu

Customize Maitrix Defaunlts Menu

Risk Assessment Database

Customize Critical Functions )
|

Customize Cntical Infrastructure

‘Customize Threat Hazards |

Close

For Help. Press the F1 Key

A screen is opened displaying the “Master List (shipped with product)” Critical Function
list on the left and the “System Defaults” list on the right. From this form, the system
allows users to add, delete and reorder the System Default labels.

e Select the arrow symbol < Ld > in the middle of the form to replace all the
entries under “System Defaults” with all the entries under “Master List (shipped
with product)” list.

e To change an existing Critical Function entry, place the curser on any existing
entry and type over the name.

e Toadd a new entry, place the curser on the bottom blank row. The asterisk “*”
on the left will change to a black triangle. First type in an order number, then type
in the new name for the Critical Function.

e The order that the Critical Function labels are displayed can be changed. Click on
any existing order number and type in a new number. Use a *“.5” decimal point to
place the Critical Function label between other existing numbers. For example, to
make a Critical Function label third on the list, change the order number to “2.5”.
To make Function label first on the list, assign an order number of “0.5”.

e To have the form reset and display the new revised order of the Critical Function
labels, left click on the <Reorder> button.

e To delete a Critical Function label, first select one of the Critical Function labels
by left clicking on the label. This will mark the desired label with a right pointing
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arrow head if one is not already there. Then left click the <Delete Row> button

and the selected Critical Function label will be deleted. Note: A minimum of one
Critical Function label must remain.
To finalize all the changes made to the Critical Function list, select the <Update>

button.

Click <Cancel> to return to the “Customize System Defaults Menu” without

making any changes.

System Defaults for Critical Functions

Master List {shipped with product}

Critical Function

1 [Administration

E ngineering

[\ arehausing

Dlata Center

S ecurity

Housekeeping

2
3
4
5 |Food Service
[5
7
g

Day Care

9 [Other CF-1

10 |Other CF-2

11 |Other CF-3

12 |Other CF-4

13 |Other CF-5

14 |Other CF6

15 |Other CF-7

16 |Other CF-8

17 |Other CF-3

18 |Othes CF-10

Record: E ’—1 E]@ of

Help

~

System Defaults

Order

Critical Function

-

Administration

/
=

wra

Engineering

_—

Warehnuswng/

=

Data T
nd Service /

Gecuity e

Housekeeping

Diay Care

Mew Entry 1 by Adrain

o| | w| o]~ @m

Mew Entry 2 by Admin

/

Record:

Reorder

1

Delete Row ‘

Cancel |

v
of

Update lé"
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Customize Critical Infrastructure Defaults

Selecting the <Customize Critical Infrastructure> button enables the database
administrator to establish system defaults for the Critical Infrastructure matrix for future
assessments. It does not effect established assessments.

Customize System Defaults Menu

Customize Maitrix Defaunlts Menu

Risk Assessment Database

Customize Critical Functions

‘Customize Threat Hazards |

Close

For Help. Press the F1 Key

A screen is opened displaying the “Master List (shipped with product)” Critical
Infrastructure list on the left and the “System Defaults” list on the right. From this form,
the system allows users to add, delete and reorder the System Default labels. Note: The
first ten items, listed in blue, are required and can not be changed.

The first ten Critical Infrastructures listed are established for use in all assessments and
are supported by the FEMA 452 checklist. While adding additional Critical
Infrastructure labels is possible, it is discouraged unless the assessor develops associated
guidance and documentation.

e Select the arrow symbol < Ld > in the middle of the form to replace all the
entries under “System Defaults” with all the entries under “Master List (shipped
with product)” list.

e To change an existing additional Critical Infrastructure entry, place the curser on
any existing entry and type over the name. Note: the first ten cannot be changed.

e To add a new entry, place the curser on the bottom blank row. The asterisk “*”
on the left will change to a black triangle. First type in an order number, then type
in the new name for the additional Critical Infrastructure.

e The order that the Critical Infrastructure labels are displayed can be changed.
Click on any existing order number and type in a new number. Use a “.5” decimal
point to place the Critical Function label between other existing numbers. For
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example, to make a Critical Infrastructure label third on the list, change the order
number to “2.5”. To make Infrastructure label eleventh on the list, assign an
order number of “10.5”. Note: the first ten cannot be changed.

e To have the form reset and display the new revised order of the Critical
Infrastructure labels, left click on the <Reorder> button.

e To delete a Critical Infrastructure label, first select one of the Critical
Infrastructure labels by left clicking on the label. This will mark the desired label
with a right pointing arrow head if one is not already there. Then left click the
<Delete Row> button and the selected Critical Infrastructure label will be deleted.
Note: the first ten cannot be changed.

e To finalize all the changes made to the Critical Infrastructure list, select the
<Update> button.

e Click <Cancel> to return to the “Customize System Defaults Menu” without
making any changes.

System Defaults for Critical Infrastructure

Master List (shipped with product) System Defaults
Order Critical Infrastructure e Order Critical Infrastructure e
Y NN ET NED - Replace all with

2 [Architectural 2 |Architectural / .

3 |Stuctural Systems 3 [Stuctural Systems / MaSter LISt

4 |Envelope Systems 4 |Envelope Syst

5 [Utility Systerns 5 =

B |Mechanical Systems LA="T [Mechanical Systems b - Type over entry

7 |Plumbing and G as Spstems * 7 |Plumbing and Gas Sypstems

Electiical Spstems 8 |Electrical Systems

9 |Fire Alarm Systems 9 |Fire Alarm Systems H s
10 |IT/Communications Systems 10 |IT/Communications Systems Type In a new Crltlcal
11 |Other CI-1 11 |Other CI-1 € |nfrastructu re
12 [Other CI-2 | 12 [OtherCI-2
13 [Other CI-3 13 [Other CI-3
14 [Other CI-4 14 [Other CI-4
B ) | Change the order
16 [Other CI-6
17 [Other CI-7 .
18 [Dther 010 Delete a Critical
19 [Other CI-3

L
20 [Other 0110 Infrastructure
v “
Record: E 1 E]@ of Record: 12 of

Finalize the change

Help Reorder Delete Row | Cancel | Update K——
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Customize Threat/Hazard Defaults

Selecting the <Customize Threat/Hazards> button enables the database administrator to
establish Threat/Hazards system defaults for both the Critical Function and Critical
Infrastructure matrixes for future assessments. It does not effect established assessments.

Customize System Defaults Menu

Customize Maitrix Defaunlts Menu

Risk Assessment Database

Customize Critical Functions

Customize Critical Infrastructure

(ECustomize Threat Hazards |

Closze

For Help, Press the F1 Key

A screen is opened displaying the “Master List (shipped with product)” Threat/Hazard
list on the left and the “System Defaults” list on the right. From this form, the system
allows users to add, delete and reorder the System Default labels.

e Select the arrow symbol < Ll > in the middle of the form to replace all the
entries under “System Defaults” with all the entries under “Master List (shipped
with product)” list.

e To change an existing Threat/Hazard entry, place the curser on any existing entry
and type over its name.

e To add a new entry, place the curser on the bottom blank row. The asterisk “*”
on the left will change to a black triangle. First type in an order number, then type
in the name for the new Threat/Hazard.

e The order that the Threat/Hazard labels are displayed can be changed. Click on
any existing order number and type in a new number. Use a “.5” decimal point to
place the Threat/Hazard label between other existing numbers. For example, to
make a Threat/Hazard label third on the list, change the order number to “2.5”.
To make Threat/Hazard label first on the list, assign an order number of “0.5”.
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e To have the form reset and display the new revised order of the Threat/Hazard
labels, left click on the <Reorder> button.

e To delete a Threat/Hazard label, first select one of the Threat/Hazard labels by left
clicking on the label. This will mark the desired label with a right pointing arrow
head if one is not already there. Then left click the <Delete Row> button and the
selected Threat/Hazard label will be deleted. Note: A minimum of one
Threat/Hazard label must remain.

e To finalize all the changes made to the Threat/Hazard list, select the <Update>

button.

e Click <Cancel> to return to the “Customize System Defaults Menu” without

making any changes.

System Defaults for Threat / Hazard

Master List (shipped with product) System Defaults
Order Threat / Hazard Order Threat / Hazard 28
[ 3 T [improvised Explosive Device [Bomb) 13 1 |Improvized Explogive Device [Bomb)
2 |Chemical Agent 2 |Chemical Agent
3 |Arzondncendiary Attack, 3 |Arzondncendiary Attack, /
4 [Armed Attack 4 [Amed Attack /
5 |Biological Agent 5 BiologW
E |Cyberterrarizm -Epﬁrt'anorism
7 |Agriterrorizm 7 |Agriterrorizm ’v
8 |Radiological Agent 8 |Radiological Agent
9 [Muclear Device 9 [Muclear Device
10 |Hazardous Material Release 10 |Hazardous Material Release
11 |Unauthorized Entry 11 |Unauthorized Entry /
12 |Surveillance 12 |Surveillance /
13 |Wind 13 ['wind
14 |Seismic 14 |Seismic _~
15 |Flood 15 [Flood £~ /
*¥| 0 _~

Record: E l—l E]@ b#| of

Help

v
Record: ‘ [ 24T of

Reorder |

Update | 6

Delete Row | Cancel |
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Customize Report Handling Markings

Selecting the <Customize Report Handling Markings> button enables the database
administrator to establish to establish a customized report handling markings that will be
automatically printed on the top and bottom of all reports.

Administrative Functions Menu

Administrative Functions Menu
Risk Assessment Database

Empty the Database C Manage User Accounts >

Customize Matrx Defaults

Import Assessor Database Customize Rep_orl Handling
Markings

Close |

For Help. Press the F1 Key

A screen is opened displaying the “Report Page Markings - TOP” entry area on the left
and the “Report Page Markings - BOTTOM?” list on the right. From this form, the system
allows administrators to create numerous sets of markings.

The default marking can be edited by right clicking in the text box. Additional sets of top
and bottom markings can be established by selecting the <New Report Marking> button.

Selecting the <Active Marking> checkbox on the far right designates which marking will
be used during printing of reports.

Customize the Report Handling Markings for Printed Reports
Active
Report Page Markings - TOP Report Page Markings - BOTTOM Marking
P [=Tg change this heading, go to Master *=* Edit TOP and BOTTOM Markings, then ;I i~
[ratabasze Mode/bdmin Functions/Customize click the [Active Marking] Checkbos=]
Feport Markings™* j
Mew Repart Marking | Delete Marking | Cloze |
Record: H|{|| 1 >|b||>*|of1
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Master Database Assessment Records Function

The Assessment Records Function gives the Project Manager or an assessor the ability to
review assessment data, photos and files, search for specific observations, vulnerabilities,
etc., and print reports from individual facilities or from the results of the searches. To
begin this process left click on the < Assessment Records > button from the Main Menu.

FEMA 452: Risk Assessment Database v.3.0
Master Database

{Assessment Records!

Vuln erability Assessment Checklist

Switch to Assessment Tool Operating
Mode

Change Password

Auduinisrative Funcions

e |

s program was deveioped by andfer FEMGS and v Daparimant of Taieraw For Help., Preva the F1 Key
ey Pursint o @ contract with tie Nationas Festinue of Butiding Sctewer T Fntizman] Ttiguse of Bkl fing Soianear 2004

This form provides the Project Manager the ability to review assessment data, photos
and files, search for specific observations, vulnerabilities, etc., and print reports from
individual facilities or from the results of the searches.
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| List of Assessments

Assessment &

1D P Ass asanie L L datiin Urzaniiatinane Assessment Date Assessment Type Assessment Folder Name
I I
[ 3 Hazardville Information Company HIC |HIC 12/25/2007 |Facility Tier 1 [ ssessment_2007-12-254
i & [Hazardville Information Company HIC 122572007  |Facility Tier 1 & ssessment_2007-12-25
Executive Summary | Tulnerabilities | Points of Contact | Assessment Team | FPhotaos | GIS Portfolin | Miscellaneous Files ‘
Assessment Checklist ‘ Critical Funetion | Critical Infrastmcture ‘ Facility Information | Assessment Reports Other Reports ‘ Help Clase ‘ ==
-

1 Recaord: E 4 ]—IE][E #|of 2

The fields in the dark green box allow the user to search for and display only the
assessments of interest.

The first step is to select one of the assessments by left clicking on the far left
column of the List of Assessments. This will mark the assessment desired with a
right pointing arrow head if one is not already there. This selects the assessment
and links the buttons across the bottom to that assessment.

Most Master Database screens mirror those in the Assessment Tool operating
mode. The Assessment Checklist, Facility Reports, and Other Reports functions
are unique to the Master Database operating mode. These new sections will be
covered next.
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Assessment Checklists

As can be seen, the initial screen is a summary type slide showing the Site Checklist
questions.

Assessment Checklists

>

Facility Nane: |Hazardv1]le Information Company HIC W antiterrorism Questions
Assessment Location: [Hazardville, WV [ Matural Hazards Question “
Assessment Date: | 1272502007 Type: |Facility Tier 1 I™ #ll-Hazard Questions (combined [AT[W [ E [ F |

| drchitectural || Stractural | Bruilding | Utility | Mechanical | Phunbing/Gas | Electrical | Fire Alam | ComumiT | Equipment O&M | Security | { ¢

-~
Ohservation Eecommendation / Remediation Vulnerability? Vulnerahility Assessmen

=]
$

This is generally a short titls for the observation fol [The length of the reconunendation depends ¢ I What major stmctures surround t

] Does the teryain place the buildin

In dense, wrhan arveas, does marh L=

[; a peritneter fence or other typ

What are the site access points t

Is vehicle traffic separated from :

'
| o | ] ] b2 —

Is there welucle and pedestrian ac

o

Is there any potential access to 1

-10 (What ave the existing types of v

-11 What is the anti-ram uffer zone

1

Recor_d: [E 1 E[E k= of 25 < >

]
I
I
I
]
] Is there space for inspection at tl
]
]
]
I

12

iire perimeter barriers capable of ¥

Print Section

For Help,
Press F1

Viewr 411 [Site] Chservations ‘ View 41l [Site] Valnersbility Assessment Chestions ‘ Close

The three check boxes on the top enable the assessor to filter which questions are
displayed. Select the top button <Antiterrorism Questions> to only display
questions for an antiterrorism analysis. Select the second button <Natural Hazards
Questions> to only display questions related to a wind, seismic, and flood
analysis. Select <All-Hazard Questions> to display all questions. Note that this
selection filters all 14 sections of the checklist. Also note that the filter process
does not destroy entries and that an assessor can change the filter setting without
losing or destroying data.

The first line of each Observation and Recommendation / Remediation along with
the “Vulnerability?” checkbox are visible for quick identification. Scroll to the
right or double click a box to see the full entry.

Double clicking on any cell of a row retrieves screens that look much the same as
in the Assessment Tool. Selecting cells in the first or fifth column displays the
entire question and any guidance. Selecting a cell in the second or third column
displays a specific question and the data entered.
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Alternately, left clicking on the <View All [Site] Observations> button will
expand the Checklist questions and show what has been entered in Observations
and Recommendations. This also looks much like the Assessment Tool data entry
screen.

Similarly, left clicking on the <View All [Site] Vulnerability Assessment
Questions> will make the Questions and Guidance more accessible and easier to
read.

Left click on the <Print Section> button to produce a report of the questions,
observations, and recommendations in this section of the checklist.

This module can be used by the Administrator / Manager to edit inputs from the
field. Anything typed into the purple fields becomes part of the record for the
facility.

Left click on <Close> to return to the List of Assessments.
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Assessment Reports Menu

Assessment Reports Menu

Assessment Reports Menu

Facility: |Hazardville Information Company HIC

{Smmary Sheet ulnezabilities

Exemutive Surnunary Risk Matrx

Farility Assessment Team Farility Points of Contact

Ohservations and

Farcility Information
Conunents

Fapid Visual Serzening

For Help. Press the F1 Key Close

First choose an assessment facility indicated by the arrow in the first column of the List
of Assessments page.

This menu is displayed when selecting the <Assessment Reports> button from the List of
Assessments screen. From this location the user can print any of the automated reports
for the assessment facility specified at the top of the menu (the selected record on List of
Assessments for when the <Assessment Reports> button was depressed). Each report can
be printed or converted into Microsoft Word® for editing, distribution, etc. Pressing the
<Close Report> button returns to the Reports Menu.

e The <Summary Sheet> button produces the Facility Summary Sheet report.
e The <Executive Summary> button produces the Executive Summary report.

e The <Facility Assessment Team> button produces the report listing the
information for the individual assessors responsible for that particular assessment.

e The <Facility Information> button produces the report listing the information for
the individual assessment facilities.

e The <Vulnerabilities> button produces the Vulnerabilities and
Recommendations/Remeditations report.
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The <Risk Matrix> button will perform an automated process which opens a
Microsoft Excel® document and then populates it with the information for both
the Critical Function Matrix and the Critical Infrastructure Matrix.

e The <Facility Points of Contact> button produces the Facility Points of Contact
report.

e The <Observations and Comments> button creates the Assessment Observations
and Comments report.

e The <Rapid Visual Screening> produces the full Rapid Visual Screening Report.

Note this button is not available unless the assessment selected is a RVS
assessment.

Click on the <Close> button at the bottom of the Assessment Reports Menu to return to
the List of Assessments page.

108



Other Reports Menu

Search Reports Menu

Search Reports Menu

Hote: These reports search the entive database and are not
lirmited to the Assessment wou are ourrently viewing.

i Search Observations and i
{Reconmendations/Femediations |

Search Valnerabilities and
Feacommendations/Femediations

For Help, Press the F1 Key Claze

This menu appears after the user selects the <Other Reports> button at the bottom of the
List of Assessments form. This area of the Master Database allows the Administrator /
Manager to search for data from all assessments on file in the database. This is a very
powerful analytical tool.

e The <Search Observations and Recommendations / Remedations> button opens
the Observations and Recommendations / Remediations for Assessment Checklist
form.

e The <Search Vulnerabilities and Recommendations / Remediations> button opens
the Vulnerabilities and Recommendations/Remediations form.

**NOTE: THESE REPORTS SEARCH THE ENTIRE DATABASE
AND ARE NOT LIMITED TO THE ASSESSMENT THE USER IS
CURRENTLY VIEWING.
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Search Observations and Recommendations / Remediations From
Assessment Checklists

This form is used to search all the Observations and Recommendations / Remediations
for key words. All assessment facilities in the database are searched using this function.

Observations and Recommendations/Remediations for Assessment Chec...

S
Vulnerahility
Asgessment  Saction
Facility Name Checklist #  Heading Observation E dation / R diati
» |Hazaxdv1]le Information Company I |1-1 Site This is generally a short title for The length of the
the observation followed by recommendation depends on the
disoussion and the impact to the complexity of the remediation /
operations or mission. 4 check mitigation options. It is alsa The
[Hazardville Information Company ¥ [1-2 Site
[Hazardville Information Company 1 [1-3 Site
[Hazardville Information Compary T [1-4 Site
[Hazardvilte nformation Company ¥ [1-3 Site
Print Ohservations, Sorted by Facility | Print Chservations, Sorted by Checklist # | Close 3
Record: E 1 E][E of 802
— —_—

e The black triangle indicates the record that is selected.

e The fields in the dark green box allow the user to search for and display only the
observations and recommendations / remediations of interest.

e The <Search> button performs search based on criteria entered into the fields
described above. Key words may be typed into the Facility Name, Observation or
Recommendation / remediation fields in the green row. Clicking <Search> will
query the entire database for line entries with the key word in the chosen field.
Subsequent searches will only be of the previous results unless the <Clear> button
is first clicked.

e The <Clear> button will allow all facilities to be seen and searched again.
e The <Print Observations, Sorted by Facility> button will create a report of the
search results sorted by facility name. The report can be printed or converted to

Microsoft Word® and allow additional information to be added, formatting
changed, etc.
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e The <Print Observations, Sorted by Checklist #> button will create a report of the
search results sorted by the question number. The report can be printed or
converted to Microsoft Word® and allow additional information to be added,
formatted etc.

Click <Close> to return to the previous screen.
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Search Vulnerabilities and Recommendations / Remediations

This form is used to search all the VVulnerabilities and Recommendations / Remediations
for key words. All the assessment facilities in the database are searched using this
function.

VYulnerabilities and Recommendations/Remediations

Facility Name Priority  Building YVulnerahilities Recommendations
» Search [| Clear
T Hazardwille Information Company HI |D
Initial Cost:
|Hazaxdvi]le Information Company HI |2 bl 1 This is generally a short title for the The length of the recommendation

ohservation followed by disoussion and depends on the complexity of the

Initial Cost: [$0.00 the impact to the operations or remediation / mitigation options. It
mission. & checl mark in the "Waln?" is also The options may be short-

Print Valnerabalities f Intial Casts ‘ Print Walnerabilities [ All Casts ‘ For Help, Press the F1 Key Clase 3
Recard: E 1 E][E k| of 2

The fields in the green query box allow the user to search for and display only the
vulnerabilities and recommendations / remediations of interest.

The <Search> button performs search based on criteria entered into the fields
described above. Key words may be typed into the Facility Name, Observation or
Recommendation / remediation fields in the green row. Clicking <Search> will
query the entire database for line entries with the key word in the chosen field.
Subsequent searches will only be of the previous results unless the <Clear> button
is first clicked.

The <Clear> button will allow all facilities to be seen and searched again.

The <Print View Vulnerabilities / Initial Costs> button will create a report of the
search results sorted by facility name and showing only the initial costs. The
<Print View Vulnerabilities / All Costs> button will create a report of the search
results sorted by facility name and show all four cost categories. The report can be
printed or converted to Microsoft Word® and allow additional information to be
added, formatting changed, etc. Click <Close> to return to the previous screen.
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Vulnerability Assessment Checklist Function

The Vulnerability Assessment Checklist Function gives the Project Manager or an
assessor the ability to view all answers for individual checklist questions. To begin this

process left click on the <Vulnerability Assessment Checklist> button from the Main
Menu.

e

U=
o ’a .
> &/
w5 wL

AT

.

FEMA 4532: Risk Assessment Datalise v.5.0
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This form shows all of the assessment checklist questions in the database.

Assessment Checklist Question Details

[ Antitsrrorism Questions =
[ Watural Hazards Questions
Vulnerahility : W altHazard Questions (cormbined)
‘;slie:li:.l“::l; fle:x: Question Guidance Additional Reference
v v Search Clear
| 8 |1-1 Site What tmajor strizctures surround the facility titical infrasticture to consider ; FPC 65 Annex E,
(site or buildingreh? - What critical lincludes: - Telecommunications Alternate Operating
infrastructure, government, military, or hinfrastruciure - Facihiies for Facilities, Flanning
recreation facilities are inthe local areathat [broadcast TV, cable TV, cellular Considerations, para
impact transportation, utilities, and collateral metwrorks; newspaper offices,
datriage Cattack at this facility itpacting the [production, end distribution; radio
1-2 Bite Does the terrain place the building in o Depressions or low areas can trap FPC 65 Annex E,
depression or low area? Iheavy wapors, inhibit natural Atternate Operating
decontamination by prevailing Facilities, Flanning
(winds, and reduce the effectivensss Considerations, para |
of'in-place shelteting - Reference!
[UBAF Installation Fotee Protection
1-3 Gite [n dense, uthan areas, does cuth lahe [Whete distance from the building to FFC 65 Annex E,
parking place uncontrolled parked vehicles [thre nearest curb provides & lternate Operating
unacceptably close to 2 building in public insufficient sethack, restrict patking Facilities, Planning
tights-of-way? litnthe cuth lane. For typical city Considerations, para 8
streets this may require negotiating
to close the curb lane. Bethackis
Print Checklist WView Questions/Observalions For Help. Press the F1 Key Close =

Record: [E 1 1 E[E »o+ of 386 .

e The black triangle indicates the Checklist Question that is selected.

e The green query bar allows the user quick access to the assessment questions by
using a drop down menu to select the Checklist section. Keyword searching is
also possible, similar to the search routines.

e The three check boxes on the top enable the assessor to filter which questions are
displayed. Select the top button < Antiterrorism Questions> to only display
questions for an antiterrorism analysis. Select the second button < Natural
Hazards Questions> to only display questions related to a wind, seismic, and
flood analysis. Select <All-Hazard Questions> to display all questions. Note that
the filter process does not destroy entries and that an assessor can change the filter
setting without losing or destroying data.

e The <Search> button performs search based on criteria entered into the fields
described above. Subsequent searches will only be of the previous results unless
the <Clear> button is first clicked.

e The <Clear> button will allow all questions to be seen again.

e The <View Questions/Observations> button opens the All Observations and
Recommendations / Remediations for this Question screen based on the selected
question.

e The <Print Checklist> button produces a report of the checklist.
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Observations and Recommendations / Remediations for One
Question

All Observations and Recommendations/Remediations for this Question

» Vulnerahility

Aszessment q -

Checldist #: !! Saction Header: |S1te
Question: |[What major stroctures sorround the facility (site or building(s1)7 -- What critical infrastmcturs, government, military, or recreation facilities a

area that impact transportation, utilities, and collateral damage (attack at this facility impacting the other major stractures or attack on the

ipacting this famility)? - What ave the adjacent land uses immediately cutside the perimeter of this facility [site or building(s))7 -- Do firhure

plans change these land nses outside the facility (site or building (s)) perimeter? -- &lthough this question bridges threat and vualnerability, the
man-made hazard that can oconr (likelthood and impact) and the valnerabilit is the proximity of the hazard to the buildines1 beinz assessed.
Guidance: [Critical infrastmetare to consider inchides: - Telecomnmnications infrastmeture - Facilities for broadeast TV, cable TV, celhilar netararks; near
production, and distribution; radio stations; satellite base stations; telephone tranking and sentching stations, inchding entical cable routes and
wray - Eleatric ponrer sywsterns - Power plants, especially maclear facilities; transmission and distribution system components; fiuel distribation, ¢
storage - Gas and oil facilities - Hazardons material facilities, oilfzas pipelines and storage facilities - Banking and finance institations - Finanei
banks. credit umions1 and the business district: note schedule business/ffinancial district mav follow: armored car services - Transoortation netw

Additional Reference: |[FPC 65: Annex E, Alternate Operating Facilities, Planning Considerations, para 1

Assessment
Site Mame Date Type Ohszervation Recommendation Remediation
P [Hazardville Information Cormpany | 1252502007 |Facility Tier1 This 15 generally a short title for the The length of the reconumendation
chservation followed by dismssion and depends on the complewity of the
the itmpact to the operations or remediation [ mitigation options. It is

[Hazardville Information Company | 12/25/2007 [Facility Tier 1

Record: @ 1 E][E of 2
Wiew Ohsarvations For Help. Press the F1 Key

Record: E 1 @ of 1 {Filered) < >
— —

This form provides the user with all database entries for the question selected in the
Assessment Checklist Question Details form when the <View Questions/Observations>
button is selected. The question that is displayed is determined by the location of the
arrow in the left column, not by the results of a search that was conducted. It displays the
question, guidance, and comments at the top of the form. The bottom of the form
displays all information entered in the database for that specific question number.

e The black triangle indicates the record that is selected.
e The <View Observations> button creates a report of all entries in the database for

the designated question. The report can be printed or converted to Microsoft
Word® for additional editing, formatting, etc.
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Switching Between Operating Modes

The <Switch Operating Modes> tab takes you between the two operating modes:
Assessment Tool mode and Master Database mode.

An organization will generally use two different copies of the database: one loaded on a
laptop and operating in the Assessment Tool mode for conducting assessments in the
field, and the other loaded on a computer at your organization’s headquarters and
operating in the Master Database mode for collecting the results from the assessors,
printing reports, and archiving the results from a number of assessments. The Master
Database copy also provides the organization the ability to search for vulnerabilities
common to many assessed facilities, search for specific vulnerabilities, etc. Essentially it
can be used as a Risk Management tool to identify and track mitigation measures to
reduce risk.

The Assessment Tool mode was designed for engineers and security specialists to be able
to easily collect data from the facility being assessed. As you will see, the software is
very user friendly. The Master Database mode was designed for the Program Manager.

Switching between the main page of the Assessment Tool to the Master Database mode is
as simple as left clicking on the <Switch Operating Modes> button.

|

X27)FEMA
Wi 3V
FEMA 452: Risk Assessment Database v.5.0 FEMA 452: Risk Assessment Dafobase v.2.0
Assessment Tool Master Datakaze
Croute f Modify Assessmant (Create { Moy Fiapad Visual {Assessment Records!
Record Soresnan & Racond i e
Facilty Assrssments | Empty the Databuss [ i AASsessmen! -
Cortionly of Opsratysfis ket b Maater Databass \ Switch ta Assessment Tool Operating
Assnprma oA (00 Openatinig Mod |> Mode
v Change Password
Ext Administrative Functions
Fou Help, Press the F1 K L‘
- o Vs o Help, Prexs oy
A e S - [ omgrrm e eveios e o FIEVEA e s gyt o Terayes Fog Help, Fresa the F1 Ker
| i 7 1 t3 8 Contract Witk ths Neztisna estituts of £ Solomses € Koriones Drrpiguse o ol ding Selences 2004

The next window confirms that you want to switch modes. Left click on <Yes> to
continue, then another confirmation window pops up. Left click on <OK> to complete
the switch. Click the <NO> or <Cancel> buttons if you do not want to change modes.
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Changing Passwords

Each user has the ability to change their password from the Master Database operating
mode main menu. When a user is initially created by an administrator, their password is
blank. To enter the database, simply enter your user name, leave the password field
blank, and left click <OK>.

Marne:

|.ﬂ.55n355|:|r#1 |

Password:
| | Zancel

The program will then force a new user to create a password.

It is highly recommended to change all pre-existing passwords at the Program Managers
initial entry into the database. (Pre-established Users: Administrator, Assessor, Editor,
Reader) To do this, log in with each user name, go to the Main Menu and select <Change
Password>.

FEMA 452: Risk Assessment Database v.4.0
Master Database

Agsessment Records! I

Wulnerability Assessment Checklist

Switch to Assessment Tool Operating

Change Password

A dministrative Functions

e |

\This program was developed by and for FEMA and the Departmens of Verevans For Help. Press the F1 Key
4ffirs. pursuait to a contrast itk the Masional Jstitete of Building Sciences © Hationad Fistitute of Building Seiences 7004

Selecting the <Change Password > button opens the Change Password Form. Your User
name is pre-populated in the top box. Enter your existing password in the “Old
Password:” box. Enter a new password in the “New Password:” box. Verify your entry by
re-typing the new password in the “Verify:” box.
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Change Password for a User Account

Change Password

User liame: [RINIRRETS

0ld Password™:
New Password:
Verify:

Set Password | Cancel

*0On new accounts, the Old Password will be blank.
Users are required to change their password the first
time they log in.

** Passwords need to be at least 8 characters long,
and they must incude at least 3 of the 4 characters
from the following categories:

1. Lower case letters (a-z)

2. Upper case letters (A-Z)

3. Mumbers (0-9)

4, Spedial characters (" 1@#,etc)

Note that password must be eight characters long and they must include at lease three of
the four characters from the following categories:

1. Lower case letters (a to z)

2. Upper case letters (A to Z)

3. Numbers (0 to 9)

4. Special characters ( "!@#, etc. )

Left click <Set Password> to complete the password change. Left click on <Cancel> to
cancel.
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Database Administrator Information

Version 4.0 of the FEMA 452 database has continued to simplify the required Database
Administrative functions. The Installation Process section of the User Guide describes a
step by step process for Users to install and run the database. It simplifies managing user
accounts and changing passwords. It also describes how Users can import database files,
Photos, GIS files, and Miscellaneous files.

A Database Administrator may be required to manage the security functions of the
database. It is highly recommended that the database administrator is an intermediate to
advanced Microsoft Access user. For up to date information about Microsoft Access®,
the current software webpage is: http://office.microsoft.com/en-
us/FX010857911033.aspx .

Database Specifics:

The database application is composed of various files, including a Microsoft Access®
database (MasterDBV4.mde for the Master Database ), a workgroup file
(FEMA452wg.mdw), a shortcut to the database (FEMA Master Assessment Database V4)
and a User Guide in Adobe Acrobat © (FEMA452dB_UserGuide_30-Jun.doc).

The following are the hardware and software requirements for the risk Assessment
Database:

Pentium® 4 or equivalent processor

Windows XP

MS Access® 2002

256 MB of RAM recommended for all components
Note that the database will recognize any type of file in the “Miscellaneous” folder.
However, the database only recognize files with a “.jpg”, “.gif” or “.bmp” file extension
in the “Photo” and “GIS_Portfolio” folders.
Notes for installation on systems running MS Access® 2002:

(If you are running the program on MS Access® 2003, you will not have this problem.)

The first time the program is started in MS Access® 2002, the below “Missing Shortcut”
dialogue box will display.
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Missing Shortcut

Wiindows is searching for MSACCESS EXE. To
locate the file yourself, click Browse,

@,

Browse.., || Cancel

Simply allow the system to search your system for several minutes until it prompts you
with the below “Problem with Shortcut” dialogue box. Then click <Fix it>. This will
reset the shortcut to match your system and open the FEMA Master Database program.

Problem with Shortcut

- The item MMSACCESS.EXE' that this shortout refers fo has

—' | been changed or maved, so this shortcut will no longer waork
properly.
MNearest match based on size, date, and type:
C\Program FilesWMicrosoft Officed\0ffice I0YMSACCESS EXE

Do you want 1o fix this shortcut 1o paint to this target or do you
just want to delete it?

Eix it Delete it | | Cancel

Alternately, when you get the first dialogue box, you can browse to your version of MS
Access®.
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Summary

In this User Guide you have been shown how to install and open the Database. You have
also been shown how to link collected data to the databases, how to move around the
software and between the Assessment Tool and Master Database, how to handle
vulnerabilities, including setting of priorities, and the production of standard reports.
Good luck with using the FEMA 452 and FEMA 455 processes and this database in
performing a Risk Management Program.
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