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the
hazard
mitigation
planning
process

Hazard mitigation planning is the pro-
cess of determining how to reduce or
eliminate the loss of life and property
damage resulting from natural and
manmade hazards. This diagram
shows the four basic phases of the
hazard mitigation process.

For illustration purposes, this diagram
portrays a process that appears to pro-
ceed sequentially. However, the miti-
gation planning process is rarely lin-
ear. It is not unusual that ideas
developed while assessing risks
should need revision and additional in-
formation while developing the mitiga-
tion plan, or thatimplementing the plan
may result in new goals or additional
risk assessment.

organize resources

From the start, communities should focus
on the resources needed for a successful
mitigation planning process. Essential
steps include identifying and organizing
interested members of the community as
well as the technical expertise required
during the planning process.

assess risks

Next, communities need to identify the
characteristics and potential
onsequences of hazards. It is important
to understand how much of the
community can be affected by specific
hazards and what the impacts would be
on important community assets.

develop a mitigation plan

Armed with an understanding of the risks
posed by hazards, communities need to

etermine what their priorities should be
and then look at possible ways to avoid or
minimize the undesired effects. The result is
a hazard mitigation plan and strategy for
implementation.

implement the plan and
monitor progress

Communities can bring the plan to life in a
variety of ways ranging from implementing
specific mitigation projects to changes in the
day-to-day operation of the local government.
To ensure the success of an ongoing program,
it is critical that the plan remains relevant. Thus,
it is important to conduct periodic evaluations
and make revisions as needed.

foreword
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he Federal Emergency Management Agency (FEMA) has

developed this series of mitigation planning “how-to” guides to
assist states, communities, and tribes in enhancing their hazard
mitigation planning capabilities.

These guides are designed to provide the type of information state
and local governments need to initiate and maintain a planning
process that will result in safer communities. These guides are
applicable to states and communities of various sizes and varying
ranges of financial and technical resources.

This how-to series is not intended to be the last word on any of the
subject matter covered; rather, it is meant to provide clear guid-
ance for the field practitioner. In practice, these guides may be
supplemented with more extensive technical resources and the use
of experts when necessary.

The series consists of four guides covering the core aspects of the
planning process, and additional guides addressing special topics
in hazard mitigation. The “core four” guides cover:

e Getting started with the mitigation planning process,
including important considerations for how you can
organize your efforts to develop an effective mitigation
plan (FEMA 386-1);

e Identifying hazards and assessing losses to your commu-
nity or state (FEMA 386-2);

e Setting mitigation priorities and goals for your commu-
nity or state and writing the plan (FEMA 386-3); and

e Implementing the mitigation plan, including project
funding and maintaining a dynamic plan that changes
to meet new developments (FEMA 386-4).

Special topics covered include:

e Evaluating potential mitigation actions through the use
of benefit-cost analysis and other techniques (FEMA
386-5);

mit-i-gate\ 1: to cause to be-
come less harsh or hostile;
2: to make less severe or
painful

plan-ning\ : the act or process of mak-
ing or carrying out plans; specif: the es-
tablishment of goals, policies and proce-
dures for a social or economic unit
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e Incorporating special considerations into hazard mitiga-
tion planning for historic properties and cultural
resources (FEMA 386-6);

e Incorporating mitigation considerations for manmade
hazards into hazard mitigation planning, the topic of
this how-to guide (FEMA 386-7);

e Using multijjurisdictional approaches to mitigation
planning (FEMA 386-8); and

e Finding and securing technical and financial resources
for mitigation planning (FEMA 386-9).

Why should you take the time to read
these guides?

e It simply costs too much to address the effects of disas-
ters only after they happen;

e State and federal aid is usually insufficient to cover the
full extent of physical and economic damages resulting
from disasters;

e You can prevent a surprising amount of disaster damage
if you understand where and how these phenomena

occur;

e You can lessen the impact of both natural and techno-
logical hazards and speed the response and recovery
process; and

e The most meaningful steps in avoiding the impacts of
hazards are taken at the state and local levels by officials
and community members who have a personal stake in
the outcome and/or the ability to follow through on a
sustained program of planning and implementation.

The guides focus on showing how mitigation planning:

e Can help your community become more sustainable and
disaster-resistant through selecting the most appropriate
mitigation actions, based on the knowledge you gain in
the hazard identification and risk assessment process;

e Allows you to focus your efforts on the hazard areas most
important to you by determining and setting priorities for
mitigation planning efforts; and
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e Can save you money by providing a forum for engaging in
partnerships that could provide technical, financial,
and/or staff resources in your effort to reduce the
effects, and hence the costs, of natural and manmade
hazards.

These guides provide a range of approaches to preparing a hazard

mitigation plan. There is no one right planning process. However, This special-topic
there are several elements that are common to all successful guide, Integrating
planning endeavors, such as engaging citizens, developing goals Manmade Hazards

Into Mitigation Plan-
] : ning, is not designed to
works best in your state or community. help you establish procedures to re-
spond to disasters, write an emergency
operations plan, or create a counter-
terrorism program for your community;
rather, it assumes that your community
is engaged in the mitigation planning
process and serves as a resource to
help you expand the scope of your plan
to address terrorism and technological
hazards. It provides information to
supplement your community’s hazard
mitigation planning efforts. Because
each of the four mitigation planning
phases is covered comprehensively in
its own how-to guide, references to other
publications in the series are often used
in lieu of full explanations of a process
or activity. Furthermore, the guide is in-
tended not as a highly technical manual
but rather as a source of general guid-
ance for the broad audiences that are
likely to comprise state and local miti-
gation planning teams, including partici-
pants from government agencies, com-
munity interest groups, industrial
partners, and others.

and objectives, and monitoring progress. Select the approach that
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isasters are events that can cause loss of life and property,

environmental damage, and disruption of governmental,
social, and economic activities. They occur when hazards impact
human settlements and the built environment. Throughout the
Cold War, the focus of emergency management planning was on
responding to and recovering from nuclear attack by foreign
enemies. During the 1990s, this emphasis shifted to address natural
disasters such as hurricanes, earthquakes, tornadoes, and floods.

Yet again, the need to incorporate new threats into emergency
management planning—this time, manmade hazards such as
terrorism and technological disasters—has become all too appar-
ent, as demonstrated by the September 11, 2001 attacks on New
York City and Washington, DC and the July 2001 hazardous mate-
rial train derailment and fire in Baltimore, Maryland. Additionally,
the 2001 anthrax attacks, the 1996 bombing at the summer Olym-
pics in Atlanta, the 1995 destruction of the Murrah Federal Build-
ing in Oklahoma City, the 1993 World Trade Center bombing, and
scores of smaller-scale incidents and accidents reinforce the need
for communities to reduce their vulnerability to future terrorist
acts and technological disasters.

Manmade Hazards

For the purpose of this guide, “manmade hazards”

are technological hazards and terrorism. These

are distinct from natural hazards primarily in that
they originate from human activity. In contrast, while the risks
presented by natural hazards may be increased or decreased
as a result of human activity, they are not inherently human-
induced.

The term “technological hazards” refers to the origins of
incidents that can arise from human activities such as the
manufacture, transportation, storage, and use of hazardous
materials. For the sake of simplicity, this guide assumes that
technological emergencies are accidental and that their con-
sequences are unintended.

The term “terrorism” refers to intentional, criminal, malicious
acts. There is no single, universally accepted definition of ter-
rorism, and it can be interpreted in many ways. Officially, ter-
rorism is defined in the Code of Federal Regulations as “...the

unlawful use of force and violence against persons or prop-
erty to intimidate or coerce a government, the civilian popula-
tion, or any segment thereof, in furtherance of political or so-
cial objectives.” (28 CFR, Section 0.85). The Federal Bureau
of Investigation (FBI) further characterizes terrorism as either
domestic or international, depending on the origin, base, and
objectives of the terrorist organization; however, the origin of
the terrorist or person causing the hazard is far less relevant
to mitigation planning than the hazard itself and its conse-
guences.

For the purposes of this guide, “terrorism” refers to the use of
Weapons of Mass Destruction (WMD), including biological,
chemical, nuclear, and radiological weapons; arson, incendi-
ary, explosive, and armed attacks; industrial sabotage and
intentional hazardous materials releases; and “cyber-
terrorism.” Within these general categories, however, there
are many variations. Particularly in the area of biological and
chemical weapons, there are a wide variety of agents and
ways for them to be disseminated.
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Although this series of mitigation planning how-to guides—as well
as mitigation planning mandates such as the Disaster Mitigation
Act of 2000 (DMA 2000)—grew out of a focus on planning for
natural hazards, recent events suggest that an all-hazard mitigation
plan should also address hazards generated by human activities
such as terrorism and hazardous material accidents. While the
term “mitigation” refers generally to activities that reduce loss of
life and property by eliminating or reducing the effects of disasters,
in the terrorism context it is often interpreted to include a wide
variety of preparedness and response actions. For the purposes of
this how-to guide, the traditional meaning will be assumed; that is,
“mitigation” refers to specific actions that can be taken to reduce
loss of life and property from manmade hazards by modifying the
built environment to reduce the risk and potential consequences
of these hazards.

To better structure the way in which we manage disasters, the
concept of the “four phases of emergency management” was
introduced in the early 1980s after the similarities between natural
disaster preparedness and civil defense became clear. This ap-
proach can be applied to all disasters.

e Mitigation is defined as any sustained action taken to
reduce or eliminate long-term risk to life and property
from a hazard event. Mitigation, also known as preven-
tion (when done before a disaster), encourages long-
term reduction of hazard vulnerability. The goal of
mitigation is to decrease the need for response as
opposed to simply increasing the response capability.
Mitigation can save lives and reduce property damage,
and should be cost-effective and environmentally sound.
This, in turn, can reduce the enormous cost of disasters
to property owners and all levels of government. In
addition, mitigation can protect critical community
facilities, reduce exposure to liability, and minimize
community disruption.

® Preparedness includes plans and preparations made to
save lives and property and to facilitate response opera-
tions.

® Responseincludes actions taken to provide emergency
assistance, save lives, minimize property damage, and
speed recovery immediately following a disaster.

e Recovery includes actions taken to return to a normal or
improved operating condition following a disaster.

STATE AND LOCAL MITIGATION PLANNING how-to guide: Integrating Manmade Hazards



FEMA developed the Integrated Emergency Management System
(IEMS) using an all-hazards approach. While the IEMS was estab-
lished as an “all-hazard” approach, responding to the threat of
terrorism (referred to as counterterrorism) came to be viewed as the
responsibility of law enforcement, defense, and intelligence
agencies. Furthermore, defensive efforts to protect people and
facilities from terrorism (referred to as antiterrorism) were gener-
ally limited to the government sector, the military, and some
industrial interests. However, both technological disasters and
incidents of domestic and international terrorism on United States
soil during the past decade have made it clear that emergency
managers, first responders, and planners must now work together
to build better and safer communities in the 21st century.

While you may not be able to prevent every accident or deliberate
attack, it is well within your ability to reduce the likelihood and/or
the potential effects of an incident through mitigation. The pro-
cess of mitigating hazards before they become disasters is similar
for both natural and manmade hazards. Whether you are dealing
with natural disasters, threats of terrorism, or hazardous materials
accidents, you will use a process of 1) identifying and organizing
your resources; 2) conducting a risk or threat assessment and
estimating potential losses; 3) identifying mitigation actions that
will reduce the effects of the hazards and creating a strategy to
place them in priority order; and 4) implementing the actions,
evaluating the results, and keeping the plan up-to-date. This four-
phase process is known as mitigation planning.

In one form or another, planning is an element of almost every-
thing that individuals, institutions, corporations, and governments
do. Planning helps to coordinate actions, determine the order in
which goals are accomplished, leverage opportunities, and identify
priorities for allocating resources. Hazard mitigation planning is
the integration of these activities into a community’s emergency
management programs in order to reduce or eliminate losses of
life and property due to disasters.

introduction

Theterms counterterrorism
and antiterrorism are often used
interchangeably. When using these
terms, you should be careful to distin-
guish their meaning. Counterterrorism
deals with offensively man-
aging the threat of terrorism,
while antiterrorism refers to
defensive efforts to protect
people and property.

Hazard Mitigation Planning

The hazard mitigation planning process
consists of four basic phases as shown
below. The first phase, Organize Re-
sources, addresses the creation of a
planning team with representatives from
the public and private sectors, citizen
groups, higher education institutions,
and non-profits. The second phase, As-
sess Risks, explains identifying hazards
and assessing losses. The third and
fourth phases, Develop a Mitigation Plan
and Implement the Plan and Monitor
Progress, discuss establishing goals
and priorities and selecting mitigation
projects, and writing, implementing, and
revisiting the mitigation plan, respec-
tively.

organize
resources

develop a
mitigation
plan

plan and
monitor progress
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How do you use this and the other how-
to guides?

Integrating Manmade Hazards into Mitigation Planning, the seventh
guide in the how-to series, provides information that will help you
incorporate manmade hazards into the four phases of the mitiga-
tion planning process in your community or state, from organizing
your resources to updating your plan. This how-to guide follows
the four-phase mitigation process. Each section corresponds to one
of the phases.

The planning process is as individual as the jurisdiction that
engages in it. Each community or state approaches growth and
change in a unique way, and the process of planning for the future
should fit your particular community’s or state’s “personality.” As a
result, you should not consider the step-by-step sequence included
in this and other how-to guides to be the only way to pursue mitiga-
tion planning. However, the process illustrated here is based on

certain steps common to successful planning.

Types of Information Found in the How-to Series

The how-to series contains several types of information. Some
information is highlighted with icons. Additional information can
be found in Appendix C, Library.

Icons

The “States” icon identifies guidance focused solely on the role of
the state. Although much of the information will be the same for

local, tribal, and state governments, there are different require-
ments for state and local mitigation plans. Furthermore, states
have additional responsibilities to assist local entities in their
planning efforts. Guidance focusing on local governments applies
to tribes as well.

The “Caution” icon alerts you to important information and ways
to avoid sticky situations later in the planning process.

The “DMA” icon provides information relating to the mitigation
planning requirements outlined in the Disaster Mitigation Act of
2000 (DMA 2000) regulations.
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The “Glossary” icon identifies terms and concepts for which a
detailed explanation is provided in Appendix B, Glossary.

The “Tips” icon identifies helpful hints and useful information
that can be used in the planning process.

Library

A mitigation planning “Library” has been included in Appendix C.
The library has a wealth of information, including Web addresses,
reference sources, and other information. All of the Web sites and
references listed in the how-to guide are included in the library.

Worksheets

Finally, to help track your progress, worksheets have been devel-
oped to correspond with the activities in this guide. These are
included at the end of each section, where applicable, and in
Appendix D, Worksheets. You can duplicate these forms and use
them to organize your work as you implement the mitigation
planning process.
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phase 1

organize
resources

assess
risks

develop a
mitigation plan

implement the
plan and
monitor progress




organize
resources

Overview
Phase 1, Organize Resources, involves getting started in the :
hazard mitigation planning process by identifying and pulling rg;%%rl"::zees

together resources such as funding, staff, and political support.
These resources will be necessary both to get the process off the
ground and to achieve maximum effectiveness in the long term.

This section supplements the guidance provided in the Getting
Started: Building Support for Mitigation Planning how-to guide (FEMA

386-1). Step 1 involves establishing community support for inte- engage the

public

grating manmade hazards into the mitigation planning process.
Step 2 includes developing a list of stakeholders with expertise in
hazardous materials, security issues, and law enforcement, among
other disciplines, that you may want to add to your planning team.
Step 3 discusses special considerations relevant to public participa-
tion activities.

To be successful, a mitigation planning initiative requires the
support of public officials, agency personnel, business owners and
operators, citizens, and other community members. Getting Started
discusses defining the planning area; gauging how much the
community knows about mitigation planning; educating public
officials on the hazards and risks in your community; using existing
plans as a base from which to start; and organizing funding, techni-
cal, and human resources.

Inform the Public

One of the fundamental differences in planning for manmade
disasters versus natural disasters is that most people have had little
or no firsthand exposure to them. Even in light of the alarming
increase in terrorist activity directed against the United States, the
aging infrastructure, the persistence of security shortfalls in some
sectors, and the proximity of industrial hazards to population
centers, the public’s perception of risk varies widely. This percep-
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Planners should
recognize thataddress-

ing manmade hazards may

require that more attention

be paid to dealing with a

range of potentially strong personal re-
sponses, and they should be prepared
to address potential concerns that may
not have arisen during natural hazards
planning such as security, unknown
risks, and civil liberties. Thus, it is criti-
cal that planners develop a realistic,
comprehensive picture of the hazards
present in their communities to better
educate the public and be prepared to
respond to their concerns.

Summary of the
benefits of mitigation
planning

m Reduces future losses
from disasters

= Builds partnerships
= Facilitates funding priorities

= Contributes to sustainable commu-
nities

Depending on the nature of
the incident, the impacts of a
manmade hazard can be localized—
even limited to a single building—or they
can be widespread, encompassing a
metropolitan area, a watershed, or a
transportation corridor. Additionally, the
extent of the physical damages gener-
ated by an incident can be surpassed
by its associated economic

impacts, as demonstrated

by the national-level eco-

nomic effects of the Septem-

ber 11, 2001 attacks.

tion is influenced by many factors, such as media portrayal of
events, the level of public education available, and an individual’s
experience with various hazards. Because the United States has a
relatively short history of dealing with manmade hazards, discus-
sions on this subject may be characterized by elements of uncer-
tainty and even fear. Therefore, to gain public support, it is impor-
tant to educate public officials, citizens, and the private sector
about the manmade hazards that may affect the community and
about the prevention and mitigation actions that can help address
them. The planning team must present a realistic assessment of the
potential consequences of such disasters while taking care to avoid
overstating or inflating the risk.

Promote the Benefits of Mitigation Planning

You can further educate people and build support by emphasizing
the value added by mitigation planning and building on planning
opportunities that already exist. Although manmade hazards may
not be as easy to identify and predict as some natural hazards, the
benefits of planning for such events are the same: improved
disaster resistance, community involvement in the process, partner-
ships with sectors you may not have interacted with before, and
more sustainable communities. Building on existing opportunities
is a good way to create momentum for mitigation planning.

Many people are concerned about manmade hazards since the
attacks of 2001, and the media have focused intensely on these
disasters. You can use this high visibility to show why your commu-
nity should plan for such contingencies. Getting Started examines
ways to implement natural hazard mitigation planning through
existing plans; now you can reexamine those plans with a focus on
how to integrate planning for manmade disasters into them.

You may want to point out the following benefits as you educate
others:

1. Mitigation helps local, tribal, and state governments
fulfill their responsibility to protect their citizens,
property, and environment by reducing the potential
impacts of manmade disasters.

2. Mitigation can enhance a community’s ability to recover
from the impacts of a manmade disaster.

3. Mitigation can reduce exposure to civil or criminal
liability in the event of a terrorist attack or technological
accident.
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4. Mitigation actions may help reduce insurance premi-
ums.

Capitalize on Planning Opportunities

As mentioned previously, manmade hazards can be integrated into
existing planning efforts. The following opportunities should be
considered:

1. Planning during post-disaster recovery. Following the
September 2001 attacks, the increased risk of manmade
hazards became a topic of conversation in the main-
stream media and across the nation. This widespread
interest can serve as an impetus to enhance a mitigation
plan with actions that can reduce the effects of future
attacks.

The Disaster Mitigation Act of 2000 provides an impe-

tus for state and local governments to undertake mitigation planning.

The Act does not mandate that terrorism or technological disasters

be addressed in hazard mitigation planning; however, it does encour-

age and reward state and local pre-disaster planning and promote
sustainability as a strategy for reducing the effects of disasters. Naturally, this
objective can only be fully achieved through incorporating not only natural haz-
ards but also the full spectrum of manmade disasters. Interim final regulations on
hazard mitigation planning were published in the Federal Register on February
26, 2002 (see 44 CFR Parts 201 and 206).

2. Comprehensive and other community-oriented planning
activities. If your community has begun developing or
updating its comprehensive plan, capital improvement
plan, urban design guidelines, land development
regulations, growth management or sustainability plans,
or other community-oriented guidance, this is a prime
opportunity to incorporate planning for manmade
disasters. For example, if your community is planning to
build a new city hall or hospital, you can incorporate
defensive architecture, site planning, and design ap-
proaches into the facility planning process to reduce the
hazards to the facility from manmade events.

Planners are encouraged to link together as many plan-
ning opportunities as possible to maximize coordination, thorough-
ness, information sharing, and cost-effectiveness. Relevant planning
actions may be ongoing or may already have been accomplished in
your jurisdiction as part of other emergency management planning
initiatives. For example, some jurisdictions completed a community vulnerability
assessment as part of the Department of Justice’s State Domestic Prepared-
ness Support Program (equipment grant program — now within DHS); this infor-
mation is directly transferable from first responder planning to mitigation planning.

org anize resources

At the time of this

writing, the long-term

consequences of the insur-

ance industry’s response to

the events of September 11,
2001 are not clear. To date, the industry
is having difficulty estimating the fre-
quency and magnitude of future terror-
ism risks and is concerned about en-
suring adequate capital to absorb the
potential costs of another catastrophic
attack. As a result, many insurers are
establishing coverage limitations and
raising premiums and deductibles for
commercial customers. Risk is being
shifted from insurers to property own-
ers and business operators, and future
attacks may lead to greater direct losses
to those impacted—further emphasiz-
ing the importance of taking actions to
reduce vulnerability and minimize
losses.

(Source: General Accounting Office,
Terrorism Insurance: Rising Uninsured
Exposure to Attacks Heightens Poten-
tial Economic Vulnerabilities)

The results of the Insti-
tute for Business & Home
Safety’s 2001 study Are We
Planning Safer Communi-
ties? Results of a National
Survey of Community Planners and
Natural Disasters show that the safest
communities are located in states where
hazards are a required consideration in
comprehensive planning. In many states,
however, this “best practice” is not fol-
lowed. Ideally, hazard considerations are
an integral part of state and local com-
prehensive planning; if they are not, state
and local governments should consider
requiring that comprehensive planning
include all-hazard considerations.
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3. Update of existing mitigation plans or other emergency
management plans. In order to keep plans up-to-date,
state and local governments must perform periodic
reviews of existing plans. During these reviews, planners
should re-evaluate the hazards that can affect their
communities and update their plans as appropriate to
incorporate manmade hazards.

The size and com-

position of the plan- . . i , . .
ning team will depend its scope to incorporate terrorism and technological disasters will

Assuming you have already set up your planning team, expanding

on the community or state, require enhancing the team’s capabilities by acquiring expertise in
size of the planning area,

; , a number of disciplines. To ensure that the composition of the
planning needs, and resources avail-

able. A team approach is optimal be- mitigation planning team contains the right mix of members, the
cause: capabilities of the existing team should be assessed and any gaps
a. It encourages participation and gets filled. To prevent the team from becoming so large as to be un-

TS [BEEP RN S [Eesss wieldy, a committee/subcommittee approach may be imple-

b. It enhances the visibility and stature mented. You may wish to use the categories listed below to define
of the planning process . .
the various subgroup areas of the planning team.

c. It provides for a broad perspective on

the issues
d. It provides the widest possible range Getting Started: Building Support for Mitigation
of expertise and experience Planning (FEMA 386-1) outlines methods for identifying stake-

holders for a natural hazard mitigation planning process. Existing

groups, such as natural hazard mitigation planning teams or emer-
gency planning committees, can serve as ideal bases for manmade hazard miti-
gation efforts. Such teams should have a broad-based membership that includes,
at a minimum, representatives of elected officials, emergency management, first
responder agencies, healthcare, local environmental and transportation groups,
the media, community groups, and representative owners and operators of pri-
vate facilities.

e. It ensures the use of resources in a
coordinated fashion to maximize
benefits

A community’s hazard mitigation planners are its

primary resource for leading and coordinating efforts to re-

duce vulnerabilities in the built environment. In any given community,

however, there may be a variety of other entities operating to the same

end, either in concert with mitigation planning or independently. These
may comprise public, private, or partnered initiatives; they may cut across local,
state, and/or federal jurisdictions; and they may address planning, security, safety,
engineering, and other aspects of hazard reduction. While projects such as these
are often undertaken in a vacuum—that is, without relation to the community as
a whole—their key personnel may possess or have access to expertise and re-
sources that will enhance the ability of the hazard mitigation planning team to
meet the state’s or community’s goals. The importance of thinking inclusively and
holistically when recruiting team members becomes especially clear when plan-
ners are confronted with new and generally unfamiliar challenges such as inte-
grating manmade hazards into mitigation planning.
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Expertise that will be helpful in addressing manmade hazards may
be lacking from a purely natural-hazards oriented team. Such
expertise includes the following:

e Chemical emergency planning

e Counter- and antiterrorism (law enforcement and
military)

e Crime prevention planning, including situational crime
prevention and Crime Prevention Through Environ-
mental Design (CPTED)

e Electrical engineering

e Emergency management

e Explosives/blast characteristics
e [ire protection engineering

e Force protection (protection of military personnel and
facilities)

e Industrial security

e Mechanical engineering, including heating, ventilation,
and air conditioning (HVAC)

e Protective/defensive architecture
e Site planning, urban design, and landscape design
e Structural engineering, design, and construction

Specialized expertise in these fields can be found at a number of
sources, even in communities with modest resources. Additionally,
technical assistance from the federal government may be available
to communities. Among the many federal organizations offering
relevant support are the Department of Homeland Security
(DHS), the Environmental Protection Agency (EPA), and the
Department of Justice (DOJ). See Appendix C for Web links to
these agencies’ programs.

See Worksheet #1: Build the Planning Team at the end of this
section (also included in Appendix D) to help you identify addi-

tional team members.

org anize resources n

Although situational crime
prevention and Crime Pre-
vention Through Environ-
mental Design (CPTED) are
closely related, the two are not synony-
mous. Situational crime prevention en-
compasses many CPTED principles but
focuses more on manage-
rial and user behavior fac-
tors that affect opportunities
for criminal behavior in the
specific setting for the spe-
cific crime(s) being ad-
dressed. CPTED, on the other hand,
focuses more on changing the physical
design aspects of environments to de-
ter criminal activity.

The planning team should
work with elected officials to
formalize the community’s commitment
to planning and to promote an atmo-
sphere of cooperation by “authorizing”
the planning team to take the steps nec-
essary to develop a mitigation plan for
terrorism and technological hazards. At
a minimum, this authority can be estab-
lished through a resolution
or proclamation recognizing
the team as an authorized
agent of the community.
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Planners should
Nnote that some issues in-
volved with technological
hazards, such as industrial
siting, hazardous materials
transportation, or chemical storage and
processing techniques, may be conten-
tious and can cause friction among citi-
zens, industry leaders, emergency plan-
ners, and other decision makers. Local
Emergency Planning Committees
(LEPCs) will likely already be involved
with these issues and should be able to
provide insight into how they can be ad-
dressed.

Step 3
Engage the Public

Given the dramatic nature of terrorism and technological hazards,
the community will expect to be involved in and informed about
the mitigation planning process. Getting Started discusses develop-
ing a schedule or program for involving the public throughout the
mitigation planning process. Adding a manmade hazard element
to your public participation program will simply be another step.
Keep in mind, however, that care must be taken when presenting
certain types of information.

Because citizens may be fearful or upset about recent events and
apprehensive about publicized threats, they may want to engage
public officials in talking about such issues. The planning team
should encourage the public to focus on what they can realistically
do to protect their community and limit the time spent discussing
issues that are outside the scope of their influence. For example,
they may be concerned about travel safety and would like to see
changes in airport security, but federal government agencies
control these issues—not the local planning team. To alleviate
concerns about issues the community has no authority over, the
planning team should be informed enough to provide an overview
of who the various authorities are and what their responsibilities
are for addressing manmade hazards. Including as many stakehold-
ers as pos