SCREENER’S GUIDE TO ELECTRONIC VERSION
OF PROCEDURE

RAPID VISUAL SCREENING DATABASE

o support Rapid Visual Screening (RVS), the data collection

process has been incorporated into the existing FEMA Risk

Assessment Database application, FEMA 452, Risk Assessment: A
How-To Guide to Mitigate Potential Terrorist Attacks Buildings.

The database tool is designed to support a quick collection of RVS
information as well as photos, GIS portfolios, and other files to
facilitate analysis. In addition, the database tool is designed to be
compatible and exchange information with other assessments in the
FEMA 452 Risk Management Database.

Download and install the database program from the FEMA website:
http://www.fema.gov/plan/prevent/rms/rmsp452.shtm. Follow the

download and self installation instructions. It is recommended to
install the database on two separate systems: one as the permanent
database at an organization’s headquarters and one on the
computer(s) that your RVS assessors will use to collect data, such as a
laptop. For small organizations, one copy of the database can be used
to perform both management and data collection functions. Note: a
full user guide is provided with the database and can be opened from

the Help button on the database screens.

INSTALLATION PROCESS

O Download the database program from the FEMA website:
http://www.fema.gov/plan/prevent/rms/rmsp452.shtm.

O After downloading the program, begin the installation process by
first closing all other programs and then left click on the
SETUP.EXE file. Note: If the program was previously downloaded
to your computer, left click <Start>, <Run>, identify the location
where the SETUP.EXE program can be found (CD, C:/Temp, or
some other storage location on hard drive or media) and then left
click on the SETUP.EXE file.

O The Install Wizard first identifies the name of the software being
installed. Left click <Next> to continue after confirming that this is
the software you want to install.
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O A standard screen showing the End User License Agreement will

appear. Read as you feel appropriate, then left click on the

<Accept> circle, and left click on <Next> to continue with the

installation.

i FEMA Master Assessment Database Setup

Welcome to the FEMA Master
Assessment Database Setup
Wizard

The Setup \Wizard will install FEMA Masker Assessment
Database on wour computer, Click Mext to continue or
Cancel ta exit the Setup Wizard,

i FEMA Master, Assessment Database License Agreement

End-User License Agreement

Please read the Following license agreement carefully

Any opini findings, lusi orr dations
expressed in this publication and application do not ily
reflect the views of FEMA. Additionally, neither FEMA or
any of its employees makes any warrantee, expressed or
implied, or assumes any legal liability or responsibility for the
accuracy, completeness, or usefulness of any information,

>

product, or process included in this publication and application.
Users of information from this publication and application v

(31 accept the terms in the License Agreement

(21 do not accept the berms in the License Agresment:

[ < Back H Plext = ] [ Cancel

O Add the User Name and Organization in the appropriate windows.

Continue with the installation by left clicking <Next>.

15 FEMA Master Assessment Database Setup
Customer Information

Please erter your customer information

User Name:

[ 300 Smith

Organization:

[p8C Tne.

<Back [ Mext> | [ Cancel

O There is no advantage in using the Custom Installation. There are

no component programs to select. The only feature that the

Custom Installation allows is to change the file name and/or file

location. In most cases you should follow the Typical Installation.

To proceed, left click on <Typical>.

O A standard screen to ensure you are ready to install will appear.

Proceed by left clicking <Install>.
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1% FEMA Master Assessment Database Setup

it FEMA Master Assessment Database Setup

Choose Setup Type Ready to Install

Chonse the setup type that best suits your needs The Setup Wizard is ready to begin the Typical installation

Typical
e th F det Click Install to begin the installation, 1f you want to rewiew or change any of your
Instta S0 EEOTHED peErEm s, e el installation settings, click Back, Click Cancel ko exit the wizard,

most users,

2 Custom

/TN b s it ol shpremem s ol e
2 and where they wil be Installed, Recommended for advanced
USErs,

Next > <Back |__tnstal | [ Cancel

O If the Access program is not located in the standard location, the
Install Wizard will take a long time looking for it with a searching
flashlight. It should eventually find it and get to this screen. The
final standard screen indicates the Install Wizard has completed the
installation. Left click <Finish> to end the installation.

i FEMA Master Assessment Database Setup

Completing the FEMA Master
Assessment Database Setup
Wizard

Click. the Finish button ko exit the Setup Wizard.

< Back Cancel

O Following the same procedure, install a second copy of the
program to use in the Assessment Tool operating mode on the
computer(s) that your assessors will use to collect data, such as a

laptop.
OPENING THE DATABASE

o open the Master Assessment Database, you first left click on

<Start>, select "Open" from the menu, then double-click

<Programs>, and look for the <FEMA Master Assessment
Database> to left click. The FEMA Master Assessment Database should
be at the end of the Startup Program Menu immediately after the

SCREENER’S GUIDE TO ELECTRONIC VERSION OF PROCEDURE

153



installation. You can copy the shortcut icon for the FEMA Master
Assessment Database to another location at any time.

. Internet _) My Documents
Mizilla Firefox
N b My Recent Documents +
E—mallF i
Microsaft Cutlool j} =
My Pictures
' ) t
é ESRI's W' Home Page =/ My Music
@ Autadesk
Microsoft Excel
[@ Maplrfo
Adobe Acrobat 5.0 @
E. IS0PRO 2.1
@ Micrasoft Photo Editar [@ zoogle Earth
B auocan oo ) Gmail Notifer

B

I/ mEA42

[F) Mazila Firefox
| E FEM& Master Assessment Database

All Programs | —
s v
ﬁ| Log off [(@ | shut Down

ig start @ Inbox - Micrasaft Out,., | E§ E155-TG_nit0s

Note: the database can only be opened by left clicking on the FEMA
Master Assessment Database Icon.

The first action to enter the database is the Logon. You can enter the
database Tool as an Assessor, Editor, Reader or Administrator. Itis
recommended that the database be accessed the first time using the
Administrator log on, which provides access to all functions of the
program. The initial Password for Administrator is “Administrator”.
The Database Manager / Administrator will be able to establish new
user accounts and passwords. If this has been completed use your
assigned user name and password.

Mame:

|.ﬁ.dmini5tratnr | [ Ok ]

Passwiord:
“ | Cancel
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O This leads to a Main Menu of the database. It may start either in the
Assessment operating mode or in the Master Database operating
mode. (It opensin the mode for which it was last used.)

The following are the hardware and software requirements for the Risk
Assessment Database:

O Pentium® 4 or equivalent processor

O Windows XP®

O MS Access® 2002

O 256 MB of RAM recommended for all components

Note: the Database must be opened using the shortcut installed during
the initial setup.

The initial passwords are:

Name: Administrator Password: Administrator
Name: Assessor Password: Assessor
Name: Editor Password: Editor
Name: Reader Password: Reader

It is highly recommended that your database administrator assign new
user names and change these passwords following the initial
installation of the database. See the Database Administrator
Information section and the Change Password section of the User
Guide for more detailed information.

USE OF THE DATABASE

he database is designed to be loaded on several different

systems and to allow an organization to exchange information

between two or more copies of the database: one database (or
more) loaded on the assessor team laptop(s) and operating in the
Assessment Tool mode for conducting assessments in the field; and
one database loaded on a computer at an organization’s headquarters
and operating in the Master Database mode for collecting the results,
printing reports, and analyzing the information from a number of
assessments. The Master Database copy also provides the organization
the ability to search for vulnerabilities common to many assessed
facilities, search for specific vulnerabilities, and other functions.
Essentially it can be used as a Risk Management tool to identify and

track mitigation measures to reduce risk.

SCREENER’S GUIDE TO ELECTRONIC VERSION OF PROCEDURE

155



Conduct RVS Assessment

RVS Building/Facility: HIC

The Assessment Tool mode was designed for engineers and security
specialists to be able to easily collect data from the facility being
assessed. As you will see, the software is very user friendly. The Master
Database mode was designed for the Program Manager.

Manage Program

Rapid Visual Screening Data Collection

[ RvsBuldng/fachity: HIC  Oiganigaton mc

Building Info. (p1) | Asset | Threat (p2) | vuln,-1 (p3) | Vuln.-1I (p4) | Yuln.-III (pS) | Yun.-IV (p6) | Yuln.-¥ (p7) | Risk Scoring Worksheet

1. General El ﬁ
v X T e
> =TT
% i Import
> [T
> x|t
> X7
s Assessment
> [T
> x|T
> X7
> X|TT
> X|TT
—i e
Totals: |[ 0
] cntuct | Awesrment Tom | Plotor | GisPortolio | MvcelameowFir |
PintAl | _ P TP | P r Close ~ )
> Im)npmmM)Ebym:/ﬂlmmhhqumdﬂ’mn: For Help, Press the F1 Key

Assessment Tool Mode

Exchange

Files, Lead Assessor
Pictures,
Data * *

M

Physical
Security SME

Master Database Mode

g Store /
) Analyze

In rast'ructure Data
Engineer

N S

The diagram provided above shows how the copies of the database
interact. When an organization collects pre-assessment information
and prepares to conduct an assessment of a facility or a series of
facilities, an assessment record is prepared in the lead assessor’s
database using the Assessment Tool operating mode (usually on a
laptop computer). Into this assessment record is placed references, site
plans, GIS portfolios, and other facility specific data that is known
about the assessment facility or is developed during the pre-assessment
phase.

This assessment record is then exported (if required) to other
assessment team members by an administrator using the Import
Assessor Database function in the Master Database operating mode.
The assessment team then conducts the assessment and records
information using the Assessor Tool operating mode. At the end of the
assessment, the assessment team leader uses the Import Checklist

function in the Assessment Tool operating mode to combine the
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team’s checklist, vulnerability and recommendation entries into one
record. They also combine photos, and miscellaneous files into the
lead assessor’s database folder using the “Add Photo”, “Add GIS
Portfolio Images” and “Miscellaneous Files” functions. The Project
Manager then uses the Import Assessor Database function in the
Master Database operating mode to transfer the complete assessment

data and files into the Master Database for analysis and printing.

Note: a full user guide is provided with the database and can be
opened from the Help buttons on the database screens.
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