VULNERABILITY ASSESSMENT

OVERVIEW

n this chapter the factors used to determine the vulnerability

Vulnerability is defined

rating are discussed. as any weakness that

In the context of this rapid visual screening procedure, the can be exploited by an
aggressor to make an

asset susceptible to
hazard damage. A
vulnerability assessment

is an analysis of the
successfully carried out. Information used to assess the vulnerability building functions,

vulnerability rating is the likely damage and loss resulting from each of
the threat scenarios defined in the previous chapter. The vulnerability
rating is a composite measure of the expected outcome, in terms of
damage, casualties, and business interruption, given the threat is

rating typically comes from engineering analysis and expertise. systems and site
characteristics to identify

DETERMINING THE VULNERABILITY building weaknesses and
RATING lack of redundancy.

ssessment of the vulnerability rating for each threat scenario is

more extensive than the assessment of consequences and

threat rating because the vulnerability rating requires
assessment of whether or not visually observable features of the building
enhance or detract from the overall performance under terrorist attack.

In this rapid visual screening procedure, building types are defined
based on both the construction of the building exterior and the skeletal
or structural frame type, since these are the dominant features that
dictate performance for explosive attack. These definitions are biased
towards building types found in dense urban, urban, and semi-urban
areas; however, the definitions are versatile enough to be used for other
building types, if needed.

The age of the building is considered an important vulnerability
parameter. Age can be tied to the year during which building codes
incorporated requirements that significantly reduce the vulnerability of
buildings subjected to terrorist attack. Age is also an indicator of the
mass of the building, which has an impact on its resistance to explosive
loads. Since elements of modern wind design improve the ability of the
building exterior to resist impact loads, key dates associated with code
updates for wind design are noted for their effects in increasing
resistance to blast loads.

For CBR attacks, key features that have an impact on the overall
vulnerability of the building are the elevation of the air intakes and the
height of the building. The elevation of the outdoor air intakes reflects
the ease of CBR source introduction directly into the HVAC (Heating,
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Ventilation, Air Conditioning) system (a form of internal CBR attack) as
well as how much contaminant can enter the building due to an
exterior event. These factors, as well as the details related to the type of
ventilation systems and filters used, are included in the assessment of
the vulnerability rating for the CBR threat scenarios.

CONDUCTING THE FIELD ASSESSMENT

s before, the process for archiving field assessment

information depends on whether the screener is using the

electronic version of the Data Collection Form, or the long

form that contains scores for the various attribute options.
Pages 5 through 9 of the long-from version of the Data Collection
Form address building characteristics pertaining to vulnerability rating.
In the Field Version of the form, which is used to document selected
attribute options for later entry in the electronic version of the Data
Collection Form, pages 4 through 6 cover building characteristics
pertaining to vulnerability rating. Attributes are arranged according to
the following individual building systems/ characteristics that may be
adversely affected due to a terrorist attack:

Site

Architecture

Building Envelope

Structural Components and Systems

Mechanical/Electrical/Plumbing (MEP) Systems

© 0O 0 0O O O

Security

Like the Consequences and Threat Rating, the Vulnerability Rating is
focused on the building characteristics that may be visually observed
and are critical to the overall risk to the building. The screener selects
the most appropriate attribute option for each building characteristic,
and circles the selected option, or associated numerical value. When
the selected attribute options are entered in the electronic database,
risk scores are calculated automatically. When the long-form version of
the Data Collection Form is used, risk scores are calculated using the
Risk Scoring Worksheet (Appendix A).

More detailed instruction on how to choose between attribute options
is provided in the tables included in this chapter. The sections that
follow are arranged by building system/characteristic affected.

The tables included in this chapter are useful in the field for evaluating
the appropriate attribute option.
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SITE

arts I and II of the Vulnerability Assessment portion of the Data

Collection Form (see Figure 7 and 8) address site issues,

architecture issues, and building envelope. This section provides

detailed guidance on selecting attribute options pertinent to site issues; the

subsequent section provides similarly detailed guidance on architecture

issues, followed by a similarly detailed section on building envelope.

The site refers to the area between the building and the property line. For

densely urban areas, this may constitute just a portion of the sidewalk. For

a campus setting, the site may be an expansive park like setting. Guidance

on choosing between attribute options for building characteristics that

address site vulnerability issues are provided in Table 9.

FEMA 455 DATA COLLECTION FORM, PAGE §

VULNERABILITY ASSESSMENT ’Part 1)

VUL

Internal

ATTRIBUTE OPTIONS
BUILDING CHARACTERISTICS
a. b. G
3.1 Dist to U d 275 260-<75 225-<50
Vehicles (ft) 0.06 0.46 053
Continuous Woeil- Ornamental,
Anti-Ram Anti-Ram IW Tem
Barriers Design c Climb Barriers
3.2 Perimeter Boundary 0.03 0.22 025
0.01 0.08 0.09
0.03 023 0.26
.02 0.15 0.17
> 30 220-<30 210-<20
06 0.45 0.51
3.3 Unobstructed View (ft) 01 0.08 0.08
E 0.02 012 0.13
? 0.02 0.15 017
o Utility Tunnel Util P
34 Unsecurad None orcg;:mo Tu.!lﬂ'-au Tunnel to Bldg
Underground Access 0.24 177 213
0.08 063 0.76
None Low Moderate
3.5 Storage of Haz oo o as
Materials : = <
0.02 0.12 0.14
0.01 0.06 007
3.6 Collateral None Small Medium
Underground / 0.10 0.72 0.83
Adj t Str 0.08 0.67 0.77
<20 220-<50 2 50- < 100
(1 fi) (23 fir) (4-8 fir)
0.02 0.10 0.13
0.01 0.07 0.09
0.02 0,08 0.12
0.07 0.41 052
4.1 Building Height (ft) 5 300-<500 | 2500.< =
_(16-40fi) | (#1-60fin | (61-80fir) |  (81-120 1
& 0.16 0.17 047
g 012 012 0.12
0.15 0.15 0.15
I 0.67 068 070
E <10 210-<30 230-<50
© | 4.2 Ratio of Total Area / e o Lt
- F nt Afea 0.00 0.02 0.03
< ootpri 0.00 0.03 0.03
0.02 0.13 0.15
Circular/ Box Re-entrant
Convex Corners
4.3 Building Configuration .01 508 0.10
0.03 0.23 0.28
None <5 26— <10
4.4 Overhang (ft) 0.03 0.23 0.26
0.02 0.12 0.13

V.1 SUB-TOTAL FOR VULNERABILITY RATING (V): Sum values in each column and enter on line V.1 on Vulnerability
Assessment Rating (Part V)

Figure 7

Page 5 of Data Collection Form, Vulnerability Assessment (Part I), Site and Architecture
Characteristics Contributing to Vulnerability Rating.
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Table 9

Guidance on Vulnerability Assessment: 3. Site

ID Site Characteristics Atiribute Options
3.1 | Distance to Unsecured Vehicles (ft) Options:
This building characteristic refers fo the shortest distance from the a more than or equal to 75 ft
building facade to a vehicle that may constitute a threat (an unsecwred | |,  more than or equal to 50 ft and less
vehicle). It includes locations accessible by unsecured vehicles to: than 75 ft
O a public road c more than or equal to 25 ft and less
O a public parking area than 50 ft
O an outside of secured perimeter, or d more than or equal to 5 ft and less
O adrop off zone than 25 ft
less than 5 ft.
In addition to the explosive hazard, the distance of roadways may be °
significant in the event of (BR attack, especially if they are used fo J K ) k
transport hazardous materials to and from chemical facilities. Note that
major highways and rail lines, which are known to be used for transport Bollards
of hazardous materials, may be considered in the Target Density Zone Y RY
to Transportation Systems discussed in Building Characteristic 2.5.
P ) .
! Fence é
. y
Example of building with various standoffs. The
least standoff of 25 feet, corresponding to
attribute option d, controls. lllustration courtesy
of David Shafer, Architect.
3.2 | Perimeter Boundary Options:
This building characteristic describes the line separating the site a Continuous Anti-ram Barriers
surrounding the building from access by a vehicle that may constitute a o The facility has anti-ram barriers on all
threat (an unsecured vehicle). sides of the perimeter.
Th tive barri .g., retractabl
Note that if the perimeter boundary is not described well by any of the ® nere e deive barrers le-g reraciabie
: N L bollards) at the vehicle access points
options, than select the option which offers a similar level of he barri bl hicl
vulnerabilty. e The barriers are able to stop a vehicle
from reaching the building.
b Effective Anti-Ram Design
e The design takes all the site attributes into
consideration, and denies penetration of
a vehicle.
e The facility reduces the risk of vehicle
penetration to a reasonable and
consistent level on all sides.
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Table 9 Guidance on Vulnerability Assessment: 3. Site (continued)

3 Site (continued)

ID Site Characteristics Atiribute Options

3.2 Perimeter Boundary (continued) Options (continued)

(cont) | 4ico known as deterrent landscaping, Crime Prevention Through | ¢ Well Integrated CPTED
Environmental Design (CPTED) seeks to create a physical e The landscaping makes it difficult to gain
environment that discourages or minimizes criminal acivity. It can entry to the property (e.g., deep ditch, moat).

be effective in delaying and deterring an attack. Examples include
a monumental staircase, a circular driveway, speed bumps,
terraced landscaping, public art sirategically placed, and large
planters that serve as truck traps.

e The landscaping provides “line of sight” to
potential criminal activity.

e The landscaping enhances a facility’s
surveillance of surrounding area.

d Ornamental/Temporary/Anti-climb
Fence Barriers

e Barriers can be defeated easily by vehicles
traveling at low velocities.

e Decorative planters resting on the sidewalk
are the only deterrent.

o There are only temporary solutions like jersey
barriers, or police barricades around the
building.

e Parking restrictions are the only deterrent
around the site.

e There is an active barrier system but it is not
activated (i.e., it is in the “down” position
allowing vehicles to pass through).

e No Security/ Discontinuous Security

e There are locations along the perimeter where
vehicles can penetrate the perimeter.

e There are no obstacles to stop the impact of a
vehicle into the building.

e There are only light poles, parking meters,
standpipes and other street furniture to deny
penetration.

3.3 Unobstructed View Options:
Unobstructed view is the smallest distance surrounding the building | « more than or equal to 30 ft
that is available for conducting counter-surveillance on potential | |, more than or equal to 20 ft, less than
criminal activity. This refers to the view from the building inferior 30 ft
to public areas outside. ¢ more than or equal to 10 ft, less than
Look for the features that can obstruct views from the building 20 ft
like: parked cars, hedges, shrubbery higher than 6 inches, d more than or equal to 5 ft, less than 10
newspaper kiosks, and lobby security desk located such that the ft
building exterior cannot be seen. e less than 5 ft
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Table 9

Guidance on Vulnerability Assessment: 3. Site (continued)

3 Site (continued)

occupants due to an explosive attack, potentially causing secondary
fires, deflagrations, toxic releases or other unsafe condifions.

The attribute options (e.g., Low, Moderate, and High) are based on
the hazard classifications presented in the 2006 International
Building Code (IBC). The screener should obtain the building hazard

occupancy category from the site representative or building drawings.

Note that there is abundant open-source information that can be
obtained from an infernet search, such as the EPA website, state
office of emergency management or local fire department.

ID Site Characteristics Atiribute Options
3.4 | Unsecured Underground Access Options:
Unsecured underground access refers to miscellaneous openings that | a None - There is not any way for a person to
penetrate the perimeter and/or basement. This could be a pedestrian access the site or building from underground.
tunnel from an adjoining building or subway, or it could be a sewer All access is either too small or is blocked or
line, culvert, drain Pipe, utility qunel, cqnduit or other means of controlled by sensors or other means.
access. Access requires that there is a void area of at least 96 square o1 R .
. . ) . b Utility tunnel or culvert to site - There is a
inches in cross sectional area and that there aren’t any physical il 1 | vert that i
obstructions (e.g., metal bars, metal cages, locking devices) or utility hunn.e or a culver A at provides access
technology such as confact sensors to prevent access. onfo the site. However, the access does not
extend into the building. This access may be
through a manhole cover or other means.
c Utility tunnel to building - There is a utility
tunnel into the building from the site perimeter.
d Pedestrian tunnel to building - There are
secured and/or unsecured pedestrian tunnels
that provide access to the building from
unsecured areas on or off the site.
NOTE: THIS BUILDING CHARACTERISTIC IS HEAVILY
WEIGHTED IN THE SCORING. IT IS VERY IMPORTANT
TO SELECT THE APPROPRIATE OPTION TO GET AN
ACCURATE SCORING FOR THE BUILDING.
3.5 | Storage of Hazardous Materials Options:
Facilities that store hazardous materials pose a higher risk to a None

b Low - factory industrial uses that involve the
fabrication or manufacturing of noncombustible
materials (2006 IBC Classification S-2),
buildings used for storage of noncombustible
materials (2006 IBC Classification S-2)

¢ Moderate - factory industrial uses that present
a fire hazard or buildings occupied for storage
uses for combustible materials (2006 IBC
Classification F-1 and S-1).

d High - uses of buildings or structures that
involve the manufacturing , processing,
generation or storage of materials that constitute
a health hazard in quantities that exceed the
levels defined in 2006 IBC (Tables 307.7,1 &
2. Classification H)
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Table 9 Guidance on Vulnerability Assessment: 3. Site (continued)

3 Site (continued)

ID Site Characteristics Attribute Options

3.6 | Collateral Underground/Adjacent Options (with example conditions)s
SIS a None - No underground tunnels are under
This Building Characteristic refers to nearby structures that are not site; high value targets are more than 300
controlled by the owner of the building under consideration. feet from building.

Smaill - Utility tunnel or culvert to site.

¢ Medium - Building is above a subway tunnel
and near a subway station; an elevated
walkway across a street provides access to
the building.

d Maijor - Building is above a subway station;
high profile building is immediately adjacent
to building; an above-ground public garage
is immediately next to building; an
underground public garage is in an
immediately adjacent building.

e Significant - Building is directly above a
major roadway, vehicle tunnel, or primary
transportation hub.

Example of Option (c) where there is an elevated walkway
connecting two buildings with separate security systems.

Example of Option (d): Entrance to a train station inside the
footprint of a building.
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ARCHITECTURE

ocation of publicly accessible building functions with respect to

occupied spaces is a key concern governing the architectural

vulnerability of buildings. In addition the height and the use of

overhangs are key to the overall vulnerability.

Guidance and information to how to choose between attribute options

for the building characteristics pertaining to Vulnerability Rating of

the architecture are provided in Table 10.

Table 10 Guidance on Vulnerability Assessment: 4. Architecture
ID Building Characteristics Atiribute Options
4.1 | Building Height Options:
The building height is classified according to the Low

height above grade level. Estimates of the number
of floors are also provided in parentheses after the
height in feet for each atiribute option. In general

the story height may be assumed to be roughly 13
feet.

Subsets of building height categories are provided for
“low” buildings (those with less than 16 floors above
grade level), and for “high” buildings (those with 16
floors or more above grade level).

a Less than 20 ft (1 floor)

b More than or equal to 20 ft, less than 50 ft (2-3 floors)

¢ More than or equal to 50 ft, less than 100 ft (4-8 floors)

d More than or equal to 100 ft, less than 150 ft (9-12 floors)
e More than or equal to 150 ft, less than 200 ft (13-15 floors)

High

a More than or equal to 200 ft, less than 500 ft (16-40 floors)

b More than or equal to 500 ft, less than 800 ft (41-60 floors)

¢ More than or equal to 800 ft, less than 1000 ft (61-80
floors)

d More than or equal to 1000 ft, less than 1500 ft (81-120
floors)

e More than or equal to 1500 ft (at least 121 floors)

Mix of building heights in urban setting
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Table 10 Guidance on Vulnerability Assessment: 4. Architecture (continved)

4 Architecture (continued)
ID Building Characteristics Atiribute Options

4.1
(cont)

’ -ﬂ-g_— -} - [ 7]

= = 2 - =
Facade design can sometimes conceal location of floors and careful
observation is necessary.

Option b (High Building)

In this sixty story building, the visible
horizontal divisions occur every six
floors. Note the 4 story commercial
building in the foreground

Varying difficulty of floor counting
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Table 10

Guidance on Vulnerability Assessment: 4. Architecture (continued)

4 Architecture (continued)

Building Characteristics

Attribute Options

4.2

Ratio of Total Area / Footprint Area

Buildings that are very tall and skinny are in general more
vulnerable to terrorist attack than buildings that are very low
but long and wide. Tall buildings tend to be more prone to
progressive collapse following a terrorist attack, as compared
with a low-rise building with a large footprint where a more
localized effect may be expected (i.e., people on the end of
the building furthest from the attack may not be aware or
affected by an attack and will be better able to evacuate
safely and quickly).

The footprint refers to the area of the building at ifs base. In
some cases this will be the area of the building at its ground
floor.

Total area refers to the total gross area of the building.

Options:

a less than 10

b more than or equal to 10, to less than 30
¢ more than or equal to 30, to less than 50
d more than or equal to 50, to less than 100
e more than or equal to 100

Example of a building that has a very large foot print
compared to its total area (Option a)
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Example of a building that has a very small footprint

compared with its total area (Option e)
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Table 10 Guidance on Vulnerability Assessment: 4. Architecture (continved)

4 Architecture (continued)

ID Building Characteristics Attribute Options
4.3 | Building Configuration Options:
The building configuration — its three-dimensional shape — a Circular and Convex

influences how a shock-wave from an explosion imparts load o | |, Rectangular Box
the structure. Circular and convex shapes fend to shed the air- | . Re-entrant corners
blast loading better than a flat surface such as a rectangular
“hox”” shaped building. Re-entrant corners — buildings with H,
L, U, T, or combinations of these plan configurations — and
concave surfaces tend to frap the shock-wave and amplify the
effect of the air-blast due to multiple reflections. Note that
somefimes the re-entrant corner may be provided by an adjacent
building that is offset from the building under configuration.

d Concave shapes

Configuration issues are only significant up to height of about 50
feet. Therefore, if the shape of the building changes above 50

feet, consider only the base of the building below 50 feet. Note RT-entLant corner iol Chl rcu.lor (t(;]onw_exzjl X
that an explosion adjacent to high-risk buildings may result in P ﬁn showing de e N hO\;Iv;In_g ne air bias
damage to an un-targeted building. reflection condition shedding

Option ¢ Option a

lllustration courtesy of David Shafer, Architect.

P EN

Re-entrant corner configurations -
Concave building shape (Option d)

4.4 | Overhang Options:

None

Less than 5 ft

More than or equal to 5 ft, less than 10 ft
More than or equal to 10 ft, less than 15 ft
More than or equal to 15 ft

This building characteristic pertains to overhangs or open floors
that are up to two stories in height above the ground level, with
the underside of the structural framing supporting occupied
spaces or ritical functions above. Pedestrian bridges are not
considered an overhang unless they house office space, other
occupied area, or critical functions. If the floor level above the
overhang is not occupied or has critical functions, then option ‘a’
should be selected.

® Q0 T Q

Depth, measured from inside face of the free standing column to
the face of the exterior envelope, can be a writical dimension. If
the column spacing along the exterior is less than the depth,
then use the spacing of the columns. In some cases this building

characteristic may apply to drive-through conditions where the ‘

Lobby ‘ i >
building lobby is accessed from an area that is covered by part of | s
the building. (see figure, right). lllustration courtesy of David Shafer, Architect.
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FEMA 455 DATA COLLECTION FORM, PAGE 6 VULNERABILITY ASSESSMENT (Part II)

VULNERABILITY RATING FOR GIVEN
ATTRIBUTE OPTIONS THREAT SCENARIO
Internal Explosive CBR
BUILDING CHARACTERISTICS ® | - _ oz _
. sElelela|lT| e ol
a b & d 5 g -] l ) c c 2 c c |2
E|&|°|R|R|R8|%|]|R
4.5 Lobby/Retail Location (in Extornal & | External but Within Adjacent to
relation to main building | 2" | Separated | notSeparated | Footprint | OScuPied
u footprint) 0.04 03z 036 040 0.43
[ Offsite/ | Exteriorto | At Peri & | Adj to Under
2 | 46 Loading Dock andlor Mail None Building Separated Assets Buildin
o Screening Location 0.04 0.32 0.36 0.40 0.43
E 0.01 0.06 0.07 0.07 0.08
5 4.7 Vehicular P ion of No Yes
I Exterior Envelope 0.06 0.63
< Adj Adjacentio | Adjacent to
< None & Above Critical Occupied
o Ground Utilities Areas
4.8 Garage Location 0.04 0.32 0.38 0.43
0.07 0.52 0.63 0.71
0.01 0.06 0.07 0.08
No Glass & Metal Point
Punched Ribbon
Windows Framing Supported
5.1 Window Support Type 0.06 046 0.53 0.58 0.63
0.13 0.96 1.10 1.21 13
Z0.5in, <0.5in.
5.2 Window Bite Depth 0.03 0.31
i 0.07 0.67
& <20 220-<40 240-<60 260-<80 =80
= 0.03 0.22 0.25 0.28 0.3
w 5.3 Total % Window Area 0.07 0.49 0.57 0.62 0.67
E 0.13 0.96 1.10 1.2 1.3
I 0.05 0.37 0.42 .46 0.5
] = o Heat
= L y P Annealed
a Glass Film Glass .mnsnll:l‘-. Glass
2 54 Glass Type 6,03 073 036 029 031
2 0.06 0.46 053 0.58 0.63
w. 0.13 0.96 1.10 1.21 13
Cast-in- Lt. Frame or
place Curtain Precastor | Massive | “louer
Reinforced Wall Unreinforced
5.5 Wall Type Concrete Masonry Masonry
0.03 0.23 0.26 0.29 0.31
0.07 0.49 057 062 0.67
0.03 0.22 0.25 028 03
V.2 SUB-TOTAL FOR VULNERABILITY RATING (V): Sum values in each column and enter on line V.2 on Vulnerability
Assessment Rating (Part V)

Figure 8 Page 6 of Data Collection Form, Vulnerability Assessment (Part Il), Architecture and Building
Envelope Characteristics.

Table 10 Guidance on Vulnerability Assessment: 4. Architecture (continued)

4 Architecture (continued)

ID Building Characteristics Attribute Options

4.5 Lobby/Retail Location (in relation to Options:
main building footprint)

Public areas of buildings, including the lobby and retail, are
considered high risk areas where an explosive (or (BR) device could
be placed undetected. The location of these spaces in relation to
occupied/critical areas or primary structural framing affects the
vulnerability of the building to explosive attack. It affects the
vulnerability to CBR threats because of the potential for contaminants
to be transmitted throughout the building. All figures in section 4.5
courtesy of David Shafer, Gensler Architects.

a: Detached* - In this case the public areas o
the facility are in a separate building.
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Table 10 Guidance on Vulnerability Assessment: 4. Architecture (continved)

4 Architecture (continued)

Building Characteristics Attribute Options
4.5 | Lobby/Retdail Location (continued) Options (continued)*:
(cont) ,
Main Building

Lobby K_\

b: External and Separated* - The public areas
are external to the main footprint of the building
and are separated from the secured areas by a
solid wall with limited openings. No routinely
occupied areas or critical utilities are internal to
the wall.

Main Building

Detached screening lobby, Option(a). Photograph
courtesy of Gensler Architects. IWI k\

c: External but not Separated* - Public areas
are separated from the secured occupied/critical
areas, but are not in the same “space” or “room”
and are not separated by a physical barrier like
a wall. This would apply to an multistory atrium
;lor instance with a puElic lobby at the ground

oor.

Main Building

Lobby K\

d: Within Footprint* — The public areas of the
building are inside the main footprint of the
building but are not immediately adjacent to
secured areas that are routinely occupied |i.e.,
hotel rooms, apartments, offices) or contains
critical utilities. It is acceptable if public areas
are adjacent to storage areas, restrooms, locker
rooms or other support space.

Retail, Etc. Office Space
(Unscreened) | (Screened)

Lobby |

e: Adjacent to Occupied Areas* - Public
areas are underneath or next to regularly
occupied space.

*|llustrations courtesy of David Shafer, Architect
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Table 10

Guidance on Vulnerability Assessment: 4. Architecture (continued)

4 Architecture (continued) ‘

ID Building Characteristics Attribute Options

4.6 Loading Dock/Mail Screening Options:
CLED) a Offsite / None - All deliveries are screened at
The loading dock and/or mail screening areas are considered a separate building before entering building.
high-risk where an explosive or CBR threat could be delivered o | b Exterior to Building - Loading dock and/or
the building undetected. mail screening occurs outside the main footprint

. ) . of the building.

The screener should question the site representative or walk At Perimet ds ted - Loadi
around the exterior of the building to ascertain the location of ¢ erimeter and Separatec - Loading
the loading dock and mail screening area, and select the dock 9”‘?/ or mail screening are Iocote.d |.n5|de
atiribute option that most dosely represents its general location the building footprint, but along the building
relative to the main building footprint and proximity fo perimeter and not adjacent, under or over
occupied/critical areas. occupied/critical areas.

d Adjacent to Assets - Loading dock and/or

If screener does not have access fo interior areas, look for mail screening are located next to occupied
screening equipment located on the loading dock and visible areas or other critical assets, but not underneath
from the outside. or over.

e Under Building - Loading dock and/or mail
screening are located underneath or over
occupied/critical areas.

Loading dock under building (Option e)
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Table 10

Guidance on Vulnerability Assessment: 4. Architecture (continued)

4 ° Yo

ID Building Characteristics Attribute Options
4.7 | Vehicular Penetration of Exterior Envelope Options:
This building characteristic addresses the potential for high speed vehiculor impactand | @ No - The site is configured on all
penetration into the building. sides such that a high-speed
A moving vehicle can pose a substantial threat to a building if it is able to accelerate to a approach is‘ mitigotgd by means
high speed on adjacent streets prior to impact. This is a function of the site layout, of landscaping, anti-ram barriers,
adjacent sireet configuration and perimeter security. terrain, or other methods around
The screener should review the potential vehicle approach paths to the building along fhi,eT“re perimeter, including
roadways or wide walkways and determine the exposure of the building to a high speed vehicle access points.
vehicle impact. Alternatively, the site is such that
an oncoming vehicle would need
to turn or approach the building
from an angle to impact it on one
or more sides Conditions
considered as None should be
assessed as “NO”
b Yes - The site is configured such

4

b
Corner
p

7

=r1umm Straight on
o i

‘No’ Option: vehicle must
swerve significantly

“Yes’ Option: straight-on and
corner

lllustration courtesy of David Shafer, Architect.

that a straight-on approach of a
high-speed vehicle is possible on
one or more streets. This occurs,
for instance, at street corners or
“T" intersections. Conditions
considered as Straight-on should
be assessed as “YES”

VULNERABILITY ASSESSMENT
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Table 10 Guidance on Vulnerability Assessment: 4. Architecture (continved)

4 Architecture (continued)

Building Characteristics Attribute Options

4.8 | Garage Location Options:

The garage is a parficularly high-risk area where an unscreened or
screened vehicle could potentially deliver a weapon.

The screener should question the site representative or walk

a None - There is no garage in the building

.

around the exterior of the building to ascertain the location of a .

parking garage and select the attribute option that most closely Main Building

represents ifs location relafive to the building footprint and

proximity to occupied/critical areas. L

Garage
Lobby [

\ L

b Adjacent and Above Ground* - The garage
is immediately adjacent to the building and
above ground. No part of the garage is under or
over the main building.

R

Garage
(Main Building Above)

Mech.

¢ Adjacent to Critical Utilities* - The garage is
over, next to, or below critical building utilities,
but not immediately under office space or
regularly occupied areas. Transitory space such
as lobby, restrooms, storage or corridors is
acceptable.

d Adjacent to Occupied Areas - The garage is
over, below, or next to office space or regularly
occupied areas. It may or may not be adjacent
to critical utilities.

*|llustrations courtesy of David Shafer, Architect.

Garage Entrance Adjacent to Occupied Areas (Option d)
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BUILDING ENVELOPE

arts II and IIT of the Vulnerability Assessment Rating portion

of the Data Collection Form (see Figures 8 and 9) address the

building envelope, which refers to the exterior of the
building. The building characteristics of concern are the window and
wall system visible from the building exterior and the degree of debris
impact protection.

Guidance and information to how to choose between attribute options
for the building characteristics pertaining to Vulnerability Rating of
the building envelope are provided in Table 11. Further information
on building envelope design concepts is provided on the Whole
Building Design Guide web site (www.wbdg.org), which is maintained
by the National Institute of Building Sciences (NIBS).

Table 11

5 Building Envelope

ID Building Characteristics Attribute Options

Guidance on Vulnerability Assessment: 5. Building Envelope

5.1 | Window Support Type Options:

a No Windows - Buildings that do not have windows
or have very few windows include warehouses, ‘big
box’ stores, data centers and telecommunications
facilities. Buildings with no windows are the least
vulnerable condition; this option is infended
specifically for these and other specialized building
types.
Punched - This type of window may consist of two
panes that can slide open vertically (i.e., double sash
windows), or it can be opened like a door or a pivot
mechanism. In other cases, a punched window may
have intermediate framing between several window
panes that is oriented in the horizontal direction.
¢ Glass and Metal Framing - For this glazing type,
a significant part of the building exterior is covered
with windows supported by aluminum or possibly steel
framing.
d Ribbon - Ribbon windows have thin vertical metal

Window support type refers to the manner in which the
typical windows are connected into the exterior envelope
and the structure.

Note that the windows at lower floors and/or the entrance
of a building are often different from the typical windows
on upper floors and are mot what should be used when
categorizing the window support type. In other cases, there | |,
may be one or two floors at the top of the building or ot
another floor that have larger windows. Again, these are
not the typical windows and should not be used when
assessing the risk to the entire building except if the critical
assets are located in the region of that window type.

In cases where there is more than one window type, the
type in the most vulnerable location, or the type that is the
most vulnerable may be used, depending on the other site
characteristics. For instance, the typical window type on the
building side closer to a public street will be more

vulnerable than a window type on other sides of the
building and therefore govern. On the other hand, if the
standoff distance is comparable on all sides of the building,
then it may make more sense to use the most vulnerable
window type based on how it is supported in the frame.

framing separating the individual panes, and are
supported by the wall at the top and bottom. This
framing system tends to be less robust than punched

windows, and usually the wall spans horizontally and

is attached only to each floor instead of spanning
vertically and being secured to a lower and upper
floor. The system is very economical and a common

facade type.
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Table 11

Guidance on Vulnerability Assessment: 5. Building Envelope (continved)

5 Building Envelope

ID Building Characteristics Attribute Options

5.1 Options (continued):

L e Point Supported - Point supported windows
are usually held in place by a metal system of
cables behind the window that are connected to
the glass at points near the corner. This is
considered the most vulnerable window type in
terms of the hazard presented to the people
inside if there is an explosive event outside.

Example of punched wndows (Option b).
Punched windows are considered less vulnerable than other window
types because the frame is attached directly into the wall on all sides,
which is generally of more robust construction. It is very common fo
see these types of windows used for older masonry buildings and also
for residences.
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Table 11 Guidance on Vulnerability Assessment: 5. Building Envelope (continued

5 Building Envelope

ID Building Characteristics Attribute Options

5.1
(cont)

Example of glass and metal framing. This building has floor-to-
ceiling glass, with the floor structure concealed by metal
paneling (Option )

Option ‘c’ windows (Glass and Metal Framing/Curtain Wall) have an
increased risk of the glass and the framing becoming a flying hazard
compared with punched windows. However, it has more resiliency than
support types ‘d’ and ‘e’ due o its flexibility, which allows it to bend
significantly before failing. In some situations, the glass will be opaque
near the floor level but will still be glass. In other situations, a light weight
material like metal panel or wood or plastic is used near the floor levels.

A glass curtain wall may provide the complete wall for the building
envelope, as shown in Option ‘b’ of Building Characteristic 5.5 (Glass
Curtain Wall).

% o o
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Table 11 Guidance on Vulnerability Assessment: 5. Building Envelope (continued)

ID Building Characteristics Attribute Options

5.1
(cont)

E_xu-mple of ribbon window in newer building with continous
wall elements above and below (Option d)

Ribbon windows (Option ‘d’) in older buildings consist of several window
panes side by side with narrow framing between. Newer ribbon windows,
dating from the 1960's and after, consist of alternating bands of glazing
and opaque material constructed using precast panels, poured concrete or
insulated metal panels. The opaque area conceals the floor structure and is
referred to as a ‘spandrel’.

N

L

Example of common type of ribbon window with alternating
horizontal bands of window and spandrel (Option d)
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Table 11

Guidance on Vulnerability Assessment: 5. Building Envelope (continved

5 Building Envelope

Building Characteristics

Attribute Options

5.1
(cont)

Example of point supported with cable (Option e)

Sometimes the supports for Point Supported windows (Option ‘e’) include
cables that look more like brackets at the corners, o there is sturdy metal
framing present but only on the interior. The panes are typically separated
by a dear or translucent polymer material instead of the metal framing
(referred to as “butt glazed”).

A cable supported system that supports glazing by tensioned cables is a
resilient system with better performance than a typical point supported
system.

VULNERABILITY ASSESSMENT
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Table 11

Guidance on Vulnerability Assessment: 5. Building Envelope (continved)

5 Building Envelope (continued)

ID

Building Characteristics

Attribute Options

5.2

Window Bite Depth

Bite refers to the depth of window glass captured by
the frame for the fypical windows. This part of the
window often cannot be seen from the outside because
it is inside the frame. This characteristic provides a
measure of how firmly the window is held in place by
the frame. Sometimes bite can be measured, but often
it cannot. The following guidance will help the
screener to determine which atiribute option fo
choose:

a More than or equal to 0.5 in
Situations where the bite is often greater than or equal
t0 0.5 in are:

(1) newer buildings constructed in the 1980’s or
[afer.

(2) Large panes of glass
(3) High rise construction
(4) Commercial construction
(5) High wind areas

Other conditions when this attribute may be selected
include:

O when structural silicone sealant (a translucent
material connecting the glass and frame) is
provided. This material acts as a ‘glue’ to
adhere the glass to the frame, helping it to stay
in place.

O when the window film is mechanically attached.
(i.e., the window film is placed over the framing
members with battens to hold it in place).

O when the windows of a commercial building
have been replaced in the past decade to
provide additional energy efficiency (look for
windows that look much newer than the rest of

the building).

b Less than 0.5 in

Older construction, which typically uses smaller panes
of glass, will tend to have smaller window bites. For
these windows a rubber gasket will typically be used to
hold the glass tight into the frame. Also, this option is
typical for residential construction.

Options:

a More than or equal to 0.5 in
b Less than 0.5 in

Window Frame

Bite

R

NOTE: The age of the building provided on Page 1 of the Data
Collection Form, which is determined prior to the field visit,
provides useful input to selecting the appropriate attribute
option.
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Table 11

Guidance on Vulnerability Assessment: 5. Building Envelope (continved)

ID

5 Building Envelope (continued)

Building Characteristics

Attribute Options

53

Total % Window Area

The exposure of building occupants to failed window
glass provides a serious hazard in explosive events.

The % window area is defined as the ratio of the
window area to the total wall area, where walls are
assumed to provide greater protection than windows to
occupants.

Estimates can be based a typical area of the building
between two column lines (i.e., one bay width).

Examples of % window area:

]
]
1
L)
'
1
'
L]
1
ol

Greater than or equal to 20%, less than
40% (Option b)

Greater than or equal to 40%, less than 60%
(Option c)

Options:

a less than 20%

b Greater than or equal to 20%, less than 40%

c Greater than or equal to 40%, less than 60%

d Greater e than or equal to 60%, less than 80%
e Greater than or equal to 80%

Example estimates:
Top row (from left to right):
Option a: <20%  Option b: 25%

Option c: 40%

Bottom row:

Option e: 80% Option d: 75%  Option c: 55%

llustrations courtesy of David Shafer, Architect.

R

Greater than or equal to 80% (Option e)
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Table 11

Guidance on Vulnerability Assessment: 5. Building Envelope (continved)

ID Building Characteristics Attribute Options
5.4 Glass Type Options:
For the purposes of this rapid visual screening procedure, | o Laminated glass - Laminated glass refers to
five categories of glass are provided as attribute options two or more glass panels connected or “glued”
for typical windows. For buildings where there may be o together with layers of polyvinyl butryal (PVB). It
variety of glass types, select the fype that is likely to is used most commonly as safety glass for
cause the most hazard due fo a variety of factors .
g ) skylights or for glass panels that are near the
including window size, number of windows of that type, f d could b dentallv broken th h
location, and occupancy level, using a “worst-reasonable- roor th covld be acciaenidally broken frovg
fandard” h. 'mpact.
s b Security film - Security film, which varies from
a Laminated Glass 4 mil to about 20 mil in thickness, is thicker than
For low impact conditions, the laminate holds the glass in so_loc; film or gloc:le(:llm. Ac?ess T: typlco|. il
the frame, which is safer than if the glass fragments are windows is needed fo contirm fhat security film
thrown from the window. For higher impact conditions has been added to windows.
the glass pieces adhere to the laminate forming “clumps” | ¢ Tempered glass - Tempered glass, like
of glass, which exit the frame. Again, this situation is safer laminated glass, is considered to be safety glass
than if no laminate is used. and may be used for the same applications
Laminated glass is relatively uncommon for conventional rvtir_e 'mpaﬁt s conce(;n. (E‘g”ks k}/hghts, I
construction. However, it is used often for buildings that obbies|. When impacted it reks info sma
are designed to mitigate the effects of explosive attack. cubes rot.her than sharp shards like other types
Newer government buildings or buildings with high-risk of unlaminated glass.
tenants may have laminated glass construction. Itshould | d Heat strengthened glass - Heat
be shown on the construction drawings and can be strengthened glass is the most typical type of
determined by using a glass meter. For insulated glass glass used for commercial office buildings
with two glass panels separated by a small air gap, today.
typically it will on!y be .the innerpqne that is Iumiquted. e Annealed glass - Annealed glass is the
Often a conversation with the building manager will be k
o - . weakest type of glass and creates shards when
sufficient for determining whether laminated glass has - ! o
been used. it is broken. Non-retrofitted glazing in older (pre
1960s) buildings will usually be annealed glass.
Laminated glass is safety glazing certified by the Safety This glass type may also be used in residential
Glazing Certification Council (S6C(®) and identified by a buildings.
permanent label affixed to the product. A typical label
would include the following information:
SGC(® Licensee or Primary Producer
Company Name (optional)
Laminated Glass
ANSI 297.1-2004
16 CFR 1201 ClI
S6CC9999 6mm U A
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Table 11 Guidance on Vulnerability Assessment: 5. Building Envelope (continued)

ID Building Characteristics Attribute Options
5.4 b Security Film
(cont)

Installing security film on the inside of window glass is a
common retrofit used for office buildings where terrorist
attack is a concern. For daylight applications, the film
may be detected along the edges. Older film retrofits may
peel, have air bubbles, or be clouded. In some cases, the
film will be attached into the framing using metal plates
or battens. Solar film, which typically is 2 mil thick, is
much thinner than security glass, and does not qualify as
security film. Knowledge of retrofit is needed to select this
option (refer to Page 1 of the Data Collection Form where
retrofit information is requested).

¢ Tempered Glass

Sometimes tempered glass is used for all or some glass
panes af the ground floor so that firefighters or other first
responders can safely gain access to the building in case
of emergency. Like laminated glass, there is a marking in
the corner of the pane indicafing that it has been
tempered.

Note that it is relatively uncommon to use tempered glass
for typical vision panels above the ground floor.

d Heat Strengthened Glass

Heat strengthened glass may be easily identified if the
glass has been tinted. For high-rise commercial buildings
built during the last thirty years and/or with large glass
panes, it may be assumed that the glass is heat
strengthened.

e Annealed Glass

While annealed glass is typically installed in older
buildings built before 1960 (refer to age of building
requested on Page 1), it is still often used for

O Single family residences

O Smaller multi-family apartment buildings

O Commercial buildings constructed prior to World
War Il or with multi-pane windows
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Table 11 Guidance on Vulnerability Assessment: 5. Building Envelope (continued)

5 Building Envelope (continued)

ID Building Characteristics Attribute Options
5.5 | Wall Type Options:
Wall type refers to the type of wall construction used on the building | a. Cast-in-Place Reinforced Concrete -
exterior o support the window and wall system (i.e., facade). Reinforced cast-in-place concrete walls have a
very solid appearance with punched
The screener should determine the composition of the exterior wall windows. Often cast-in-place reinforced
through site observations and, if available, as-built drawing review. concrete walls are used in monumental
This information may also be ascertained through questioning of the construction or in high-seismic or high-wind-
site representative or facility engineer. load areas. The concrete usually has an
architectural textured finish, or has an applied
If it is not known what the wall type is, the screener should select the veneer of natural stone slabs.

option that is the closest fo the options provided. b. Curtain wall - Glass curtain wall
I, construction refers to a fagade consisting of
glass panels supported by metal framing. In
some cases, instead of glass, the panels are
light, insulated, metal panels.

c. Precast Panels/Reinforced Masonry -
Precast concrete panels can give the
appearance of just about any material and be
any color or architectural style. Reinforced
masonry refers typically to concrete masonry
unit (CMU) construction with steel reinforcing
bars in the voids. Look for the vertical and
horizontal seams between the panels, or
evidence of the stacking of reinforced
masonry blocks. These construction types are
typically used for smaller office or government
buildings.

d. Massive Unreinforced Masonry — Older
unreinforced masonry (URM) buildings with
multi-wythe brick walls having a height-to-
thickness ratio less than or equal to ten.
Sometimes the brick is covered with stucco or
other material that disguises the brick. Older
buildings used for civic construction are often
of this type of construction.

e. Light Frame or Slender Unreinforced
Masonry - Smaller brick residential or
commercial buildings with height-to-thickness
ratios more than ten. Light frame refers to
wood or metal-stud construction with a light
weight exterior wall like gypsum board
covered with stucco. It also refers to
Unreinforced Masonry Units (i.e., concrete
blocks) or tile backed with plaster and lath.

Glass curtain wall (Option b) concealing the floor structure.
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Table 11 Guidance on Vulnerability Assessment: 5. Building Envelope (continued)

5 Building Envelope (continued)

ID Building Characteristics Attribute Options

5.5
(cont)

Options (continued):

Example massive unreinfoceasonryilding
(Option d)
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Table 11 Guidance on Vulnerability Assessment: 5. Building Envelope (continued)

ID Building Characteristics Attribute Options

5.5
(cont)

umple unreinrted.musonr (brck hislori residential
apartment row (Option e).

Example brick veneer residence (Option e)
Photograph courtesy of Petrillo and Sons Corporation, North
Reading, Massachusetts.
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Table 11

Guidance on Vulnerability Assessment: 5. Building Envelope (continved)

Light Frame or Slender Unreinforced Masonry (Option e)
buildings:- Note that finished brick, stone, or ceramic file are often
used as a veneer over a sheet backing, which is attached to a wood,
steel or concrete frame structure. Other identifying features of brick
veneer buildings are:

o hrick layers that are not staggered

e larger windows than traditional brick buildings
e small keystones over arches for decoration

o much newer then traditional brick buildings.

e Over five stories high

ID Building Characteristics Attribute Options
5.5 | Wall Type (continued)
(cont)

FEMA 455 DATA COLLECTION FORM, PAGE 7

VULNERABILITY ASSESSMENT (Part lll)

VULNERABILITY RATING FOR GIVEN
ATTRIBUTE OPTIONS THREAT SCENARIO.
Internal Explosive CBR
BUILDING CHARACTERISTICS @ | = =3 - =
a. b. c. d. e. é EldEEr&] o] & 2 &
S1o18 8|8 |R|8|3
— Post
§ ; Benchmark | All Other
Ww| 56 Windborne Debris Impact Year
m Protection 0.02 0.16
w 0.03 0.31
0.07 0.67
Tilt-up or
Reinf Conc Frame w/ Lt. Metal
Shearwall [ Braced | Framew/ | iogyop Frame or
r Core or
or Bundled Eriia Pracast Reinf. Brick or
6.1 Structural System Tubes Masonry or Timber
Balt Truss
@ 0.04 0.32 0.36 0.40 043
= 0.03 0.23 0.26 0.28 0.31
E 0.07 0.49 0.57 0.62 067
£ | 62 Number of Bays in Short = 23:28 o=
o Building Direction 0.03 02T 033
z <15 215-<25 | 225-<40 | 240-<60 260
» 6.3 Column Spacing (ft) 0.04 0.32 0.36 0.40 0.43
E 0.03 0.24 0.28 0.31 033
<12 212-<24 | 224-<36 236
& | 6.4 Column Height (ft) 0.04 0.32 38 0.43
g 0.03 0.24 29 0.33
Yes, Yes,
S | 65 Publicly Accessible Nong Massive | _Slender
| Column 0.04 0.35 0.43
3 0.03 0.27 0.33
Int. Girder | Int. Girder | Ext. Girder Ext. Girder
E None Sup.1 Sup.>1 Supporting Sl::ppuning
= column column 1 column > 1 column
B |0 T R 068 063 0.73 0580 0.86
(7] onditions 0.06 0.46 053 0.58 0.63
© 0.13 0.96 1.10 1.21 13
0.07 0.51 0.58 0.64 0.69
e Sub-
Hardened Robust None Marginal staidard
6.7 Structural Enhancements 0.08 0.63 73 .80 0.86
& Weaknesses 0.06 0.46 .53 .58 0.63
0.10 0.77 .88 .97 | 104
0.11 0.81 .93 02 ] 1.1

Figure 9

V.3 SUB-TOTAL FOR VULNERABILITY RATING (V): Sum values in each column and enter on line V.3 on
Vulnerability Assessment Rating (Part V)

Page 7 of Data Collection Form, Vulnerability Assessment (Part Ill), Building Envelope and
Structural Components and Systems Contributing to Vulnerability Rating.
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Table 11 Guidance on Vulnerability Assessment: 5. Building Envelope (continued)

ID Building Atiribute Options
Characteristics

5.6 | Windborne Debris | Options:
Impact Protection

a Post-benchmark year - building was designed after bench-mark year,
This characteristic refers fo or has window screens that meet bench-mark year wind-borne debris

benchmark years for impact stondo.rds..
windborne debris impact b All other buildings

protection, primarily . ;
established through code L Locality Bench-mark

requirements after the year . - - - o
2000, vith some locations ALABAMA City of Mobile, and possibly some smaller communities 2001

The jurisdictions of East Lyme, North Stonington, Ledyard, Old

earlier.
) e Lyme, New London, and Stonington —
The table to the right may be — :
e DELAWARE Sussex County East of the canal (in lieu of one mile from the 2005
within a state where windborne i) - i i
debris impact is a Panhandle: one mile inland from the coast; in all other counties
consideration. The year in except Dade, Broward, and Palm Beach County: at least 5 miles 2002
which these provisions were FLORIDA inland from the coast
initiated are shown in the right Dade and Broward Counties: at least 5 miles inland from the coast 1994
most column. Palm Beach County: at least 5 miles inland from the coast 1999
LOUISIANA City of New Orleans 2003
MARVLAND Xvi)rcesier County (excuding Ocean City) within 1 mile of the 2003
tlantic
MASSACHUSETTS. ~ Within one mile from the coast except Boston 2005
NEW JERSEY Within one mile from the coast 2003
All of Long Island East of Riverhead, and within one mile from the
SERE North and South coasts of Long Island (except possibly NYC) AL
NORTH . .
CAROLINA 1,500 feet inland from Atlantic Ocean 2006

South of highway US 1 from the Connecticut border to
RHODE ISLAND ~ Sauderstown (about midway on the south coast), including Block 2004

Island
SOUTH CAROLINA Al counties seaward of the 120 mph Windspeed contour 2005
All areas seaward of the Intercoastal Waterway (mostly Barrier
1998
Islands)
TEXAS First tier coastal counties (all of Calhoun, Chambers, and Galveston

Counties; other 11 counties seaward of the 120 mph Windspeed 2003
contour, Defined as specific highways, mostly US 77 and US 59)

VIRGINIA Within one mile from the coast, excluding Chesapeake Bay 2005

*Year in which windborne debris impact protection code requirements were adopted and enforced. It is recommended that local building codes be consulted to
verify these benchmark dates.
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Table 11 Guidance on Vulnerability Assessment: 5. Building Envelope (continued)

ID Building Atiribute Options
Characteristics

5.6 | Window screens used fo
(cont) | meet windborne debris

!mpuct can profect uguinst Crisaied snoshsisonl
impact due to explosive
effects.
) T T

An exumpl? ofa S(r?en . F? . [ T T T T e .
used fo resist explosions is Wall e T
shown to the right. Similar RSN SR SRR
solutions are provided for L B :
hurricane protection. Curhain S A
Buildings constructed prior Window frame
to the benchmark years 5 ,
may be retrofitted fo meet e m—
standards by usin Glass with antishatter film —— i :

y tsing on inside surface ]

shutters, storm windows or
a curtain system.

Curtain box altached fo L
wall fholds excess curruin\F‘
and weighted curtain edge)

STRUCTURAL COMPONENTS AND
SYSTEMS

he ability of a screener to observe the building structure by way

of a rapid visual screening will be limited by the extent to which

the structure is covered by finishes, such as granite on the
outside of the building or a tile ceiling on the inside of the building.
As a result, the following steps should be taken to identify the
structural characteristics that most closely represent the subject

building:

O Review the structural as-built drawings, including
renovations/upgrades, prior to the site visit or make arrangements
to review them at the site. Drawings will provide the most detailed

information about the building structure.

O Make arrangements for the building engineer to be available for
the walkthrough and questioned while performing the site visit. It
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is advisable to meet with the most senior building engineer who has
been at the site the longest and would be knowledgeable in past
renovations and upgrades.

O Request access to areas of the building where interior finishes are
not present such as interstitial spaces, mechanical rooms and

loading docks.

O Make arrangements for a ladder to be located within an
unoccupied tenant space to remove a few ceiling tiles for
observation of the underside of the structural floor system. It is
advisable to perform this at the building perimeter and at a column
line where both the exterior facade and its attachment to the
structure could also be determined.

The above information-gathering measures should be arranged prior
to the site visit, keeping time constraints in mind. Review of the
building drawings and questioning of the building engineer may prove
to be the most efficient, while performing site observations may be
more time consuming but highly recommended when building

drawings are unavailable.

The structural building characteristics addressed on the Data
Collection Form (see Figure 9), and discussed below, are expected to
be readily identifiable and have a strong influence on a building’s
performance when subjected to extreme loading scenarios generated
by an explosive event, with potential for progressive collapse.
Characteristic 6.7 Structural Enhancements and Weaknesses may be
difficult to interpret. Itis recommended that the screener review
information in this section prior to the walkthrough, consult with the
checklist of structural questions and commentary presented in FEMA
426, Reference Manual to Mitigate Potential Terrovist Attacks Against
Buildings, or consult with a knowledgeable professional.

The vulnerability of a structural system to an explosive event is
dependent upon the magnitude of the air-blast shock wave as it loads
walls, columns and floor/roof framing. Typically, air-blast loading
causes localized damage that may in-turn initiate a progressive collapse.
Progressive collapse is the spread of damage caused by the
redistribution of loads to other supporting elements around a localized
point of failure. As these elements are overwhelmed beyond their

capacity, they fail and cause further damage.

Air-blast loading decreases exponentially with distance, with the closest

structural elements to the explosive event sustaining more extreme
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loading and severe damage than elements further away. Potential
loading scenarios include: a package weapon within close proximity to
a heavily loaded column whose failure initiates the successive failure of
the floor framing it supports; failure of a weak facade wall due to a
large exterior vehicle weapon threat that in-turn damages the
perimeter bay of the floor system due to uplift loading; and failure of
the floor system immediately above and below an interior weapon with

debris that overloads floors below and causes their collapse.

Precast frames and shear wall buildings that consist of precast concrete
planks, tees or double tees supported on precast girders and columns,
with resistance to lateral loads provided by concrete shear walls, are
especially vulnerable, primarily because the interconnection between
structural elements is provided through rigid, non-ductile welded
inserts that are susceptible to fracture under extreme loading
conditions. These buildings are mainly parking garages or low- to mid-
rise office facilities.

Guidance and information to how to choose between attribute options
for the building characteristics pertaining to Vulnerability Rating of
the structural components and systems are provided in Table 12. This
table is useful during the field visit as a reference document.

Table 12 Guidance on Vulnerability Assessment: 6. Structural Components and Systems

6 Structural Components and Systems

ID Building Characteristics Attribute Options

6.1 | Structural System Options:

The structural system is what enables the building to supportits | o Reinforced concrete shear walls, or
own weight, the weight of the contents and resist loads due fo bundled tubes - This option covers buildings
wind and earthquake. Sometimes, the structural system is the having either reinforced concrete shear walls, or

same as Ihe extlen?rlenvelope,.blfi often it is not. If the exterior bundled tubes. Shear wall buildings may have
envelope is the ‘skin’ of the building, then the structural system . " " .
solid, or “punched” exterior concrete walls along

is the ‘hones’ or skeletal frame of the building. It is what enables } _ i _ .
their perimeter, with modest-sized window

the building to remain standing even if the exterior envelope is P
pierced by explosive forces, openings, or may have shear walls along both

interior and exterior wall lines at selected

a Reinforced Concrete Shear Walls, or Bundled Tubes locations. Bundled tube buildings have

Shear wall buildings typically have significant resistance to structural systems that consist of vertical “tubes”
blast loads and airborne contaminants, parficularly when the that are “bundled” together; such buildings are
walls are solid along the entire perimeter. Walls with punched designed so that in the event one of the “tubes” is
openings for windows, as shown in the photo on the following severely damaged, the others will remain infact.

page, often have a structurally strong center core. While rare,
solid perimeter-wall configurations may be more common in hot
climates where concrete is used for energy conservation
purposes.
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Table 12

Guidance on Vulnerability Assessment: 6. Structural Components and Systems (continved)

6 Structural Components and Systems (couﬁtinued)

~ 1
K }’/
- & 4

Example reinforced cncrete shear wall
building (Option a)

S S ey

building with center core

Important note: Some older buildings may appear
to have concrete shear walls, but in fact have walls
of unreinforced masonry. See Option d.

Bundled Tubes. This type of construction is
typically used for very tall buildings in dense urban
locations. It has  high level of redundancy because
it is structurally compartmentalized so that it is able
to localize domage by structurally isolating part of
the structure from other parts.

Note: this attribute option may also be used for
buildings with other structural systems that are
structurally compartmentalized in a way that
significantly localizes the damage fo a building.

ID Building Characteristics Attribute Options
6.1 | Structural System (continued) | Options (Continued):
(cont)

a Reinforced concrete shear walls, or bundled tubes
(continued)

Precast or formed floors span

between bearing walls _ _
| Concrete interior bearing walls
|

|
Concrete exterior wall

Three-dimensional schematic of building with reinforced
concrete shear walls along selected interior and exterior wall
lines (Option a)

Tubes o
can

be of

different
heights )

Schematic of bundled tube structure, with closely spaced
exterior columns between each window (Option a). lllustration
courtesy of David Shafer, Architect.
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Table 12 Guidance on Vulnerability Assessment: 6. Structural Components and Systems (continued)

6 Structural Components and Systems (continued)

ID Building Characteristics Attribute Options
6.1 Structural System (continued) Options (Continued):
(cont)

a Reinforced concrete shear walls, or
bundled tubes (continued)

Example bundled tube building (Option a)

b Braced Exterior Frame Buildings Often the braces are b Braced exterior frames - This type of
exterior fo a glass curtain wall and may be easily identified by construction contains braced exterior frames that
visual observation. provide lateral support throughout the height of

B the building.

xumple braced exterior frame building (Option b)

VULNERABILITY ASSESSMENT 77



Table 12

Guidance on Vulnerability Assessment: 6. Structural Components and Systems (continved)

6 Structural Components and Systems (continued)

ID Building Characteristics Attribute Options
6.1 | Structural System (continued) Options (Continued):
t . . .
((0“ ) ¢ Frame with COre, or Precast ¢ Frame with core, or precast - This ophon
covers buildings having either a frame with a
Frame with core is a common type of structural system used for strong structural core, or a structural system
office buildings. The core can often be seen through the exterior composed of preca st, concrete panels and
windows, or by inspecting the lobby. When a glass curtain wall is clements. In frame-with-core svstems. the
used on the exterior of the building without any solid areas of ' ke o backb H by i ! f
exterior walls, which is a common configuration, there is little core.octs ke a backbone t.o the building an
protection against contaminants or explosive loads; therefore this provnde‘s lateral support, with the frame serving
building type is not considered very robust. All the structural as the ribs and an exterior frame supporting
strength is af the center of the building. In core buildings it is curtain walls. The frame may be constructed of
typical for the elevator shafts, stairwells, electrical conduit, and steel or reinforced concrete. Precast concrete
bathrooms to be placed in the core. buildings typically consist of precast concrete
Many design variations are possible: large plan buildings may have planks, te'es or double tees supported on
two or more cores, small plan buildings may have clear span precast glr_ders and cqumns,'concrete shear
framing from core to perimeter, and irregular shaped plans can be walls provide lateralload resistance.
accommodated.
= — & & JL. ) :"5 e
‘ | f
1 |
T L
1 Il
| . — 7437‘
-;1 o |
o ‘0--_%_7, - l _; 707777—81!
Plan of office building with center core and end stairs
(Option c)
Typical frame with strong structural core (Option c).
ﬂ llustration courtesy of David Shafer, Architect.
-
- -
- = —
= =
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= = ::
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Office building with central core (Option c).
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Table 12

Guidance on Vulnerability Assessment: 6. Structural Components and Systems (continved)

6 Structural Components and Systems (continued)

Precast concrete buildings can be especially vulnerable if
interconnection between structural elements is provided through
rigid, non-ductile welded inserts that are susceptible to fracture
under extreme loading condifions. Structural systems of this type
are mainly used for parking garages or low- to mid-rise office
buildings.
e
-

_ g ¥
Example of precast parking structure (Option c)

In some cases, an ““egg crate” design may be used, in which
precast shear walls are used instead of columns to separate the
bays; in these instances, the building may have significant
ductility if the connections are robust. This type of construction is
typically used for residential construction where large open
spaces are not required.

Note that precast concrete systems, as described herein, are also
termed structural precast, which is different from architectural
precast that is used as exterior cladding for the facade. Structural
precast refers to the skeletal structure of the building.

ID Building Characteristics Attribute Options
6.1 Structural System (continued) Options (Continued):
(cont)

c Frame with core, or precast (continued)

Panels or other nonstructural cladding or
perimeter concrete walls constructed

to act as shearwalls Internal concrete
shearwalls or shafts

at selected locations

Precast columns

Precast tees or slabs

Three-dimensional schematic of building with
structural precast girders and columns; shear walls
at selected locations resist lateral loads (Option ¢)
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Guidance on Vulnerability Assessment: 6. Structural Components and Systems (continved)

6 Structural Components and Systems (continued)

ID Building Characteristics Attribute Options

6.1 | Structural System (continued) Options (Continued):

{cont) d Precast filt-up, Frame with Infill, Reinforced d Precast tilt-up, or frame with infill, or
Masonry, or Belt Truss reinforced masonry, or belt truss - This
Precast tilt-up construction is typically used for mixed use ?p”t lon covers bw}dmgs hGT'ng one .OF t]he
office, manufacturing and warehouse, or large retail facilities. oflowing fypes of structura sYStemS; (M pr'ecost
Such buildings are low-rise (between one and three stories). tillkup, (2). C?”crete or Stee! frame with unreinforced
Perimeter walls resist lateral loads and, in some cases, braced masonry infill walls, (3) reinforced masonry walls,
frames are located in the interior fo support large-span roof and or (4) framing system with diagonal bracing at
floor diaphragms. selected locations. Precast tilt-up buildings are

L low-rise, with precast concrete perimeter panels
that are cast on site and tilted up into place. Floor
and roof framing is of light frame construction.
Frame with infill buildings are typically older
steel frame structures with concrete or masonry
infill between exterior columns. Reinforced
masonry wall buildings are typically low- or mid-

, rise, with reinforced grouted brick or concrete
Example of precast tilt-up R&D building (Option d) block masonry walls that support floor and roof

framing. Belt truss systems, which contain
Frame buildings with infill are typically pre-1950s vintage aming . Y
N . . diagonal bracing at selected floor levels, are
steel frame structures, in which the entire steel frame is cast =l d'in highri troch
within concrete for fire-proofing purposes and then clad with o typically used in high-rise consfruction.
brick or stone veneer; in other instances the perimeter frames Plywood roof
are fully encased in exterior unreinforced masonry. The infill in .
. Wood joists .

this case may not be well Roof supported on exterior
connected into the frame and - Wood pur|in‘s Pﬂflegé Ccccj"';'ﬂczer

A Ao =< Floor Line | Cor.l . o H
therefore can fail gusﬂy in the | | Stesl or ghilom; girders | independant steel
event of an explosive attack. L1 ; ‘ columns

- . Spandrel =
In many cases, a distinguishing @ |T
feature of this construction type ﬂ =z
are spandrels between column
lines.
Precast exterior wall panels
Three-dimensional schematic of building with precast
tiltkup construction (Option d)
lllustration courtesy of David Shafer, Architect.
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Table 12

Guidance on Vulnerability Assessment: 6. Structural Components and Systems (continved)

6 Structural Components and Systems (continued)

Reinforced Masonry wall buildings generally have
punched openings with substantial wall area and light-frame
floor/roof construction. This structural system type is often
used in instances where building function is more important
than the appearance. It may be used for educational,
governmental or health facilities, but is typically not used for
high-rise construction. The masonry may be disguised by the
facade, so some internal inspection may be needed to confirm
this construction type.

Example of reinforced masonry school (Option d)

Belt Truss consiruction in high-rise buildings typically
consists of diagonal braces at selected floor levels, which may
be visible on the building exterior, or hidden by louvers.
Often belt trusses are located at mechanical equipment floor
levels because there aren’t any windows at these levels, and
extra bracing may be needed due to a larger floor-to-floor
height required for mechanical equipment.

R
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Mid-height mechanical equipment floor (Option d)

ID Building Characteristics Attribute Options
6.1 Structural System (continued) Options (Continued):
(cont)

d Precast tilt-up, or frame with infill, or
reinforced masonry, or belt truss
(continued)

Woeod oists P oot

Wood or steel beam
or bearing walls

Note: Roof could alse be
metal deck on steel joists

Three-dimensional schematic of building with
reinforced masonry construction (Option d)

\\
W

e o
|

T T

(]

7y T

7.

i
A A 7 L

Three-dimensional schematic of building with belt truss
(Option d). lllustration courtesy of David Shafer,
Architect.
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Table 12 Guidance on Vulnerability Assessment: 6. Structural Components and Systems (continued)

6 Structural Components and Systems (continued)

ID Building Characteristics Attribute Options
6.1 | Structural System (continued) e Light-metal frame, or brick, or timber - This
(cont) option covers buildings having one of the following

Light-Metal Frame, Bri Timb
e Light-Metal Frame, Brick or Timber types of structural systems: (1) light-metal frame,

Light Metal Frame buildings are one story and (2) unreinforced brick bearing wall, or (3) timber (wood)
typically house mechanical equipment or storage.

These buildings are clad in light-gage metal stud . ) )
construction at roofs and walls that would have little frame buildings are preengineered and pre-fabricated

resistance fo very high explosive loads. structures, with steel rod tension-only bracing in the
longitudinal direction and tapered steel wide-flange
momentframes in the transverse direction. Unreinforced
brick buildings are typically older structures with thick
bearing perimeter walls and wood frame floors.
Timber “stick frame” and “post and beam” structures
are typically residential or office buildings.

stick-frame or post and beam construction. Light-metal

Light gauge metal cladding

Steel bents in short direction

Rod crossbracing between bents

Concrete slab on grade

Three-dimensional schematic of light metal frame (Option )
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Guidance on Vulnerability Assessment: 6. Structural Components and Systems (continved)

6 Structural Components and Systems (continued)

Brick masonry buildings are typically older buildings with little or
no reinforcement within their walls and light-frame floor/roof
construction. These buildings are differentiated from their
reinforced counterparts by the thickness of their exterior walls.
Reinforced masonry and cast-in-place bearing walls are typically
6-10-8 inches thick while unreinforced masonry walls can vary
from 12 inches for one- or two-story buildings up to 24 inches for
taller buildings.

Timber buildings are either of “stick frame’ or ““post and beam
construction. Stick frame buildings are typically single-family or
multi-unit residential buildings with exterior and interior bearing
walls providing the principal means of gravity support.

Post and beam buildings have larger volume interior spaces such
as those in warehouses and low-rise institutional buildings. Deep
beams or large wood-frame trusses span between 20 and 80 feet
to large posts (8 inches or greater in each dimension).

Wood-frame buildings are of “light” construction and do not
possess the mass and sirength needed to resist the effects of a
relatively dose-in explosive event. However, these buildings are
highly ductile, with stick frame construction providing a good
measure of redundancy that would be effective in resisting the
impacts of a far-range explosive event and mitigating the
potential spread of damage, avoiding progressive collapse.

h

e : —@ L CEN el
Heavy timber, post and beam building (Option e)

ID Building Characteristics Attribute Options
6.1 Structural System (continued) e Light-metal frame, or brick, or timber
(cont) (continued)

2-4 wythe brick masonry exterior bearing walls

Wood joists or frusses with wood sheathing

Wood stud bearing walls or
post and beam construction
on interior

Wood joists bearing on masonry wall

Three-dimensional schematic of unreinforced brick
masonry construction (Option e)
Wood joist floors with

sheathing or plywood
at roof and floors

Parking sometimes located on
ground floor with post and
beam support

Wood stud exterior and
interior bearing walls

Three-dimensional schematic of wood frame
residential type construction (Option e)
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Table 12 Guidance on Vulnerability Assessment: 6. Structural Components and Systems (continued)
6 Structural Components and Systems (continued)
ID Building Characteristics Attribute Options
6.2 | Number of Bays in the Short Options:

Building Direction

A ““bay”” refers to the space between two columns. In most
cases, the building footprint is wider in one direction than in
the other. The ““short direction” refers to the smaller footprint
direction. The number of bays in the short building direction
is an indication of its ability fo remain standing in the event of
the loss of a primary supporting member such as a column.
The higher the number of bays, the higher the chances are
that it will withstand the loss of a column or other primary
load carrying element.

Note that the shorter building width does not always
correspond to the number of bays. The bay sizes could be
longer in one direction than in the other. Also note that the
column spacing may be different on the building exterior than
on the interior so the inferior of the building should be
inspected.

Example three bay buildings in short direction
(Option b). A small number of bays is common for casino
hotels, which typically have a single long corridor with rooms
on either side on each floor.

a 5 or more bays
b 3 to less than 5 bays
¢ less than 3 bays

Option b:
3 bays (3 to less than 5).

Option c:
1 bay (less than 3)

Illustrations courtesy of David Shafer, Architect.

Seven bay building in short direction (Option a)

One bay building in short direction (Option c)
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Table 12

Guidance on Vulnerability Assessment: 6. Structural Components and Systems (continved)

6 Structural Components and Systems (continued)

Building Characteristics

Atiribute Options

6.3

Column Spacing (ft)

The column spacing or structural bay size is the distance
between column centerlines or bearing walls along each
principal direction. Building columns and cross-walls that are
closely spaced do not support as much of the weight of the
building as those that are further apart due to the relative
tributary area that each column supports from floor to floor.

The screener should determine the typical spacing between
columns/bearing walls in each principal direction and use the
maximum of these values o determine the distance for use in
completing the Data Collection Form.

Alaser distance measuring tool is helpful in the field for
determining the column spacing.

Example of building with columns spaced 40-to-60
feet apart (Option d)

Options:

a less than 15 feet

b more than or equal to 15 ft, less than 25 ft
c more than or equal to 25 ft, less than 40 ft
d more than or equal to 40 ft, less than 60 ft

e more than or equal to 60 ft

Building with columns spaced less than 15 feet apart

for full height of building (Option a). Photograph
courtesy of www.aviewoncities.com.
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Guidance on Vulnerability Assessment: 6. Structural Components and Systems (continved)

6 Structural Components and Systems (continued)

ID

Building Characteristics

Attribute Options

6.4

Column Height (ft)

The column height refers to the height of a column that
is not braced by a floor system or by beams in two
directions. Often the lobby area or the building exterior
will have greater heights than typical floor levels. The
column height is an indication of the stability of the
siructure. Taller columns, parficularly if they are
slender, will have a larger chance of failing in the event
of an explosion than shorter or stouter columns.

Select the worst case scenario for this Building
Characteristic (i.e., pick the longest column supporting
the most number of floor levels).

Note that in some cases there may be very long columns
that are not under the main foot print of the building
and are supporting only a few floor levels. These are
not the columns to select for this Building Characteristic.
Instead select the longest column supporting the tower.

Options:

less than 12 ft

more than or equal to 12 ft, less than 24 ft
more than or equal to 24 ft, less than 36 ft
more than or equal to 36 ft

o 0 T Q

it

olumn height in the 12-to-24 ft range (Option b)
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Table 12 Guidance on Vulnerability Assessment: 6. Structural Components and Systems (continued)

6 Structural Components and Systems (continued)

ID Building Characteristics Attribute Options
6.5 | Publicly Accessible Column Options:

The vulnerability of publicly accessible columns to explosive loading a None

depends on the exposure of the columns to a potential weapon and b Yes, massive

how much of the column (tributary area) would be loaded. Optional | - Yes, slender
attributes for this building characteristic are ‘none’, ‘yes, massive’, and
yes, slender’, where ‘massive’ and ‘slender’ refer to column size.
Slender refers to columns that have a height-to-width ratio of more
than 5, and massive refers to columns that have a height-to-width
ratio of less than 5.

Slender columns are more common on modern and/or steel buildings,
whereas massive columns are more common on older and/or concrete
buildings.

The existing column conditions vary, depending on the architecture
and structural system of the building:

O Protected — Columns that are located behind and separated from
the building facade and are enclosed by an architectural cover
that extends at least 6 inches from face of column.

O Inside Wall — Columns that are part of the exterior building
facade, such as a steel frame with concrete or masonry infill
where the infill also serves as the exterior wall.

O Bracing Curtain Wall - Columns with an exterior curtain wall
attached along its height, where the column would potentially
be loaded for a full column bay width of area.

BT

[hacse S RSy S S
Example of a publicly accessible massive column
(Option b)

Example of massive, pubicly accessible column in the
basement of a concrete building (Option b)

Example of a publicly accessible slender column
(Option )
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Guidance on Vulnerability Assessment: 6. Structural Components and Systems (continved)

6 Structural Components and Systems (continued)

ID Building Characteristics Attribute Options
6.6 Transfer Girder Conditions Options:
Transfer girders are typically long-span beams supporting a a None - dll columns are continuous from roof to
discontinuous column above. They typically span over high foundation
volume areas such as a main lobby, loading dock or b Interior girder supporting one column - a
auditorium. beam/girder that spans over an interior space
Transfer girders supporting an upper-story column may be and supports one column above
especially hazardous if they support disproportionately large c Interior girder supporting more than one
loads when compared o girders supporting floor areas at only column - a beam/girder that spans over an
one level. The failure of a transfer girder or the column that interior space and supports more than one column
supports it could potentially initiate a progressive collapse, if | 4 Exterior girder supporting one column - a
Ihe_siructurul d.e5|gn does not otherwise provide a means fo beam/girder that is located along the perimeter of
resist such a failure. the buildi di :
e building and is supporting one column above
Interior transfer girders are the most challenging to identify. | e Exterior girder supporting more than one
Sometimes there is a very long clear span in the lobby of a column - a beam/girder that is located along
building, which may be an indication that the above ground the perimeter of the building and is supporting
floors have closer column spacing. To verify this, it is helpful to more than one column above
look at the above ground floor levels to see if the long span
exists everywhere or just on the ground level. NOTE: THIS BUILDING CHARACTERISTIC IS HEAVILY
T e B . WEIGHTED IN THE SCORING. IT IS VERY IMPORTANT TO
Ano1.her indication of a Irunsfer cpndlilon is if there is regulur SELECT THE APPROPRIATE OPTION TO GET AN
spacing of columns in both directions, except for one location | , ~~ o ATE SCORING FOR THE BUILDING
where it looks like a column is missing. In this case, attempt to '
verify that on the floor above there is not a column that is . .
h s Examples of transfer girder conditions:
missing”. :
This Building Characteristic can be difficult even for trained
structural engineers to identify with certainty, based on a visual
inspection alone. Inspection of structural drawings by an
engineer and a discussion with the site representative is
necessary to verify these conditions. Additional guidance is also
available in other FEMA Risk Management Series documents,
induding FEMA 426, Reference Manual to Mitigate Potential
Terrorist Attacks Against Buildings.
Option d
lllustrations courtesy of David Shafer, Architect.
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Guidance on Vulnerability Assessment: 6. Structural Components and Systems (continved)

6 Structural Components and Systems (continued)

ID Building Characteristics Attribute Options
6.6 Transfer Girder Conditions
(cont) | (continued)
Example of transfer beam to create wide service entry at
building exterior (Option d)
6.7 Structural Enhancements and Options:
Weaknesses a Hardened - a building designed to resist the effects of
This building characteristic is infended to account for explosive attack
enhancements or weaknesses that will serve o b Robust - a building designed or retrofitted to meet
improve or downgrade performance of a structural current extreme loading conditions related to high levels
system or '"d'v'dl_ml elements (e.g, SI“,bS' beams and of hurricane or earthquake loads, or designed to resist
columns). Inspection of structural drawings by an . I
engineer and a discussion with the site representative Progressive cotiapse
are necessary to verify these options. If this is not ¢ None - The building does not have on){ structural
possible, than assume Option ¢ (None), unless the enhancements or weaknesses, as described by the
building being assessed is an older building that has other attribute options. This is the most common case.
not been maintained (as evidenced by cracked or d Marginal - bUildingS designed using old versions of
broken exterior elements), in which case Option d codes that are no longer considered acceptable for
(Marginal) or Option e (Substandard) should be meeting serviceability conditions, or are designed using
selected. materials or connections that have been shown to
Note that certain public buildings built after 1993 in perform poorly in abnormal loading situations. This
cities like New York City and Washington, DC, have option may be selected in some cases if the building
undergone some level of required hardening. has not been maintained well (e.g., corrosion or large
cracks are visible).
e Substandard - buildings that are designed to a level

that has extremely little, if any, reserve strength to
withstand any abnormal loads without catastrophic
failure.
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MECHANICAL/ELECTRICAL/PLUMBING
(MEP)

echanical, Electrical and Plumbing systems are often not

readily observable from the building exterior. A tour of

the interior mechanical areas, review of drawings and an
interview with the facilities manager is recommended to ensure that
the vulnerability of these systems are captured during the screening
process.

Four MEP building characteristics are addressed by the Data Collection
Form (see Figure 10). Guidance and information to how to choose
between attribute options for the building characteristics pertaining to
Vulnerability Rating of the mechanical, electrical, and plumbing
components and systems are provided in Table 13.

BUILDING CHARACTERISTICS

FEMA 455 DATA COLLECTION FORM, PAGE 8 VULNERABILITY ASSESSMENT (Part IV)
VULNERABILITY RATING FOR GIVEN
ATTRIBUTE OPTIONS THREAT SCENARIO
Internal Explosi CBR
g%
a. b. [:3 d. e.
£l

>30ftorRoof | >10-€30ft | >0

s10ft | Ground Level

High Risk Areas

2, |71 PrimayE 1 Air 21 1 sl 0.30
S2 Intake Conditions 0.62 457 523
E E 053 391 447 3
Ducted Ducted Subject to
> Unducted
g @ | 7.2 Retum Airintake - Secured Accessible - Buoyancy
3z i 15 1.08 131
g £ 30 2.21 2.66
Multi-Zoned/ Single
5 é 7.3 Internal Air ;I.Iuhm: Single System System/
g Distribution Syst L Ducted Unducted
2 0.12 0.93 1.15
R 7.4 Critical Utilities No_ Yes
Located Close to 0.04 0.43
0.02 016

Assessment Rating (Part V)

V.4 SUB-TOTAL FOR VULNERABILITY RATING (V): Sum values in each column and enter on line V.4 on Vulnerability

Figure 10 Page 8 of Data Collection Form, Vulnerability Assessment (Part 1V),
Mechanical/Electrical /Plumbing Systems Contributing to Vulnerability Rating.
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Table 13

Guidance on Vulnerability Assessment: 7. Mechanical /Electrical /Plumbing Systems

ID Building Characteristics

Atiribute Options

7.1 | Primary External Air-Intake

Conditions

The likelihood of a (BR contaminant being infroduced into
building’s air system is dependent on the accessibility to the
building’s external air-intake.

Air-intakes are often located at ground level because mechanical
rooms and garages are located at or below ground level in
buildings. Some air-intakes are located below grade with
sidewalk grates over them, and these are generally the most
vulnerable if they are in public areas. Somefimes air-intakes at
ground level service only the garage and not the critical
equipment or occupied spaces. Wall-mounted infakes are usually
covered with louvers. These are also vulnerable if they are at a
height that can be easily accessed by a person on the sidewalk or
street.

The vulnerability of occupants to a (BR contaminant being
introduced into a building’s air-intake system depends on many
variables such as prevailing winds, distance from the release,
height of the building, air-pressure differential between inside
and outside, and air-tightness of the facade. Another variable is
the location of the air-infake along the height of the building.

The screener should determine where air-intakes are located
relative to the exterior of the building. Once air-intakes are
located, the screener should determine which of the five options
indicated best represents the existing condifion.

It should be noted that the rapid visual screening procedure for
assessment of exterior air-inake conditions is infended as an
initial assessment, and is not comprehensive. More detailed
investigation of this issue should be performed by a security
expert with extensive experience in performing complicated and
exhaustive threat assessments of exterior air-intake conditions.

Mechanical rooms and intukesul upper floors of high-
rise building (Option a)

Options:

a Greater than 30 ft (above ground level) or
roof — The primary air-intakes are located on the
roof of a building, at the third floor level, or higher

b Greater than 10 ft but less than or equal
to 30 ft (above ground level) - The air-intake
is covered with a protective louver or grate with a
minimum slope of 45 degrees

c Between ground level and less than or
equal to 10 ft (above ground level) - The
air-intake is covered with a protective louver or
grate with a minimum slope of 45 degrees, and is
protected by security fencing maintaining access
at least 30 feet away from the air intake louver

d At ground level - the air-intake is in a public
area that has surveillance as a means to deter
delivery of a CBR contaminant

e Below grade, or at ground level with
unrestricted access

NOTE: THIS BUILDING CHARACTERISTIC IS HEAVILY

WEIGHTED IN THE SCORING. IT IS VERY IMPORTANT TO
SELECT THE APPROPRIATE OPTION TO GET AN
ACCURATE SCORING FOR THE BUILDING.

._———\ ”A

Air-intake about

15 ft above ground (Option b)

Air-intake is above ground but less than 10 ft from
ground surface (Option ¢)
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Table 13 Guidance on Vulnerability Assessment: 7. Mechanical /Electrical /Plumbing Systems (continued)

7 Mechanical/Electrical/Plumbing Systems (continued)

ID Building Characteristics Attribute Options

7.2 | Return Air-Intake System Options:
(BR filtration and detection are rare for all but the most high-risk a Ducted secured - air-handling equipment
buildings. If a building has CBR filtration and detection systems, it is rooms are ducted and inaccessible in secure

likely not a suitable candidate for the rapid visual screening procedure

10 observable locations
and should have a more sophisticated assessment performed.

b Ducted accessible - the air-return system is
It will be necessary to question the site representative or facility ducted but accessible to the public
engineer to ascertain whether the return air system is ducted or ¢ Unducted - the air-return system is unducted

unducted. Ducted refurn air is less vulnerable than unducted or plenum | 4 Subject to buoyancy - the air-return system
air systems that are, for instance, under the floor or through corridors. is subject to buoyancy because the building is

The following sketches of typical building cross sections illustrate the situated above a tunnel (e.g., subway tunnel)
difference between ducted and unducted air return systems. NOTE: THIS BUILDING CHARACTERISTIC IS HEAVILY
L WEIGHTED IN THE SCORING. IT IS VERY IMPORTANT
=]EW“~= 07 T T 2 77 | TOSELECT THE APPROPRIATE OPTION TO GET AN
. - 5 ACCURATE SCORING FOR THE BUILDING.
LH__ : & E
L \Air duct 17
T 171"
Ducted air return system Unducted air system
(Option b) (Option )

‘Subject to Buoyancy’ is an atiribute option that relates mainly fo
connecting tunnels. For example in a building that is connected to an
adjacent subway station by a tunnel, buoyancy-driven flows will = |
transport contaminants from the subway into the building under certain | Ducted accessible air return system (Option b)
conditions. (Typically buoyancy only pertains to buildings where there :

is a train station under the building.)

Subject to buoyancy condition (Option d) Unducted floor air return system (Option ¢}
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Table 13

Guidance on Vulnerability Assessment: 7. Mechanical /Electrical /Plumbing Systems (continued)

7 Mechanical/Electrical/Plumbing Systems (continued)

Areas

Protecting ritical utilities will serve to mitigate post-event hazards, such
as fire, and expedite evacuation and search and rescue efforts by
emergency responders.

Critical Utilities include:

(1) emergency generators including fuel systems, day tank, fire
sprinkler and water supply;

(2) normal fuel storage;

(3) main switchgear;

(4) telephone distribution & main switchgear;
(5) fire pumps;

(6) building control centers;

(7) uninterrupted power supply (UPS) systems controlling crifical
functions;

(8) main refrigeration systems if crifical to building operation;

(9) elevator machinery and controls;

(10) shafis for stairs, elevators, and utilities; and

(11) critical distribution feeders for emergency power.
It will be necessary to question the site representative or facility engineer
to ascertain the location of critical ufilities. Once located, the exposure to

a potential threat and the implication of losing function should be
evaluated using the ‘no’ and ‘yes' options provided.

ID Building Characteristics Attribute Options
7.3 Internal Air Distribution System Options
High-risk areas such as lobby, loading dock, mail room and retail spaces | o High Risk Separated — areas of high
within a building pose a potential for introduction of a (BR contaminant risk that have their own dedicated HYAC
into the internal air distribution system. system and are maintained with positive
It will be necessary to question the site representative or facility engineer pressure to less secured areas of the
to ascertain the design of the internal air system and determine the most building
appropriate attribute option for this building characteristic. b Multi-Zoned/Single System Ducted -
there is only one HVAC system serving the
entire building and it is ducted
c Single System/Unducted - there is only
one HVAC system serving the entire
building and it is unducted
NOTE: THIS BUILDING CHARACTERISTIC IS
HEAVILY WEIGHTED IN THE SCORING. IT IS
VERY IMPORTANT TO SELECT THE APPROPRIATE
OPTION TO GET AN ACCURATE SCORING FOR
THE BUILDING.
7.4 Critical Utilities Located Close to High Risk | Options:

a No - critical utilities are located at least
50 feet away from high-risk areas that
include lobbies, loading docks, mailrooms
and parking, or are separated by a
hardened partition wall (i.e., reinforced
concrete or concrete masonry block wall
anchored to floor framing at top and
bottom

b Yes - critical utilities are located within 50
feet of high risk areas and are not
separated by a hardened partition wall

NOTES:

A. THIS BUILDING CHARACTERISTIC IS HEAVILY
WEIGHTED IN THE SCORING. IT IS VERY
IMPORTANT TO SELECT THE APPROPRIATE
OPTION TO GET AN ACCURATE SCORING FOR
THE BUILDING.

B. IT IS RECOMMENDED THAT THIS
INFORMATION BE OBTAINED FROM A
KNOWLEDGEABLE SITE REPRESENTATIVE.
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FEMA 455 DATA COLLECTION FORM, PAGE 9

SECURITY

art V of the Vulnerability Assessment Rating portion of the
Data Collection Form (see Figure 11) addresses security issues

and characteristics.

The effectiveness of security systems is highly dependent on proper
design as well as operational and training procedures in place. Because
of this, it is worthwhile for the screener to have some basic
understanding of security principles. It is also recommended that
security personnel are interviewed during the screening. Review of
security systems documentation may also be of help.

VULNERABILITY ASSESSMENT (Part V)

"BUILDING CHARACTERISTICS VULNERABILITY RATING FOR GIVEN
ATTRIBUTE OPTIONS THREAT SCENARIO
Internal | Explosive CBR
a b. c d
5 8.1.1.1 Number of 23 Systems | 2 Systems 1 System None
=8| Detection Systems 0.12 0.90 1.08 1.218
% B| 8.1.1.2 Overall Security ey Effective q"ﬁu Min. | ineffective
E E|  Effectiveness 0.43 3.58 4.10 452
| 8.1.2.1 Number of 23 Systems 25 1 Systam None
__2Systems
E § Detection Systems 0.05 0.39 0.48 0536
© e % Highly Meets Min.
% o ,ﬁ S.Iéfl&i‘(t)lverall Security Effective Effective Requirements Ineffective
- el 0.21 1,58 1.81 1,99
E - | e 8.1.3.1 Number of 23 Systems 2 Systems 1 System None
e = | Detection Systems 0.09 0.65 0.78 0.884
o = Highly Meets Min.
@ © | 8.1.3.2 Overall Security Effoctive Effective | poqui " None
& L Effectiveness 0.35 261 298 3.28
H 8.2.1.1 Number of 23 Systems | 2 Systems 1 System None
= | « 2| Detection Systems 0.03 022 0.26 0.294
g | ~8 : Highly Moets Min,
E|®g 8.2.1.2 Overall Security Effective Requirements Ineffective
- w|  Effectiveness 0.12 087 0.09 1.09
5 [V 8.2.2.1 Number of 23 Systems 2 Systems 1 System None
i) Detection Systems 0.07 0.53 0.64 0.724
o~ .
S | N | 8222 Overall Security B i Effoctive | Moets MIn. o | Ineffective
S Effectiveness 0.29 2.13 244 269

V.0 SUB-TOTAL FOR VULNERABILITY RATING (V): Sum values in each column and enter here

V.1 SUB-TOTAL FOR VULNERABILITY RATING (V): Enter values for each column from line V.1 on Vulnerability
Assessment Rating (Part |)

V.2 SUB-TOTAL FOR VULNERABILITY RATING (V): Enter values for each column from line V.2 on Vulnerability
Assessment Rating (Part Il

V.3 SUB-TOTAL FOR VULNERABILITY RATING (V): Enter values for each column from line V.3 on Vulnerability
Assessment Rating (Part Il

V.4 SUB-TOTAL FOR VULNERABILITY RATING (V): Enter values for each column from line V.4 on Vulnerability
Assessment Rating (Part IV)

V.5 TOTAL VULNERABILITY RATING (V): Sum values from lines V.0, V.1, V.2, V.3, and V.4 and enter total for each Threat
Scenario in column V on Risk Scoring Worksheet

Figure 11
Contributing to Vulnerability Rating.

Page 9 of Data Collection Form, Vulnerability Assessment (Part V), Security Characteristics

Security building characteristics apply only for internal threats or
external threats within 100 feet (i.e., within Zone 1). Security building
characteristics are also a function of the scenario, i.e., intrusion,
explosive or CBR. In total, five of the nine scenarios are affected by

security measures:
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O 3 scenarios for Internal Threats — Intrusion, Explosive Zone 1,
CBRZone 1; and

O 2 scenarios for External Threats — Explosive, CBR

Vulnerability assessment of the security characteristics begins with a
review of the security-related detection systems available in the building
and the determination of the effectiveness of each system. Detection
systems considered by the assessment process are described in Table
14, and effectiveness criteria are provided in Table 15. The screener
initially characterizes the overall effectiveness of the detection systems
and documents the effectiveness on the Security Vulnerability matrix,
which is provided in Figure 12. The objective of this initial step is to
assess the ability of a given security system in thwarting intrusion,
explosive or CBR threat separately.

The screener then documents the number and effectiveness of the
security detection systems on the Data Collection Form (Field
Version). The screener should note that, at tightly controlled sites,
there may be more than one layer of security system. For instance
there may be security guards at the site entrance and at the garage
entrance. In this case, the screener may decide that there are two
systems operating, one at each layer of security. It is also noteworthy
that certain systems may be effective for detecting one type of threat,
but not another. For instance, an electronic screening system may be

effective for detecting an explosive but not a CBR threat.

Table 16 provides guidance and information to assist in selecting
attribute options pertaining to Vulnerability Rating of the Security
system(s). The information is organized first by threat type, and then
threat scenario, which is different from the formulation used for other
aspects of the Vulnerability Rating. For each of the five threat
scenarios affected by security measures (see above), two building

characteristics are defined:
O Number of Detection Systems; and

O Opverall Security Effectiveness.
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Table 14

Building Security Detection Systems and Desired Attributes

Intrusion Detection

The facility has perimeter intrusion alarms

Intrusion alarms around the perimeter are of the following types: contact sensors, motion sensors,
cameras with mofion sensors; or an equivalent system

Intrusion alarms function in the manner appropriate for the facility

The alarms are tested frequently

The alarm system is locally audible when activated

The alarm system and/or major components of the alarm system are younger than their design life.
The alarm system is approved by Underwriters Laboratories, Inc. (UL approved)

Output from the infrusion sensors and/or detection devices are transmitted outside the facility

Video Surveillance and Assessment

O000Q000|0O0O00O00O0O0O0 0O

The perimeter is monitored by cameras

The cameras are functioning as required by facility

The cameras are in protective housing

The cameras monitor and record on a 24 hours/day, 7 days/week basis
The cameras are fested frequently

Cameras are present at the following locations

o Enirance gate that is manned or unmanned if the facility is in a suburban area and has
grounds before one reaches the building(s)

0  The perimeter of the building envelope monitoring areas such as entrances/exits, internal fire
exits and any utility such as electric boxes

HVAC intakes, if accessible from the ground.

Entrance to any parking area, especially if underground
The lobby areaa

Turnstile or other access screening area

Elevator lobby

O O O O O O

Loading dock
O  Mail room entrance (if entrance is external)

Security Guards

Key attributes for this system type are the
number and placement of guards at the
public access points for pedesirians and
vehicles. Also of importance is the visual
inspection of people and contents as they
enter on to the property or into the
building. Security guards locations depend
very much on the current needs of that
facility. Generally, they should be found at
an entrance gate (if there is one), within
the lobby at the reception desk and at the
screening point fo the core of the building
(i.e., turnstiles or other type of entrance).

OO0 00000000 O0

There are security guards af the facility

Security guards are monitoring or pairolling the perimeter

Security guards are on site 24 hours/day, 7 days/week

Security guards are in uniform or dress suit attire

Security guards possess communication devices

There is a combination of static and roving posts

The security guard system meets license requirements of the state

Security guards have received a formal training program and it is on going

Security quards are stationed at access points and are examining documentation of the drivers to
verify authorization

Security guards physically inspect vehicles
Security guards positioned at access points are armed

Security guards that control the active barriers are stationed in a protective structure/building or
ballistic resistant booth
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Table 14

Building Security Detection Systems and Desired Attributes (continued)

Security Lighting

The two primary purposes of lighting are to
create a psychological deterrent to
intrusion and to enable detection. It is
recommended that the screeners visit the
site at night fo see how effective the
lighting is. For this building characteristic,
only proprietary lighting is to be
considered, not municipal provided
lighting.

O

There is external proprietary lighting at the perimeter, exterior of building envelope, entrances,
emergency exits, and parking areas

The lighting appears adequate in order to identify vehicles and pedestrians at the aforementioned
areas

The lighting properly illuminates all facility roads

Perimeter illumination is adequate for the exterior "clear zone" area (if applicable)

The perimeter illumination scheme consists of overlapping cones of light

The facility has a separate emergency lighting system that activates when the main lighting fails

There is adequate exterior and interior lighting to provide a safe and secure environment for facility
operations

All exits are equipped with emergency lights and illuminated exit signs

Protective lighting is tested periodically

All switch boxes, photoeleciric cells, and/or automatic fimers are secure

Someone is assigned responsibility for immediate replacement of burned out luminaries

The current security lighting system is cost effective

There is an emergency back-up power system for the protective lighting system

Emergency lighting is available for the data center if a power failure should occur

The facility's power supply is monitored to detect the occurrence of electrical ransients

Emergency lighting in all facility areas illuminates fire extinguishers even if there is a power outage

Vehicle Access Control and Screening

This security-system addresses the conirol
of vehicles to ensure that only employees
and authorized visitors are permitted entry
to the site or building. Secure vehice
aceess points are entrances that are
physically protected using technology,
security personnel, and/or active barriers
at the locations where vehicles are
permitted onto the property.

OO0 0O0O0OO0O|IO0OCO0OO0OO0O0OOOO ©OOOOO O

There are procedures for inspecting all vehicles permitted within the perimeter zone
Vehicles are searched when entering the perimeter zone
Vehicles are searched when leaving the perimeter zone

All individual members of a group entering or leaving the perimeter zone in the same vehicle are
checked for authorization and identification

The access points are monitored by video assessment and surveillance systems (i.e., cameras)
The access points are elecironically controlled (e.g., active vehicle anti-barrier, access card)

X-ray or (BR detection equipment is used for screening; dogs may be used fo inspect
vehicles/packages

Pedestrian Access Control and
Screening

This security system addresses the control
of pedestrians to ensure that only
employees and authorized visitors are
permitted entry fo the site or building.
Secure pedestrian access points are
entrances that are physically protected
using technology, security personnel,
and/or active barriers at the locations
where pedestrians are permitted onto the
property and info secure areas.

000000 00O 0O

Security personnel control all perimeter openings to the facility

There is a designated individual responsible for authorizing building entry, including when it is
unattended

There is a procedure to control badges, keys, combinations, and/or cards used for entry to the facility

Authorization lists and control mechanisms allowing entry into the facility are updated when a
person's authorization for entry has been revoked

There are effective procedures in place for authorizing perimeter zone entry

There is an independent verification of the requests for perimeter entry authorization
Positive identification is required for a person to receive authorization for perimeter entry
Entrances or gates to the perimeter are zone controlled

All entrances to the perimeter zone are controlled during normal working hours

All entrances to the perimeter zone are controlled after normal working hours

All entrances to the perimeter zone are controlled during emergencies

VULNERABILITY ASSESSMENT
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Table 14 Building Security Detection Systems and Desired Attributes (continved)

Pedestrian Access Control and
Screening (continued)

O

Entry to the perimeter zone is controlled by a quard(s)

Entry to the perimeter zone is permitted by a guard (i.e. verifying ID from a list, visual recognition,
checking badge)

The access points are monitored by video assessment and surveillance systems (i.e., cameras)
The access points are electronically controlled (e.g., active vehicle anti-barrier, access card)

Package Screening

00000 |0O0

O 0O 00O O 000 000000 O0OO0

Vehicles are screened by a security guard before they are permitted entry

A mirror is used fo inspect the undercarriage of any entering vehicles

The interior of any entering vehicles is inspected

The shipping/receiving area or building is surrounded by a fence with a conrolled access gate
Access to all loading and unloading areas and platforms is strictly controlled

All loading and unloading areas and platforms are designed so vehicle operators do not have direct
access to merchandise storage areas without passing through a monitored area such as shipping or
receiving processing office

All freight doors are secured when not in immediate use
Security officers regularly patrol the shipping/receiving areas
The receiving and shipping areas are physically separated
There are separate areas for employee and visitor parking
All parking and building areas are well lit

There are surveillance cameras located in the inventory area
All areas are covered by a monitored intrusion alarm

Employee's entrances are monitored by electronic access controlled keypads that record all employee
pass code fransactions

Employee pass code transaction records are regularly reviewed by security for irregularities
All shipments are loaded and unloaded only by company personnel

All shipments are checked against the corresponding manifests to insure that all merchandise items
listed are physically accounted for

There is an established procedure for inspecting merchandise at the beginning and end of a trip or
route

There are special procedures and documentation for removing packages from an area or building

An individual has been assigned direct responsibility for the supervision and monitoring of high value
storage areas

There are special inspection procedures for personnel or merchandise entering an area such as metal
detectors, X-ray, BCR machines, or dogs

There are cameras strategically located at the screening areas
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Table 15  Examples of Building Security System Effectiveness Criteria

Example Criteria

Regardless of how many security systems
are provided, if they are not effective, they
are will not be helpful for thwarting
attacks. The criteria provided to the right
are examples of criteria that render
security systems effective.

O0O00O0O O 00O0O0

Vehicle access points have been minimized
Employee and public vehicle entry points are separated
Access points are designed so that a vehicle denied access can be safely turned away from the facility.

The deportment of guards is professional and alert as opposed to guards that lean against walls or are
unobservant.

Active barrier are activated at all fimes except when an authorized vehicle is permitted into the
facility.

Redundant systems are provided

The loading dock is designed so that vehicles refused entry can exit without first entering the facility
There are separate entrances for truck and pedestrian deliveries

The loading dock is located on the ground floor, away from any major entrance or exit.

There is adequate queving, which is well placed, so trucks are not lined up in front of the building

8.1 Internal Threat 8.2 External Threat
(Zone 1)
Systems 8.1.1 8.1.2 8.1.3 8.2.1 8.2.1

Intrusion | Explosion | CBR Explosion | CBR

Intrusion Detection

Video Surveillance
and Assessment

Security Guard

Security Lighting

Vehicle Access
Control and Screening

Pedestrian Access
Control and Screening

Package Screening

Figure 12 Security System Effectiveness Matrix. For each system in place that is able to
detect, delay or deny an aggressor from executing the listed threat scenarios,
indicate the effectiveness of the overall system in the appropriate box with
one of the following descriptors:

(a) Highly effective;
(b) Effective;

(c) Meets Minimum Requirements;

(d) Ineffective; or
(e) No Security.
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Table 16

Guidance on Vulnerability Assessment: 8. Security

8 Building Security

ID Building Characteristics Attribute Options
8.1 | Internal Threat
8.1.1 Intrusion
8.1.1.1 Number of Detection Systems Options*:
Redundant detection systems are highly desirable. The screener is given | o 3 or more systems
the option of selecting 3 systems, 2 systems, 1 system or none. b 2 systems
c 1 system
d None
8.1.1.2 Overall Security Effectiveness Options*:
Regardless of how many security systems are provided, if they arenot | o Highly Effective
effective, they are will not e helpful for thwarting attacks. This building | b, Meets minimum requirements
characteristic is infended to capture the overall effectiveness of the ¢ Ineffective
systems collectively. d No security
8.1.2 Explosion
8.1.2.1 Number of Detection Systems Options*:
Redundant defection systems are highly desirable. The screener is given | o 3 or more systems
the option of selecting 3 systems, 2 systems, 1 system or none. b 2 systems
c 1 system
d None
8.1.2.2 Overall Security Effectiveness Options*:
Regardless of how many security systems are provided, if they are not | o Highly Effective
effective, they are will not be helpful for thwarting attacks. This building | |, Meets minimum requirements
characteristic is infended to capture the overall effectiveness of the c Ineffective
systems collectively. d No security
8.1.3 CBR
8.1.3.1 Number of Detection Systems Options*:
Redundant detection systems are highly desirable. The screeneris given | 4 3 or more systems
the option of selecting 3 systems, 2 systems, 1 system or none. b 2 systems
c 1 system
d None
8.1.3.2 Overall Security Effectiveness Options*:
Regardless of how many security systems are provided, if they arenot | o Highly Effective
effecﬁve,.ih.ey‘ are will not be helpful for thwarting uﬂucks. This building | | Meets minimum requirements
characteristic is intended to capture the overall effectiveness of the .
. c Ineffective
systems collectively. d No security
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Table 16

Guidance on Vulnerability Assessment: 8. Security (continued)

8 Building Security

ID

Building Characteristics

Atiribute Options

8.2

External Threat (Zone 1)
8.2.1 Intrusion
8.2.1.1 Number of Detection Systems

Redundant detection systems are highly desirable. The screener is given
the option of selecting 3 systems, 2 systems, 1 system or none.

8.2.1.2 Overall Security Effectiveness

Regardless of how many security systems are provided, if they are not
effective, they are will not be helpful for thwarting attacks. This building
characteristic is infended to capture the overall effectiveness of the
systems collectively.

8.2.2 CBR
8.2.2.1 Number of Detection Systems

Redundant detection systems are highly desirable. The screener is given
the option of selecting 3 systems, 2 systems, 1 system or none.

8.2.2.2 Overall Security Effectiveness

Regardless of how many security systems are provided, if they are not
effective, they are will not be helpful for thwarting attacks. This building
characteristic is infended to capture the overall effectiveness of the
systems collectively.

Options*:

a 3 or more systems
b 2 systems

c 1 system

d None

Options*:

a Highly Effective

b Meets minimum requirements
c Ineffective

d No security

Options*:

a 3 or more systems
b 2 systems

c 1 system

d None

Options*:

a Highly Effective

b Meets minimum requirements
c Ineffective

d No security

*NOTE: THIS BUILDING CHARACTERISTIC IS HEAVILY WEIGHTED IN THE SCORING. IT IS VERY IMPORTANT TO SELECT

THE APPROPRIATE OPTION TO GET AN ACCURATE SCORING FOR THE BUILDING.
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