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SUMMARY 

In 2013, the County of San Diego Office of Emergency Services 

(San Diego OES) convened cybersecurity, law enforcement, 

and emergency management subject matter experts to 

establish a regional Cyber Disruption Response Team (CDRT). 

The CDRT is responsible for managing the region’s response to 

cyber disruptions as defined in San Diego OES’s cyber 

disruption response plans. In a 2015 full-scale cybersecurity 

exercise, the CDRT successfully responded to a cyber 

disruption that affected regional power infrastructure.  

DESCRIPTION 

Formed using $190,000 in State Homeland Security Program 

funds, the CDRT is a specialized group of regional emergency 

management, cybersecurity, and law enforcement personnel 

that respond to cyber disruption events affecting the region’s 

life safety and cyber assets. The CDRT includes representatives from San Diego OES, San Diego Law 

Enforcement Coordination Center, San Diego County Sheriff’s Department, and Federal Bureau of 

Investigation (FBI). When San Diego OES detects a cyber disruption event on the region’s networks, CDRT 

members assemble to investigate the threat and take appropriate action to mitigate further damage. The 

CDRT uses an incident command system framework to integrate the capabilities of the cybersecurity and 

emergency response team members.  

In 2015, San Diego OES hosted the San Diego Capstone 2015 Full-Scale Exercise to evaluate the region’s 

response to a long-term power outage resulting from a cyber disruption. The exercise scenario involved a 

cyber attack by a foreign adversary directed at the San Diego Gas & Electric Company’s Supervisory 

Control and Data Acquisition system, creating an extended regional power outage. In response, the CDRT 

analyzed exercise injects and developed an incident action plan outlining the steps required to address the 

cyber events, such as sending malicious thumb drives to FBI for forensic analysis and blocking 15 

malicious Information Protocol addresses. The plan also included the CDRT’s short- and long-term goals 

for the response; for example, maintaining communication with regional partners. Moreover, the CDRT 

quickly shared actionable information on the extent of the attack, allowing regional stakeholders to 

respond effectively. The CDRT will participate in the 2016 National Level Cyber Guard Exercise to further 

test its response capabilities.  
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