
PRESIDENTIAL POLICY DIRECTIVE/PPD-8 REFRESH 

WORKING DRAFT—PROTECTION FEDERAL INTERAGENCY OPERATIONAL 
PLAN 

NATIONAL ENGAGEMENT 

August 3, 2015 

Attached for your review is the working annotated outline of the Protection Federal Interagency 
Operational Plan (FIOP), first edition. The Protection FIOP describes the concept of operations 
for integrating and synchronizing existing national-level Federal capabilities to support local, 
state, tribal, territorial, insular area, and Federal plans. The Federal protection processes and 
guiding principles contained in this FIOP provide a structured and unifying approach that is 
flexible and adaptable to specific Protection mission requirements.  

As part of the FIOPs National Engagement Period, this annotated outline of the Protection FIOP 
is being widely distributed for review and feedback. The draft Protection FIOP proposes a new 
concept of operations for the Protection mission. We are particularly interested in your 
assessment of how this can strengthen the Protection mission, and improve the way that 
protection capabilities support other mission areas.  

To ensure all feedback is properly handled, reviewers are asked to use the provided feedback 
submission form located at https://www.fema.gov/learn-about-presidential-policy-directive-8 to 
submit feedback and recommendations. Please provide any comments and recommendations, 
using the submission form, to PPD8-Engagement@fema.dhs.gov by Wednesday, September 2 
2015 at 5:00 PM EDT.  

The feedback received supports the development of the first edition of the Protection FIOP. 
Please distribute the draft to any applicable partners, stakeholder, or individuals.  

We look forward to receiving your feedback and thank you for your continued contributions on 
this important endeavor.  

V/R, 

National Integration Center 

https://www.fema.gov/learn-about-presidential-policy-directive-8
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The National Preparedness System outlines an organized process for the whole community to 
achieve the National Preparedness Goal. The National Preparedness System integrates efforts across 
the five preparedness mission areas—Prevention, Protection, Mitigation, Response, and Recovery – 
in order to achieve the goal of a secure and resilient Nation. The National Preparedness System 
includes a set of Federal Interagency Operational Plans (FIOPs)—one for each mission area—that 
provide further detail regarding roles and responsibilities, specifies the critical tasks and identifies 
resourcing requirements for delivering core capabilities. 

This FIOP builds upon the National Protection Framework that sets the strategy and doctrine for how 
the whole community builds, sustains, and delivers the Protection core capabilities identified in the 
National Preparedness Goal. This FIOP describes the concept of operations for integrating and 
synchronizing existing national-level Federal capabilities to support local, state, tribal, territorial, 
insular area, and Federal plans, and is supported by Federal department-level operational plans, 
where appropriate. The concept of operations and supporting tasks contained in the Protection FIOP 
are scalable, flexible, and adaptable, allowing the FIOP to be used across the range of protection 
mission activity. Concepts of operations and/or tasks may be modified, added, or deleted depending 
upon the risk, mission activity, or threat. 

The FIOP-Protection summary is provided below. 

Table 1 

The FIOP-Protection: The FIOP-Protection is not/does not: 

Is a document that provides guidance and a concept 
of operations to facilitate the development of plans. 

A contingency or implementation plan based on 
threat(s) or scenario(s). 

Describes a Federal approach that Departments and 
Agencies can apply to align protection mission 
activity. 

Establish requirements on how Federal 
Department/Agencies will execute their Protection 
requirements. 

Addresses protection for Federal 
Department/Agency requirements, and informs 
State, local, tribal, territorial, and private sector 
partners of how the capabilities will be delivered. 

Address State, local, tribal, territorial, private 
sector, and individual roles and responsibilities. 

Includes security measures taken in response to 
emergent threats or elevated risks 

Include discussion of protection coordination and 
operations following an incident [or disaster?], 
which is covered in the National Response 
Framework and FIOP – Response. 

Recognizes that protection of key leaders is limited 
to current and former Presidents, Vice Presidents, 
their families, and others granted such protection 
under Title 18 U.S.C. Sections 3056 and 3056A. 

Address protection of other Federal, State, local, 
territorial, and/or tribal key leaders. 

Additional Presidential Policy Directive (PPD)-8 requirements: 63 

64 
65 
66 

Where needed, each executive department and agency will develop and maintain deliberate 
department-level operational plans to deliver capabilities to fulfill responsibilities under the 
frameworks and FIOPs.  
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or standard operating guides (SOGs) for the development of such plans; these should be updated as 
needed. 

Pu rpo se  
This document guides the way that the United States Government delivers core capabilities to protect 
people, critical assets, systems, and networks against the greatest risks to the Nation.1 The protection 
mission comprises a broad range of homeland security activity, and the Protection FIOP serves as a 
reference point that connects plans to plans and mission activities to mission activities. When Federal 
departments and agencies must conduct protection activities jointly, or act independently based on 
shared information, this FIOP provides a Federal standard for how such actions are organized and 
executed. 

As an operational plan, the Protection FIOP describes how federal departments and agencies acting 
under distinct authorities conduct protection operations in coordinated manner. The content of the 
protection concept of operations derives from the principles and concepts in the National Protection 
Framework and serves as a common reference for the development of contingency or mission 
activity specific protection plans. 

The inherent decentralization of activities in the protection missions amplifies the importance of 
information sharing and shared situational awareness for Federal partners. For example, critical 
infrastructure protection activities coordinated through sector specific plans are conducted under 
discrete authorities and independently from activities focused on defense against weapons of mass 
destruction (WMD) threats. However, in order to effectively manage the protection risks, each of 
these mission activities relies on a structure of information sharing and coordination. The same is 
true for heightened awareness, and escalated coordination of protection activities that may follow 
from elevated threats or terrorist attacks. The concept of operations described in this FIOP provides 
the necessary Federal structure for managing these protection concerns. 

Protection activities are conducted predominantly as “steady-state” operations, meaning they are 
ordered by the normal, day to day conduct of protection mission activities and the delivery of the 
protection core capabilities. But protective actions are also delivered during times of elevated threat, 
requiring departments and agencies to align activity. This FIOP provides operational guidance for 
both steady state alignment of protection activity and the operational arrangements that characterize 
enhanced or escalated decision-making and protective posture.  

                                                   

 

 

 
1 Core capabilities are defined as “distinct critical elements necessary to achieve the National Preparedness Goal.” 
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Protection capabilities are often called upon to support response and recovery activities. During these 98 
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situations, protection integrates within the mission and operational structures of response and 
recovery. This FIOP provides an overview of the way that protection connects to other mission areas, 
with special attention to the Prevention Mission, which shares some core capabilities and mission 
activities with Protection.  

The Prevention and Protection mission areas are closely linked in that Protection activities may 
uncover an imminent terrorist threat during the conduct of their steady state Protection missions, such 
as screening, search, and detection operations at borders and ports of entry, at special events, etc. 
Such threats when detected may require urgent action to resolve the immediate situation, such as 
reporting, detention, or arrest. In such cases, upon resolution of the immediate situation, the 
information and investigation must be seamlessly transition to the Prevention mission so the threat 
can be fully investigated in order to identify additional plots, accomplices, or other attacks. 

Scop e 
This document is written for and is applicable across all Federal Departments/Agencies involved in 
protecting people, critical assets, systems, and networks against the greatest risks to the Nation.3F.

2 
Additionally, it serves as a guide to the Federal Government delivery of protection core capabilities 
for State, local, tribal and territorial governments; the private sector’ non-governmental organizations 
(NGOs); and American citizens.  

The scope of the FIOP-Protection is summarized in Table 2. 

Table 2 

Scope Element Description 

Purpose Describe how the Federal government will deliver core capabilities. 

Audience Federal Departments/Agencies involved in protecting people, critical assets, 
systems, and networks against the greatest risks to the Nation. Additionally, it 
informs the U.S. “Whole of Community”4F involved in Protection and 
Protection-related activities. 

Concept of 
Operations 

Lorem Ipsum 

Core Capabilities Lorem Ipsum 

Coordination Lorem Ipsum 

                                                   

 

 

 
2 The Nation includes the 56 U.S. States, territories and possessions as defined in the Homeland Security Act of 
2002 (HSA 2002), as amended.  
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Scope Element Description 

Activities 

Alignment Lorem Ipsum 

Mission  118 
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The Federal Government leads, coordinates, and delivers Protection core capabilities in order to 
secure the homeland against acts of terrorism and manmade or natural disasters. 

O rganiza t ion  
Lorem Ipsum [This section will summarize the overall organization of the FIOP, and include a 
description of how this FIOP is tied to the National Planning system, and the architecture of Federal 
Protection plans.] 

Planning  Assu mpt ion s 
Assumptions consist of information accepted by planners as true in the absence of facts. Assumptions 
are not predictions. Assumptions are only used when facts are unavailable. Using assumptions allows 
planners to further define the scenario, identify potential response requirements, and move forward 
with the planning process. Assumptions are a baseline set for planning purposes, and they do not take 
the place of specific activities or decision points related to specific risks or mission activities. The 
following planning assumptions assist in the development of an operational environment for this 
FIOP. During protection operations, assumptions are validated as facts, as necessary. 

Nothing in this document is intended to alter or impede the ability to carry out the authorities of 
executive departments and agencies to perform their responsibilities under law and consistent with 
applicable legal authorities and other Presidential guidance. Nothing in this FIOP is intended to 
interfere with the execution of the roles and responsibilities and the authorities of individual 
departments and agencies concerning counterterrorism, counterintelligence, law enforcement, or 
other related missions. 

 Protection mission activities are conducted independently under existing authorities 

 Protection activities take place continuously and may be implemented concurrently with 
Prevention, Mitigation, Response, and Recovery capabilities. 

 Protection resources are acquired, allocated, and assigned through the normal Federal budget and 
program processes. 

 Protection responsibilities are decentralized and capabilities are distributed among Federal 
departments and agencies, depending on the mission activity. 

 Priorities to employ Federal Protection capabilities will change based on the situation during 
escalated decision-making conditions. 

 The Protection Federal Leadership Group will serve as the coordinating body for addressing 
emergent or persistent Protection issues across Federal departments and agencies. 

 While conducting responding to a suspected or actual terrorist incident, protection, prevention 
and response mission operations will be ongoing concurrently. Unity of effort will be required 
with Prevention and Response mission areas to resolve threats, save lives, and protect property. 

 All possible terrorist incidents will be treated as an act of terrorism until determined otherwise. 
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The Protection FIOP is an all-hazards plan that describes how the Federal Government will align 
Protection Mission Activity. This document describes how the Federal departments and agencies 
work together to deliver the Protection core capabilities during steady-state and escalated decision 
making operations that flow from emergent threats and elevated risks. Government and private sector 
partners may use the FIOP-Protection to inform and enable ongoing Protection planning, training, 
and exercising within their jurisdictions or organizations. 

Figure 1 

Stead y S ta te  Pro tec t ion  
Lorem ipsum [This section will describe the way that protection occurs and is coordinated during 
steady state operations]  
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Figure 2 

Protect ion  Escalat ion  
Lorem Ipsum [focus here on taking the generalized process and concept in the National Protection 
Framework, and identifying the Federal process and approach to escalation and decision making] 
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As described in the National Protection Framework, adaptable coordinating structures are essential to 
align the key roles and responsibilities to deliver the core capabilities for the Protection mission area. 
Coordinating structures also provide the mechanisms to develop and deliver core capabilities. 
National Protection relies on a robust array of existing coordinating structures. 

Aligning Coordination Mechanisms 
Lorem Ipsum 

At the Federal level, an array of coordinating structures exists to facilitate partnerships, planning, 
information sharing, and resource and operational synchronization across all aspects of the Protection 
mission area. This section focuses on the policy-level coordination conducted through White House 
leadership, public-private partnerships, and those structures that are in place or need to be established 
to ensure a coordinated approach to Protection across the whole community. 

The Federal Government promotes coordination within and across the Protection mission area 
through a wide range of coordinating structures. Under the Protection Framework, various Federal 
departments or agencies assume primary coordinating roles based on their authorities, the specific 
mission activities, and the nature of the threat or hazard. These Federal departments and agencies 
provide the basis for the ongoing coordination and collaboration that will be required to promote 
implementation and ensure the ongoing management and maintenance of the Protection Framework 
and other Protection preparedness requirements established through PPD-8. As needed, the Secretary 
of Homeland Security will convene, as appropriate, a meeting or meetings among Federal department 
and agency representatives to discuss and consider the coordination of Protection mission activities, 
focusing on the following:  

 Preparedness planning and coordination in accordance with the National Protection Framework 
and other PPD-8 implementation efforts  

 Information sharing pertinent to the Protection mission activities  

 Collaboration across the whole community 

 Addressing common concerns and recommending courses of action 

 Integration with Prevention, Mitigation, Response, and Recovery by coordinating with similar 
groups within those mission areas. 

Protection Federal Leadership 
The Federal Government will establish a Protection Framework Leadership Group (ProFLG) to 
provide a national coordinating structure focused on integrating Federal efforts to deliver Protection 
core capabilities (See ProFLG Charter in Annex A, Appendix 1). The ProFLG will consist of senior 
leaders designated by Federal departments and agencies to coordinate collectively the diverse 
protection efforts implemented across the Nation. The ProFLG will be responsible for monitoring 
and assessing the effectiveness of Protection core capabilities and work to improve the efficiency and 
effectiveness of Federal interagency coordination practices and operations regarding how the Nation 
manages risk through Protection core capabilities. 

The ProFLG will work to advance the principles and objectives of the National Protection 
Framework (NPF) and this Protection FIOP. It will provide a forum for information exchange, share 
best practices and updates on programs and policies that directly affect the NPF, and set the strategic 
national direction and integrated priorities relative to implementation of the NPF. 
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When needed and appropriate, the ProFLG, in consultation with the National Security 
Council/Domestic Resilience Group, will coordinate interagency decision-making during periods of 
escalated deployment of protection capabilities. It will elevate unresolved policy, program, and 
operational issues to the Disaster Resilience Group (DRG), make recommendations on interagency 
protection policies and practices during routine and escalated periods, and provide guidance on 
resolving disagreements among ProFLG members. 

In support of PPD-8 requirements and consistent with the National Infrastructure Protection Plan 
(NIPP), the ProFLG will be chaired by the Undersecretary of the National Protection and Programs 
Directorate (NPPD) or designee. The Group will be managed through a Secretariat that rotates 
annually among member departments or agencies. 

National Security Council 
The National Security Council (NSC) is the principal forum for consideration of national and 
homeland security policy issues requiring Presidential determination. The NSC, which brings 
together Cabinet officers and other department or agency heads as necessary, provides national 
strategic and policy advice to the President on a range of Protection issues. 

Trans-border Security Interagency Policy Committee 
The Trans-Border Security Interagency Policy Committee (IPC) provides policy coordination, 
dispute resolution, and periodic in-progress reviews for the development of national-level 
performance objectives to achieve the National Preparedness Goal’s core capabilities for Protection, 
as well as for the development of the National Protection Framework. 

Federal Departments and Agencies 
The Federal Government promotes coordination within and across the Protection mission area 
through a wide range of coordinating structures. Under the Protection Framework, various Federal 
departments or agencies assume primary coordinating roles based on their authorities, the specific 
mission activities, and the nature of the threat or hazard. These Federal departments and agencies 
provide the basis for the ongoing coordination and collaboration that will be required to promote 
implementation and ensure the ongoing management and maintenance of the Protection Framework 
and other Protection preparedness requirements. 

In addition to the Secretary of Homeland Security’s responsibilities as described in Homeland 
Security Presidential Directive (HSPD)-5, PPD-8 states, “The Secretary of Homeland Security is 
responsible for coordinating the domestic all-hazards preparedness efforts of all executive 
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departments and agencies, in consultation with state, local, tribal, and territorial governments, NGOs, 249 
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private-sector partners, and the general public.”3 PPD-8 further states that the heads of all executive 
departments and agencies with a role in Protection are responsible for national preparedness efforts 
consistent with their statutory roles and responsibilities 

25

4 

The Secretary of Homeland Security is the principal Federal official for domestic incident 
management per HSPD-5.5 In executing this responsibility, the Secretary must remain aware of 
incidents as they emerge and the actions taken by the Nation related to those incidents. The National 
Operations Center (NOC) provides this service to the Secretary. The below graphic depicts how 
information is coordinated from the local level to build a national common operating picture (COP). 

National-Level Partnership Councils 
The National Infrastructure Protection Plan (NIPP) promotes the use of a sector partnership model as 
the primary organizational structure for coordinating infrastructure protection efforts and activities. 
Federal Sector-Specific Agencies (SSAs) are responsible for critical infrastructure protection 
activities in specified sectors. Each sector has built partnerships with sector stakeholders, including 
facility owners and operators; Federal, state, and local government agencies; the law enforcement 
community; trade associations; and state homeland security advisors.6 SSAs are responsible for 
working with both public and private partners to develop protective programs and resilience 
strategies. 

The NIPP sector partnership model encourages formation of Sector Coordinating Councils (SCCs) 
and Government Coordinating Councils (GCCs). Together, SCCs and corresponding GCCs create a 
coordinated national structure for infrastructure protection within and across sectors. Additional 
information on the coordinating councils can be found in the NIPP.27F

7 

                                                   

 

 

 
3 White House, Presidential Policy Directive 8: National Preparedness, Washington, DC, March 30, 2011. 
4 Specific statutory and other responsibilities for DHS and other Federal departments and agencies are identified in 
[MISSING WORDS] and its footnotes. 
5 Except for those activities that may interfere with the authority of the Attorney General or the FBI Director, as 
described in PPD-8. 
6 The Sector-Specific Agencies responsible for critical infrastructure protection for specified sectors were 
established under the authority of Homeland Security Presidential Directive 7 (HSPD-7), Critical Infrastructure 
Identification, Prioritization, and Protection and are identified in the National Infrastructure Protection Plan. 
7 The National Infrastructure Protection Plan (NIPP). 
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protection, maritime security, transportation security, cybersecurity28F

8, and health security—the 
established sector, government, and coordinating councils and information-sharing mechanisms 
provide the foundation for Protection planning, risk management, and the implementation of 
protective programs for critical infrastructure.  

Integration of Federal Capabilities with Other Partners 
The US Government uses a variety of coordination mechanisms to ensure the Nation is protected 
from all threats and all hazards. Because the Protection mission area is ongoing and does not stop, 
coordination mechanisms must exist in a constant and flexible posture. 

To this end, the Federal Government hosts a variety of regionally-focused, cross-capability forums to 
combine and coordinate resources, authorities and mission to achieve the Protection mission. 
Examples of these forums include the US Secret Service Electronic Crimes Task Forces and the 
Federal Bureau of Investigation’s (FBI) InfraGard.9 Department of Homeland Security (DHS) also 
staffs Protective Service Advisers in the field that assists in information sharing and preparedness 
activities across a variety of partners. These regional forums and imbedded personnel share 
appropriate information with state and national bodies to ensure protection capabilities at all levels of 
government are operating to achieve common goals and objectives.  

Core Cap abi l i t ies  
Lorem Ipsum [This section will provide an overview of the Protection core capabilities within the 
Federal sphere, and will point to the discrete core capability appendices to annex B as constructs for 
Federal planning to develop and test federal capability based plans.] 

8 The Cyber UCG [Unified Coordination Group] is an interagency and inter-organizational coordination body that 
incorporates public and private sector officials. It works during steady-state to ensure unity of NCCIC coordination 
and preparedness efforts and to facilitate the rapid response in case of a Significant Cyber Incident. The Cyber UCG 
is a pool of individuals that works to ensure centralized coordination and execution can take place effectively. It is 
composed of senior officials and staff that have been pre-selected by the leadership of their department, agency, or 
organization. Per DHS CS&C, NCIRP, p.16 
9 FBI InfraGard is a partnership between the FBI and the private sector. InfraGard is an association of businesses, 
academic institutions, State and local law enforcement agencies, and other participants dedicated to sharing 
information and intelligence to prevent hostile acts against the United States. 
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Protection Core Capabilities Description 

292 

Planning 

Public Information and Warning 

Operational Coordination 

Access Control and Identity Verification 

Intelligence and Information Sharing 

Interdiction and Disruption 

Screening, Search, and Detection 

Physical Protective Measures 

Risk Management for Protection Programs and 
Activities  

Cybersecurity 

Supply Chain Integrity and Security 

Coord in at ing  Act iv i t i es  293 
294 
295 
296 
297 
298 
299 

300 
301 
302 
303 
304 
305 
306 

307 

Protection covers multiple spheres of operation. These stem from statutory authorities and existing 
federal coordination structures that are led, coordinated, and integrated by the Federal Government to 
secure the homeland against acts of terrorism and manmade or natural disasters. Protection mission 
activities are existing means of ordering and coordinating the Protection mission, and maintain plans, 
coordination structures and resource arrangements. The Protection FIOP describes the way that 
Departments and Agencies align separate Protection mission activities. 

This FIOP contains separate Protection Activity Annexes that provide a description of Federal 
department and agencies responsibilities and coordinating structures for existing Protection mission 
activities as well as how they engage and contribute to the delivery of core capabilities discussed in 
the National Protection Framework. The Protection mission activities addressed in this FIOP are not 
an exhaustive or exclusive list. As Protection concerns emerge, the mission adapts and evolves to 
address them. The ten coordinating activities described in this FIOP are existing means of conducting 
Protection activity within distinct and established domains of operation. 

The Protection mission activities and associated Annexes addressed in this FIOP are: 

Table 3 
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 Border Security. Securing U.S. air, land, and sea ports and borders against the illegal flow of 308 
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318 
319 
320 

321 
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323 
324 

325 
326 

327 
328 

people and goods, while facilitating the flow of lawful travel and commerce.

 Critical Infrastructure Protection. Protecting the physical and cyber elements of critical 
infrastructure. This includes actions to deter the threat, reduce vulnerabilities, or minimize the 
consequences associated with a terrorist attack, natural disaster, or manmade disaster. Critical 
Infrastructure Protection is an element of critical infrastructure security and resilience as detailed 
in Presidential Policy Directive 21: Critical Infrastructure Security and Resilience.10 

 Cybersecurity. Securing the cyber environment and infrastructure from unauthorized or 
malicious access, use, or exploitation while protecting privacy, civil rights, and other civil 
liberties. 

 Defense Against Weapons of Mass Destruction (WMD) Threats. Protecting the Nation from 
threats associated with WMD and related materials and technologies including their malicious 
acquisition, movement, and use within the United States. 

 Defense of Agriculture and Food. Defending agriculture and food networks and systems from 
all-hazards threats and incidents.11 

 Health Security. Securing the Nation and its people to be prepared for, protected from, and 
resilient in the face of health threats or incidents with potentially negative health consequences. 

 Immigration Security. Securing the Nation from illegal immigration through effective and 
efficient immigration systems and processes that respect human and civil rights. 

 Maritime Security. Securing U.S. maritime infrastructure, resources, and the Marine 
Transportation System from terrorism and other threats and hazards and securing the homeland 

10 Critical infrastructure, as defined in PPD-21, includes those systems and assets, whether physical or virtual, so 
vital that the incapacity or destruction of such may have a debilitating impact on the security; economy; public 
safety or health; environment; or any combination of these matters, across any jurisdiction. Critical infrastructure 
security and resilience addresses sectors along common functions that include chemical; commercial facilities; 
communications; critical manufacturing; dams; defense industrial base; emergency services; energy; financial 
services; food and agriculture; government facilities; healthcare and public health; information technology; nuclear 
reactors, materials, and waste; transportation systems; and water and wastewater systems. 
11 Core capabilities for Protection align with policy established in HSPD 9: Defense of United States Agriculture and 
Food to include identifying and prioritizing sector critical infrastructure; developing awareness and early warning 
capabilities; mitigating vulnerabilities; and enhancing screening procedures. 
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from an attack from the sea, while preserving civil rights, respecting privacy and protected civil 329 
330 
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335 
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339 
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341 
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343 

344 

liberties, and enabling legitimate travelers and goods to move efficiently without fear of harm or 
significant disruption. 

 Protection of Key Leadership and Events. Safeguarding government executive leadership from 
hostile acts by terrorists and other malicious actors and to ensure security at events of national 
significance.12 

 Transportation Security. Securing U.S. transportation systems and the air domain against 
terrorism and other threats and hazards, while preserving civil rights, respecting privacy and 
protected civil liberties, and enabling legitimate travelers and goods to move without fear of harm 
or significant disruption. 

Aligning Protection Mission Activity 
Lorem ipsum [This section provides an operational construct for how mission activities and 
coordination structures are mutually aligned, and relate to the Protection Federal Leadership group as 
the executive coordination structure for Protection operations.] 

12 Key leaders are defined as current and former Presidents, Vice Presidents, their families, and others granted such 
protection under Title 18 U.S.C. Sections 3056 and 3056A. Events of national significance fall within two 
categories: National Special Security Events (NSSE) as defined in Title 18, U.S.C. Section 3056 and further 
clarified in PPD-22, and events assessed under the Special Event Assessment Rating (SEAR) process by the 
Department of Homeland Security (DHS) and the Federal Bureau of Investigation (FBI) based on input from 
Federal, state, and local law enforcement entities. 
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Annex  A:  Al ignment  347 
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In teg ra t ion  wi th  Exist ing  P lan s,  St rateg ies ,  &  Doctr in e  
There are a number of existing plans, strategies, and doctrinal publications which provide the 
foundation for the FIOP-Protection. These documents set the conditions to enable the Federal 
government to deliver Protection core capabilities for each of the ten mission activities. Key 
Protection related Federal plans, strategies, and doctrine are provided below (this list is not intended 
to be all inclusive, and additional publications are provided for each of the ten mission activities in 
Annex F): 

Relat ionship  wi th  Oth er  Miss ion  Area  Nat ion al  F rameworks &  IOPs 
The National Preparedness Goal is designed to prepare our Nation for the risks that will severely tax 
our collective capabilities and resources. Each of the five mission areas serve as an aid in organizing 
national preparedness activities, and do not constrain or limit integration across mission areas and 
core capabilities. Mission area coordination (command, control, and communication) is conducted 
through established organizational protocols with other mission areas. These mission areas exist 
along a continuum, and there is a dynamic interplay between and among them and even some 
commonality in the core capabilities essential to each (A summary of the mission area alignments is 
provided in Table 4) 
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Table 4 366 

Relationship of the Protection Mission Area with the Other Mission Areas 

 Prevention Mitigation Response Recovery 

Definition The capabilities necessary to 
avoid, prevent, or stop a 
threatened or actual act of 
terrorism. For the purposes of 
the prevention framework called 
for in PPD-8, the term 
“prevention” refers to preventing 
imminent threats. 

The capabilities necessary to 
reduce loss of life and property 
by lessening the impact of 
disasters. 

The capabilities necessary to 
save lives, protect property 
and the environment, and 
meet basic human needs 
after an incident has 
occurred. 

The capabilities necessary to 
assist communities affected by 
an incident to recover 
effectively. 

Alignment  The Prevention mission area 
focuses on those intelligence, 
technical, and law enforcement 
actions which prevent an 
adversary from carrying out an 
attack within the United States 
when the threat is imminent in 
order to thwart an initial or 
follow-on terrorist attack. 
Protection activities, on the 
other hand, focus on measures 
that detect, deter, and/or disrupt 
terrorist surveillance, planning, 
and/or execution activities or 
deter and disrupt other threats 
and hazards and, like 
mitigation, focus on minimizing 
the consequences of significant 
events. In some cases, the 
same capabilities that are used 
for protection functions are also 
used in prevention operations. 
Other activities considered 
preventative, such as disease 
prevention and cybersecurity, 
fall under the Protection 

The Mitigation and Protection 
Mission Areas work together to 
ensure the nation is resilient. 
Activities in the Mitigation and 
Protection missions typically 
are performed in a steady-state 
or well before an event. 
Protection places particular 
emphasis on security and 
deterring threats, while 
mitigation emphasizes 
achieving resilience by 
reducing vulnerabilities. Both 
seek to minimize 
consequences and include 
critical infrastructure security 
and resilience. Risk analysis is 
necessary to effectively design 
successful strategies for 
mitigation and protection. 
Integration of risk information, 
planning activities, and 
coordinating structures reduces 
duplication of effort and 
streamlines risk management 
actions in both mission areas  

The Response and Protection 
Mission Areas will occur 
concurrently. Protection does 
not cease during Response. 
Protection capabilities 
deployed to support response 
efforts conform to and 
integrate into response 
organizational structures 
including the Incident 
Command System and the 
Emergency Support Function 
structures. 
Analytic products developed 
in support of Protection 
activities during steady state 
conditions are also designed 
to support Response 
planning efforts, and provide 
the basis for operational 
planning during incident 
response. 
Assessments of infrastructure 
impacts, and prioritization 
efforts during response also 
rely on the structures and 

The Recovery and Protection 
Mission Areas will occur 
concurrently. Protection does 
not cease during Recovery. 
Coordination with the pre- and 
post-disaster recovery plans 
will ensure a resilient recovery 
process that takes protection 
into account. Protection and 
mitigation focus on a 
sustainable economy and 
community resilience and not 
just the swift restoration of 
infrastructure, buildings, and 
services. 
Establishing recovery 
priorities, and ensuring that 
resilience and risk 
management are central to the 
recovery effort, requires the 
Protection mission to structure 
its activities in a way that 
supports Recovery efforts. 
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Relationship of the Protection Mission Area with the Other Mission Areas 

 Prevention Mitigation Response Recovery 
mission. 
Prevention and Protection 
operate simultaneously and to 
provide for seamless integration 
when needed. For example, 
during a period of imminent 
terrorist threat, Prevention 
activities may focus on 
information sharing, law 
enforcement operations, and 
other activities to prevent, deter, 
and preempt terrorism. 
Protection may assess the 
increased risks and coordinates 
the information sharing and 
other actions needed to 
enhance specific protective 
measures.  

relationships developed 
within the Protection mission 

 367 

   368 
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Appendix 1 to Annex A: Protection Federal  Leadership 369 
370 
371 
372 

373

374

 

 

 

   

Group Charter 
Lorem Ipsum. [This section will contain information relating to the composition and conduct of a 
Protection Federal Leadership Group.] 
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Appendix 2 to Annex A: Networked Coordination 375 
376 
377 
378
379
380

 
 
 

 
 
   

Lorem Ipsum [this section will lay out further detailed principles for the inter-organizational 
coordination model for federal protection activities.] 
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Annex  B:  Protect ion  P lanning 381 

382 
383 
384 

385 
386 
387 

388 
389 

390 
391 

392 
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394 

395 
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398 

399 
400 

401 
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403 
404 
405 

406 
407 
408 
409 
410 
411 
412 
413 

414 
415 
416 
417 

Planning  
[Lorem Ipsum. This section will outline the manner in which Federal agencies conduct Protection 
mission planning activity.] 

Delivery of Federal Planning to the Mission Area 
 Provide a flexible Federal planning process that builds on existing plans and facilitates the 

development of additional plans to Protection stakeholders. 

 Sustain existing and establish new information sharing mechanisms among Protection 
stakeholders to enable planning/protection of critical infrastructures within jurisdictions. 

 Support the training of State, local, tribal, territorial, private sector, and non-profit planners using 
approved Federal planning process and current best-practices. 

 Provide standard Federal metrics to facilitate the identification/prioritization of critical 
infrastructure and determination of risk. 

 Integrate Federal grants to support funding of Protection planning efforts as appropriate. 

 Provide a national vulnerability assessment capability to support vulnerability assessments, 
perform risk analyses, identify capability gaps, and coordinate protective measures on an ongoing 
basis in conjunction with the private sector and Federal, state, and local organizations and 
agencies. 

 Develop and disseminate a series of Federal Protection resilience, and continuity plans and 
programs to address protection specific requirements. 

 Develop, coordinate, and execute protection related- exercises on a recurring annual basis; 
Lessons learned will be integrated into plans, policies, and procedures as appropriate. 

Federal Planning Critical Tasks 
 [Critical tasks the Federal government will execute to deliver, synchronize, and integrate the 

planning cross-cutting core capability] 

In summary, Federal Departments and Agencies will identify their ability to assess the threat, 
identify authorities for key decision points, deploy and employ assets and capabilities, and identify 
requirements and request support, in order to protect people, critical assets, systems, and networks 
against the greatest risks to the Nation. Planning activities will also identify assumptions to inform 
decision-making. If necessary, departments and agencies will adjust their operational plans based on 
direction from the President of the United States. Prior to such direction, departments and agencies 
will execute their roles and responsibilities pursuant to law, national policy, national plans, and their 
respective agency plans. 

Publ i c  In format ion  & Warn ing  
Public information and warning is delivering coordinated, prompt, reliable, and actionable 
information to the whole community through the use of clear, consistent, accessible, and culturally 
and linguistically appropriate methods. 
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Delivery of Public Information and Warning to the Mission Area 418 
419 
420 
421 

422 
423 
424 

425 
426 
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429 
430 
431 

432 
433 
434 
435 

436 
437 

438 
439 
440 

441 
442 
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444 
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44

44

6 

7 

 

   

The Federal government will develop executable multi-echelon plans to provide whole of community 
information sharing among all levels of government. This includes, but is not limited to, the 
following activities: 

 Establish mechanisms and provide the full spectrum of support necessary for appropriate and 
ongoing information sharing among all levels of government, the private sector, 
nongovernmental organizations, and the public. 

 Integration of appropriate coordination mechanisms (such as the Integrated Public Alert and 
Warning System, National Terrorism Advisory System , and social media sites and technology 

 Establish coordination mechanisms that facilitate the rapid exchange of information sharing 
among stakeholders during steady-state, escalated decision making and response environments. 

Federal Public Information and Warning Critical Tasks 
 [Critical tasks the Federal government will deliver, synchronize, and integrate the public 

information and warning] 

Op erat ion al  Coord in at ion  
Operational coordination is establishing and maintaining unified and coordinated operational 
structures and processes that appropriately integrate all critical stakeholders and support the 
execution of core capabilities. 

Delivery of Operational Coordination to the Mission Area 
[Lorem Ipsum] 

Federal Operational Coordination Critical Tasks 
 [Critical tasks the Federal government will deliver, synchronize, and integrate operational 

coordination] 

For Operational Coordination, all Federal departments and agencies will execute their individual 
authorities as stated in law or guidance. Each department and agency will coordinate their activities 
through their operations centers through means such as liaisons or reports. The Protection Federal 
Leadership group will coordinate issues across operational levels to ensure operations across the 
Federal Government are coordinated for unity of effort. 
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Appendix 1 to Annex B: Access Control  and Identi ty 
Veri f ication  
[Lorem Ipsum. Core capability appendices will provide greater detail and description of the way that 
individual core capabilities are developed and coordinated at the Federal level.] 



PPD8-ENGAGEMENT@FEMA.DHS.GOV Protection Federal Interagency Operational Plan 

 

PRE-DECISIONAL DRAFT NATIONAL ENGAGEMENT DRAFT 24 

Appendix 2 to Annex B: Intel l igence and Information 455 
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Sharing  
[Lorem Ipsum. Core capability appendices will provide greater detail and description of the way that 
individual core capabilities are developed and coordinated at the Federal level.] 

Intelligence and Information Sharing capabilities involve the effective implementation of the 
intelligence cycle and information fusion processes by local, state, tribal, territorial, and Federal 
intelligence entities, the private sector, and the public to develop situational awareness of potential 
threats and hazards within the United States. 

Delivery of Intelligence and Information Sharing to the Mission Area 
The Federal government will monitor, gather, and analyze intelligence and information in order to 
protect people, critical assets, systems, and networks against the greatest risks to the Nation. This 
includes, but is not limited to: 

 Establish and update national, state, local and regional education awareness programs to facilitate 
information/intelligence sharing among all Protection stakeholders. 

 Recurring training and exercising of intelligence/information sharing at multiple levels and 
echelons – integration of lessons learned as appropriate 

 Establish and implementation of routine exchange of security information—including threat 
assessments, alerts, attack indications and warnings, and advisories—among Protection 
stakeholders at all levels and echelons. 

 Production and dissemination of relevant, timely, accessible, and actionable intelligence and 
information products to others as applicable (including ‘tear lines’ to facilitate information 
sharing) 

 Education of stakeholders on safeguarding and sharing of sensitive and classified information. 

Federal Intelligence and Information Sharing Critical Tasks 
Critical tasks the Federal government will deliver, synchronize, and integrate the intelligence and 
information sharing are identified in the figure below. 

 Monitor, detect, and analyze threats and hazards to public safety, health, and security, which 
include: 

 Participation in local, state, tribal, territorial, regional, and national education and awareness 
programs. 

 Participation in the routine exchange of security information—including threat assessments, 
alerts, attack indications and warnings, and advisories—among partners. 

 Determine requirements for Protection stakeholder intelligence, information, and information 
sharing. 

 Develop or identify and provide access to mechanisms and procedures for intelligence and 
information sharing between the public, private sector, and government Protection partners. 

 Using intelligence processes, produce and deliver relevant, timely, accessible, and actionable 
intelligence and information products to others as applicable, to include partners in the other 
mission areas. 
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Adhere to appropriate mechanisms for safeguarding sensitive and classified information. 494 
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Federal Personnel and Resources 
[A summary of resources required to deliver this Protection core capability] 
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Appendix 3 to Annex B: Interdict ion and Disruption 500 
501 
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519 

[Lorem Ipsum. Core capability appendices will provide greater detail and description of the way that 
individual core capabilities are developed and coordinated at the Federal level.] 

Interdiction and disruption is the delaying, diverting, intercepting, halting, apprehending, or securing 
threats and/or hazards. 

These threats and hazards include people, materials, or activities that pose a threat to the Nation, 
including domestic and transnational criminal and terrorist activities and the unlawful movement and 
acquisition/transfer of chemical, biological, radiological, nuclear, and explosive (CBRNE) materials 
and related technologies. 

Delivery of Interdiction and Disruption to the Mission Area 
In the context of Protection this capability includes interdiction and disruption activities conducted 
by law enforcement and public and private sector security personnel during the course of their 
routine duties, including the enforcement of border authorities at and between ports of entry into the 
United States. It might also include urgent activities required when an imminent threat is encountered 
unexpectedly through the course of day to day protection activities. 

Federal Interdiction and Disruption Critical Tasks. 
 [Critical tasks the Federal government will deliver, synchronize, and integrate interdiction and 

disruption] 
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Appendix 4 to Annex B: Screening,  Search,  and Detection 520 
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[Lorem Ipsum. Core capability appendices will provide greater detail and description of the way that 
individual core capabilities are developed and coordinated at the Federal level.] 

Identifying, discovering, or locating threats and/or hazards through active and passive surveillance 
and search procedures. These activities may include the use of systematic examinations and 
assessments, sensor technologies, disease surveillance, laboratory testing, or physical investigation 
and intelligence. 

Delivery of Screening, Search, and Detection to the Mission Area 
The Federal government will apply active and passive surveillance and search procedures to identify, 
discover, or locate threats or hazards. This includes, but is not limited to: 

 Use of systematic examinations and assessments, sensor technologies, public health disease 
surveillance, laboratory testing, or physical investigation and intelligence. 

 Employment of personnel and resources to locate persons and criminal/terrorist networks 
associated with a potential threat. 

 Establishment of integrated national, regional, and local mechanisms to develop and engage an 
observant Nation (individuals, families, communities, and state and local government and private 
sector partners). 

 Active integrated screening of persons, baggage, mail, cargo, and conveyances using technical, 
non-technical, intrusive, and non-intrusive means.  

 Establish training /periodic exercising of all surveillance and search procedures; integration of 
lessons learned as appropriate. 

 Periodic physical searches within established legal authorities and protocols. 

 Implementation of CBRNE search and detection operations. 

 Conduct ambient and active detection of CBRNE agents. 

 Operate safely in a hazardous environment. 

 Conduct technical search and detection operations. 

 Consider deployment of Federal teams and capabilities to enhance capabilities to enhance state 
and local efforts, including use of incident assessment and awareness assets. 

 Establish nation-wide CBRNE surveillance of health threats and hazards 

 Integrate Federal grant programs to support programs and initiatives  

Federal Screening, Search, and Detection Critical Tasks 
Federal government actions to deliver synchronize and integrate intelligence and information sharing 
functions.  

 [Critical tasks the Federal government will deliver, synchronize, and integrate screening, search, 
and detection] 
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Appendix 5 to Annex B: Physical  Protective Measures  557 
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[Lorem Ipsum. Core capability appendices will provide greater detail and description of the way that 
individual core capabilities are developed and coordinated at the Federal level.] 
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Appendix 6 to Annex B: Risk Management for Protection 562 
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Programs and Activi t ies  
[Lorem Ipsum. Core capability appendices will provide greater detail and description of the way that 
individual core capabilities are developed and coordinated at the Federal level.] 
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Appendix 7 to Annex B: Cybersecurity 568 
569 
570 

571 

572 

 

   

[Lorem Ipsum. Core capability appendices will provide greater detail and description of the way that 
individual core capabilities are developed and coordinated at the Federal level.] 
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Appendix 8 to Annex B: Supply Chain Integri ty and 573 
574 
575 
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578 

Security 
[Lorem Ipsum. Core capability appendices will provide greater detail and description of the way that 
individual core capabilities are developed and coordinated at the Federal level.] 
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Annex  C:  Coord inat ing  Act ivi t ies  579 

580 
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This annex provides a summary of the concept, plans, arrangements and key authorities that 
coordinate protection mission activity across ten major areas. As described in the base plan the 
protection mission activities addressed in this FIOP are not an exhaustive or exclusive list. As 
Protection concerns emerge, the mission adapts and evolves to address them. The ten coordinating 
activities described in this FIOP are existing means of coordinating Protection activity within distinct 
and established domains of operation: 

 Border Security. Securing U.S. air, land, and sea ports and borders against the illegal flow of 
people and goods, while facilitating the flow of lawful travel and commerce. 

 Critical Infrastructure Protection. Protecting the physical and cyber elements of critical 
infrastructure. This includes actions to deter the threat, reduce vulnerabilities, or minimize the 
consequences associated with a terrorist attack, natural disaster, or manmade disaster. Critical 
Infrastructure Protection is an element of critical infrastructure security and resilience as detailed 
in Presidential Policy Directive 21: Critical Infrastructure Security and Resilience.13 

 Cybersecurity. Securing the cyber environment and infrastructure from unauthorized or 
malicious access, use, or exploitation while protecting privacy, civil rights, and other civil 
liberties. 

 Defense Against Weapons of Mass Destruction (WMD) Threats. Protecting the Nation from 
threats associated with WMD and related materials and technologies including their malicious 
acquisition, movement, and use within the United States. 

 Defense of Agriculture and Food. Defending agriculture and food networks and systems from 
all-hazards threats and incidents.14  

                                                   

 

 

 
13 Critical infrastructure, as defined in PPD-21, includes those systems and assets, whether physical or virtual, so 
vital that the incapacity or destruction of such may have a debilitating impact on the security; economy; public 
safety or health; environment; or any combination of these matters, across any jurisdiction. Critical infrastructure 
security and resilience addresses sectors along common functions that include chemical; commercial facilities; 
communications; critical manufacturing; dams; defense industrial base; emergency services; energy; financial 
services; food and agriculture; government facilities; healthcare and public health; information technology; nuclear 
reactors, materials, and waste; transportation systems; and water and wastewater systems. 
14 Core capabilities for Protection align with policy established in HSPD 9: Defense of United States Agriculture and 
Food to include identifying and prioritizing sector critical infrastructure; developing awareness and early warning 
capabilities; mitigating vulnerabilities; and enhancing screening procedures. 
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 Health Security. Securing the Nation and its people to be prepared for, protected from, and 601 
602 

603 
604 

605 
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608 
609 

610 
611 
612 

613 
614 
615 
616 

617 
618 
619 

resilient in the face of health threats or incidents with potentially negative health consequences. 

 Immigration Security. Securing the Nation from illegal immigration through effective and 
efficient immigration systems and processes that respect human and civil rights. 

 Maritime Security. Securing U.S. maritime infrastructure, resources, and the Marine 
Transportation System from terrorism and other threats and hazards and securing the homeland 
from an attack from the sea, while preserving civil rights, respecting privacy and protected civil 
liberties, and enabling legitimate travelers and goods to move efficiently without fear of harm or 
significant disruption. 

 Protection of Key Leadership and Events. Safeguarding government executive leadership from 
hostile acts by terrorists and other malicious actors and to ensure security at events of national 
significance.15 

 Transportation Security. Securing U.S. transportation systems and the air domain against 
terrorism and other threats and hazards, while preserving civil rights, respecting privacy and 
protected civil liberties, and enabling legitimate travelers and goods to move without fear of harm 
or significant disruption. 

 
 
   

                                                   

 

 

 
15 Key leaders are defined as current and former Presidents, Vice Presidents, their families, and others granted such 
protection under Title 18 U.S.C. Sections 3056 and 3056A. Events of national significance fall within two 
categories: National Special Security Events (NSSE) as defined in Title 18, U.S.C. Section 3056 and further 
clarified in PPD-22, and events assessed under the Special Event Assessment Rating (SEAR) process by the 
Department of Homeland Security (DHS) and the Federal Bureau of Investigation (FBI) based on input from 
Federal, state, and local law enforcement entities. 
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Appendix 1 to Annex C: Border Security 620 
621 

622 
623 

624 
625 

626 
627 

628 
629 
630 
631 

632 

633 

634 

635 

636 

637 

638 

639 

640 

641 

642 
643 

644 
645 

Lorem Ipsum (mission activity introduction and summary) 

Concept of Operations 
Lorem Ipsum 

Coordination Structures 
Lorem Ipsum 

Existing Plans etc. 
Lorem Ipsum 

Key Authorities and References. 
The following laws, policy directives, strategies, plans, and executive orders are included in addition 
to the general authorities/references provided in the base plan for the Border Security Mission 
Activity. 

 National Southwest Border Counternarcotics Strategy (June 2009) 

 The National Security Strategy, May 2010. 

 The Partnership for 21st Century U.S. Southwest Border Security, April 2010. 

 National Northern Border Counter Drug Strategy 

 The 2010 National Drug Control Strategy. 

 The Quadrennial Homeland Security Review (QHSR), February 2014. 

 The Quadrennial Defense Review (QDR), February 2010. 

 The National Interdiction Command and Control Plan (NICCP), March 2010. 

 The Department of Justice Strategy for Combating Mexican Cartels, November 2009. 

 The Maritime Operations Coordination Plan (MOC-P) 

Other. 
  

 
 
   646 



PPD8-ENGAGEMENT@FEMA.DHS.GOV Protection Federal Interagency Operational Plan 

 

PRE-DECISIONAL DRAFT NATIONAL ENGAGEMENT DRAFT 35 

Appendix 2 to Annex C: Cri t ical  Infrastructure Protection 647 
648 
649 
650 
651 
652 
653 
654 
655 
656 
657 
658 
659 
660 
661 
662 
663 
664 
665 
666 
667 
668 
669 
670 
671 
672 
673 

674 
675 
676 
677 
678 
679 
680 

681 
682 
683 
684 
685 
686 

687 
688 

689 
690 

The Federal Government capability to secure the nation’s critical infrastructure against acts of 
terrorism and manmade or natural disasters is comprised of critical infrastructure protection activities 
that promote security by reducing the likelihood of incidents occurring, and enhance resilience by 
reducing the impact and/or duration of disruptive events on critical infrastructure. The effectiveness 
of these activities rely upon the close coordination and alignment of practices and functional 
relationships across the Federal Government including partnerships with State, local, tribal and 
territorial (SLTT) entities, and critical infrastructure partners (including owners and operators). The 
National Infrastructure Protection Plan (NIPP) – NIPP 2013: Partnering for Critical Infrastructure 
Security and Resilience – outlines how government and private sector participants in the critical 
infrastructure community work together to manage risks and achieve security and resilience 
outcomes. The NIPP builds upon the critical infrastructure risk management framework of previous 
versions of the NIPP and establishes a vision, mission, and goals that are supported by a set of core 
tenets focused on risk management and partnership to influence future critical infrastructure security 
and resilience planning at the international, national, regional, SLTT, and owner and operator levels. 
The NIPP 2013 recognizes the overarching concepts relevant to all critical infrastructure sectors and 
addresses the physical, cyber, and human considerations required for effective implementation of 
comprehensive programs. The NIPP 2013 includes a “Call to Action,” which guides the collaborative 
efforts of the critical infrastructure community to advance security and resilience under three broad 
activity categories: building upon partnership efforts, innovating in managing risk, and focusing on 
outcomes. The NIPP 2013 also includes the overarching framework for a structured partnership 
approach between the government and private sector for protection, security, and resilience of critical 
infrastructure. It establishes the mechanisms for collaboration between private sector owners and 
operators and government agencies as well as the requirements for partnerships between the Federal 
Government; critical infrastructure owners and operators, and SLTT government entities. The 
sections below outline Federal Government roles responsibilities within the NIPP partnerships in 
pursuit of critical infrastructure protection activities. 

Concept of Operations 
Title II of the Homeland Security act of 2002 (as amended) details DHS’s responsibilities as lead 
agency for critical infrastructure protection. Pursuant to Presidential Policy Directive – 21: Critical 
Infrastructure Security and Resilience (PPD-21), because each critical infrastructure sector has 
unique characteristics, operating models, and risk profiles, Sector-Specific Agencies (SSA) that have 
institutional knowledge and specialized expertise about each sector have been identified. 
Descriptions of lead and SSA roles and responsibilities are below.  

Lead Agency 
The Secretary of Homeland Security provides strategic guidance, promotes a national unity of effort, 
and coordinates the overall Federal effort to promote the security and resilience of the Nation’s 
critical infrastructure. DHS’s responsibilities as SSA or co-SSA for multiple sectors are described in 
the SSAs sections below. In carrying out the responsibilities of the Homeland Security Act of 2002, 
as amended, the Secretary of Homeland Security: 

 Evaluates national capabilities, opportunities, and challenges in securing and making resilient 
critical infrastructure;  

 Analyzes threats to, vulnerabilities of, and potential consequences from all hazards on critical 
infrastructure;  
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engagement with all critical infrastructure sectors;  

 Develops a national plan and metrics, in coordination with SSAs and other critical infrastructure 
partners;  

 Integrates and coordinates Federal cross-sector security and resilience activities; 

 Identifies and analyzes key interdependencies among critical infrastructure sectors; and 

 Reports on the effectiveness of national efforts to strengthen the Nation’s security and resilience 
posture for critical infrastructure. 

DHS contains a cyber and physical critical infrastructure function that coordinates the effort to 
protect and enhance the resilience of the nation’s physical and cyber infrastructure as well as execute 
responsibilities as the SSA for multiple sectors as described in the SSA sections below. This function 
also contains the designated national cyber and physical critical infrastructure centers as described 
below. The cyber and physical critical infrastructure function responsibilities include: 

 Providing situational awareness of critical infrastructure protection issues and activities by 

• Developing and analyzing information, including: 

o Incident reporting, open source reporting, field reports and assessments 

o Modeling and simulation 

o .gov domain monitoring 

o Dynamic prioritization of infrastructure 

o Risk analysis 

• Sharing information across the government and private sector, including: 

o Data integration and visualization 

o Information exchange on threats and hazards 

 Identifying and enabling risk mitigation and reduction through: 

• Partnerships and capacity building: 

o Working with critical infrastructure owners and operators in the field and at the national 
level to identify risks and promote best practices 

o Guiding the national unity of effort for critical infrastructure and resilience 

o Providing technical assistance to build capacity and mitigate risks 

• Conducting and supporting assessments: 

o Conducting and supporting vulnerability and consequence assessments, including 
infrastructure sector-specific assessments, key asset assessments, and regional 
assessments 

o Conducting Federal facility assessments 

 Protecting physical and cyber infrastructure through: 

• Security and law enforcement services: 
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o Protecting government assets, systems, and networks (physical, virtual, and human) 

o Regulating highest risk chemical facilities and ammonium nitrate sales 

• Incident management coordination: 

o Cybersecurity 

o Physical incident response support 

o Analytic support 

National Infrastructure Coordinating Center 
The National Infrastructure Coordinating Center (NICC) is an operational component of NPPD, and 
the national physical infrastructure center as designated by the Secretary of Homeland Security. The 
NICC coordinates a national network dedicated to the security and resilience of the critical 
infrastructure of the United States by providing 24/7 situational awareness, information sharing, and 
fostering a unity of effort. Establishing and maintaining relationships with critical infrastructure 
partners both within and outside the Federal government is at the core of the NICC’s ability to 
execute its functions. The NICC collaborates with Federal departments and agencies and private 
sector partners to monitor potential, developing, and current regional and national operations of the 
Nation’s critical infrastructure sectors.  

National Cybersecurity and Communications Integration Center 
The National Cybersecurity and Communications Integration Center (NCCIC) is the cyber 
operational component of NPPD and is the national cyber critical infrastructure center designated by 
and the Secretary of Homeland Security. The NCCIC secures federal civilian agencies in cyberspace; 
provides support and expertise to private sector partners and SLTT entities; and coordinates with 
international partners. The NCCIC also coordinates the Federal Government protection, mitigation, 
response, and recovery efforts for significant cyber and communications incidents affecting critical 
infrastructure in accordance with PPD-21. 

Sector-Specific Agencies 
Each critical infrastructure sector has unique characteristics, operating models, and risk profiles. The 
Federal SSA or co-SSA assigned to each sector has institutional knowledge and specialized expertise 
about their sector(s). Recognizing existing statutory or regulatory authorities of specific Federal 
departments and agencies, and leveraging existing sector familiarity and relationships, SSAs: 

 Coordinate with DHS and other relevant Federal departments and agencies and collaborate with 
critical infrastructure owners and operators, where appropriate with independent regulatory 
agencies, and with SLTT entities, as appropriate;  

 Serve as a day-to-day Federal interface for the dynamic prioritization and coordination of critical 
infrastructure sector-specific activities;  

 Carry out critical infrastructure incident management responsibilities consistent with statutory 
authority and other appropriate policies, directives, or regulations;  

 Provide, support, or facilitate technical assistance and consultations for that sector to identify 
vulnerabilities and help mitigate incidents, as appropriate; and  
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providing, on an annual basis, sector-specific critical infrastructure information.  

Each critical infrastructure sector maintains a Sector-Specific Plan which details how the National 
Infrastructure Protection Plan’s risk management framework is implemented within the sector’s 
unique characteristics and risk landscape. Each Sector-Specific Agency develops a sector-specific 
plan through a coordinated effort involving its public and private sector partners.  

Chemical Sector (DHS) 
The Chemical Sector can be divided into five main segments, based on the end product produced: 
basic chemicals, specialty chemicals, agricultural chemicals, pharmaceuticals, and consumer 
products. Each of these segments has distinct characteristics, growth dynamics, markets, new 
developments, and issues. Because the majority of Chemical Sector facilities are privately owned, 
DHS builds stakeholder capacity and enhances critical infrastructure security and resilience through 
voluntary partnerships that provide training, resources, and exercises. DHS has also issued regulatory 
Chemical Facility Anti-Terrorism Standards (CFATS) for any facility that manufactures, uses, stores, 
or distributes certain chemicals at or above specified quantities or concentrations. DHS is designated 
as the SSA for the Chemical Sector. 

Commercial Facilities Sector (DHS) 
Facilities associated with the Commercial Facilities Sector operate on the principle of open public 
access, meaning that the general public can move freely throughout these facilities without the 
deterrent of highly visible security barriers. The Commercial Facilities Sector consists of eight 
subsectors: Public Assembly (e.g., arenas, stadiums, aquariums, zoos, museums, convention centers), 
Sports Leagues (e.g., professional sports leagues and federations), Gaming (e.g., casinos), Lodging 
(e.g., hotels, motels, conference centers), Outdoor Events (e.g., theme and amusement parks, fairs, 
campgrounds, parades), Entertainment and Media (e.g., motion picture studios, broadcast media), 
Real Estate (e.g., office and apartment buildings, condominiums, mixed use facilities, self-storage), 
Retail (e.g., retail centers and districts, shopping malls). DHS is designated as the SSA for the 
Commercial Facilities Sector. 

Communications Sector (DHS) 
PPD-21 identifies the Communications Sector as critical because it provides an “enabling function” 
across all critical infrastructure sectors. Over the last 25 years, the sector has evolved from 
predominantly a provider of voice services into a diverse, competitive, and interconnected industry 
using terrestrial, satellite, and wireless transmission systems. The transmission of these services has 
become interconnected; satellite, wireless, and wireline providers depend on each other to carry and 
terminate their traffic and companies routinely share facilities and technology to ensure 
interoperability. DHS is the SSA for the Communications Sector.  

Critical Manufacturing Sector (DHS) 
The Critical Manufacturing Sector identified the following industries to serve as the core of the 
sector: primary metal manufacturing; machinery manufacturing; electrical equipment, appliance, and 
component manufacturing; and transportation equipment manufacturing. Products made by these 
manufacturing industries are essential to many other critical infrastructure sectors. DHS is designated 
as the SSA for the Critical Manufacturing Sector. 

http://www.dhs.gov/national-infrastructure-protection-plan
http://www.dhs.gov/national-infrastructure-protection-plan
http://www.dhs.gov/chemical-facility-anti-terrorism-standards


PPD8-ENGAGEMENT@FEMA.DHS.GOV Protection Federal Interagency Operational Plan 

 

PRE-DECISIONAL DRAFT NATIONAL ENGAGEMENT DRAFT 39 

Dams Sector (DHS) 807 
808 
809 
810 
811 
812 
813 
814 

815 
816 
817 
818 
819 
820 
821 
822 
823 
824 
825 
826 
827 
828 
829 

830 
831 
832 
833 
834 
835 
836 
837 
838 
839 
840 

841 
842 
843 
844 
845 
846 
847 
848 
849 
850 
851 

The Dams Sector is composed of assets that include dam projects, hydropower generation facilities, 
navigation locks, levees, dikes, hurricane barriers, mine tailings, other industrial waste 
impoundments, and other similar water retention and water control facilities. The Dams Sector is a 
vital part of the nation’s infrastructure and provides a wide range of economic, environmental, and 
social benefits, including hydroelectric power, river navigation, water supply, wildlife habitat, waste 
management, flood control, and recreation. The Dams Sector has interdependencies with a wide 
range of other sectors. DHS is designated as the SSA for the Dams Sector.  

Defense Industrial Base Sector (Department of Defense (DOD)) 
The Defense Industrial Base Sector is the worldwide industrial complex that enables research and 
development, as well as design, production, delivery, and maintenance of military weapons systems, 
subsystems, and components or parts, to meet U.S. military requirements. The Defense Industrial 
Base partnership consists of Department of Defense components, Defense Industrial Base companies 
and their subcontractors who perform under contract to the Department of Defense, companies 
providing incidental materials and services to the Department of Defense, and government-
owned/contractor-operated and government-owned/government-operated facilities. Defense 
Industrial Base companies include domestic and foreign entities, with production assets located in 
many countries. The sector provides products and services that are essential to mobilize, deploy, and 
sustain military operations. The Defense Industrial Base Sector does not include the commercial 
infrastructure of providers of services such as power, communications, transportation, or utilities that 
the Department of Defense uses to meet military operational requirements. These commercial 
infrastructure assets are addressed by other SSAs. The Department of Defense is designated as the 
SSA for the Defense Industrial Base Sector.  

Emergency Services Sector (DHS) 
A system of prevention, preparedness, response, and recovery elements, the Emergency Services 
Sector (ESS) represents the nation’s first line of defense in the prevention and mitigation of risk from 
both intentional and unintentional manmade incidents, as well as from natural disasters. The majority 
of ESS functions are performed at the state, local, tribal, and territorial levels, and are defined by five 
disciplines: Law Enforcement; Fire and Emergency Services; Emergency Management; Emergency 
Medical Services; Public Works. Additionally, there are several specialized capabilities identified 
within the ESS, such as: Hazardous Materials; Search and Rescue; Explosive Ordnance Disposal 
(i.e., bomb squads); Tactical Operations (i.e., SWAT); Aviation Units (i.e., police and medevac 
helicopters); Public Safety Answering Points (i.e., 9-1-1 call centers). DHS is designated as the SSA 
for the ESS.  

Energy Sector (Department of Energy) 
Energy infrastructure is divided into three interrelated segments, including: electricity, petroleum, 
and natural gas. The heavy reliance on pipelines to distribute products across the nation highlights 
the interdependencies between the Energy and Transportation Systems Sector. The reliance of 
virtually all industries on electric power and fuels means that all sectors have some dependence on 
the Energy Sector. PPD-21 identifies the Energy Sector as uniquely critical because it provides an 
“enabling function” across all critical infrastructure sectors. More than 80 percent of the country’s 
energy infrastructure is owned by the private sector, supplying fuels to the transportation industry, 
electricity to households and businesses, and other sources of energy that are integral to growth and 
production across the nation. The Department of Energy is designated as the SSA for the Energy 
Sector.  

http://www.dhs.gov/dams-sector
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Within the Financial Services Sector, financial institutions are organized and regulated based on 
services provided by institutions. Within the sector, there are more than 18,800 federally insured 
depository institutions; thousands of providers of various investment products, including roughly 
18,440 broker-dealer, investment adviser, and investment company complexes; providers of risk 
transfer products, including 7,948 domestic U.S. insurers; and many thousands of other credit and 
financing organizations. The Department of Treasury is designated as the SSA for the Financial 
Services Sector. 

Food and Agriculture Sector (Health and Human Services (HHS) and U.S. Department of 
Agriculture (USDA)) 
The Food and Agriculture Sector is almost entirely under private ownership and is composed of an 
estimated 2.2 million farms, 900,000 restaurants, and more than 400,000 registered food 
manufacturing, processing, and storage facilities. This sector accounts for roughly one-fifth of the 
nation’s economic activity. The Food and Agriculture Sector has critical dependencies with many 
sectors, but particularly with the following: Water and Wastewater Systems, for clean irrigation and 
processed water; Transportation Systems, for movement of products and livestock; Energy, to power 
the equipment needed for agriculture production and food processing; and Financial Services, 
Chemical, and Dams. The Department of Agriculture and the Department of Health and Human 
Services are designated as the Co-SSAs for the Food and Agriculture Sector.  

More information on protection activities in the Food and Agriculture Sector is contained in 
Appendix 5: Defense of Agriculture and Food Activities.  

Government Facilities Sector (DHS and General Services Administration) 
The Government Facilities Sector includes a wide variety of buildings, located in the United States 
and overseas, that are owned or leased by Federal, state, local, and tribal governments. Many 
government facilities are open to the public for business activities, commercial transactions, or 
recreational activities while others that are not open to the public contain highly sensitive 
information, materials, processes, and equipment. In addition to physical structures, the sector 
includes cyber elements that contribute to the protection of sector assets (e.g., access control systems 
and closed-circuit television systems) as well as individuals who perform essential functions or 
possess tactical, operational, or strategic knowledge. 

The Education Facilities Subsector covers pre-kindergarten through 12th grade schools, institutions of 
higher education, and business and trade schools. The subsector includes facilities that are owned by 
both government and private sector entities. The National Monuments and Icons Subsector 
encompasses a diverse array of assets, networks, systems, and functions located throughout the 
United States. Many National Monuments and Icons assets are listed in either the National Register 
of Historic Places or the List of National Historic Landmarks. DHS and the General Services 
Administration are designated as the Co-SSAs for the Government Facilities Sector. 

Healthcare and Public Health Sector (HHS) 
The Healthcare and Public Health Sector protects all sectors of the economy from hazards including 
infectious disease outbreaks. Operating in all U.S. states, territories, and tribal areas, the sector plays 
a significant role in response and recovery across all other sectors in the event of a natural or 
manmade disaster. While healthcare tends to be delivered and managed locally, the public health 
component of the sector, focused primarily on population health, is managed across all levels of 
government: national, state, regional, local, tribal, and territorial. The Healthcare and Public Health 
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including: Communications, Emergency Services, Energy, Food and Agriculture, Information 
Technology, Transportation Systems, and Water and Wastewater Systems. The Department of Health 
and Human Services is designated as the SSA for the Healthcare and Public Health Sector. 

More information on protection activities in the Healthcare and Public Health Sector is contained in 
Appendix 6: Health Security. 

Information Technology Sector (DHS) 
The Information Technology Sector is central to the nation’s security, economy, and public health 
and safety. The Information Technology’s virtual and distributed functions produce and provide 
hardware, software, and information technology systems and services, and – in collaboration with the 
Communications Sector – the Internet. Although information technology infrastructure has a certain 
level of inherent resilience, its interdependent and interconnected structure presents challenges as 
well as opportunities for coordinating public and private sector preparedness and protection 
activities. DHS is designated as the SSA for the Information Technology Sector. 

More information on protection activities in the Information Technology Sector is contained in 
Appendix 3: Cybersecurity.  

Nuclear Reactors, Materials, and Waste Sector (DHS) 
Nuclear power accounts for approximately 20 percent of our nation’s electrical generation, provided 
by 100 commercial nuclear reactors licensed to operate at 62 nuclear power plants. The sector 
includes: nuclear power plants; non-power nuclear reactors used for research, testing, and training; 
manufacturers of nuclear reactors or components; radioactive materials used primarily in medical, 
industrial, and academic settings; nuclear fuel cycle facilities; decommissioned nuclear power 
reactors; and transportation, storage, and disposal of nuclear and radioactive waste. The sector is 
interdependent with other critical infrastructure sectors: Chemical Sector, as a consumer of chemicals 
through the nuclear fuel cycle and at reactor sites; Energy Sector, as a supplier of electricity to our 
nation’s electrical grid; Healthcare and Public Health Sector, as a supplier of nuclear medicine, 
radiopharmaceuticals, and in the sterilization of blood and surgical supplies; and the Transportation 
Systems Sector, through the movement of radioactive materials. DHS is designated as the SSA for 
the Nuclear Reactors, Materials, and Waste Sector. 

Transportation Systems Sector (DHS and Department of Transportation) 
The Transportation Systems Sector consists of seven key subsectors, or modes: aviation (including 
aircraft, air traffic control systems, and commercial and other airports, heliports, and landing strips 
(including those for civil and joint use with the military); highway infrastructure and motor carrier 
(including roadways, bridges, and tunnels; as well as vehicles [automobiles, motorcycles, trucks, 
commercial freight vehicles, motorcoaches, and school buses]); maritime transportation system 
(coastline, ports, waterways, Exclusive Economic Zone, and intermodal landside connections); mass 
transit and passenger rail (service by buses, rail transit, long-distance rail, cable cars, inclined planes, 
funiculars, and automated guideway systems); pipeline systems (carrying natural gas, hazardous 
liquids, and chemicals, including liquefied natural gas processing and storage facilities); freight rail 
(including major carriers, small railroads, active railroad, freight cars, and locomotives [also includes 
track and structures DOD-designated as critical to mobilization and resupply of U.S. forces]; and 
postal and shipping (differentiated by general cargo operations). DHS and the Department of 
Transportation are designated as the Co-Sector-Specific Agencies for the Transportation Systems 
Sector. 

http://www.dhs.gov/information-technology-sector
http://www.dhs.gov/chemical-sector
http://www.dhs.gov/energy-sector
http://www.dhs.gov/healthcare-and-public-health-sector
http://www.dhs.gov/transportation-systems-sector
http://www.dhs.gov/transportation-systems-sector
http://www.dhs.gov/transportation-systems-sector
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Transportation Security. 

Water and Wastewater Systems Sector (Environmental Protection Agency) 
The Water and Wastewater Systems Sector includes public drinking water systems and wastewater 
treatment systems in the United States. The vast majority of the U.S. population receives their 
potable water from these drinking water systems, and has its sanitary sewerage treated by these 
wastewater systems. The Water and Wastewater Systems Sector is vulnerable to a variety of attacks, 
including contamination with deadly agents, physical attacks such as the release of toxic gaseous 
chemicals and cyber attacks. Critical sectors such ESS, Healthcare and Public Health, Energy, Food 
and Agriculture, and Transportation Systems, would suffer negative impacts from a denial of service 
in the Water and Wastewater Systems Sector. The Environmental Protection Agency is designated as 
the SSA for the Water and Wastewater Systems Sector. 

Coordination Structure 
The mechanisms for collaboration between private sector owners and operators and government 
agencies is outlined in the National Infrastructure Protection Plan (NIPP 2013): Partnering for 
Critical Infrastructure Security and Resilience which includes the protocols to be used to synchronize 
communication and actions within the Federal Government and the identified functional relationships 
within DHS and across the Federal Government including the public-private partnership model. 

Within this partnership model, Federal Government coordination occurs within Government 
Coordinating Councils (GCC) the SSAs (as described above), and the Federal Senior Leadership 
Council (FSLC).  
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The GCCs enable interagency, intergovernmental, and cross-jurisdictional coordination within and 
across sectors. They comprise representatives not only from the Federal government, but also SLTT 
entities (as appropriate to the operating landscape of each individual sector). Each GCC is chaired by 
a representative from the designated SSA with responsibility for ensuring appropriate representation 
on the council and providing cross-sector coordination with SLTT governments. The GCC 
coordinates strategies, activities, policies, and communications across governmental entities within 
each sector.  

Federal Senior Leadership Council 
The FSLC is composed of senior officials from the designated SSAs and other Federal departments 
and agencies identified in PPD-21. The FSLC facilitates enhanced Federal communication and 
coordination across the sectors focused on critical infrastructure security and resilience.  

Connection to other Mission Areas 
Within the context of critical infrastructure protection, prevention activities are most closely 
associated with efforts to address threats; protection efforts generally address vulnerabilities; and 
response and recovery efforts help minimize consequences. Mitigation efforts transcend the entire 
threat, vulnerability, and consequence spectrum. To support efforts in advance of or during an 
incident, the Federal Government critical infrastructure community collaborates based on the 
structures established in each of the National Planning Frameworks and FIOPs. Specific to the 
Response preparedness mission area, the Secretary of Homeland Security is the principal Federal 
official for domestic incident management and coordinates Federal Government responses to 
significant cyber or physical incidents affecting critical infrastructure (consistent with statutory 
authorities).16

Key Plans 
 National Infrastructure Protection Plan (2013) – NIPP 2013: Partnering for Critical Infrastructure 

Security and Resilience 

 Sector-Specific Plans 

• Chemical

• Commercial Facilities

16 These roles of the Secretary related to domestic incident management and preparedness coordination do not 
interfere with the authority of the Attorney General or Director of the Federal Bureau of Investigation as described 
in PPD-8 and PPD-21. 
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• Critical Manufacturing

• Dams

• Defense Industrial Base

• Emergency Services

• Energy

• Financial Services

• Food and Agriculture

• Government Facilities

• Healthcare and Public Health

• Information Technology

• Nuclear Reactors, Materials, and Waste

• Transportations Systems

• Water and Wastewater Systems

Key Authorities and References 
The following laws, policy directives, strategies, and executive orders are included in addition to the 
general authorities/references provided in the base plan for the Critical Infrastructure Protection 
Mission Activity 

 Title II of the Homeland Security Act of 2002 (Public Law 107–296), as amended, March 2006 

 Critical Infrastructure Information (CII) Act of 2002 

 6 Code of Federal Regulations (CFR) 29, “Procedures for Handling Critical Infrastructure 
Information”, September 2006 

 PPD–17, Countering Improvised Explosive Devices, June 2012 

 PPD–21, Critical Infrastructure Security and Resilience, February 2013 

 HSPD–5, Management of Domestic Incidents, February 2003 

 HSPD–9, Defense of United States Agriculture and Food, January 2004 

 Executive Order (EO) 12977, Interagency Security Committee, October 1995 

 EO 13636, Improving Critical Infrastructure Cybersecurity, February 2013 

 EO 13650, Improving Chemical Facility Safety and Security, August 2013 

 DHS Fiscal Years 2014-2018 Strategic Plan 

 The National Protection and Programs Directorate Strategic Plan for Fiscal Years 2014– 2018, 
May 2013 

 National Protection and Programs Directorate Office of Infrastructure Protection Strategic Plan: 
2012–2016, August 2012 
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 2014 Quadrennial Homeland Security Review, June 2014 1026 
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 National Strategy for the Physical Protection of Critical Infrastructure of Critical Infrastructures 
and Key Assets, February 2003 

 Critical Infrastructure and Key Resources Support Annex to the National Response Framework, 
May 2013 

 DHS 17001 Delegation to the Under Secretary For National Protection and Programs, October 
2013 

 DHS 17008 Delegation to the Under Secretary For National Protection and Programs Regarding 
Chemical Facility Anti-Terrorism Standards, May 2015 

 SC §1315, Law enforcement authority of Secretary of Homeland Security for protection of public 
property, January 2012 

 Federal Protective Service Policy Directive 15.1.2.1, Law Enforcement Authorities and Powers, 
November 2011. 

Sector Annual Reports (multiple years) – for all sectors, as identified above 
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Appendix 3 to Annex C: Cybersecurity 1043 
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Key Authorities and References. 
The following laws, policy directives, strategies, plans, and executive orders are included in addition 
to the general authorities/references provided in the base plan for the Cybersecurity Mission Activity: 

 HSPD-7: Critical Infrastructure Identification, Prioritization, and Protection (2003) 

 National Strategy to Secure Cyberspace (February 2003) 

 DHS Quadrennial Homeland Security Review (QHSR) Report (February 1, 2010) 

 Federal Information Security Management Act of 2002 (FISMA) 

 National Security Policy Directive-54/ HSPD-23 

 U.S.C. TITLE 18-Crimes and Criminal Procedure 

 U.S.C. TITLE 28-Judiciary and Judicial Procedure 

 U.S.C. TITLE 50-War and National Defense 

 Executive Order 12333--United States Intelligence Activities 

 International Strategy for Cyberspace (May 2011) 

 Department of Defense Strategy for Operating in Cyberspace (July 2011) 

 National Strategy for Trusted Identities in Cyberspace (April 2011) 

 The Comprehensive National Cybersecurity Initiative (CNCI) 

Other 

  
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Appendix 4 to Annex C: Defense Against Weapons of 1064 
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Mass Destruction (WMD) Threats 

Key Authorities and References. 
The following laws, policy directives, strategies, plans, and executive orders are included in addition 
to the general authorities/references provided in the base plan for the Defense Against WMD Threats 
Mission Activity. 

 DHS Nuclear Personnel Reliability Program  

 Global Threat Reduction Initiative 

 HSPD-14/National Security Presidential Directive (NSPD)-43 

 Executive Order 12333 

 NSPD-54/HSPD-23: Cyber Security and Monitoring 

 NSPD-46/HSPD-15: U.S. Strategy and Policy in the War on Terror 

 NSPD-38: National Strategy to Secure Cyberspace 

 International Atomic Energy Agency (IAEA) Nuclear Security Recommendations on Nuclear 
and Other Radioactive Materials out of Regulatory Control (IAEA Nuclear Security Series No. 
15) 

 Global Initiative to Combat Nuclear Terrorism  Model Guidelines Document for Nuclear 
Detection Architectures (2009) 

 Global Nuclear Detection Architecture (GNDA) Strategic Plan (2010) 

 GNDA Annual Report (2011) 

 National Response Framework (NRF) 

 Quadrennial Defense Review (QDR) (2010) 

 National Strategy for Combating Weapons of Mass Destruction (2006) 

 National Strategy for Counterterrorism (2011) 

 Quadrennial Homeland Security Review (QHSR) Report (2010) 

 Preventive Radiological/Nuclear Detection (PRND) Capability Development Framework 

 PRND National Incident Management System Resource Typing 

 HSPD-7: Critical Infrastructure Identification, Prioritization, and Protection 

 HSPD-9: Defense of Food and Agriculture 

 HSPD-10: Biological Weapons Defense 

 HSPD-13/NSPD-41: Maritime Security 

 HSPD-19: Combating Terrorist Use of Explosives in the United States 

 HSPD-22: Domestic Chemical Defense 

 HSPD-21: National Biodefense Strategy and National Strategy for Countering Biological Threats 

 United States Code Title 18: Illegal Use of WMD/CBRN 



PPD8-ENGAGEMENT@FEMA.DHS.GOV Protection Federal Interagency Operational Plan 

 

PRE-DECISIONAL DRAFT NATIONAL ENGAGEMENT DRAFT 49 

 Federal Terrorist Use of Explosives (TUE), August, 2008 1099 
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 Federal Improvised Nuclear Device, Strategic Guidance Statement (SGS), September 2008 

 Federal Improvised Nuclear Device, Strategic Plan, January 2009 

 Federal Biological Attack (BIO), Strategic Guidance Statement, January 2009 

 Federal Radiological Attack (RDD), Strategic Guidance Statement, January 2009 

 Federal Chemical Attack (CML), Strategic Guidance Statement, June 2009 

 Federal RDD Attack, Strategic Plan, July 2009 

 Federal BIO Attack, Strategic Plan, July 2009 

 DHS Suitability Program 

Other. 
  
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Appendix 5 to Annex C: Defense of Agriculture and Food 1112 
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Key Authorities and References.  
The following laws, policy directives, strategies, plans, and executive orders are included in addition 
to the general authorities/references provided in the base plan for the Defense of Agriculture and 
Food Mission Activity. 

 Food and Agriculture Sector-Specific Plan (2010) 

 Food and Agriculture Sector Annual Reports (2010 & 2011) 

 National Infrastructure Protection Plan (2009) 

 National Annual Reports (2010 & 2011) 

 Strategic National Risk Assessment (2011) 

 NSPD-17/HSPD-4: National Strategy to Combat Weapons of Mass Destruction 

 HSPD-5: Management of Domestic Incidents 

 HSPD-7: Critical Infrastructure Identification, Prioritization, and Protection 

 HSPD- 9: Defense of United States Agriculture and Food 

 HSPD-10: National Policy for Biodefense 

 Presidential Policy Directive 2: National Strategy for Countering Biological Threats 

 Food and Drug Administration (FDA)Food Safety Modernization Act of 2011 

 Farm Security and Rural Investment Act of 2002, PL 107-171, Subtitle E, Animal Health 
Protection, Section 10401-10418  

 Title 7 Code of Federal Regulations §371.5(b)(7) 

 Section 1337 of the Agriculture and Food Act of 1981 (P.L. 97-98) 

 Humane Methods of Slaughter Act (7 U.S.C. §§ 1901-1906) 

 Federal Anti-Tampering Act (18 U.S.C. § 1365, 35 U.S.C. § 155A) 

 National Strategy for Biosurveillance (in development) 

 Title 10 U.S.C. 371 - 382.  

 Title 18 U.S.C. 229E. Chapter 10, titled Biological Weapons 

 Title 42 U.S.C. 3771 

 Title 28 U.S.C. 533.  

 28 Code of Federal Regulations §0.85 

 Homeland Security ACT of 2002 (6 U.S.C., Section 101 et seq.) Section 302 

 Executive Order 13486: Working Group on Strengthening Laboratory Security in the United 
States 

 Executive Order 13546: Optimizing the Security of Biological Select Agents and Toxins in the 
United States 
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 TITLE 42--Public Health, CHAPTER I--PUBLIC HEALTH SERVICE, DEPARTMENT OF 1146 
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HEALTH AND HUMAN SERVICES, SUBCHAPTER F--QUARANTINE, INSPECTION, 
LICENSING, PART 73--SELECT AGENTS AND TOXINS 

 TITLE 7—Agriculture, Subtitle B--REGULATIONS OF THE DEPARTMENT OF 
AGRICULTURE, CHAPTER III--ANIMAL AND PLANT HEALTH INSPECTION SERVICE, 
DEPARTMENT OF AGRICULTURE, PART 331--POSSESSION, USE, AND TRANSFER OF 
SELECT AGENTS AND TOXINS 

 Title 9--Animals and Animal Products, CHAPTER I--ANIMAL AND PLANT HEALTH 
INSPECTION SERVICE, DEPARTMENT OF AGRICULTURE, PART 121--POSSESSION, 
USE, AND TRANSFER OF SELECT AGENTS AND TOXINS  

 Federal Import Milk Act (1927) 

 Federal Food, Drug, and Cosmetic Act of 1938, as amended 

 Public Health Service Act (1944) 

 Fair Packaging and Labeling Act (1966) 

 Infant Formula Act of 1980, as amended 

 Nutrition Labeling and Education Act of 1990 

 Dietary Supplement Health and Education Act of 1994 

 Agricultural Marketing Act of 1946, Section 203(h), 7 U.S.C. 1621-1627 - Authorizes the 
Secretary of Agriculture to inspect, certify and identify the class, quality, quantity, and condition 
of agricultural products when shipped or received in interstate commerce. 

 Agricultural Marketing Act of 1946, 7 U.S.C. 74 - Grain Inspection, Packers, and Stockyards 
Administration (GIPSA) administers and enforces certain inspection and standardization 
activities related to rice, pulses, lentils, and processed grain products such as flour and corn meal, 
as well as other agricultural commodities. 

 Agricultural Marketing Act of 1946, Section 203(j), 7 U.S.C. 1621 - Authorizes the Secretary of 
Agriculture to assist in improving transportation services and facilities, and in obtaining equitable 
and reasonable transportation rates and services and adequate transportation facilities for 
agricultural products and farm supplies. Agricultural Marketing Service (AMS) may conduct, 
assist, and foster research, investigation, and experimentation to determine the best methods of 
transporting agricultural products; and foster and assist in the development of new or expanded 
markets (domestic and foreign) for moving larger quantities of agricultural products through the 
private marketing system to consumers in the United States and abroad. 

 Agricultural Marketing Act of 1946, Section 203(k), 7 U.S.C. 1621 - Authorizes the Secretary of 
Agriculture to collect, tabulate, and disseminate statistics on marketing agricultural products, 
including, but not restricted to, statistics on market supplies, storage stocks, quantity, quality, and 
condition of such products in various positions in the marketing channel, utilization of such 
products, and shipments and unloads thereof. 

 Agricultural Reform and Improvement Act of 1996, 7 U.S.C. 950aaa - Encourages and improves 
telemedicine and distance learning services in rural areas through the use of telecommunications, 
computer networks, and related advanced technologies by students, teachers, medical 
professionals, and rural residents. 
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 Agricultural Research Act of 1935, 7 U.S.C. 427 - Authorizes the Secretary of Agriculture to 1187 
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ensure agriculture a position in research equal to that of industry, which will aid in maintaining 
an equitable balance between agriculture and other sections of the economy. 

 Agricultural Research and Marketing Act of 1946, 7 U.S.C. 1621-1627, 1624 specifically - 
Authorizes the Secretary of Agriculture to cooperate with other entities, including branches of 
Federal government, State agencies, and private research organizations in producing, 
transporting, storing, processing, marketing, and distributing agricultural products in any and all 
jurisdictions. 

 Agriculture Marketing Act of 1946, 7 U.S.C. 1621-1627 - Congress resolved that the prosperity 
of the Nation depends on an efficient, private system for distributing and marketing agricultural 
products. To achieve this goal, the Agriculture Marketing Act of 1946 was passed to provide for 
continuous research to improve agriculture marketing, cooperation between Federal and State 
agencies, and to integrate the administration of laws enacted by Congress to aid the distribution 
of agricultural products. 

 Animal Health Protection Act, 7 U.S.C. 8301 - Authorizes the Secretary of Agriculture to 
prohibit or restrict the importation, exportation, and interstate movement of animals or other 
articles as necessary to prevent pests or diseases of livestock (any farm-raised animals, including 
fish) from being introduced into, or disseminated within, the United States. 

 Animal Welfare Act, 7 U.S.C. 2146 - Authorizes the Secretary of Agriculture to promulgate 
regulations and standards governing the humane handling, care, treatment, and transportation of 
animals, as defined in the act, by dealers, exhibitors, and other regulated persons. 

 Child Nutrition Act of 1966, as amended - Authorizes child nutrition programs (National School 
Lunch Program, School Breakfast Program, Child and Adult Care Food Program, and Summer 
Food Service Program) and the Special Supplemental Nutrition Program for Women, Infants, and 
Children (WIC). The programs provide States with cash, commodity, and other assistance, 
including nutrition services and food packages in the WIC program. Food and Nutrition Service 
(FNS)  administers these programs at the Federal level. 

 Egg Products Inspection Act (EPIA), 21 U.S.C. 1031 et seq. - Food Safety and Inspection 
Service (FSIS) provides continuous inspection of all egg products prepared for distribution in 
commerce and re-inspects imported products to ensure they meet U.S. food safety standards. 
FSIS tests for and conducts enforcement activities to address microbiological, chemical, and 
other types of contamination and conducts epidemiological investigations in cooperation with 
Centers for Disease Control and Prevention (CDC) based on reports of food-borne health hazards 
and disease outbreaks. 

 Farm Security and Rural Investment Act of 2002, Public Law 107-171, Title X, Subtitle E - 
Consolidates a number of pre-existing animal health-related statutes into a single comprehensive 
law; among other items, authorizes the Secretary of Agriculture to prohibit or restrict the 
importation, exportation, and interstate movement of animals or other articles as necessary to 
prevent pests or diseases of livestock from being introduced into, or disseminated within, the 
United States; and authorizes the Secretary to issue any regulations or orders considered 
necessary to carry out the Animal Health Protection Act. Also reauthorized the Emerson Trust 
through 2007. (See Bill Emerson Humanitarian Trust in this table). 

 Federal Meat Inspection Act (FMIA), 21 U.S.C. 601 et seq. - FSIS provides continuous 
inspection of all meat products prepared for distribution in commerce and re-inspects imported 
products to ensure they meet U.S. food safety standards. FSIS tests for and conducts enforcement 
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activities to address microbiological, chemical, and other types of contamination and conducts 1232 
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epidemiological investigations in cooperation with CDC based on reports of food-borne health 
hazards and disease outbreaks. 

 Food Quality Protection Act 1996, Public Law 104-170 - Authorizes the Pesticide Data Program 
to develop and communicate comprehensive, statistically reliable information on pesticide 
residues in food to improve government dietary risk assessment procedures. 

 Food, Agriculture, Conservation, and Trade Act of 1990, 7 U.S.C. 950aaa - Encourages and 
improves telemedicine services and distance learning services in rural areas through 
telecommunications, computer networks, and related technologies. 

 Launching Our Communities Access to Local Television Act of 2000, 47 U.S.C. 1101 - 
Facilitates access to signals of local television stations for households in non-served and 
underserved areas. 

 National Agricultural Research, Extension, and Teaching Policy Act of 1977, as amended, 7 
U.S.C. 3121-3122 - The enactment of subsequent laws modified, extended, or added new 
research authorities for Agricultural Research Service (ARS). 

 Organic Act of 1862, 7 U.S.C. 2201 - The act is the main authority for the establishment of the 
USDA and ARS. 

 Packers and Stockyards Act of 1921, 7 U.S.C. 181 - Prohibits unfair, deceptive, and fraudulent 
practices by market agencies, dealers, packers, swine contractors, and live poultry dealers in the 
livestock, poultry, and meatpacking industries. 

 Plant Protection Act (PPA) (Title IV of the Agricultural Risk Protection Act of 2000, Public Law 
106-224) - Consolidates pre-existing pest quarantine and exclusion statutes into a single 
comprehensive law; authorizes the Secretary of Agriculture to prohibit or restrict the importation, 
exportation, and interstate movement of plants, plant products, biological control organisms, 
noxious weeds, plant pests, or other articles as necessary to prevent plant pests or noxious weeds 
from being introduced into, or disseminated within, the United States; authorizes the Secretary to 
issue any regulations or orders that the Secretary considers necessary to carry out the PPA. 

 Poultry Products Inspection Act (PPIA), 21 U.S.C. 451 et seq. - FSIS provides continuous 
inspection of all poultry products prepared for distribution in commerce and re-inspects imported 
products to ensure that they meet U.S. food safety standards. FSIS tests for and conducts 
enforcement activities to address microbiological, chemical, and other types of contamination 
and conducts epidemiological investigations in cooperation with CDC based on reports of food-
borne health hazards and disease outbreaks. 

 Public Health Security and Bioterrorism Preparedness and Response Act of 2002, Public Law 
107-188 - To improve the ability of the United States to prevent, prepared for, and respond to 
bioterrorism and other public emergencies. 

 U.S. Grain Standards Act of 1916, 7 U.S.C. 79 - Congress established the Federal grain 
inspection entity in 1976 to manage the national grain inspection system and institute a national 
grain-weighing program. 

 Virus-Serum-Toxin Act of 1913, 21 U.S.C. 151-159 - Authorizes the Secretary of Agriculture to 
regulate veterinary biologics (vaccines, bacterins, antisera, diagnostic kits, and other products of 
biological origin) to ensure that the veterinary biologics available for the diagnosis, prevention, 
and treatment of animal diseases are pure, safe, potent, and effective. 
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 Wholesome Meat Act 1967, 21 U.S.C. 601 - FSIS is responsible for assessing whether State 1275 
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inspection programs that regulate meat are at least equal to the Federal program. The act 
extended FSIS jurisdiction over meat and meat products granting authority to regulate 
transporters, renderers, cold storage warehouses, and animal-food manufacturers. 

Other. 
  
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Appendix 6 to Annex C: Health Security 1283 

1284 
1285 
1286 
1287 

1288 

1289 
1290 

1291 

1292 

1293 

1294 

1295 

1296 

1297 

Key Authorities and References. 
The following laws, policy directives, strategies, plans, and executive orders are included in addition 
to the general authorities/references provided in the base plan for the Health Security Mission 
Activity: 

 The Pandemic and All-Hazards Preparedness Act (PAHPA) , 2006 

 National Health Security Strategy (NHSS), presented to Congress in December 2009 and to be 
subsequently revised every four years afterward.  

 Section 2802 of the Public Health Service Act.  

 Food, Drug and Cosmetic Act. 

 Health Insurance Portability and Accountability Act (HIPAA). 

 Health Information Technology for Economic and Clinical Health (HITECH) Act. 

Other. 
  

 

   1298 
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Appendix 7 to Annex C: Immigration Security 1299 
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Key Authorities and References. 
The following laws, policy directives, strategies, plans, and executive orders are included in addition 
to the general authorities/references provided in the base plan for the Immigration Security Mission 
Activity. 

 National Southwest Border Counternarcotics Strategy (June 2009) 

 The National Security Strategy, May 2010. 

 The Partnership for 21st Century U.S. Southwest Border Security, April 2010. 

 The Quadrennial Homeland Security Review (QHSR), February 2010. 

 The Quadrennial Defense Review (QDR), February 2010. 

Other. 
  
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Appendix 8 to Annex C: Marit ime Securi ty 1313 
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Key Authorities and References. 
The following laws, policy directives, strategies, plans, and executive orders are included in addition 
to the general authorities/references provided in the base plan for the Maritime Security Mission 
Activity. 

 National Southwest Border Counternarcotics Strategy (June 2009) 

 The National Security Strategy, May 2010. 

 The Partnership for 21st Century U.S. Southwest Border Security, April 2010. 

 The 2010 National Drug Control Strategy. 

 The National Southwest Border Counternarcotics Strategy, June 2009. 

 The Quadrennial Homeland Security Review (QHSR), February 2010. 

 The Quadrennial Defense Review (QDR), February 2010. 

 The National Interdiction Command and Control Plan (NICCP), March 2010. 

 DHS Maritime Migration Plan (DMMP), April 2011 

 DHS Operations Plan – VIGILANT SENTRY (OVS), August, 200. 

 The Department of Justice Strategy for Combating Mexican Cartels, November 2009. 

 The Maritime Operations Coordination Plan (MOC-P) 

 National Strategy for Maritime Security (September 2005) 

 Maritime Operational Threat Response for the National Strategy for Maritime Security (October 
2006) 

 National Strategy for the Marine Transportation System: A Framework for Action (July 2008) 

 National Strategy for Physical Protection of Critical Infrastructure and Key Assets (February 
2003) 

 National Strategy for Global Supply Chain Security 

 National Plan to Achieve Maritime Domain Awareness (October 2005) 

 National Infrastructure Protection Plan (NIPP) 

 Maritime Transportation System Security Plan 

 Maritime Transportation Security Act of 2002 

 DHS Small Vessel Security Strategy, April 2008 

 DHS Small Vessel Security Strategy Implementation Plan, January 2011 

 The U.S. Coast Guard Strategy for Maritime Safety, Security, and Stewardship (January 19, 
2007) 

 Area Maritime Security Plans 

 Maritime Infrastructure Recovery Plan (2006)  
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 Maritime Operational Threat Response Plan (2006) 1347 
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 Outer Continental Shelf Facility Security Plans 

 Plans to Re-establish Cargo Flow after TSI, 2005 SSI only 

 Underwater Terrorism Preparedness Plans 

 United States Coast Guard Combating Maritime Terrorism Strategic and Performance Plan 
(2008) 

 Vessel and Facility Security Plans 

 Transportation Systems Sector-Specific Plan (TS SSP)  

 National Maritime Transportation Security Plan (NMTSP), Annex B: Maritime 
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Appendix 9 to Annex C: Protection of Key Leadership and 1359 
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1378 
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1383 
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Events 

Key Authorities and References. 
The following laws, policy directives, strategies, plans, and executive orders are included in addition 
to the general authorities/references provided in the base plan for the Key Leadership and Special 
Events Security Mission Activity. 

 Title 18 USC Sections 3056 and 3056A (amended 2005) 

 Title 18 USC Section 2332b (f) 

 Executive Order 12333 Intelligence and Counterintelligence 

 Executive Order 12656 National Security Emergency Preparedness 

 NSPD-46 (2007) 

 NSPD-47 

 Homeland Security Act (2002) 

 HSPD 5 

 HSPD 7 (2003) 

 HSPD 15 (2007) 

 HSPD-16 

 HSPD-19 

 National Response Framework 

 Memorandum of the AG on Coordination of Explosives Investigations and Related Matters, 
August 11, 2004 

 DHS Information Sharing Strategy (April 2008) 

 Memorandum of the DHS Secretary on the establishment of the Special Events Program in DHS 
Office of Operations Coordination and Planning (OPS) (October 2007) 
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Appendix 10 to Annex C: Transportation Security 1385 

1386 
1387 
1388 
1389 

1390 
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1404 

1405 

1406 

1407 

1408 
1409 

1410 
1411 

1412 
1413 

1414 
1415 

1416 
1417 
1418 

1419 

1420 

Key Authorities and References. 
The following laws, policy directives, strategies, plans, and executive orders are included in addition 
to the general authorities/references provided in the base plan for the Transportation Security Mission 
Activity.  

Statutes and Regulations 
 49 U.S.C. §§ 101 and 301. 

 The Aviation and Transportation Security Act, 49 U.S.C. § 40101 note (2007), as amended. 

 The Homeland Security Act of 2002, codified predominately at 6 U.S.C. §§ 101-557 (2002), as 
amended. 

 The Post-Katrina Emergency Management Reform Act of 2006, title VI of the Department of 
Homeland Security Appropriates Act, 2007, Pub. L. 109-295. 

 The Economy Act, 31 U.S.C. § 1535 et seq. (2007). 

 Public Health Service Act, 42 U.S.C. § 264 (2011), as amended 

 The Robert T. Stafford Disaster Relief and Emergency Assistance Act, 42 U.S.C. § 5121 et seq. 
(2007), as amended.  

 The Maritime Transportation Security Act, codified predominately at 46 U.S.C. §§ 70102-70117 
(2007). 

 Intelligence Reform and Terrorism Prevention Act of 2004, 50 U.S.C 401 note, (2004), as 
amended.  

 The National Emergencies Act, 50 U.S.C. § 1601 et seq. (2007).  

 Defense Production Act of 1950, 50 U.S.C. App. § 2061 et seq. (2009), as amended.  

 The Defense Against Weapons of Mass Destruction Act, 50 U.S.C. § 2301 et seq. (2007).  

Executive Orders  
 Executive Order 12148, Federal Emergency Management, July 20, 1979, as amended.  

 Executive Order 12656, Assignment of Emergency Preparedness Responsibilities, November 18, 
1988, as amended. 

 Executive Order 12657, Federal Emergency Management Agency Assistance in Emergency 
Preparedness Planning at Commercial Nuclear Power Plants, November 18, 1988, as amended.  

 Executive Order 12742, National Security Industrial Responsiveness, January 8, 1991, as 
amended.  

 Executive Order 13286, Amendment of Executive Orders, and Other Actions, in Connection with 
the Transfer of Certain Functions to the Secretary of Homeland Security, March 5, 2003, as 
amended. 

 Executive Order 13434, National Security Professional Development, May 17, 2007. 

 Executive Order 13603, National Defense Resources Preparedness, March 16, 2012.  
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Presidential Decision Directives, National Security Presidential Directives and Homeland Security 1421 
1422 
1423 

1424 
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1446 
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1451 

1452 
1453 

1454 

1455 

1456 

1457 

1458 

Presidential Directives  
 Presidential Decision Directive-39 (PDD-39): U.S. Policy on Counter-terrorism, June 21, 1995.  

 Presidential Decision Directive-62 (PDD-62): Protection Against Unconventional Threats to the 
Homeland and Americans Overseas, May 22, 1998.  

 Presidential Decision Directive-63 (PDD-63): Critical Infrastructure Protection, May 22, 1998.  

 Homeland Security Presidential Directive 1 (HSPD-1): Organization and Operation of the 
Homeland Security Council, October 29, 2001.  

 Homeland Security Presidential Directive 5 (HSPD-5): Management of Domestic Incidents, 
February 28, 2003.  

 Homeland Security Presidential Directive 7 (HSPD-7): Critical Infrastructure Identification, 
Prioritization, and Protection, December 17, 2003.  

 Homeland Security Presidential Directive 13/National Security Presidential Directive 41: 
Maritime Security Policy, December 21, 2004. 

 Homeland Security Presidential Directive 16: National Strategy for Aviation Security, March 6, 
2006. 

 Homeland Security Presidential Directive 19: Combating Terrorist Use of Explosives in the 
United States, March 29, 2007. 

 Homeland Security Presidential Directive 21: Public Health and Emergency Preparedness, 
October 18, 2007. 

 Homeland Security Presidential Directive23/National Security Presidential Directive 54: Cyber 
Security and Monitoring, January 8, 2008. 

 National Security Presidential Directive 44 (NSPD 44) Management of Interagency Efforts 
concerning Reconstruction and Stabilization, December 7, 2005. 

 National Security Presidential Directive 51 (NSPD 51)/Homeland Security Presidential Directive 
20 (HSPD 20), National Continuity Policy, May 9, 2007.  

 Presidential Policy Directive 1: Organization of National Security Council System, February 13, 
2009. 

 Presidential Policy Directive 2: Implementation of National Strategy for Countering Biological 
Threats, November 23, 2009. 

 Presidential Policy Directive 8: National Preparedness, March 30, 2011. 

Other 
 National Incident Management System, March 1, 2004.  

 National Strategy for Pandemic Influenza Implementation Plan, December 2006.  

 National Continuity Policy Implementation Plan, August 2007.  

 National Response Framework, January 2008.  

 Federal Continuity Directive 1 and Federal Continuity Directive 2, February 2008. 
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Annex  D:  Se lec ted  Glossary/Lex icon 1460 
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Capability Targets: The performance threshold(s) for each core capability.  

Core Capabilities: Distinct critical elements necessary to achieve the National Preparedness Goal.  

Critical Infrastructure: Systems and assets, whether physical or virtual, so vital to the United States 
that the incapacity or destruction of such systems and assets would have a debilitating impact on 
security, national economic security, national public health or safety, or any combination thereof. 
The Nation’s critical infrastructure is composed of 18 sectors. 

Critical Tasks: Lorem Ipsum 

Cybersecurity: Encompasses the cyberspace global domain of operations consisting of the 
interdependent network of information technology infrastructures, and includes the Internet, 
telecommunications networks, computer systems, and embedded processors and controllers in 
critical industries. The cybersecurity core capability is the means for protecting cyberspace from 
damage, unauthorized use, or exploitation of electronic information and communications systems and 
the information contained therein to ensure confidentiality, integrity, and availability.  

Imminent Threat: Intelligence or operational information that warns of a credible, specific, and 
impending terrorist threat or ongoing attack against the United States and its territories that is 
sufficiently specific and credible to recommend implementation of protective measures to thwart or 
mitigate against an attack.  

Enhanced Steady State: Lorem Ipsum 

Mission Areas: Groups of core capabilities, including Prevention, Protection, Mitigation, Response, 
and Recovery.  

Mitigation: The capabilities necessary to reduce loss of life and property by lessening the impact of 
disasters.  

National Health Security: The Nation and its people are prepared for, protected from, and resilient 
in the face of health threats or hazards with potentially negative health consequences. 

National Preparedness: The actions taken to plan, organize, equip, train, and exercise to build and 
sustain the capabilities necessary to prevent, protect against, mitigate the effects of, respond to, and 
recover from those threats that pose the greatest risk to the security of the Nation.  

Performance Measure: The metrics used to ascertain actual performance against target levels 
identified for each core capability; by design, they are clear, objective, and quantifiable.  

Prevention: The capabilities necessary to avoid, prevent, or stop a threatened or actual act of 
terrorism. For the purposes of the prevention framework called for in PPD-8, the term “prevention” 
refers to preventing imminent threats.  

Protection: The capabilities necessary to secure the homeland against acts of terrorism and 
manmade or natural disasters.  

Recovery: The capabilities necessary to assist communities affected by an incident to recover 
effectively.  

Resilience: The ability to adapt to changing conditions and withstand and rapidly recover from 
disruption due to emergencies.  
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Response: The capabilities necessary to save lives, protect property and the environment, and meet 1499 
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basic human needs after an incident has occurred.  

Risk Assessment: A product or process that collects information and assigns a value to risks for the 
purpose of informing priorities, developing or comparing courses of action, and informing decision 
making.  

Security: The protection of the Nation and its people, vital interests, and way of life.  

Stabilization: The process by which the immediate impacts of an incident on community systems are 
managed and contained.  

Steady State: Lorem Ipsum 

Terrorism: Any activity that involves an act that is dangerous to human life or potentially 
destructive of critical infrastructure or key resources and is a violation of the criminal laws of the 
United States or of any state or other subdivision of the United States; and, appears to be intended to 
intimidate or coerce a civilian population, or to influence the policy of a government by intimidation 
or coercion, or to affect the conduct of a government by mass destruction, assassination, or 
kidnapping. (Note that although the definition of terrorism includes both domestic and international 
acts of terrorism, the scope of the planning system is the prevention and protection against acts of 
terrorism in the homeland.)  

Weapon of Mass Destruction: Any destructive device; any weapon that is designed or intended to 
cause death or serious bodily injury through the release, dissemination, or impact of toxic or 
poisonous chemicals or their precursors; any weapon involving a biological agent, toxin, or vector; or 
any weapon that is designed to release radiation or radioactivity at a level dangerous to human life.  

Whole Community: A focus on enabling the participation in national preparedness activities of a 
wider range of players from the private and nonprofit sectors, including nongovernmental 
organizations and the general public, in conjunction with the participation of Federal, state, and local 
governmental partners in order to foster better coordination and working relationships. Used 
interchangeably with “all-of-Nation.” 
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