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COOP Template for Development of a Regional COOP Plan
I.  Executive Summary

Describe briefly what the COOP Plan is about, the authorities and its scope

II. Introduction

Simple introductory remarks

III. Purpose

Explain why you have this COOP Plan

IV. Applicability and Scope

Provide the Plan’s applicability and scope. Provide information that will explain the plan so that all will understand the potential reasons for COOP activation and how your employees will be affected

V. Essential Functions     

Identify and prioritize your organization’s essential functions.

	Priority
	 XX Essential Functions

	1
	Provide direction, authority, and control over XX.

	2
	Delegate functions to any officer, employee, or organizational unit of the XX.

	3
	Make contracts, grants, and cooperative agreements and enter into agreements with other agencies.

	4
	Ensure that information systems and databases of the XX are compatible with each other and with appropriate databases of other departments.

	5
	Coordinate through the WW with government personnel, agencies, and authorities, with the private sector, and with other entities, including:

(1) Coordinating with government personnel, agencies, and authorities, and with the private sector, to ensure adequate planning, equipment, training, and exercise activities.

(2) Coordinating and, as appropriate, consolidating the Federal Government’s communications and systems of communications relating to BB with government personnel, agencies, and authorities, the private sector, other entities, and the public; and

(3) Distributing or, as appropriate, coordinating of, warnings and information to government personnel, agencies, and authorities and to the public.

	6
	Subject to direction from ZZ, attend and participate in meetings of the YY.

	7
	Communicate with employees, senior departmental and bureau management, field offices, the ZZ, the QQ, and the public.

	8
	Ensure that all subordinate XX Essential Functions are being met.


VI. Authorities and References 
List organization’s authorities and references within an annex.  List appropriate Continuity of Operations authorities and references within an annex.

VII. Concept of Operations

· Phase I:  Activation and Relocation

· Leadership

· Orders of Secession –

List organization’s orders of succession

· Delegation of Authority –

List organization’s delegation of authority

· Devolution –

Determine what must occur if both your HQ and your alternate site are unavailable and key personnel are incapacitated, unable to implement standard COOP activities (for example, FEMA HQ moves to Region IV)

· COOP Implementation Decision Process

Describe the process and who will make the decision to activate the COOP Plan once there is a need to COOP, including your organization’s pre-implementation plans

· Alert, Notification and Implementation Process

Describe how this process will occur

· Phase II: Alternate Facility Operations (Delivery of Service)

· Mission Critical Systems –

Organizations must define these systems and address the method of transferring and storing them at an alternate site (part of the process in pre-implementation of COOP Plan)

· Vital Records and Data Bases

Identical defining process as with mission critical systems above.  An example of providing all these separate vital records and data bases information is provided below, by sub-dividing your organization into its basic office components

Management

	Vital File, Record, or Database
	Form of Record (e.g., hardcopy, electronic)
	Pre-Positioned at Alternate Facility
	Hand Carried to Alternate Facility
	Current Location
	Backed up at Third Location

	CFR 

	Hardcopy
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	HQ
	

	COOP Plan
	Hard/Soft
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	HQ
	

	Current Initiatives
	Softcopy
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	LAN
	

	Points of Contact List
	Hard/Soft
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	HQ
	

	Reference./Background Material
	Softcopy
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	HQ
	


General Office Functions

	Vital File, Record, or Database
	Form of Record (e.g., hardcopy, electronic)
	Pre-Positioned at Alternate Facility
	Hand Carried to Alternate Facility
	Current Location
	Backed up at Third Location

	Correspondence/Document Tracking System 
	Electronic
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	TBD
	

	Orders of Succession
	Hardcopy
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	HQ
	


Key Office Functions/General Counsel

	Vital File, Record, or Database
	Form of Record (e.g., hardcopy, electronic)
	Pre-Positioned at Alternate Facility
	Hand Carried to Alternate Facility
	Current Location
	Backed up at Third Location

	Orders of Succession
	Hardcopy
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	TBD
	

	Calling Tree
	Hard Copy
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	TBD
	

	COOP SOPs
	Electronic
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	COOP Server
	

	Code of Federal Regulations
	Hard Copy 

Electronic Copy 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	TBD
	

	DHS IMDS (located at DORA Portal)
	Hard Copy 

Electronic Copy

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	LAN (DORA Portal)
	

	OGC Case Management System
	Soft Copy (System currently being created 
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 TBD
	

	United States Code
	Hard Copy

Electronic Copy

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	TBD
	

	Westlaw and Lexis Legal Research Databases
	Electronic Copy 
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	TBD
	


COOP POC/Coordination

	Vital File, Record, or Database
	Form of Record (e.g., hardcopy, electronic)
	Pre-Positioned at Alternate Facility
	Hand Carried to Alternate Facility
	Current Location
	Backed up at Third Location

	Emergency Contact List
	electronic & hardcopy
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	HQ
	

	Emergency Response Plans
	 hardcopy
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	HQ
	

	Early Release Policy
	hardcopy
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	HQ
	


	Vital File, Record, or Database
	Form of Record (e.g., hardcopy, electronic)
	Pre-Positioned at Alternate Facility
	Hand Carried to Alternate Facility
	Current Location
	Backed up at Third Location

	e-mail data base
	electronic
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	SS
	


IT Functions

	Vital File, Record, or Database
	Form of Record (e.g., hardcopy, electronic)
	Pre-Positioned at Alternate Facility
	Hand Carried to Alternate Facility
	Current Location
	Backed up at Third Location

	Need Lan connection to transfer files
	     
	 
	 
	Main Server HQ
	


· Phase III: Reconstitution (Recovery/Mitigation/Termination)

Explain how your organization will identify its space and equipment needs and how it will interface with any parent organization as well as with the General Services Administration in order to secure such requirements

Responsibilities

VIII. Logistics

· Alternate Location (risk assessment completed in advance)

Discussion of alternate location, map and directions to that site, any logistics support that may be provided and any additional information for key staff

· Interoperable Communications
Communications are key to successful COOP plans and they must be interoperable.  Here is a key example of such:

Alternate Site DD has robust communications systems.  The following is a representative listing of the robust and interoperable telecommunications and data systems available to ERG members at DD:

1. Voice (Secure/Non-Secure)

· Federal Telephone System (FTS)

· Public Switch Telephone 

· Network (PSTN)

· Defense Switched Network (DSN)
· Cellular Phone

· FEMA Switched Network (FSN)
2. Radio

· FEMA National Radio System (FNARS) 

· Microwave

· Satellite
3. Data
· FSN

· FEMA Data Network (FDN)

· National Emergency Management Information System (NEMIS)

· Defense Message System (DMS)/Automatic Digital Network (AUTODIN)

· Terminal Access Controller Access Control System (TACACS)

· Local Area Network (LAN)/Wide Area Network (WAN) Connectivity (Secure/Non-secure)

· Internet Access

4. Mobile Air Transportable Telecommunications System (MATTS)

5. Mobile Emergency Response Support (MERS) - (On demand)

6. E-mail

7. Video
· FSN
Further information is discussed in the Classified COOP Communication Plan.
IX. Training, Testing & Exercising

This is an FPC requirement at least annually.  Briefly describe plan
X. Multi-Year Strategy and Program Management Plan (MYSPMP)

This is the MYSPMP and affords you the opportunity to comply with Federal Executive Branch regulations regarding COOP planning and exercising.  Those regulations maintain that you must review your future COOP exercising as well as the entire plan at least annually and plan forward from there.  The Executive Agent for COOP and for the MYSPMP for the Department of Homeland Security (DHS)/Emergency Preparedness and Response Directorate (EP&R) is The Office of National Security Coordination (ONSC).  In its recommendations, ONSC usually plans five years forward.  Your MYSPMP can be annexed or can be a general statement placed here, with reference made to the MYSPMP being located elsewhere


XI.  COOP Plan Maintenance

Provide direction regarding how the plan will be reviewed and maintained

XII.  Annexes

Annex A  Authorities and References

Insert your own

Annex B  Definitions and Acronyms

Insert those appropriate (use FEMA’s FAAT Booklet or your own resources)

Annex C  Checklists – Samples Provided
  [TBD by the O.E. -- a wide variety of checklist  types exists, from Threat 

Condition delineations to key staff advisory lists (e.g. what to bring to COOP site). 

Sample checklists are provided here.]

Master List of COOP Related Suggested Checklists
	Checklist #
	
	
	
	
	
	
	
	
	

	Personnel and Essential Functions
	
	
	
	
	
	

	1
	
	
	Emergency Calling Directory for Rapid Recall Plan
	
	
	

	
	
	
	
	Listing of local utility companies, Federal, Local and State agencies, etc.

	
	
	
	
	
	
	
	
	
	
	

	2
	
	
	Key Personnel and Essential Functions
	
	
	
	

	
	
	
	
	Used to identify agency essential personnel/functions to be maintained during

	
	
	
	
	an emergency.
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	3
	
	
	SERT Cascade (Senior Emergency Response Team)
	
	
	

	
	
	
	
	Used to identify Senior Leadership which could be activated prior to a COOP

	
	
	
	
	or non-COOP event, to enable the decision making process on an action plan. 

	
	
	
	
	
	
	
	
	
	
	

	3(a)
	
	
	Cascade Plan with Protocols and Associate Accountability and Assignment Status Listing

	
	
	
	
	This list may be used in either Phase I or II to account for all employees and 

	
	
	
	
	track status of work locations and assignments
	
	

	
	
	
	
	
	
	
	
	
	
	

	Alternate Site(s)
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	4
	
	
	Emergency Relocation Team Checklist
	
	
	
	

	
	
	
	
	Used to identify personnel responsible for coordinating a relocation to an

	
	
	
	
	alternate facility.
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	5
	
	
	Alternate Site Acquisition Checklist
	
	
	
	

	
	
	
	
	Used to identify requirements for an alternate facility.
	
	

	Support
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	6
	
	
	Emergency Operating Records and IT Checklist
	
	
	

	
	
	
	
	Used to identify recorded needed to support essential operations.
	

	
	
	
	
	
	
	
	
	
	
	

	7
	
	
	Emergency Equipment Checklist
	
	
	
	
	

	
	
	
	
	Used to identify equipment necessary to support essential operations.

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	

	Last update:
	
	
	date
	
	
	
	
	
	
	


Personal Drive-Away Kit Checklist
Upon receipt of a COOP Alert Notification, Emergency Response Group (ERG) members should assemble pre-identified work-related and personnel items and commence movement to the designated Alternate Location.  Many of the items required for the continued performance of essential functions are already in place at the Alternate Location; in addition to necessities such as cell phones/pagers, etc., ERG members may desire to pack selected items from the following checklist should there be an extended stay at the Alternate Location:

· Toiletries

· Toothbrush, toothpaste, dental floss

· Bath soap

· Shampoo

· Hair dryer, curling iron

· Electric razor or razor and shaving cream

· Nail clippers and file

· Deodorant or antiperspirant

· Feminine Hygiene Products (if required)
· Other personal hygiene items as appropriate

· Medical needs Personal contact numbers, 

· Emergency Phone Numbers and Addresses (Relatives, Medical Doctor, Pharmacist)

· Insurance Information, List of Allergies/ Blood Type

· Extra pair of eyeglasses or contact lenses and solutions

· Hearing aids and extra batteries

· Prescription drugs (if required)
· Over-the-counter medications, Dietary supplements (if required) 

· Clothing (consider the potential for extreme weather conditions at the Alternate Location)

· Business casual work attire (2-3 days worth)

· Leisure clothes (workout clothing, etc.)

· Underwear and socks, sleepwear, robe, slippers

· Light- and medium-weight sweater or jacket

· Outerwear for the season

· Comfortable shoes

· Cash for miscellaneous expenses, including coins for vending machines

· Bottled water and Non perishable food (i.e. granola, dried fruit, Meal Ready-to-Eat [MRE])
· Recreation/diversions: reading materials, playing cards, puzzles, games

· Small portable battery operated radio/CD player/alarm clock

· Flashlight
Annex D
Alternate Location/Facility Information

Provide general information regarding the site 

Annex E
Maps and Evacuation Routes

Provide these from your HQ to your alternate site
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