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Continuity of Operations Assessment Worksheet

It is the policy of the United States to have in place a comprehensive and effective COOP program to ensure continuity of essential Federal functions under all circumstances.  Federal laws, Executive Order 12656, National Security Decision Directives, Presidential Decision Directives or similar documents mandate an emergency preparedness capability.  This capability will ensure effective response to any major emergency or threat.  COOP planning and an effective Test, Training and Exercise Program are the principal tools Department/Agencies (D/As) will use to maintain their preparedness capability.  As a baseline of preparedness for the full range of potential emergencies, the Federal Executive Branch D/As must have in place a viable COOP capability that ensures the performance of their essential functions during any emergency or situation that may disrupt normal operations.   This COOP Assessment Worksheet is a tool by which the agency can determine its status or ability to respond to any type of COOP emergency.  The categories listed in the worksheet are the elements identified in Federal Preparedness Circular XX as essential for a viable COOP program.  Results of the COOP Assessment conducted using this worksheet will provide useful feedback to enhance the Federal D/As COOP program. 
COOP Planning is an effort to assure that the capability exists to continue essential agency functions across a wide range of potential emergencies.  At a minimum, all Federal Executive Branch D/As COOP capabilities shall include the elements outlined in this questionnaire (per guidance in respective referenced authorities).
The following ratings will be used for COOP program assessments:

Not Applicable


(N/A)
0

Does not meet Standards

(DS)
1




Meets Standards


(MS)
2

Exceeds Standards


(EX)
3

Best Practice



(BP)
4

Note: This questionnaire is applicable to all Federal Executive Branch D/As and their subordinate Bureaus, Regions, and Offices.  The term D/A reflects requirements for all subordinate levels within the organization. 

	COOP Assessment
Questions
	Comments

	COOP Plans and Procedures - A COOP plan shall be developed and documented so that when implemented, it will provide for continued performance of essential D/A functions under all circumstances. 
	

	1. Did the D/A delineate essential functions, activities, interdependencies, and the resources needed to perform them in their Plan? Does it establish orders of succession to key agency positions?  Does it provide for identification and preparation of alternate operating facilities? 

        Section 10.A (1-3)
	

	2. Does the plan outline a decision process for implementing COOP plans and procedures and provide procedures for notification, and relocation of personnel to alternate locations (employee advisories, alerts, and COOP plan activation) with and without warning, during duty and non-duty hours?  Does it include procedures for orientation of COOP personnel to perform operations and administration at the alternate facility?

Section 10.A (4-6)
	

	3. Can you explain the process and procedures your D/A will use to attain operational capability within 12 hours?

Section 10.A (7)
	

	4. How does the COOP plan establish processes and procedures to acquire the resources necessary to continue essential functions and sustain operations for up to 30 days?
Section 10.A (8)

	

	5. Does the plan provide for how the D/A will coordinate activities with personnel not deployed?  Have you developed procedures for employees’ accountability?  Are the employees familiar with the process?

Section 10.A (9)
	

	6. Does the plan provide for reconstitution of agency capabilities, and transition from COOP to normal operations?

Section 10.A (10)


	


	Identification of essential functions – The identification and prioritization of essential functions is a prerequisite for COOP planning.  Essential functions are those functions that enable D/As to provide vital services, exercise civil authority, maintain the safety and well being of the general populace, and sustain the industrial/economic base in an emergency.  


	

	1.    Have you identified and prioritized all essential functions that must be performed by the D/A?  Was the recommended process used to identify and prioritize essential functions?
Section 10.B & Annex B.1-2
	

	2. Has the D/A established a roster of trained emergency personnel with the authority to perform its essential functions? Do the rosters reflect equipment and resource requirements?  Does the plan address how the roster is maintained?

Section 10.B & Annex B.3 


	

	3. Did the D/A identify mission-critical data and systems necessary to conduct essential functions?  If so, can you explain?

Section 10.B  & Annex B.4-5

	

	4. Has the D/A deferred functions deemed not essential to immediate D/Aal needs until additional personnel and resources become available?

Section 10.B
	

	5. Did the D/A include integrated supporting activities needed to ensure that essential functions can be performed as efficiently as possible during emergency relocation?  How have dependencies on integrated support been addressed to ensure availability? 

Section 10.B


	


	
	

	Delegations of Authority -To ensure rapid response to any emergency situation requiring COOP plan implementation, Federal Executive Branch D/As should pre-delegate authorities for making policy determinations and decisions at headquarters levels, and other organizational locations, as appropriate.  

	

	
	

	1.     Has the D/A identified the programs and administrative authorities needed for effective operations at all organizational levels having essential functions?  Has legal authority been documented for officials, including those below agency heads, to make key policy decisions during a COOP situation?

        Section 10.C & Annex C. 1-2


	

	2. Does the plan document any limits of authority and accountability? Does it include a statement that explicitly outlines the authority of an official to whom authority has been delegated to exercise agency direction, including any exceptions and any authority to re-delegate functions and activities as appropriate?  Does the plan document circumstances under which delegated authorities would be exercised and when they would terminate?

 Section 10.C & Annex C. 3


	

	3. Has annual training been documented for officials that might be expected    to assume authorities in a COOP situation to enable them to carry out      their emergency duties?
        Section 10.C & Annex C. 4


	


	
	
	

	Orders of Succession - D/As are responsible for establishing, promulgating, and maintaining orders of succession to key positions.  Such orders of succession are an essential part of an organization’s COOP plan to ensure personnel know who has authority and responsibility if D/A leadership is incapacitated or otherwise unavailable in a COOP situation.  Orders should be of sufficient depth to ensure the D/A's ability to manage and direct its essential functions and operations throughout any emergency.


	
	

	
	
	

	1. Has the D/A established an order of succession to the position of the D/A, Regional, Bureau, Office, and/or Agency Director and to other key organizational leadership positions?  Are orders of succession described by position or titles instead of names?

 Section 10.D & Annex D.2-3


	
	

	2. Does the COOP plan establish rules and procedures designated officials must follow when facing the issue of succession to office?  Do the succession procedures include conditions under which succession will take place; method of notification; and any limitations of authority?

 Section 10.D & Annex D 4-5


	
	

	3. Are orders of succession included in the vital records of the organization to ensure they are available at the alternate facility(s) in the event of COOP activation?  

         Section 10.D & Annex D 5-6

	
	

	4. Has responsibility for updating and promulgating orders of succession been designated?  Are orders of succession current?  

Section 10.D & Annex D 7


	
	

	5. Are annual refresher briefings on responsibilities and provisions for relocation being conducted for designated successors?  

       Section 10.D & Annex D 8


	
	

	
	
	


	Interoperable Communications - The ability of the D/A to execute its essential functions at its alternate facilities is dependent upon the identification, availability, and redundancy of critical communications systems to support connectivity to headquarters, internal organizations, other agencies, critical customers, and the public during crisis, disasters or wartime conditions.  All required communications capabilities must be operational within twelve hours of notification and must be tested quarterly. 

	
	

	
	
	

	1. Is the D/A communications capability commensurate with its essential functions and able to access other data, systems, and services necessary to conduct its essential functions and support activities?

Section 10.F & Annex F.1 & 4


	
	

	2. Does the D/A have the ability to communicate with COOP contingency staffs, other organizational employees, leadership and other organizational components? 
Section 10.F & Annex F.2
	
	

	3. Is the D/A able to communicate with the FOC, HSOC, other Federal agencies including their COOP sites, and critical customers?

Section 10.F & Annex F.3

	
	

	4. Does the D/A’s alternate facility(s) have redundant communications and systems with the ability to become operational within 12 hours of COOP activation and sustainable for up to 30 days?   Are communications interoperable with existing field infrastructures?

Section 10.F & Annex F.5-7


	
	


	Vital Records and Databases - The identification, protection, and ready availability of electronic and hardcopy documents, references, records, and information systems needed to support essential functions during a COOP situation is another critical element of a viable COOP plan.  D/A personnel must have access to and be able to use these records and systems in conducting their essential functions. Categories of these types of records may include: Emergency Operating Records and Legal and Financial Records.


	
	

	1. Does the D/A’s COOP Plan account for the identification and protection of the vital records, systems and data management software and equipment, to include classified or other sensitive data, as applicable needed to support its essential functions?  Have appropriate protection methods been selected?

Section 10.G & Annex G.5
	
	

	2. Does the D/A pre-position and update duplicate records or back-up electronic files on a regular basis?  Have procedures for routine updating been established to ensure the most current information will be available?

Section 10.G & Annex G.6
	
	

	3. Has the D/A established a vital records program and assigned program responsibility to specify the purpose and scope of the program; assign roles and responsibilities; provide for staff training; and require periodic review and testing of the program?  Is it documented?  Have records recovery experts been identified in the event of records damage?

Section 10.G & Annex G.1, .7, and .9-.10
	
	

	4. Has the D/A taken steps to ensure access to a local area network (LAN), Vital electronic and hard copy records, critical information systems and data, and internal and external email/archives within 12 hours of COOP activation?

Section 10.G & Annex G.2
	
	

	5. Does the D/A maintain an inventory of records identified under Emergency Operations Records and Legal /Financial Records?  Has a risk assessment been completed for vital records at current locations to determine storage, media, and duplication options?

Section 10.G & Annex G.3-4  
	
	

	6. Has a vital records plan packet been developed and maintained?  Have capabilities for protecting vital records/databases and providing access from the alternate site been tested semi-annually?

Section 10.G & Annex G.8 and .11
	
	

	Human Capital -  All D/As are responsible for development, update, and implementation of comprehensive plans to take into account and respond to the threats that its employees are most likely to face.  These plans interact with and impact on human capital management.
	
	

	1. Has the D/A reviewed and updated its human capital information including procedures, guides, and resources to ensure its policies are current and relevant to its COOP plan and program?  

Section 10.H & Annex H.1-.12


	
	

	2. Does the D/A COOP plan include guidance on dismissal, status/roles of non-emergency personnel, employee communications, pay/benefits, and staffing flexibilities?

Section 10.H & Annex H.1-12


	
	

	3. Have issues for special needs employees been addressed?

Section 10.H & Annex H. 2


	
	

	4. How has the D/A ensured management and employees understand their individual responsibilities during an emergency?

Section 10.H & Annex H.1-.12


	
	

	
	
	


	Tests, training, and exercises (TT&E) – Testing , training,  and exercising of COOP capabilities is essential to demonstrating and improving the ability of agencies to execute their COOP plans and programs.  Tests and exercises serve to validate, or identify for a subsequent corrective action program, specific aspects of COOP plans, policies, procedures, systems, and facilities used in response to an emergency situation.  Training familiarizes COOP personnel with the procedures and tasks they must perform in executing COOP plans.
	
	

	1. Has the D/A established a COOP TT&E program to validate COOP plans, policies and procedures? Does it have a multi-year COOP TT&E Plan that addresses requirements, resources, and a calendar of planned events?

Section 10.I & Annex I.12
	
	

	2. Does the D/A’s testing program include:

a. Quarterly testing of COOP alert, notification and activation procedures;

b. Semi-annual testing of plans for recovery of vital classified/unclassified records, critical information systems and data;

c. Quarterly testing of COOP communications;

d. Annual testing of primary and backup infrastructure systems and services at the alternate site?

         Section 10.I.1
	
	

	3. Does the D/A’s training program include:

a. Annual COOP awareness/orientation for all personnel;

b. Annual team training for COOP personnel and other organizational personnel assigned to activate, support, and sustain COOP operations at the alternate site(s);

c. Procedures for phase-out of COOP operations and transition to normal operations (reconstitution);

d. Documented attendance for all training and exercise debriefs?

Section 10.I & Annex I. 2
	
	

	4. Does the D/A’s exercise program include:

a. Annual opportunity for COOP personnel to demonstrate familiarity with COOP plans and the capability to perform essential functions;

b. Annual deliberate and pre-planned movement of COOP personnel to an alternate operating facility;

c. Review of backup data and records required to support essential functions at an alternate site to ensure it is sufficient, complete and current?

Section 10.I & Annex I..3
	
	


	Devolution of Control and Direction- Devolution planning supports overall COOP planning and addresses catastrophic and other disasters and events that render an agency’s leadership and staff unavailable to or incapable of supporting the execution of its essential functions from either its primary or alternate location(s).  The devolution option of COOP shall be developed to address how the D/A will identify and conduct its essential functions in the aftermath of a catastrophic emergency.
	
	

	
	
	

	1. Has the D/A developed a plan that addresses the devolution option to be capable of supporting all of its COOP essential functions and activities with designated personnel at a designated site?

Section 10.J & Annex J
	
	

	2. Does the D/As devolution plan identify essential functions and determine the resources needed to facilitate the immediate and seamless transfer to a devolution site?  
        Section 10.J & Annex .J.1
	
	

	3. Does the D/A devolution plan include a roster identifying trained personnel, necessary equipment, and the authority to perform essential functions and activities when the devolution option is activated?  Does it list necessary resources to facilitate the ability to perform essential functions at the devolution site?  Does it establish reliable processes and procedures to acquire needed resources to sustain operations for extended periods?
Section 10.J & Annex J.2 and .5-.6
	
	

	4. Does the D/A devolution plan identify the triggers that will likely initiate or activate the devolution option?  Does it specify how and when direction and control of agency operations will be transferred?

Section 10.J & Annex J.3-4


	
	

	5. Does the D/A devolution plan establish capabilities to restore/reconstitute organizational authorities to the pre-event status upon termination of devolution?

Section 10.J & Annex J.7
	
	


	Reconstitution Operations – Extensive coordination is necessary to procure a new operating site once an agency suffers a facility loss or in the event that collateral damage from a disaster renders the structure unsafe for reoccupation.  Reconstitution embodies the ability of the D/A to recover from a catastrophic event and consolidate the necessary resources that allow it to return to being a fully functional entity of the Federal 
Government.
	
	

	1. Does the D/A provide an executable plan to transition from COOP status to an efficient normal operations status once a threat or disruption has passed?

Section 10.K & Annex K.1
	
	

	2. Has the D/A coordinated and pre-planned options for reconstitution regardless of the level of disruption that causes implementation of its COOP plan?  Do the options include movement from the COOP or devolution scenario to a new or restored facility? 

       Section 10.K & Annex K.2


	
	

	3. Has the D/A outlined procedures necessary to affect smooth transition from a relocation site to a new or restored facility?

        Section 10.K & Annex K.3

	
	


	 Outreach – As Executive Agent for COOP, DHS-FEMA has been assigned responsibility to provide guidance and assistance to Federal departments and agencies concerning COOP program /plans development.  FEMA must also take the lead in providing guidance and assistance to State/Local/Tribal entities as requested.   Similarly, D/A headquarters organizations are responsible for ensuring that all of their offices have effective and comprehensive COOP plans and programs
	
	

	1. Does the D/A participate in joint agency TT&E initiatives, where applicable and feasible?  Has the D/A established regular communications with other Federal D/As concerning COOP issues?


	
	

	2. Does the D/A encourage, schedule, facilitate, and participate in joint agency COOP exercises?  


	
	

	3. Has the D/A established relationships with State/Local/Tribal entities as appropriate,  to provide COOP guidance and assistance as needed?
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