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Any opinions, findings, conclusions, or recommendations expressed in this
publication and application do not necessarily reflect the views of FEMA.
Additionally, neither FEMA or any of its employees makes any warrantee,
expressed or implied, or assumes any legal liability or responsibility for the
accuracy, completeness, or usefulness of any information, product, or process
included in this publication and application. Users of information from this
publication and application assume all liability arising from such use.
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Introduction

To support the facility assessment process, this easy to use Risk Assessment Database
application is provided with FEMA 452, Risk Assessment: A How-To Guide to Mitigate
Potential Terrorist Attacks Against Buildings. The Risk Assessment Database is a
standalone application that is both a data collection tool and a data management tool.
Assessors can use the tool to assist in the systematic collection, storage and reporting of
assessment data. It has functions, folders and displays to import and display threat
matrices, digital photos, cost data, site plans, floor plans, emergency plans, and certain
GIS products as part of the record of assessment. Managers can use the application to
store, search and analyze data collected from multiple assessments, and then print a
variety of reports.

The first task is to download and install the database program from the FEMA website.
Follow the download and self installation instructions. It is recommended to install the
database on two separate systems: one to use as the Master Database and one to use as a
temporary Assessment tool.

Install one copy of the program as the Master Database on a computer at your
organization’s headquarters. This will act as the permanent database that stores
assessments, produces reports, and is used to manage the assessment program. This is
installed one time and is the permanent program. This database is normally run in the
Master Database operating mode. For small organizations, the Master Database can also
be used to perform the Assessment Tool functions and directly collect assessment data.
Note: be sure to change the initial generic passwords.

Install a second copy of the program to use in the Assessment Tool operating mode on
the computer(s) that your assessors will use to collect data, such as a laptop. This is
intended to be a temporary database that can be used to collect data, pass the collected
data on to the Master Database, and than have its records deleted so it can be used for
other assessments. This database is normally run in the Assessment Tool operating mode.
Note: be sure to change the initial generic passwords.

When an organization wants to conduct an assessment of a facility or a series of facilities,
it uses the database in the Assessment Tool operating mode. Pre-assessment tasks are
preformed and information is collected and loaded into the blank temporary Assessment
Tool program. Into this Assessment Tool is placed references, site plans, GIS portfolios,
and other facility specific data that is known about the assessment facility or is developed
during the pre-assessment phase. Loading this information can be done by a Project
Manager before the assessment or by an assessor during the assessment.

The assessment team then conducts the assessment and records information using the
Assessment Tool operating mode on one or more computers (usually laptop computers).
At the end of the assessment, the assessment team uses the Import Checklist function in
the Assessment Tool operating mode to combine their checklist, vulnerability and
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recommendation entries. They also manually combine photos, and miscellaneous files
into the lead assessor’s database folder. The Project Manager then uses the Import
Assessor Database function in the Master Database operating mode to transfer the
complete assessment data and files into the Master Database for analysis and printing.

After initially installing the application and changing the generic passwords, access to
that Risk Assessment Database becomes restricted to only those designated users who
have been assigned permission by their administrator. Also, data may be viewed by
authorized users of the database, but changes to the data may only be made by those
granted permission. All access permission questions should be directed towards the
database Administrator of your organization.

The following are the hardware and software requirements for the Risk Assessment
Database:

Pentium® 4 or equivalent processor

Windows XP®

MS Access® 2002

256 MB of RAM recommended for all components

Security: The Database must be opened using the shortcut installed during the initial
setup. The initial passwords are:

Name: Administrator Password: Administrator
Name: Assessor Password: Assessor
Name: Editor Password: Editor

Name: Reader Password: Reader

It is recommended that your database administrator assign new user names or change
these passwords following the initial installation of the database. See the Database
Administrator Information section and the Change Password section of the User Guide
for more detailed information.
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Installation Process

{15 FEMA Master Assessment Database Setup El

Install one copy of the program as the Master Database on a computer at your
organization’s headquarters. Begin the installation process by left clicking on the
SETUP.EXE for the Master Database. The normal way to install a program is to
close all other programs, then left click <Start>, <Run>, identify the location
where the SETUP.EXE program can be found (CD, C:/Temp, or some other
storage location on hard drive or media).

The Install Wizard first identifies the name of the software being installed. Left
click <Next> to continue after confirming that this is the software you want to
install.

A standard screen showing the End User License Agreement will appear. Read as
you feel appropriate, then left click on the <Accept> circle, and left click on
<Next> to continue with the installation.

15 FEMA Master Assessment Database License Agreement

End-User License Agreement

Welcome to the FEMA Master Please read the following license agreement carefully
Assessment Database Setup
Wizard

Any opini findings, lusi orr dations ha)
The Setup Wizard will install FEMA Master Assessment d in thi blicati d lLication d 1.
expressed in this on an on do not
Database on your computer, Click Next to continue or Ny il v

Cancel o exit the Setup Wizard, reflect the views of FEMA. Additionally, neither FEMA or
any of its employees makes any warrantee, expressed or
implied, or assumes any legal liahility or responsihility for the
accuracy, completeness, or usefulness of any information,
product, or process included in this publication and application

Users of information from this publication and application v

(¥ 1 accept the terms in the License Agreement

(1 do not accept the terms in the License Agresment

<Back | Mest= | [ cancel

Add the User Name and Organization in the appropriate windows. Continue with
the installation by left clicking <Next>.

i} FEMA Master Assessment Database Setup

Customer Information

Please enter your customer information

User Mame:
| 30hn Smith

2rganization:
|#&C Inc.

< Back “ Mext = ] [ Cancel
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e There is no advantage in using the Custom Installation. There are no component
programs to select. The only feature that the Custom Installation allows is to
change the file name and/or file location. In most cases you should follow the
Typical Installation. To proceed, left click on <Typical>.

e A standard screen to ensure you are ready to install will appear. Proceed by left

clicking <Install>.

1 FEMA Master Assessment Database Setup

choose Setup Type

Choose the sstup bype that bsst suits your needs

Typical

Installs the mosk common program Features, Recommended For
most users,

o Custom
8 | alows users to chooss which program festures vl be installsd
e and where they wil be instaled. Recommended for advanced

users.

i FEM#A Master Assessment Database Setup

Ready to Install
The Setup Wizard is ready to begin the Typical installation

Click Install to begin the installation, IF you want to review or change any of your
installation settings, click Back, Click Cancel to exit the wizard,

< Back “ Install ] [ Cancel

e If the Access program is not located in the standard location, the Install Wizard
will take a long time looking for it with a searching flashlight. It should
eventually find it and get to this screen. The final standard screen indicates the
Install Wizard has completed the installation. Left click <Finish> to end the

installation.

i FEMA Master Assessment Database Setup §|

Completing the FEMA Master
Assessment Database Setup
Wizard

Click the Finish button ta exit the Setup Wizard.

Following the same procedure, install a second copy of the program to use in the
Assessment Tool operating mode on the computer(s) that your assessors will use to

collect data, such as a laptop.
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Use of the Database

The first thing to understand is that an organization will generally use two different
copies of the database: one loaded on a laptop and operating in the Assessment Tool
mode for conducting assessments in the field, and the other loaded on a computer at your
organization’s headquarters and operating in the Master Database mode for collecting the
results from the assessors, printing reports, and archiving the results from a number of
assessments. The Master Database copy also provides the organization the ability to
search for vulnerabilities common to many assessed facilities, search for specific
vulnerabilities, etc. Essentially it can be used as a Risk Management tool to identify and
track mitigation measures to reduce risk.

The Assessment Tool mode was designed for engineers and security specialists to be able
to easily collect data from the facility being assessed. As you will see, the software is
very user friendly. The Master Database mode was designed for the Program Manager.

Conduct Manage Assessment
Assessment Program
T ——— ]
=== e Import
Assessments
Assessment Tool Mode Master Database Mode
Exchange D Lead Assessor
Files,
Pictures,

Data/ 1 1 \ = Store /
= & A X @ & G

Security
Spec.

Cost Infrastructure
Engineer Engineer

Structural
Engineer

This diagram shows how the two copies of the database interact. When an organization
collects information and prepares to conduct an assessment of a facility or a series of
facility, a temporary Assessment Tool program is prepared. Into this Assessment Tool is
placed references, site plans, GIS portfolios, and other facility specific data that is known
about the assessment facility or is developed during the pre-assessment phase. Loading
this information can be done by a Project Manager before the assessment or by an
assessor during the assessment.
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This Assessment Tool is then given to the assessment team and is loaded on one or more
assessment computers (usually laptop computers). The assessment team then conducts
the assessment and records information using the Assessor Tool operating mode. At the
end of the assessment, the assessment team leader uses the Import Checklist function in
the Assessment Tool operating mode to combine the team’s checklist, vulnerability and
recommendation entries into one record. They also manually combine photos, and
miscellaneous files into the lead assessor’s database folder. The Project Manager then
uses the Import Assessor Database function in the Master Database operating mode to
transfer the complete assessment data and files into the Master Database for analysis and
printing.
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Opening the Database

e To open the Master Assessment Database, you first left click on <Start>, then
<Programs>, and look for the <FEMA Master Assessment Database> to left click.
The FEMA Master Assessment Database should be at the end of the Startup
Program Menu immediately after the installation. You can move the buttons for
the FEMA Master Assessment Database to another location within the Startup
Menu at any time.

& Microsoft ActiveSync

Internet
é Internet Explorer Microsoft Excel
E-mail Microsoft Outlook
Microsoft Ouklook

Microsoft PowerPaink

FEMA Assessment Toal [B] microsoft Publisher

Microsoft Word

@ a2 w? MSN Explorer
a —— 3 Outlook Express

$) RealPlayer
® Windows Media Player 4. Remote Assistance

SPEED Ferret 4.1

.:'3 Windows Messenger ﬂ

Gl Windows Journal Yiewer
@ Tour Windows XP ® Windows Media Player

3 windows Messenger

A Assessment Tool

FEMA Master Assessment Database

All Programs b

Log OFf @I Shut Down .

14 start " & Main Menu for Assess... | [€] Microsoft PowerPol

e The first action to enter the database is the Logon. You can enter the database
Tool as an Assessor, Editor, Reader or Administrator. The initial Password for
Assessor is “Assessor”. A Database Manager / Administrator is needed to change
the Logon Names and Passwords.

Marme:
[assessor
Password: Cancel

—

e This leads to a Main Menu of the database. It may start in either in the
Assessment operating mode or in the Master Database operating mode. (It opens
in the mode for which it was last used.)
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Assessment Tool Operating Mode

e The first action is to identify the
facility assessment in the
Assessment Tool by left clicking on
< Facility General Information> and
creating a new assessment. Any
assessor can create an assessment in
the Assessment Tool.

FEMA 452: Risk Assessment Database v.3.0

Assessment Tool

Facility General Information

e If the Facility Information has
already been loaded, you can go

Faeility Assessments ‘

directly to an assessment screen by Bapty the Database \
left clicking on <Facility Swich to Mastes Database ‘
Assessments> or <Continuity of -
Operations Assessments (COOP). ﬂ
i3 o gram was develaped by and for FEMA and the Department of Veterans For Help. Press the F1 Key
e Assessor laptops have limited O prstentic A ouac vk theetoval e BUAAB SnCe. @ inadFontueof e Sinces 008

storage capacity and can become bogged down by continuing to store many
assessments. The <Empty Database> feature allows clearing of the database (with
multiple requests for confirmation). Copy the database and all other collected
information to a CD before emptying, as assessors may find it beneficial to refer
to similar entries from previous assessments, especially recommended mitigation
measures for similar vulnerabilities. Note: <Empty Database> cleans Facility
Information, Team Members, Points of Contact, Observations, Recommendations,
Vulnerabilities, Status, Costs, and the Executive Summary for ALL facilities in
the Assessment Tool database. However, it does NOT empty the GIS Portfolio,
Miscellaneous Files, and Photos in their separate subfolders, as these are not part
of the Microsoft Access database. Thus, these files have to be deleted separately.

e The <Switch Operating Modes> tab takes you to the Master Database mode. This
enables the user to manage collected information. It also enables an assessor to
use the reports feature to check the final look of the information entered, to
prevent duplicate entries, and to easily review the information rather than having
to scroll through the database.
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Create Assessment

The first time you enter the database (with no prior assessments entered), click <Facility
General Information> and the software will immediately go to the <Create Assessment >
input screen. If assessments have already been entered, then a new assessment can be
created by left clicking on the <New Facility> button in the lower left corner.

Create Assessment Facility Record

Facility Mame™: | Default Facility Image: | w 2
Org. Hame: | Facility Descriptive Text:
Address1- I— Mo Image Awvailable
Address2:
City: 5t v
Zip:
| Assessments | Buildings
Assessment Location™ ‘ Entered By
Assessment Date™ Enter Date 140/2007
Assessment Type™ B Modified By
Assessment Folder Name: J ﬂ Modify Date
@ ‘
Mew Facility D <--Previous Facility | Mext Facility--» | * Required Field[s] For Help. Press the F1 Key Cloze
v
R.eCims 4 z [E bilof 2

Note the asterisked (*) entries that are the minimum required to create an assessment:
Facility Name, Assessment Location, Assessment Date, and Assessment Type. Facility
Name, Assessment Location, and Assessment Date are self explanatory. However,
Assessment Type needs some clarification.

For Facility Assessments, select from the drop down box “Facility Tier 17, “Facility Tier
27, or “Facility Tier 3”. Refer to FEMA 452, Page 3-2, for information on Assessment
Type / Level of Assessment.

For COOP Assessments, select “COOP Assessment”. This will prompt the system to
display Checklist #14 on the Assessment Tool main menu and also add the following

three tabs to this form: Essential Functions, Deployment Planning and COOP Facility.
Use these three tabs to record COOP related information on the facility.
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Create Assessment Facility Record

Facility Name™: ]Hazaldvllle Information COOF Default Facility Image: IlEackLnlJF‘G v

Org. Name: [Hazadvile Information COOP Facility Descriptive Text:

Address1: [3350 Alban Road
Address2:

City: |Springfield St VA
Zip: [22150

fitssessmaiie | Buidigs Danloyrest Blannnal) COOR Eacity)

0. ReqNo. Cell Phone
OF OFf Computer OF Coverage Additional
Priority  Essential Function P |  Terminals Teleph Feaired e =

| [ [ [ 2

Record: (T4 4 [ T [ v |[rr]e ] of 1 < >

Mew Facility ‘ <~Previous Facility I Mext Faciliy--» | = Required Field(s] For Help. Press the F1 Key Close -
A

nnnnn SN I (20 I eal B T (e B

When you create the facility, the software automatically creates subfolders named GIS
Portfolio, Miscellaneous Files, and Photos, all under a main folder that uses the
assessment location and assessment date as the main folder name. If you changed the
program location using Custom Installation, then you should make note of the file path
that these subfolders are placed in, as you will need that information to properly load and
link the contents of these subfolders to the Assessment Tool database.

Left click <OK> to finish creating the Assessment.

Microsoft Office Access Pz|

\ir) This Facility Assessment will be skared in Folder:
CAFEMA_coop_db_test 2007-1-3kest2 Assessment_2007-09-03),
Photos will need to be placed in the \Photos subfolder

zI3 Portfolio images will need to be placed in the \GIS_Portfolio subfolder
Miscellaneous files will need to be placed in the \Miscellaneous subfalder
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Load Information Into the Newly Created Assessment Subfolders

e First open My Computer or Windows Explorer to find the storage locations
created by the Assessment Facility creation process.

e Next, open another window in My Computer or Windows Explorer to find the
information collected either before or during the assessment.

e Conduct a drag-and-drop operation to transfer the files to the necessary subfolders
to later link with the database. You can also <Right Click> on the collected files,
copy them by left clicking <Copy> in the pull-down menu, and then move to the
necessary subfolders, <Right Click> on the appropriate folder, then paste by left
clicking <Paste> in the pull down menu. Ensure that all files are transferred —
either copied or moved into the necessary subfolder.

e The drag-and-drop operation between the two windows allows transfer of GIS
Images, Miscellaneous Files and Photos.

@ C:\Program Files\FEMA Master Assessment Database % GIS_Portfolio E]@@
L3
¥

File Edit ‘iew Favorites Tools Help File Edit Wiew Favorites Tools  Help
0 Back * ¥ - search | [{= Folders E| O Back ~ () ¥ - search |[{=, Folders -
Address |5 C\Program Files|FEMA Master Assessment Database Va1 Address || C\Dacuments and Settingsissteerman.UTDI.NC'LDesktop 4 a 22
5% Folders x iﬂ Hazmnat.rmxd
Falders @ Desktop .ﬂ Lacal_Imagery . mxd
=) Program Filas = # [ My Documents
1) Adobe + _J My Camputer
12 ATI Technologies %) 8 My Netwark Places
1) Cisco Systems 2 Recycle Bin
1) Comman Files =l [ ) FEMA 452 Database Info
15 ComPlus Applications # | Assessor Tool Installation_2005-09-19
I3 DvD = |J) Database Info
) eRoom 7 + ) Assessment_2005-02-09
= [5) Assessment_2005-09-12
[=112) FEMA Master Assessment Database Y3 e
GIS_Portfolio
=I5 Hazardville COOP Farility I () Miscellaneous
f sment_2007-01-16 / S ot
1) GIS_Portfolio # ) Master Database Installation_z005-05-19
1 Miscellaneous
{30 Phatos
{0 Hazardville Main Eldg B . Lo
) Fllezila Open a second window with existing data
1) Gateway

I HP
15) Installshield Installation Infarmation
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Main Menu for Assessors

Threat Matrices

P |

ot i i

Fox Hel, Poesc the F1 Koy -FGHT',‘“...’::.:I\:ZM

R e

L e ieiat 1 temiact el e et bebni f i Mo

Facility Assessments COOP Assessments

From the Assessment Tool Main Menu, left click on <Facility Assessments> or
<Continuity of Operations Assessment (COOP)> to enter the Main Menu for Assessors.
This will bring you to the Main Menu for Assessors. The link to <Facility Assessments>
provides access to Facility Tier 1 to Facility Tier 3 assessments and the standard 13
checklists. The <Continuity of Operations Assessment (COOP)> link provides access to
COOP assessments, the standard 13 checklists and a 14™ checklist titled “COOP Facility:
Additional concerns”. Both forms function in the same manner.

The first action on either screen is to choose an assessment facility, since several may be
loaded. This is done using the pull-down list in the “Facility:” window in the top left
corner.

The list will show the names of the facilities that have been created. Once an assessment
facility has been chosen, the assessor can go into any of the data entry areas: General
Facility Information, Assessment Team, Facility Points of Contact, Threat Matrices,
Checklists, Executive Summary or Facility Vulnerabilities.
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Assessment Team

The Assessment Team tab takes the assessor to fill-in-the-blank lists for keeping track of

team members. Fill in this screen with as much information as is available or desired.

Assessment Main Pape

» Facility Name: [Tast 2 Default Image: | -

Assessment Location: [Test 2

Ho Imags Availdble
Assessme; ni Date: | 9/712007  Type [Facility Tiexl =

Executive Summary | Vulnerabilities | Points of Contact | Assessment t Team | 4dd Photos | Photos || Add GIS Portfolio Images | GIS Portfolin | Miscellaneous Files

Team Member Title O izati ‘Work Phone Mobile Phone Email

Select Team Menher from List

Add Mewr Team Member

Record: |4 4 ) 4 < >

For Help, Press the F1 Key Cloze

& >

Add a new person to this Tearn\

After adding a team member, you are taken back to bl

the Team Members List and you can see the B —
information that was entered. Use the slide scale or T
keyboard arrows to see the off-screen information. c,: S

The other buttons allow you to select the Team i [
Member from a List previously generated from other Gty Feebad
assessments or remove the Team Member from this = -

zip: [tzsas
assessment (Undo Team Member Record). PR e rrea—
Work Phone: [(123) 4367890
Mobile Phore: [

At this point you can <Close> to go back to the Main e, [

Menu for Assessors screen or you can continue BuerDate: [ 108005
loading information for additional team members. Moiified By

Modify Date:

Cancel
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Points of Contact

The Points of Contact tab takes the assessor to the Points of Contact screen for keeping
track of the people identified to be contacted during the assessment or that are met during
the assessment. The buttons across the bottom allow you to add or delete Points of
Contact as needed. Add a POC by left clicking on <Add New POC>.

Assessment Main Page

4 Facility Name: [Test 2 Default Enage: | v
Assessment Location: [Test 2
Ho Lmage Available
Asgesement Date: | N2007  Type [Facility Tierl v
Executive Summary | Vulnershilities | Points of Contact | fssessment Team | Add Photos | Photos | Add GIS Portfolio Images | GIS Portfolio | Miscellanecns Files
FirstName  Last Name Title Organization Address City State Zip
444 Hewr POC Dielate this POC 444 Hew POC and Dplicate
Record: < >
For Help. Press the F1 Key Close
< >

This input screen is different than the Team Members input screen, as you enter the
information directly in each cell. You can enter the information and move to the next
cell by using the <Tab> on the keyboard or by left clicking on the cell. Use the slide
scale or keyboard arrows to move the screen to see the remaining information on the
POC line.

You must press <Enter> or the <Tab> key after the cells are complete to add the
information to the database.

ssessment Main Page

3 Facility Name: [Test 2 Default Inage: ~
Assessment Location: [Test 2
Ho lmage Avaldble

Assassmaen t Date: [ G/172007 Type [Facility Tierl =

Executive Summary | Vulnersbilities | Points of Contact | Assessment Team || 4dd Photos | Fhotos | Add GIS Portfolio Images | GIS Fortfolio | Miscellameous Files

FirsiName LesiName  Title Organization Address City State Zip
I [ |
444 Hew POC Delsts POC 4dd Hew POC snd Duplicate ‘

Record: [14] T [ [U]k] of 1 < >

For Help. Press the F1 Key Close

< >
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There’s even a feature in the POC list to duplicate the address from previous entries,
since it is likely that many POCs will have the same business address. Just left click
the left column to get the black arrow to appear on the entry with the address to be
copied. Then by left clicking on the tab <Add New POC and Duplicate> the light
blue address blocks will be duplicated on the next entry line.
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Threat Matrices Process

After the available preliminary information is loaded, you can work the Threat Matrices

for Critical Functions and Critical Infrastructure. To get to these screens choose an

assessment facility and left click either the <Critical Functions Matrix> or the <Critical

Infrastructure Matrix> button from the Main Menu for Assessors.

Assessment Daishase v.3.0 Assessment Tool

Facility: v Assessmen vt Date: Assessmue: nt Type:
Facility and Team Information Checklists Executive Summary/Vulnerability
General Facility Information | 1- Site Checklist Facility Executive Summary ‘

Assessment Team | 2 - Architectural Facility Vulnerahilities ‘

Facility Points of Contact | 3 - Stroctural

4 - Building Envelope

3 - Utlity Systems

& -Mechanical Systerms

3 - Electrical Systems

9 - Fire Alarm Systerns Import Checklist

10 - Comummications and IT Systems

Threat Matrices

11- Equipment Operations and Maintenance

Critical Fanction Matrix | 12 - Secunity

\
\
\
\
\
\
7 - Phumbing and Gas ‘
\
\
\
|
\
|

Critical Infrastructure Matrin ‘ 13- Security Master Plan Close

For Help. Press the F1 Key

T proma e o © Matioad istitele of Building Scieces 2004

and the Deparmuent of Veterans
fituteof.
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Critical Function Matrix

Selecting the <Critical Function Matrix> button will display this screen. Listed are a
range of established threats and functions. The matrix allows entry of Threat Rating,
Asset Value, and Vulnerability Rating following the 1 to 10 scale as listed in FEMA 452.
The Risk Rating is then automatically computed and color coded according to the
established scale.

To maintain the FEMA 452 process, the basic Threats and Functions can not be renamed.
However, there are unassigned placeholders that can be used to record an organization’s
unique Critical Functions and Threats. The placeholders for functions are listed under the
Critical Function column as “Other CF-1" to “Other CF-10". The threat placeholders are
listed across the top of the matrix as “Other 1” and “Other 2. Organizations can
designate a meaning for a placeholder, use the placeholder to collect data, then after
exporting the matrix to Microsoft Excel®, change the name of the placeholder to a
specific threats or function.

e Selecting the <Page 2> or <Page 3> buttons will display additional Threats /
Hazards.
e Selecting the <Rollup> button displays a consolidated Functions matrix.

Threats >

Facility Name:  [QRE Assessment Date: [02/07/2007 Assessment Type: [Facity Tier | I 1o Riske (1.60) &
Medium sk (61-175)
g' Ez’:ﬁ;ﬁ;‘“ I i Rick (-175)
2 Improvised Amson
FE: Yulnerah bty Rating Explosive Device Chemical Incendiary Armed Biological
{Bomb} Agent Attack Abtack Agent Cyberterrorism Agriterrorism
No. _Critieal Functi TR AV VR Rk TR AV VEFsk TR AV VR Esk TR AV VRRsk TR AV VERsk TR AV VE Rik TR AV VE Risk_No, Critical Fun
1 [[Edministration HEE 2[ 5[ o[ 144 [ 2[ 8] 7 1z [0[ 3[ 8] 7[ w8 [ 8] 7 3[ 9] 2 o[ of o] O 1 [[kdminstratis
. 7 [Engmeerng IEEEREEE 2[ 5[ EEEEEEEEE 35 2 [0 0 8] 0| 2 |[Engimesning
Functlon 3 |[Wasehousing IEEEREEE AEE 337 e8| 1|8 7 33 2 o[ o[ 0| 0|| 3 |[Warehowing
4 |[Data Cemter HEE 23| 5| s | z[ 3[4 7 | 23| 7| @ | 1|3 8 81 |3 o 2| 162l | 0|0 0] 0| 4DstaCenter
5 |[Focd Service HEE EEE HEE EEE IEE HEE o o 0| o|| 5 |[Foodsemics
& |[pecuity IREERERE AR IEEERERE 3[4 2 o[ o[ o 0| & [secuiy
7 |[Eouwskesping ERE 21 2| 1] 317 IRER RERE o[ o[ o] 0| 7 |Howskesping
B |[Day Care HEE IEEEREEE EEE IEEEEREEE o[ o[ 0| 0| B |Dercas
3 [oher CF-1 o[o[®8| o, |00/ o o |ofofol o |00/ o o8/ o o o [0 00 obL|o o]0 ol 3otecr
10 [otercr2 o[ o[ o] oL oo/ o o |ofo[o] o |00 o o |08/ o o o [0 00 oL|0 o]0 olLwlohecrz
11 [other cF3 o[ o[ @8] oL oo o oL ofo[o] o |00l o (o800 o [0 00 o]0 o]0 oL ohecrs
12 [other crg o[ o[ o] oo/ of o o Jofofo] o [ofofof o oo o o oo o op|ofo o o] |ohecrs
[ 13 [oercF o[ o[ o] oL/ of o] oL o[ojg] o |00 o [08/o o o [0 0|0 oL|0 o]0 0f3oheacEs
14 [other CF6 o[ o[ o] oL oo/ o] o |ofojo] o. |00 o [0/ 0 o o [0 00 oL|0 o]0 0f4ohacrs
15 [|Other CF-7 ol ol o 0 of of O 0 ol o]l o EI 0j of O 0 of of o o o| of 0 o of o] O o 15 [|Other CF-7
16 [[Other CF-8 ofofo 0 of of O 0 ool o o oj of O Of 0] 0] O o ol o O of of of o 0 7| 16 Other CF-8
17 [[Other CF-9 I ol of o 0 of of O 0 ol o]l o o 0f of O ol of o O o o| of O ol o] of o o 17 {|Other CF-5
18 [[Other CF-10 ofof o 0 of of O 0 ool o o 0| o O 0 ol o] o o o| of O ol o] of o o 18 [|Other CF-10
Page2 [ Page3 Fiolbp For Help, Press the F1 Key Close =
Records (][ 13 (P JM1]0# of 18 < >

Asset Value 1-10 B [ ow risk (1-60)
Threat Rating 1- 10 1 Medium risk (61-175)
Vulnerability Rating 1-10 B Highrisk (> 175)

APPENDIX B B-21



Critical Infrastructure Matrix

Selecting the <Critical Infrastructure Matrix> button will display this screen. Listed are a
range of established threats and functions. The matrix allows entry of Threat Rating,
Asset Value, and Vulnerability Rating following the 1 to 10 scale as listed in FEMA 452.
The Risk Rating is then automatically computed and color coded according to the
established scale.

To maintain the FEMA 452 process, the basic Threats and Infrastructures can not be
renamed. However, there are unassigned placeholders that can be used to record an
organization’s unique Critical Infrastructures and Threats. The placeholders for
Infrastructure are listed under the Critical Infrastructure column as “Other CI-1” to
“Other CI-10". The threat placeholders are listed across the top of the matrix as “Other 1”
and “Other 2”. Organizations can designate a meaning for a placeholder, use the
placeholder to collect data, then after exporting the matrix to Microsoft Excel®, change
the name of the placeholder to a specific threat or Infrastructure.

e Selecting the <Page 2> or <Page 3> buttons will display additional Threats /
Hazards.
e Selecting the <Rollup> button displays a consolidated Infrastructure matrix.

Threats >
Facility Name: [Test 2 Assessment Date: [09/07/2007 Assesement Type: [Facility Tiex | I 1o Risk (1-60) K
Medium Rick (61-175)
R I i ok 2195
- Improvised Arson/
YRSl ity Battie Explosive Device Chemical Incendiary Armed Biological
{(Bombh} Agent Attack Attack Agent Cyherterrorism Agriterrorism
o, Cxitical Infrastruct TR AV VR Rk TR AVVR Esk TRAVVREsk TRAVVERsk TR AV VERek TR AV VR Risk TR AV VR Risk No. Critical
¥ Wi 0Jo[ o] opjo[o[ o opyo[o]o] opo[ o] o] opy oo o opoo o opfo[o o o] It
2 |[Aehitectusal olo[o] opfofofo ofjo[ofa o [oofo o oo o oL oo o of]o o0 0] 2|k
Infrastructure 5 |[Stractural Systems olojao] offofoo of o/ oo o [oo[o o |ofoo of[o oo of]|o[o]o 0] 3]tutsm
4 |[Exnvelope Systems olofo] ofJofofof of|o/ofa o [oofo o |ojoo of[o oo of|o[o]o 0] &|uwebs
5 ||Utility Systerms olojo] o Jofofo of|o[ofo] o [o[o[o o [ooo of[o oo of]|oo] o o] 5|utks
|| & |[Mecharical Systeras ol o[ o] oflofof o o o[a[o] ol oo o o oo o offo[of o af|ofof o] o] &]Mehm
7 ||Phruebing and Gas Systens| | 0] 0] 0] 0| | 0| 0| 0] ol |o|a|o| ol |0 o6 o]0/ o o oL |00 o] oL|0]0] 0] o 7Pk
& |[Electrical Systems oloja] of |00 o of o oo o [o|of o o |ojo o of[o] oo of]|o]o]0 0] &ketus
3 |[Fire Alarm Systenes oloja] ol |00 o of o oo o [ofofo o |ojoo of[o] oo of]|o]o]o 0] o|as
10 [IT/Comumarisations Syste | | 0] 0] 6] 0| 0| 0| 0| of | o/ o]0 o [o|of o o oo o of|olo o of]|o|o]o o]io|Tcom
17 [Other -1 olola] ol |00 o oo/ oo o [o|of o o |oo o ol|o] oo ol]|o]o]o o]|otkere
1Z |[other 12 olola] ol |00 o of|o/ oo o [ofof o o |ojo o of|o] oo of]|o|o] o o]iz|otere
15 [other €13 oloja] ol |00 o of|o oo o [ofof o o |ojo o of|ol oo of]|o|o] o o]i3|otere
14 [Other T4 olola] of|o[o o of o oo o [ofof o o |ofo o op|o] oo of]|o]o] o o]a|othere
15 [Other 15 oloja] ol |00 o of o/ oo o [ofof o o |ojoo of|o oo of]|o]o] o o]lis|otere
1 [Other 16 oloja] of |00 o of o oo o [o|of o o |ojo o of|o] oo of]|o]o] o 0]l&|otherct
17 [Other 17 olola] ol |00 o of o oo o [ofo o o |ojo o of[o oo ol]|o]o]o o]17|otherc
18 Other C1-8 ojolo o ol of o o ol olo o ol ol o o ol of 0 o ol of o o 0| 0 o 0| 18 [|Other CT
19 dNher (71, ol ol ol P8 ol ol ol of ol ol 0l of ol ol ol o™ ol ol o n.nnnnnnn 01 19 dosher 1
Page2 | Paga3 Follup For Help, Press the Fl Key  Close -
Record: (14] 4 ([ 1 [P JI]F+ of 20 < >
Asset Value 1-10 B | ow risk (1-60)
Threat Rating 1- 10 1 Medium risk (61-175)

Vulnerability Rating 1-10 B Highrisk (>175)
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Checklist Process

The standard 13 checklists and the 14™ checklist titled “COOP Facility: Additional

concerns”, run down the middle of the Main Menu for Assessors screen. After selecting

an assessment facility, left clicking on a checklist, the <1 — Site Checklist> as an

example, brings up the format of all checklists within the Assessment Tool.

E= Main Menu for Assessors

Facility and Team Information Checklists C
General Farility Information | 1- Site Checklist

- [
FENA 452: Risk Assessment Datahase v.3.0 Assessment Tool
Facility: ‘Hazardville Information COOF v Assessment Date:  |1/1/2007 Asgesgment Type: [COOP Fanility

utive Summary/Vulnerability

Farility Executive Surmmary |

Assessment Team | 2 - Architectural

Farility Valnershilities |

Facility Points of Contact | 3 - Structural

4 - Building Envelope

5 - Tility Systems

& -Mechanical Systams

7 - Plambing and Gas

8 - Electrical Systams

9 - Fire hlam Systems

Import Checklist

10 - Comnmnications and IT Spstems

Threat Matrices
11- Equipment Operations and Maintenance
Critical Fametion Matrix | 12 - Security
Critieal Infrastrocture Matrizx | 13- Secunity Master Plan

Close

14-COOP Facility: Additional Concerns

This pro g wes developed by and for FERIA and the Departuet of Vetevans
Afirs, ursuont 10 & contract with the Notional Busrinute of RuTding Sciauces.
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Assessment Checklists
The format of the Site Checklist is like all the other checklists.

e The first column contains an arrow to indicate which row is selected for data
entry.

e The second column on the left is the checklist question number [Section Number
— Question Number]

e The third column is the Observation made during the assessment. This could
describe a vulnerability identified by the assessor.

e The fourth column is the Recommendation / Remediation made by the assessor to
mitigate concerns with this question and observation.

e The fifth column is reserved for identifying the questions which have an
observation identified as a vulnerability.

e The sixth column is the question itself, taken right from the FEMA 426 Building
Vulnerability Assessment Checklist.

e The seventh column is the guidance associated with that question, also found in
the FEMA 426 Building Vulnerability Assessment Checkilist.

e The eighth column is a cross reference to COOP related guidance.

Observations and Recommendations/Remediations for Section Heading: Site

Facility Name: Hazardville COOP Facility Type: COOP Facility ~

Q# Obrervation Recommendation/Remediation Vuln? Vul hility A Question Guid Addition

| ~ I [#hat major stmetures swround the [Critical infrastructure to consider [FPC 65: 2
Facility (site or buildingfs))? -- What inchades: - Teleconmmmications [Alternate
(cxitical infrastructure, govenmment, infrastructare - Facilities for broadeast Farilities,
military, or recreation facilities ave in T, cable TV, celhlar networks, Considers
the local azea that impart revrspaper offices, production, and
transportation, utilities, and collateral distrintion; radio stations, satellite base
b damare (attack at this facilitv impactine phone trumking and
1.2 I |Does the terrain place the building in a o low areas can trap heavy FPC 65: 4
depression ot low area? [vapors, inhibit natural decontamination [Alternate
oy prevailing winds, and zeduce the Farilities,
effectiveness of in-place sheltering. - Comsiders
Reference: USAF Installation Force
[Protection Guide
13 I I dense, utban areas, does cush lame [Where distance from the building to the FPC65: 4
parking place uncontrolled parked nearest curb provides msufficient Alternate
vehicles umacceptably close to & sethack, restrict parking in the cuh Farilities,
building in public rights-ofway? lane. For typical city streets this may Comsidera
require nezotiating to close the cmb
lane. Setback is common terminology
for the distance between abuildine and
Viewr Facility [nformation For Help, Press the F1 Key Close 3
Record: [14] T[] aof 25 (Fitered) < >

If an Observation was identified by the assessor as a vulnerability to consider, he places
a check mark in the “Vuln?” box by putting the pointer on the box and left clicking. This
copies the Observation (now a Vulnerability) and the Recommendation / Remediation to
the Facility Vulnerability list.

Note: The software indicates, using a pop-up, that more information — building number
and priority — will be required when the Vulnerabilities screen is opened.

When all the information is input to the visible screen, you can scroll the screen using the
right side vertical slide bar or use the Record selector arrows in the lower left corner to
get to the question desired. Also, double clicking on the top blue bar will expand the
window size to show a full screen of information.
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The other Checklist sections all function the same way to capture observations and
recommendations or remediation. As before, when finished, left click on the <Close>
button in the lower right corner to go back to the Main Menu for Assessors screen.
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Facility Vulnerability Process

The Facility Vulnerabilities section of the Assessment Tool provides a means to further
analyze the vulnerabilities found during the assessment. By displaying on one list the

facility’s vulnerabilities, their location and the initial recommended remediation,
assessors can determine common weaknesses and mediation strategies that will work for
multiple vulnerabilities. This also aids in the analysis of prioritization for mediation. Left
clicking on the <Facility Vulnerabilities> tab will take you to that screen.

FEMA 452: Risk Assessment Database v.3.0 Assessment Tool
Facility: || v AssessmentDate: |  AssessmentType: |
Facility and Team Information Checklists Executive Summary/Vulnerability
General Facility Information | 1- Site Checklist Facili adutize ST ary
hosesment Team | 2 Achitectual
Farility Points of Contact | 3 - Stmctaral

4 - Building Envelope

5 - Tility Systems

& -Mechanical Systems

7 - Phunbing and Gas

8 - Electrical Systems

9 - Fire Alarm Systems

Import Checklist

10 - Comnmnications and IT Systems

Threat Matrices
11- Equipment Operations and Mamtenance
Critical Function Matrix | 12 - Security |
Critical Infrastruchure Matrin | 13- Security Master Plan

| Clase

This propram was developed By and for FEMA and the Department of Veterans
Affairs, purspant to a controst with the National Ristitute of Building Sciences.
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Vulnerability and Recommendation Screen

This is the Vulnerability and Recommendation screen of the Assessment Tool. Itis
automatically populated with the previously entered Observations (called Vulnerability
here) and Recommendation / Remediation when the “Vuln?” box is checked when
completing a question on the checklists. Note that the rightmost column of the page
shows the checklist section from where vulnerabilities were transferred. Assessors can
also populate the list by typing vulnerabilities onto the page (some may not be associated
with a checklist question).

Assessment Main Page

4 Farility Name: [Hazardville nformation COOP Default Tmage: [{ITD_Front PG v
Assessment Location: [Hazardville Information COOF
Assessme: nt Date: 1112007 Type [COOP Facility
Executive Summary | Vnlnershilities | Points of Contant | Assessmen t Team | Add Photos | Photos || Add GIS Portfolio Images | GIS Portfolin | Miscellaneous Files
Vulnwrability Status £ Cost | Driracted
Building Name or Number  Vulnerability Priority R dation/Remediati PR Checkl
Observa
» v [~
Record:@- 159 [E] #oof 1 < >
For Help. Press the F1 Key Close
< >

This screen has two fields that are still blank if a vulnerability was transferred from a
checklist by clicking the “Vuln?” box.

e Record a building name or number in the first column to focus where this
vulnerability is located.

e Prioritize the vulnerability so as to better identify which vulnerabilities require
mitigation based upon the limited resources available — get the best benefit / cost
ratio for reducing overall risk.

There are two other ways to get Vulnerabilities and Recommendations / Remediations
into the fields:

e The assessors can type them directly into the fields. They will not show linkage
to specific checklist questions unless that information is also added.

e Vulnerabilities and Recommendations / Remediations can be imported from the
Assessment Tools of other assessors using the tool’s import utility. In doing this,
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the Lead Assessor has the option of importing all of a Team Member’s
vulnerabilities and recommendations, or choosing specific ones to transfer.

When an assessor identifies a vulnerability, the assessor must enter a building number
and a priority number (1 to 5) in the Vulnerability List in addition to making
recommendations about how to reduce the vulnerability/risk.

CAUTION: If you do not select a priority number before the inputs are accepted by the
database, the number will be set to zero and this entry will come out on the top of the
vulnerability report.

Prioritization is based on the severity of the vulnerability and the availability of resources
for mitigation. For example: Priority 1 vulnerabilities are the most important to
mitigate...fix it now. Priority 5 vulnerabilities may wait until additional funds are
available.

The Master Database can be searched based on this field...all Priority 1 vulnerabilities,
all Priority 1 and 2 vulnerabilities, etc.

Finally, the Assessment Tool allows an assessment team to provide a cost estimate (dollar
values) to the individual recommendations: New fence $100,000, Vehicle barriers
$25,000, etc. Left click on <Vulnerability Status / Cost> from the Facility Vulnerabilities
page to enter the Remediation module.

Building No YVulnerahility Priority Recommendation/Remediation
|Hazaxdvﬂ.le o dsring With a loading dock on the west side, it is | 2j Increased stand-off or increased access control is
possihle for wvehicles to park right next to the needed to reduce sk of vehicle-bome mprovised
tnilding. Mormal parking for employess is in explosive device. Any action will requive
front; the closest rowr 15 44 feet from the icoordination with Business Park Management and
Aeotion Drate Cost Conuments
D iad 40
Flanned $0
Underway $0
(Commpleted $0

Close

The Program Manager can then track the cost information throughout the process to
implement the recommendation. Left click <Close> to exit the Remediations screen and
left click <Close> to exit the Facility Vulnerabilities screen.
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Facility Executive Summary Process

The Facility Executive Summary section of the Assessment Tool allows an assessor,
usually the Team Leader, a page to summarize general information about the facility and
this assessment. Left clicking on the <Facility Executive Summary> tab will take you to

that screen.

N
FEMA 452: Risk Assessment Database v.3.0 Assessment Tool
Facility: || v AssessmentDate: |  AssessmentType: |
Facility and Team Information Checklists Execuyti: s -ability
General Facility Information | 1- Site Checklist Farility Exemutive Summary
fcreerrrr Therm | % = Syl W |
Farility Points of Contact | 3 - Stmctaral

4 - Building Envelope

5 - Tility Systems

& -Mechanical Systems

7 - Phunbing and Gas

8 - Electrical Systems

9 - Fire Alarm Systems

Import Checklist

10 - Comnmnications and IT Systems

Threat Matrices
11- Equipment Operations and Mamtenance
Critical Function Matrix | 12 - Security |
Critical Infrastruchure Matrin | 13- Security Master Plan

| Clase

This propram was developed By and for FEMA and the Department of Veterans
Affairs, purspant to a controst with the National Ristitute of Building Sciences.
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Facility Executive Summary Menu

The Facility Executive Summary section of the Assessment Tool provides three fields for
the Lead Assessor (or Team Leader) to summarize general information about the facility
and this assessment. When printed, these three fields appear as a single document with
three main sections: Introduction, Observations, Recommendations / Remediations.

The Introduction field should contain some background information, facility location,
mission, dates, etc. The Observations field should contain general information about what
was found, but particularly, vulnerabilities...are they security related, critical
infrastructure related, etc. Finally, the Recommendations / Remediations field is for
general recommendations about current conditions, mitigation measures that are
applicable to the major vulnerabilities and other pertinent information to consider.

Assessment Main Page

» Farility Mame: [Hazardville Information COOP Default Image: [{UTD_Front PG v

Asvesement Location: [Hazardville Information COOF
Assessme: nt Date: | 112007 Type [COOP Facilty w

Executive Summary | Valnershilities | Points of Contact | hssessmend t Team | 4dd Phatos | Photos | dd GIS Portfolio Images || GIS Portfolio | Miscellaneous Files

Inireduction Ohservations Recommendations/Remediations
» A

Record: [E 1 @ af 1

For Help, Press the F1 Key Close

< >

Note that you can use the tabs above the three fields to go from this section to many
others to review information as necessary while writing the Executive Summary.

One word of caution regarding the Executive Summary: The import/export utility will
not transfer this section of the tool between assessors, so if an assessment team member
other than the Lead Assessor fills in these fields, there are two ways to transfer the
information between laptops: one method is for the drafter of the Executive Summary to
switch to Master Database mode, go to Facility Reports / Executive Summary / Publish
as a Word Document / Save the Word Document where it can then be transferred to the
Lead Assessor as a Word Document file. An alternative is to cut and paste the three
paragraphs into a document and transfer the temporary document between computers.
Then the Lead Assessor can cut and paste the individual paragraphs back into the
Executive Summary.

Use <Close> to return to the Main Menu for Assessors Screen.
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Importing Checklists, Vulnerabilities and Recommendations

After the assessment team has completed its data collection effort, the checklist
questions, vulnerabilities, and remediations have to be combined into one Assessment
Tool database before the data can be transferred to the Master Database. This is
accomplished by using the import function to transfer collected data from the Team
Members Assessment Tool Databases to the Lead Assessor’s Assessment Tool Database.

Let’s say there are five members of the assessment team: A Lead Assessor, a Security
Specialist, a Mechanical/Electrical Assessor, a Structural Engineer, and a Cost Estimator.
Before the start of the assessment, the Lead Assessor (or Team Leader) should assign
Checklist sections to each member of the team. For example, the Structural Engineer
would do Checklist Sections 2, 3 and 4. Checklist sections can be split among team
members; this makes importing more complex, but still doable.

The import utility of the Assessment Tool allows the Lead Assessor to collect checklist
observations and comments, along with vulnerabilities and the associated
recommendations from the team members. This consolidated database is the
responsibility of the Lead Assessor to ensure technical editing, consistency, and a flowing
report to become part of the Master Database.

The process is simple but it takes some practice.

e Each team member must copy his Assessment Tool database file to a transfer
device. A USB drive works well as a file transfer device. The file will be a large
(several dozen MB) Microsoft Access® MDE Database file.

e The Lead Assessor inserts the USB drive into his own laptop and copies the file
into the same folder of his database. Then, from the Main Menus for Assessors,
the Lead Assessor should select the facility being assessed from the pull down
list, and click on the <Import Checklist> button.

Note: First, ask your database administrator to make sure the Lead Assessor user name is

assigned to the “Admins” group. If you are not in the “Admins” group, the Import
Checklist button will be grayed out and not functional.
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ES Main Menu for Assessors

FEMA 452: Risk Assessmeni Database v.3.0 Assessment Tool

Facility: [Hazardville Information COOP v AssessmentDate: [1/1/2007  AssessmentType: [COCF Facility
Facility and Team Information Checklists Executive Summary/Vulnerability
General Facility Information | 1- Site Checklist Farility Exerutive Smmmary ‘
JET—— | Bo A il ity s |
Facility Points of Contact | 3 - Structural
4 - Building Envelope

5 - Utility Systems

& -Mechanical Systems

7 - Phubing and Gas

2 - Electrical Systems

9 - Fire dlum Systems Import Checklist

10 - Cormmnications and IT Systerns

Threat Matrices
11- Equipment Opezations and Maintenance
e By Wity | I8 = Bty

Critiral Infrastietore Matriz | 13- Semurity Master Plan | Close

14-COOP Facility: Additional C.
= o il For Help. Press the F1 Keyp

©liational Ristitute of Zuilding Seiences 2008

Tliis gro grom wos developed 3y and for FEMA and the Depaviment of Veterans
Affatys, pursuant 1o o contract with the dorional Butitute af Building Sciemees.

This brings up a request window to identify the file to select for import. Left click
<Browse> to find the file.

Select File

Import Cheekhst mformation from [(CD, thoawh, folder on hard dyave):

|I Bronarse
Import Clase

After finding the database file either double left click on the file or left click once on the
file and then left click the <Open> button to have the file name and location appear in the
field. Finish the process by left clicking on the <Import> button.

Look in: | ) Temp

L]
N
A7
)
|

()G _Portfolio
[ Miscellanenus
ohos

o AssessorTool

File name: [~
Files of type: |Database file [*.rdb, * mde, * mda) j Cancel

™ Open az read-anly
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This will bring up a window listing all the available assessment facilities available to
import from. Click on the assessment facility you want to connect to, then click <Select
Assessment> to establish a connection between databases.

== frmSiteAssessments_Remote

M

Aszessments Availahle for Import From: |E:HFE M Szzeszments copyhbezessarT ool mde

Asggezzmant
i Address 1 City Aszgessment Location Daite Type
( !i Example site 1 5 gite 1 342006 |Tier 1
HExample site 2 — Site: 2 24242006 | Tier 2
Example site 3 Site 3 BAB/2006 |Tier 3

—

< Select Azzeszment

Rernrd:

Cancel

1 hw Akl nf 3

This will bring up a small window to indicate the connection between databases has been
made, and # Checklist records and # Vulnerability records are available for viewing and
copying to the Lead Assessor’s database.

Microsoft Office Access &

& Connection made,
1)
216 Checklist records
1 Yulner ability records

available For Wiewing/Copying.

Warning: It is important to realize that the wrong database can be imported as easily as
the correct one. It is imperative for the Lead Assessor to keep accurate track of files
copied from other assessors.
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Viewing and Importing From Linked Databases

The next step is for the Lead Assessor to select the Checklist section that he wants to
import data into. Then left click <Open Remote Data> to open the orange import
window.

Observations and Recor: s REMEUIALIONS 101 sewiivn - o=dine: Site

' acility Name: Hazardville Information COOP pe: COOP Facility £
Open Remote Data | [CAFEMA_soop_d_test_2007-1-BCapy of COOF_MasterDE_2007_L_8.md
Q tion Recommendation/Remediation AT Vulnerahility & Question  Guid Refere
| — I TWhat major stractures suzeand the [Critical infrastractme to consider FPC &5: 2
facility (site or building(s))? -- What inchudes: - Telecommunications Alternate
eritical infrastrcture, government, infrastmctire - Facilities for broadeast Facilities,
mulitary, or recreation facilities ave in TV, cable TV; cellalar networks; Comsiders
the local area that impact newrspaper offices, production, and
transportation, utilities, and eollateral distribution, radio stations, satellite base
™ damage (attack at this facility impactin stations: telenhome tnunking and
1-2 I "|Does the terrain place the building in 2 Depressions or low areas can trap heavy FFC 65: &
depression o lovr area? vapots, inhibit natural decontamination Alternate
by prevailing winds, and reduce the Farilities,
affectivensss of in-place sheltering. - Comsidera
Reference: USAF Installation Force
Protection Guide
1-3 I T dense, wban areas, does b lane Where distance from the building to the FFC65: 2
parking place uncontrolled parked nearest cutb provides insufficient Alternate
vehicles unaccaptably close to a sethack, restrict parking in the cwh Facilities,
building in public rights-ofway? lae. For typical city streets this may Comsiders
require negotiating to close the oub
lane. Sefback is common terminology
for the distance betereen a tuilding and
View Facility Information For Help. Press the F1 Key Close -
Record: E 1 E]@ of 23 {Filkered) < ¥

The “remote data” is the database to be imported, identified with orange backgrounds.

Section 1, Site Checklist, is shown here in the screen capture. The Lead Assessor can
then select the specific observations and comments to be imported by putting a check
mark in <Copy Record> or choose <Select All> to input all Observations and
Recommendations / Remediations in this section. The Lead Assessor can also decide to
add the new information to any he already has entered by indicating by check mark to
<Copy and Append> or overwrite anything previously entered using <Copy and
Overwrite>. The default is Copy and Append.

Warning: Make sure you track what you are importing. This is where it is possible to
accidentally overwrite good data with a blank field.
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Observations Details from the REMOTE DATABASE

Site Name: Hazardville Information COOP A

Copy
Eecord Q#  Ohservation Recommendation/Remediation Vuln?

Mo T [T T

I™ Copy and OVERWRITE
Sellct ALL Update Local Copy T Close
¥ Copy and APPEND

Record: (14 T P>+ of 23 (Fikered)

The process is the same for importing vulnerabilities and recommendations.

This is a very handy tool, allowing the Lead Assessor to assemble all of the collected data
on one database and in one computer before leaving the facility at the end of the
assessment.

Note, however, just as the GIS Portfolio Images, Miscellaneous Files, and Photos had to
be placed into the appropriate subfolders in the Assessment Tool program folder, each
team member must also provide these files on the USB drive for transfer to the Lead
Assessor’s computer.
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Adding Photos

Even though you have placed the GIS Portfolio, Miscellaneous Files, and Photos into the

proper subfolders, you must still link them to the database. To do this for photos taken by
the assessment team:

e Go to the Assessment Tool Main Menu. Select <Assessments>, select <Facility
Vulnerabilities>, and select <Add Photos>.

e Inthe Add Photos screen left click the <Add Photos> button in the lower left
corner.

4 Facility Name: [Hazardville Information COOF Default mage: [t0TD_Front JPG -

Location: [H ille Information COOF

Aszsessme: i Date: 11£2007  Type [COOP Facility

Executive Summary | Valnershilities | Points of Contact || Assessmelit Team | Add Photos | Phot
File Name Description—

P [[tBaskLat. PG [ [
||tUTD_ant.J'PG [ |

5 || 4dd GIE Portfolio Images | GIE Portfolio | Miscellaneous Files

Comments s

b
#oof 2 hS | >

For Help. Press the F1 Key Close

e The software confirms that the files were added and attached. Left click <OK> to
continue with each pop up.
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Assessment Main Page

4 Farility Mame: [Hazardville Infarmation COOP Default Image: [tUTD_Front JPG

i Location: [Hazardville COOP
Assessment Dates | 1102007 Type [COOF Fazility

Executive Summary | Walnerabilities | Points of Contact | fssessment Team | &y Photos | Photes | 444 GIS rtfolio [mages | GIS Portfolio | Miscellanecus Files

—_

Image # Image # Image #: Image #: Image #

7
Load Photes o bnges etal)

N

For Help. Press the F1 Key Clase

# ~

e Next you have to left click on the <Photos> tab in the center of the screen to
continue the process.

e Once in the Photos screen, left click on the <Load Photos> button in the lower left
corner, which makes the linked photos visible within the Assessment Tool. You
can left click on a photo and enter Photo Zoom which gives a limited capability
for viewing the photo in different sizes, using Zoom, Clip, and Internet Explorer.
Clip is essentially what you currently see. When done, left click <Close> to exit.
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Adding GIS Images

Even though you have placed the GIS Portfolio, Miscellaneous Files, and Photos into the
proper subfolders, you must still link them to the database. To do this for GIS images:

e Go to the Assessment Tool Main Menu: Select <Assessments>, select <Facility
Vulnerabilities>, and select <Add GIS Portfolio Images>.

e Inthe Add GIS Portfolio Images screen first left click the <Add GIS Portfolio
Images> button in the lower left corner.

Assessment Main Page

4 Farility Name: [Hazartville Information COOP Default Image: [tUTD_Front PG
i Location: [Hazardville COOP
Aszessme: nt Date: | 1112007 Type [COOF Faility iggi
Executive Suwmary | Valnershilities | Points of Contact | Assassment t Taam | 4ad Photos | Photoff| Add GIS Portfolio Images 13 Fortfalin | Miscallaneous Files
File Name Description \M
P [[isitel_tvipe] [
43 GIS Portfolic Images ®?
Rechxg: [E] 1 @ of 1 £ >

For Help, Press the F1 Key Close

¥

e The software confirms that the files were added and attached. Left click <OK> to
continue with each pop up.
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Assessment Main Page

4 Facility Name: [Hazardville Information COOP Default Image: [{ITD_Front PG

i Location: [Hazardville COOP

A
Assessment Date: 1112007 Type [COOP Facility a

Executive Smnmary | Vulnersbilities | Points of Contact | Assessment Team | Add Photos | Photos | 4dd GIS Portfolio [fnages |

Image #: Image #: Image # Image #: Image #

T —

Loail GIS B | imegatosa)

For Help. Press the F1 Key Close

£ >

e Next you have to left click on the <GIS Portfolio> tab in the center of the
Assessment Main Page screen to continue the process.

e Once in the GIS Portfolio screen, left click on the < Load GIS > button in the
lower left corner, which makes the linked photos visible within the Assessment
Tool. You can left click on a photo and enter Photo Zoom which gives a limited
capability for viewing the photo in different sizes, using Zoom, Clip, and Internet
Explorer. Clip is essentially what you currently see. When done, left click
<Close> to exit.
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Add

Even

ing Miscellaneous Files

though you have placed the GIS Portfolio, Miscellaneous Files, and Photos into the

proper subfolders, you must still link them to the database. To do this for Miscellaneous

Files:

Go to the Assessment Tool Main Menu: Select <Assessments>, select <Facility
Vulnerabilities>, and select <Miscellaneous Files>.

In the Miscellaneous Files screen left click on the <Add Miscellaneous Files>
button in the lower left corner.

» Farility Mame: [Hagadvills nformation COOP Default Image: [{UTD_Front PG [
Asvessment Location: [Hazardville Information COOF
Assessme: nt Date: UL2007  Type [COOF Facilty v
Exxecative Summary | Valnesshilities | Points of Contact | Assessment Team | 43 Photos | Phiotas | Add GIS Portfalio Images || GIS Partfljio | Miscellansous Filss
Folder Type File Name File Description File Sire File Date T Date 2
| b |— [teEsnerzency Plandoe [ [ 25,600 | 10242006 | 1112007
*#[ [ | | [ |
£43 Miscellanecus Files ? +++ Double click "File Name" of desired file to open. **++
v
Record: 1 @@ of 1

For Help. Press the F1 Key Close

¥

The software confirms that the files were added and attached. Left click on
<OK> to continue with each pop up.

Files can then be viewed by left clicking on the File Name.
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Erasing All Assessments in the Database

Administrators have the capability to erase all records in a database, permanently. This
is only done after transferring your data to a Master Database on a separate computer
and when starting a new assessment. This enables an administrator to remove all database
entries and start with an empty database. It also serves to control assessment information.
Note: this is permanent. Confirm you have transferred the information to the Master
Database on a separate computer before you erase the data.

Left click on <Empty the Database>. The next window confirms that you want to
permanently erase all assessment data. Left click on <Yes> to continue or cancel.

FEMA 452: Risk Assessment Database v.3.0
Assessment Tool

Facility General Information

Facility Assessments gContmulty e e

Switch to Master Databage
Ciperating IWode

e |

s program was developed By and for FEMA and the Department of Vetevans For Help. Press the F1 Key
Bairs, pursuont to o contract with the Notional Bistitute of Building Sciences. ® Nofional Bstitute of Buildineg Sdemces 2004

Warning, confirm you have transferred the information to the
Master Database on a separate computer before you erase the
data.
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Switching Between Operating Modes

The <Switch Operating Modes> tab takes you between the two operating modes:
Assessment Tool mode and Master Database mode.

An organization will generally use two different copies of the database: one loaded on a
laptop and operating in the Assessment Tool mode for conducting assessments in the
field, and the other loaded on a computer at your organization’s headquarters and
operating in the Master Database mode for collecting the results from the assessors,
printing reports, and archiving the results from a number of assessments. The Master
Database copy also provides the organization the ability to search for vulnerabilities
common to many assessed facilities, search for specific vulnerabilities, etc. Essentially it
can be used as a Risk Management tool to identify and track mitigation measures to
reduce risk.

The Assessment Tool mode was designed for engineers and security specialists to be able
to easily collect data from the facility being assessed. As you will see, the software is
very user friendly. The Master Database mode was designed for the Program Manager.

Switching between the main page of the Assessment Tool to the Master Database mode is
as simple as left clicking on the <Switch Operating Modes> button.

&) FEMA

FEMA 452: Risk Assessment Database v.3.0 FEMA 452: Risk A t Database v.3.0

Master Database Assessment Tool

|Vulnerability & COOP Assessments

Facility General Information

Vulnemghilibe desesgmegt Checklist

" Continuity of Operations |
Facility Assessments | Accessment (COOP) |

Swikch to Assessment Tool
Operating Mode
Empty the Database
Change Password
Switch to Master Database
Administrative Functions ‘ Operating Mode

Ext I Exit.
For Help, Press the F1 Key

This program was developed by and for FEMA and the Duparamnt of Fatirans
A, st 8.8 oot with tha Memonal Doty of Buabding Sesencas © Matonal Instincs of Buibding Sciavcas 2004

For Help. Press the F1 Key
© National Bistitute of Buildine Sciences 2004

s program was developed by ond for FEMA and the Depavtment of Vetevass
Fairs, PUrSInET 80 8 couvact with the Nerional Bitisnse of Reilding Scieuce:

The next window confirms that you want to switch modes. Left click on <Yes> to
continue or the other buttons if you do not want to change modes. Then another
confirmation window pops up. Left click on <OK>.

Left click on <Exit> to close the Database.
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Master Database Mode

An organization will generally use two different copies of the database: one loaded on a
laptop and operating in the Assessment Tool mode for conducting assessments in the
field, and the other loaded on a computer at your organization’s headquarters and
operating in the Master Database mode for collecting the results from the assessors,
printing reports, and archiving the results from a number of assessments. The Master
Database copy also provides the organization the ability to search for vulnerabilities
common to many assessed facilities, search for specific vulnerabilities, etc. Essentially it
can be used as a Risk Management tool to identify and track mitigation measures to
reduce risk.

The Assessment Tool mode was designed for engineers and security specialists to be able

to easily collect data from the facility being assessed. As you will see, the software is
very user friendly. The Master Database mode was designed for the Program Manager.
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Master Database Main Menu

The initial screen of the Master Database mode leads to four functions:

e Manage Assessments by clicking on the <Assessments> button.

e View the Vulnerability Assessment Checklist by clicking on the < Vulnerability
Assessment Checklist > button.
e Switching to the Assessment Tool operating mode by clicking on the < Switch to
the Assessment Tool Operating Mode> button.

e Change Passwords by clicking on the < Change Password> button.

e Perform Administrative Functions by clicking on the < Administrative Functions>

button.

/ s “”% N
X7 FEMA

FEMA 452: Risk Assessment Database v.3.0
Master Database

{Vulnerability & COOP Assessments:

Vulnerability Assessment Checldist

Switch to Assessment Tool
Operating Mods

Change Password ‘
Administrative Functions ‘

Ezit

This program was developed by and for FEMA and the Department of Feterans

For Help. Press the F1 Key
\Affairs, pursuant fo a confract with the National Institute of Bullding Sciences, @ Mational Insfitute of Bunlding Seiences 2004

To use the Master Database, the first step is to import an assessment from the Lead

Assessor’s Assessment Tool. This is an Administrative Function and will be covered

first, followed by the functions. Note: administrative functions are not available to all

users. Only those logged with administrator permission can use the administrative

functions. For example, only administrators may import assessment information from
Assessment Team Leaders to the Master Database.
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Administrative Functions

One of the most important feature needed to understand about the Master Database is —
how to import the Lead Assessor’s Assessment Tool database into the Master Database.
To begin this process left click on <Administrative Functions> from the Main Menu.

APPENDIX B

FEMA 452: Risk Assessment Database v.3.0
Master Database

Vulnerability & COOP Assessments,

Vulnerability Assessment Checklist

Switch to Aszessment Tool
Operating Mode

Administrative Functions ‘

This program was developed by and for FEMA and the Department of Veferans EaritelpsResyheit Koy
(i, pursuant ta @ contract with the Mational Frsnnume of Bulding Sciences © Mational Fustute of Busidmg Sctences 2004
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Importing Assessment Tool Databases

To proceed, left click on the <Import Assessor Database> button in the middle of the
Administrative Functions Menu. The other buttons function the same as in the
Assessment Tool, except that it applies to the Master Database.

Administrative Functions Menu

Administrative Functions Menu
Risk Assessment Database

Delete an Assessrnent

Gport Assessor Datam

\_/

ianage TJser Accounts

Close

For Help. Press the F1 Key

Note: If the <Import Assessor Database> button is grayed out, it means that you have
entered the Master Database by switching modes from the Assessment Tool, having
logged in as Assessor vice as Administrator. To Import, always enter the Master
Database an Administrator.

The next step is to find the Assessment database to import. This screen opens with the
file identified to which the Master Database is currently linked.

Import Assessments

Select a database from which to import an Assessment. Then click [Tmport].

Currently Linked to: ]C: \Program Files\FEMA, Assessments\AssessorTool.mde

‘ iFind a differsnt Database | ) Import I 74 Clos=

Left click on the <Find a different Database> button to find the Assessment database that
you want to import.
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With this screen you identify the Assessment database that you want to import into the
Master Database. Single left click on the file to import, which will put that file into the

File Name window which then requires a left click on the <Open> button OR double left
click on the file to link to this file.

< @E AssessorTool.mde )
I~ .

[T Test site 2
|5 Test site 1

File name: |.l’-‘~ssessu:urT ool mde
Files of type: |Assessment Databazes [*.mdb. *.mde| j Cancel

[ Open az read-anly

Returning to the Imports Assessments screen the Link and Import window now correctly

identifies the database to be imported. Now left click the <Import> button to initiate the
import.

Import Assessments

Select a database from which to import an Assessment. Then click [Tmport].

Link and Import from: 1C:'|,FEM.0. Assessments\fssessorTool.mde

2l

A confirmation screen then pops up to ensure this is the desired action for the indicated
file. Left click on <Yes> to continue.

Microsoft Office Access

\.?!) Are wou sure you wank bo connect to and import from; CAFEMA Assessments)Assessor Tool. mde?

Yes Mo Cancel
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The import function confirms the linking to the desired database has been accomplished.
Left click on <OK> to continue.

Microsoft Office Access |

) &l 14 tables that were linked bo: C:\Fema_impark testiMaster14.mdb
\lj) have been relinked ko: CAFEMA Assessments)AssessorTool.mde

QK

A screen opens with a list of facilities that can be imported. Place the arrow on the
facility to be imported and left click on < Select Assessment>.

Instead of manually moving the files in these subfolders between locations as in the
Assessment Tool, the import function of the Master Database allows a one-button
operation to do the same thing. Left click on <Yes> to make these transfers. Note: the
files must be in the same folder as the database being imported. Also, if there are no files
in a given folder, the computer will let you know.

Microsoft Office Access

| Attempt to move supporting files as well?

1Phokos
1Miscellaneous
1515 _Partfolio

Yes | Mo Zancel

The final confirmation pop-up you will see will ask if you want to write the files now.
Left click <Yes> to complete the import process.

As in every process, it is always necessary to confirm that what you wanted to have done
was actually done. Left click on <Show Detailed Results> to check that all transfers
were successful.

Import Assessments

Select a database from which to inport an Assessment. Then click [Tmport].

Link and Import from: 1C:'I,FEMA assessments|ssessorTool.mde

Showr Detatled Reslts ‘ )ﬂd a different Database
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The Import Detailed Diagnostics screen shows what was in the Master Database before
the import, the number of records attempted by the import, and the records after the
import. The quick check is to scan the right hand Successful column to ensure all boxes

are checked.

Another check is to scan Row 4, Assessments. The number of assessments in the Lead
Assessor’s database being imported should match the number of assessments attempted.
This is also one of the few times you left click on the X box in the upper right corner to

close the window and return to the previous screen.

B Import Detailed Diagnostics

Import HNumberOf HumberOf HumberOf
Order Importing RecordsBefore RecordsAttempted RecordsAfter Successiul
3 T ]5ites 4 1 5 T3
1 2 |Buildings ["handled differentiy] ] 19 13 W
3 |Pecple i 2 2 M
4 |Azzessments 4 1 5 ¥
5 |Observations 216 216 432 M
E [Vulnerabilties i 1 1 M
7 |Executive Summary 1 1 2 W
8 |Critical Infrastucture 20 20 40 VT
9 |Critical Functions 18 18 I W
10 |Azzezsment Perzonnel a 2 2 M
11 |GIS images thiz azseszment i} 1 1 M
12 |Photas 0 1 1 3
13 |Azzessment Photos 0 1 1 W
14 |Miscellanenus files i 1 1 VT
Record: 4] 4 | 1 » M [|rk]of 14
That completes the import function.
APPENDIX B B-49



Erasing All Assessments in the Database
Administrators have the ability to erase all records in the database, permanently. This is
usually only done when starting a new program on a new computer. Selecting the

<Empty the Database> button opens a confirmation window, to ensure you want to
permanently erase all assessment data. Left click on <Yes> to continue or cancel.

Warning: this will erase all records in the database, permanently!

Administrative Functions Menu

Administrative Functions Menu
Risk Assessment Database

Empty the Databaze:

v

Delete an Assessment

Import Assessor Database

Mlanage User Accounts

Cloze

For Help. Press the F1 Key
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Erasing a Single Assessment in the Master Database

Administrators have the ability to erase a single assessment in the database,
permanently. This is usually only done when an assessment was loaded in error.
Selecting the <Delete an Assessment> button opens a list of assessments. Select the
assessment to erase, then left click <Delete This Assessment>. This will open a

confirmation window, to ensure you want to permanently erase the selected assessment.
Left click on <Yes> to continue or cancel.

Administrative Functions Menu

Administrative Functions Menu

Risk Assessment Database

Celete an Assessmb

c—
Import Assessor Database

Ianage User Accounts

Cloze

For Help. Press the F1 Key

List of Assessments

Assessment
m Assessment Location Organization Name A Date A Type A Folder Name
> | | 1 [ware River Yackt Ciub | | 2202004 [Tier | [Assessmens 20040202
Delete this Assessment Close
Record: 4 Piof 1

Warning: this will erase the assessment from the database, permanently!
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Manage User Accounts

The <Mange User Accounts> button enables an administrator to add a new user, delete a
user and assign permission levels to users. The database is preloaded with the following
four users:

Name: Administrator Password: Administrator
Name: Assessor Password: Assessor
Name: Editor Password: Editor

Name: Reader Password: Reader

These are examples only and should be changed after installing the program. Note that
the password and for the four original users can change, but these four users can not be
deleted.

Select <Mange User Accounts> to start the process.

Administrative Functions Menu

Administrative Functions Menu
Risk Assessment Database

Delete an Assessment

Import Assessor Database
B —

C Manage Tser AccounD

~——————

Close

For Help. Press the F1 Key

Add New User, Delete User, and Change Groups

After selecting Select <Mange User Accounts>, the form labeled “List of Users and the
Group to which they belong” is displayed. From this form, an Administrator can add a
new user, delete a user and assign or change their permission level, called Group.

User Groups:
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Three user groups have been created for the database in the Workgroup File: Admins,
Full Data Users, and Read Only Users.

Admins has full access to the database. The Administrative Functions button will only
be visible for users in the Administrator group. One user has been created in this group,
Administrator. It has the initial password of “Administrator”. It is highly recommended
to assign “Administrator” a different password in the Master Database after initial logon.

Full Data Users can view and update data. The created users “Assessor” and “Editor”
have the an initial passwords of “Assessor” and “Editor” respectively.

Reader can only view data. The created user “Reader” has an initial password of
“Reader”.

These are examples only and should be changed after installing the program. Note that
the password and permission level for the four original users can be changed, but these
four original user accounts can not be deleted.

List of Users and the Group to which they belong

A
User
1D Uszer Name Group
» & driinistrator & dminz [
2 |Aszeszor Adming -
3 E ditor Full D ata Users v
4 Reader Read-Only Users w
Add Mew User | Delete Uzer | Change Group faor: Adrinistrator | Cloze | 3
Record: @ 1 E][E of 4

Add a New User:

From the form labeled “List of Users and the Group to which they belong”, select <Add
New User> button to add a new user name to the database. A screen opens called “Add a
new USER Account”. On this screen, type in the new user name and select from the drop
down box users group (permission level). After making entries, left click on the <Add
User> button to finalize the account.
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Add a New User Account

Add a new USER Account

User Name Group

add Lser Cancel

Delete a User:

The first step is to select one of the existing Users by left clicking on the far left column

of the form labeled “List of Users and the Group to which they belong”. This will mark

the User desired with a right pointing arrow head if one is not already there. This selects
the User and links the buttons across the bottom to that User.

Next left click on the <Delete User> button to delete a user name from the database. A
warning screen opens asking you to confirm the deletion. Left click <YES> to continue,
or <NO> or Cancel> cancel the action.

Microsoft Office Access g

'E Are you sUre ol want to DELETE Liser Account:
[

AAL ReadOnky?

¥es | o Cancel ‘

Change a User’s Group:

The first step is to select one of the existing Users by left clicking on the far left column

of the form labeled “List of Users and the Group to which they belong”. This will mark

the User desired with a right pointing arrow head if one is not already there. This selects
the User and links the buttons across the bottom to that User.

Nest left click on the <Change Group for:...> button to change the group of a user from

the database. Notice that name of the User selected on the top of the form is displayed in
the button <Change Group for:...>. This is designed to help the Administrator keep track
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of the account they are working on. A screen opens asking you to select a Group from a
drop down Menu. Left click <Change Group> to continue or Cancel> cancel the action.

Change A User's GGroup Assignment

Change a User's Group (permissions)

User Name Group

Abd_ Readlnly Fead-Only Users w

Change Group l Cancel
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Master Database Vulnerability and COOP Assessments Function

The Vulnerability and Coop Assessment Function gives the Project Manager or an assessor
the ability to review assessment data, photos and files, search for specific observations,
vulnerabilities, etc., and print reports from individual facilities or from the results of the
searches. To begin this process left click on the < Vulnerability & Coop Assessments > button
from the Main Menu.

Vulnerabtlify 7eae 1ecklist

Sunteh to Assessment Tool
Operating Mode

Change Password |

Administrative Functions ‘

Ezit

This program was develaped by and for FEMA and the Department of Veterans
\Afftrs, pursuantto @ contract with the Mational Inshtute of Building Seiences. © Mational Institute of Building Seiences 2004

For Help. Press the F1 Key

This form provides the Project Manager the ability to review assessment data, Photos
and files, search for specific observations, vulnerabilities, etc., and print reports from
individual facilities or from the results of the searches.

Assessment Asgegsment -
m Assessment Location Organization Name Assessment Date Type Aszsessment Folder Name
— [
[ 3 ﬂ Hazardville Information Company Hazardville Information Company 2i2j2006  |Faeility Tier 1 A ssessment_2006-02-024
32 |[Hazardville Information COOP Hazardville Information COOF 14172007 |COOP Faeility A ssessment_2007-01-01%
Exemtive Sunumary | Vulnerabilities | Points of Contact | Assessment Team | Fhotos | IS Portfolin | Miscellanecns Files
Assessment Checklist Critical Funetion Critical Infrastmctore ‘ Facility Information Assessment Reports Other Reports ‘ Help Clase
v
Record: E 1 E][E of 2
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e The first step is to select one of the assessments by left clicking on the far left
column of the List of Assessments. This will mark the assessment desired with a
right pointing arrow head if one is not already there. This selects the assessment
and links the buttons across the bottom to that assessment.

e Most Master Database screens mirror those in the Assessment Tool operating
mode. The Assessment Checklist, Facility Reports, and Other Reports functions
are unique to the Master Database operating mode. These new sections will be
covered next.
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Assessment Checklists

As can be seen, the initial screen is a summary type slide showing the Site Checklist
questions.

Assessment Checklists

4 Facility Name: |Hazaxdv1]le Information Company

t Locati |H dville Information Company

Assezsment Date: | 20212008 Type: |Facility Tier 1

| Architectural | Structoral | Building | Utility | Mechanical | PhiwbingiGas | Electrical | Fire Alarm | CommIT | Equipment O&%M | Security | Security Master Plan

-

Q#  Ohservation B dation /R diati Vul hility? Vul bility A 1 Checklist Questi
p[1-1 [What major strachares suorvound the facility (site or buildi
1-2 Dioes the terrain place the tuilding in a depression or low
1-3 In dense, urhan areas, does ourh lane parking place uncon
1-4 I a perimeter fence or other types of barrer controls in
1-5 [What are the site access points to the site or building?

1-6 Is vehicle traffic separated from pedestrian traffic on the
1-7 Is there wehicle and pedestrian access control at the pern
1-2 Is there space for inspection at the outh line or cutside 1
1-9 Is there any potential access to the site or building throw;
1-10 What are the existing types of vehicle anti-ram devices |
1-11 What is the anti-ram tffer mone stand-off distance from
1-12 Lre perimeter barriers capable of stopping wehicles? - W 40

Record: [E 1 E]@ of 23 £

¥
View 41l [Site] Ohservations | View Al [Site] Valnershility Assessment Questions | For Help. Press F1  Close
¥

e Only the first line of each Observation and Recommendation / Remediation is
visible from this view, along with the “Vulnerability?” checkbox.

e Double clicking on any cell of a row retrieves screens that look much the same as
in the Assessment Tool. Selecting green cells shows the entire question and any
guidance. Selecting a purple cell displays a specific question and the data entered.

e Alternately, left clicking on the <View All [Site] Observations> button will
expand the Checklist questions and show what has been entered in Observations
and Recommendations. This also looks much like the Assessment Tool data entry
screen.

e Similarly, left clicking on the <View All [Site] Vulnerability Assessment
Questions> will make the Questions and Guidance more accessible and easier to
read.

e This module can be used by the Administrator / Manager to edit inputs from the
field. Anything typed into the purple fields becomes part of the record for the
facility. However, clicking the “Vulnerability?” block will not automatically copy
information to the Vulnerability list. This can only be done by entering the
checklist from the Assessment Tool.

e Leftclick on <Close> to return to the List of Assessments.
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Assessment Reports Menu

Assessment Reports Menu

Assessment Reports Menu

Facility: |Haza.tﬂw]le Information Company

Vulnerabilities

Exemitive Sununary Threat hlatrix

Facility dssessment Team Facility Pomnts of Contact

Ohservations and

Facility Information
Comuments

For Help. Press the F1 Key Cloze

First choose an assessment facility indicated by the arrow in the first column of the List
of Assessments page.

This menu is displayed when selecting the <Assessment Reports> button from the List of
Assessments screen. From this location the user can print any of the automated reports
for the assessment facility specified at the top of the menu (the selected record on List of
Assessments for when the <Assessment Reports> button was depressed). Each report can
be printed or converted into Microsoft Word® for editing, distribution, etc. Pressing the
<Close Report> button returns to the Reports Menu.

e The <Summary Sheet> button produces the Facility Summary Sheet report.
e The <Executive Summary> button produces the Executive Summary report.

e The <Facility Assessment Team> button produces the report listing the
information for the individual assessors responsible for that particular assessment.

e The <Facility Information> button produces the report listing the information for
the individual assessment facilities.

e The <Vulnerabilities> button produces the Vulnerabilities and
Recommendations/Remeditations report.

e The <Threat Matrix> button will perform an automated process which opens a

Microsoft Excel® document and then populates it with the information for both
the Critical Function Matrix and the Critical Infrastructure Matrix.
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e The <Facility Points of Contact> button produces the Facility Points of Contact
report.

e The <Observations and Comments> button creates the Assessment Observations
and Comments report.

Click on the <Close> button at the bottom of the Assessment Reports Menu to return to
the List of Assessments page.
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Other Reports Menu

Search Reports Menu

Search Reports Menu

Hote: These reports search the entive database and are not
lisnited to the Assessment ypou are omrrently viewing.

i Search Observations and
{Recommendations/Femediations |

Search Valnerabilities and
Recommendations/Femeadiations

For Help, Press the F1 Keyp Close

This menu appears after the user selects the <Other Reports> button at the bottom of the
List of Assessments form. This area of the Master Database allows the Administrator /
Manager to search for data from all assessments on file in the database. This is a very
powerful analytical tool.

e The <Search Observations and Recommendations / Remedations> button opens
the Observations and Recommendations / Remediations for Assessment Checklist
form.

e The <Search Vulnerabilities and Recommendations / Remediations> button opens
the Vulnerabilities and Recommendations/Remediations form.

**NOTE: THESE REPORTS SEARCH THE ENTIRE DATABASE
AND ARE NOT LIMITED TO THE ASSESSMENT THE USER IS
CURRENTLY VIEWING.
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Search Observations and Recommendations / Remediations From
Assessment Checklists

This form is used to search all the Observations and Recommendations / Remediations
for key words. All assessment facilities in the database are searched using this function.

Observations and Recommendations/Remediations for, Assessment Checklist

s
Vulnerahility

Asgessment  Goojion
Facility Name Checklist#  Heading Obzervation R tion ! B it

l—l—l—lili oz

Site

[Hazardville Information COOP [1-1 5ite

|Hazaxdvi]le Information Company |1-2 Site

[Hazardville Information COOP [1-2 5ite

|Hazaxdvi]le Information Company |1-3 Site

Print View, Sort by Site | Print View, Sort by Checklist # | Close

Record: E 1 E]@ of 478

e The black triangle indicates the record that is selected.

e The fields in the dark green box allow the user to search for and display only the
observations and recommendations / remediations of interest.

e The <Search> button performs search based on criteria entered into the fields
described above. Key words may be typed into the Facility Name, Observation or
Recommendation / remediation fields in the green row. Clicking <Search> will
query the entire database for line entries with the key word in the chosen field.
Subsequent searches will only be of the previous results unless the <Clear> button
is first clicked.

e The <Clear> button will allow all facilities to be seen and searched again.

e The <Print, View, Sort by Site> button will create a report of the search results
sorted by facility name. The report can be printed or converted to Microsoft
Word®and allow additional information to be added, formatting changed, etc.

e The <Print View, Sort by Checklist #> button will create a report of the search
results sorted by the question number. The report can be printed or converted to

Microsoft Word® and allow additional information to be added, formatted etc.

Click <Close> to return to the previous screen.
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Search Vulnerabilities and Recommendations / Remediations

This form is used to search all the VVulnerabilities and Recommendations / Remediations
for key words. All the assessment facilities in the database are searched using this
function.

Yulnerabilities and Recommendations/Remediations

Facility Name Priority  Building Vulnerabilities Recommendations

I — — s EIES

P [[Hazardville COOP Facility [t 1] Statement of Vulnezshility #L Statement of recommendation #1

Initial Cost:  |$10,000.00

Print Valnershilitias / Intial Costs | Print Valnerabilities / A1l Costs For Help, Press the F1 Key Clase

Record: m 1 [m af 1

e The fields in the green query box allow the user to search for and display only the
vulnerabilities and recommendations / remediations of interest.

e The <Search> button performs search based on criteria entered into the fields
described above. Key words may be typed into the Facility Name, Observation or
Recommendation / remediation fields in the green row. Clicking <Search> will
query the entire database for line entries with the key word in the chosen field.
Subsequent searches will only be of the previous results unless the <Clear> button
is first clicked.

e The <Clear> button will allow all facilities to be seen and searched again.

e The <Print View Vulnerabilities / Initial Costs> button will create a report of the
search results sorted by facility name and showing only the initial costs. The
<Print View Vulnerabilities / All Costs> button will create a report of the search
results sorted by facility name and show all four cost categories. The report can be
printed or converted to Microsoft Word® and allow additional information to be
added, formatting changed, etc.

Click <Close> to return to the previous screen.
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Vulnerability Assessment Checklist Function

The Vulnerability Assessment Checklist Function gives the Project Manager or an assessor
the ability to view all answers for individual checklist questions. To begin this process left
click on the <Vulnerability Assessment Checklist> button from the Main Menu.

FEMA 452: Risk Asvessment Database v.3.0
Master Database

Vulnerability & COOP Assessments;

Vulnerability Assessment Checklist

Operating Mode

Change Password

Admunistrative Functions

Exit

This program was developed by and for FEMA and the Department of Veterans
| Afiairs, pursuant o @ contraci Witk the Mational Instituts of Buriding Sviences © National Instituts of Building Sciences 2004

For Help. Press the F1 Key
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This form shows all of the assessment checklist questions in the database.

Assessment Checklist Question Details

Vulnerahility -
Assessment Section
Checlilist # Header Question Guidance Reference

[~  ~«N 0 Wseach [ Clear

[ 3 |m Site [What major strctares saurround the (Critical infrastmctare to consider FPC A5: Annex E,
facility (site or buildings))7? -- What inchides: - Telecomnmnications Alternate Operating
critical infrastreture, govermment, infrastmicture - Facilities for broadeast Facilities, Planning
military, or recreation facilities are in TV, cable TV, celbalar netararks, (Considerations, para 1
the local avea that impact newspaper offices, production, and
transminrtatinn ntilities and eollataral distribartinn: vadin statinns- satellite hase

1.2 Site Dioes the terrain place the building in a Diepressions or lowr areas can trap heavy FPC A5: Annex E,
depression or lowr area? rapors, inhibit nataral decontamination Alternate Operating
by prevailing winds, and reduce the Facilities, Planning
effectivensss of in-place sheltering, - (Considerations, para 1
Feference: USAF Installation Force
[Protectinn Gnide
1-3 Site In dense, urhan areas, does b lane [Where distance from the nilding to the FPC A5: Annex E,
parking place uncontrolled parked nearest b provides insafficient Alternate Operating
rehicles unacceptably close to a sethack, restrict parking in the outh Facilities, Planning
bailding in public rights-of-way? lane. For typical ity streets this may (Considerations, para 8
require negotiating to close the ouh
lane Sethack is pomimom terminaloss

Viewr Cruestions/Observations For Help, Press the F1 Key Close

Record: E 1 E][E of 239

e The black triangle indicates the Checklist Question that is selected.

e The green query bar allows the user quick access to the assessment questions by
using a drop down menu to select the Checklist section. Keyword searching is
also possible, similar to the search routines.

e The <Search> button performs search based on criteria entered into the fields
described above. Subsequent searches will only be of the previous results unless
the <Clear> button is first clicked.

e The <Clear> button will allow all questions to be seen again.

e The <View Questions/Observations> button opens the All Observations and

Recommendations / Remediations for this Question screen based on the selected
question.
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Observations and Recommendations / Remediations for One Question

All Observations and Recommendations/Remediations for, this Question

»

Question

Guidance

Reference

Vulnerahility
Assessment lL-1] Section Header: [Jite

What major structures sarzound the Tacility (site or building(s))7 — What cxitical infrastructare, g , wilitary, or recreation facilities aze in the local avea that
impact transportation, utilities, and collateral damage (attack at this facility impacting the other major strachares or attack on the major stractares impacting this
Facility)? - What ave the adjacent land uses immediately outside the perimeter of this facility (site ox building(s))? - Do future development plans change these land
uses outside the Facility (site or building () peximeter? - Although this question bridges thieat and vubnersbility, the threat is the man-made hazard that can occur
(likelilinod and imoact) and the wabnersbility is the vrouimity of the hazard to the buildinefs) being assessed. Thus. & chemical olant release mav be 2 threat/hazard but

Critinal infrastmetirs 40 rorsider inchdes: - Telscommmriations infrastmrhie - Farilities for binadeast TV, cabls TV, celblar netwnrks, newspaper offices,
pendnctinm, and distrbution; vadin stations, satellite hase statinms, telephome trmling and switching statioms, inchiding erities] cabls rotes and major rvights of way -
Flertric power systems - Powsr plants, esperially melear fanilities; transmission and distribution system compoments;, fel distrbution, delivery, and storags - Gas amd
il familities - Hazardoms material favilities, niligss pipelines and storags farilities - Fanking and finance institutions - Finanrisl institntions (hanks, eredit nwions) and the
rasiness district: note schedule brsiness finamrial distriet ma follow: armored car services - Transoortation netomeks - Lirorts: carviess. flizht naths and sirmort

FPC 65: Annex E, Alternate Operating Farilities, Planning Considerations, para 1

Aszessment

Site Name Date Type

Obszervation

ton /E Fiati Tl bility?

P [Hazardville Information Company |

21202006 [Facility Ti

[Bazardville Information COOF |

14172007 [COCP Far

Record: E l—l E]@

View

Record: E l—l @

of 2

Observations

of 1 {Filkered)

For Help. Presz the F1 Key Close

This form provides the user with all database entries for the question selected in the
Assessment Checklist Question Details form when the <View Questions/Observations>
button is selected. The question that is displayed is determined by the location of the
arrow in the left column, not by the results of a search that was conducted. It displays the
question, guidance, and comments at the top of the form. The bottom of the form
displays all information entered in the database for that specific question number.

e The black triangle indicates the record that is selected.

e The <View Observations> button creates a report of all entries in the database for
the designated question. The report can be printed or converted to Microsoft

Word® for additional editing, formatting, etc.
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Switching Between Operating Modes

The <Switch Operating Modes> tab takes you between the two operating modes:
Assessment Tool mode and Master Database mode.

An organization will generally use two different copies of the database: one loaded on a
laptop and operating in the Assessment Tool mode for conducting assessments in the
field, and the other loaded on a computer at your organization’s headquarters and
operating in the Master Database mode for collecting the results from the assessors,
printing reports, and archiving the results from a number of assessments. The Master
Database copy also provides the organization the ability to search for vulnerabilities
common to many assessed facilities, search for specific vulnerabilities, etc. Essentially it
can be used as a Risk Management tool to identify and track mitigation measures to
reduce risk.

The Assessment Tool mode was designed for engineers and security specialists to be able
to easily collect data from the facility being assessed. As you will see, the software is
very user friendly. The Master Database mode was designed for the Program Manager.

Switching between the main page of the Assessment Tool to the Master Database mode is
as simple as left clicking on the <Switch Operating Modes> button.

&) FEMA

FEMA 452: Risk Assessment Database v.3.0 FEMA 452: Risk A t Database v.3.0
Master Database

Assessment Tool

|Vulnerability & COOP Assessments

Facility General Information

Vulnemghilibe desesgmegt Checklist

" Continuity of Operations |
Facility Assessments | Accessment (COOP) |

Swikch to Assessment Tool
Operating Mode
Empty the Database
Change Password
Switch to Master Database
Administrative Functions ‘ Operating Mode

Ext I Exit.
For Help, Press the F1 Key

This program was developed by and for FEMA and the Duparamnt of Fatirans
A, st 8.8 oot with tha Memonal Doty of Buabding Sesencas © Matonal Instincs of Buibding Sciavcas 2004

For Help. Press the F1 Key
© National Bistitute of Buildine Sciences 2004

s program was developed by ond for FEMA and the Depavtment of Vetevass
Fairs, PUrSInET 80 8 couvact with the Nerional Bitisnse of Reilding Scieuce:

The next window confirms that you want to switch modes. Left click on <Yes> to
continue or the other buttons if you do not want to change modes. Then another
confirmation window pops up. Left click on <OK>.
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Changing Passwords

Each user has the ability to change their password from the Master Database operating
mode main menu. When a user is initially created by an administrator, their password is
blank. To enter the database, simply enter your user name, leave the password field
blank, and left click <OK>.

Marne:

|.ﬂ.55n355|:|r#1 | K.

e

| Zancel

It is highly recommended to change your password at your initial entry into the database.
To do this, go to the Main Menu and select <Change Password>.

FEMA 452: Risk Asvessment Database v.3.0
Master Database

Vulnerability & COOF Assessments;

Vulnerability Assessment Checklist

Switch to Assessment Tool

< Change Password >
—

Admunistrative Functions

Exit

This program was developed by and for FEMA and the Department of Veterans
| Afiairs, pursuant o @ contraci Witk the Mational Instituts of Buriding Sviences © National Instituts of Building Sciences 2004

For Help. Press the F1 Key

Selecting the <Change Password > button opens the Change Password Form. Your User
name is pre-populated in the top box. Enter your existing password in the “Old
Password:” box. Enter a new password in the “New Password:” box. Verify your entry by
re-typing the new password in the “Verfy:” box.
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Change Password for a User, Account

Change Password
User Mame: [adminiskrakor

0ld Password:
MNew Password:
Yerify:

Set Passwiord | Cancel

** Paszswaords need ko be at least § characters lang,
and they must include at least 3 of the 4 characters
fram the Following cateqaries:

1. Lower case letters (a-z)

2. Upper case letters (A-2)

3, Mumbers {0-9%

4, Special characters (" l@#,etc)

Note that password must be eight characters long and they must include at lease three of
the four characters from the following categories:

1. Lower case letters (a to z)

2. Upper case letters (A to 2)

3. Numbers (0 to 9)

4. Special characters ( "'@#, etc. )

Left click <Set Password> to complete the password change. Left click on <Cancel> to
cancel.
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Database Administrator Information

Version 3.0 of the FEMA 452 database has simplified the required Database
Administrative functions. The Installation Process section of the User Guide describes a
step by step process for Users to install and run the database. It simplifies managing user
accounts and changing passwords.. It also describes how Users can import database files,
Photos, GIS files, and Miscellaneous files.

A Database Administrator may be required to manage the security functions of the
database. It is highly recommended that the database administrator is an intermediate to
advanced Microsoft Access user. For up to date information about Microsoft Access®,
the current software webpage is: http://office.microsoft.com/en-
us/FX010857911033.aspx .

Database Specifics:

The database application is composed of various files, including a Microsoft Access®
database (MasterDBV3.mde for the Master Database ), a workgroup file
(FEMA452wg.mdw), a shortcut to the database (FEMA Master Assessment Database V3)
and a User Guide in Adobe Acrobat © (FEMA452dB_UserGuide_16-Jan.doc).

The following are the hardware and software requirements for the risk Assessment
Database:

Pentium® 4 or equivalent processor

Windows XP

MS Access® 2002

256 MB of RAM recommended for all components
Notes for installation on systems running MS Access® 2002:

(If you are running the program on MS Access® 2003, you will not have this problem.)

The first time the program is started in MS Access® 2002, the below “Missing Shortcut”
dialogue box will display.

Missing Shortcut B|

Windows is searching for MSACCESS EXE. To
locate the file yourself, click Browse,

@,

Browse... || Cancel
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Simply allow the system to search your system for several minutes until it prompts you
with the below “Problem with Shortcut” dialogue box. Then click <Fix it>. This will
reset the shortcut to match your system and open the FEMA Master Database program.

Problem with Shortcut

— 1 The iterm ™MSACCESS.EXE' that this shortout refers o has
‘1 been changed or moved, so this shortcut will no longer work
properly,

Mearest match based on size, date, and type:
C:\Program Files\MWicrosoft Office0ffice IONWSACCESS.EXE

Do you want to fix this shortout to point 1o this target or do you
just want o delete it?

Eix it Delete it | | Cancel

Alterna(;ely, when you get the first dialogue box, you can browse to your version of MS
Access”.
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Summary

In this User Guide you have been shown how to install and open the Database. You have
also been shown how to link collected data to the databases, how to move around the
software and between the Assessment Tool and Master Database, how to handle
vulnerabilities, including setting of priorities, and the production of standard reports.
Good luck with using the FEMA 452 process and databases in performing a Risk
Management Program.
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