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Summary of Workshop Findings'

Failure Modes Identification (FMI) Approaches
1) Failure Modes Identification, which is an early step in performing a risk assessment, should also
be standard practice for traditional standards-based approaches to dam safety evaluation and
design.
2) Failure Modes Identification provides a more comprehensive safety evaluation of a dam and a
basis for strengthening many aspects of a dam safety program (e.g. instrumented and visual
monitoring, emergency preparedness planning, O&M, etc.).

3) Guidance is urgently needed for performing Failure Modes Identification.

4) Users must recognize that Failure Modes Identification is a qualitative approach and not a
decision tool.

Portfolio Risk Assessment (PRA) Approaches:

1) PRA is a valuable and increasingly accepted approach for cost effectively prioritizing dam safety
remedial measures and further investigations for a group of dams.

2) It provides insights that can better inform owners about the business and liability implications of
dam ownership.

3) PRA outcomes must be used with regard for the limitations of the approach and should be
periodically updated.

Index Prioritization Approaches:
1) Index approaches are a valuable and increasingly utilized approach for prioritizing dam safety
issues and investigations, but should be calibrated and must incorporate a risk metric to be

considered risk-based.

2) They are generally less costly to use than PRA, but are more limited in the scope of their
outcomes.

Detailed Quantitative Risk Assessment (QRA) Approaches

1) Detailed QRA approaches are valuable for providing insights and understanding of failure modes
and associated risks (probability and consequences) for stakeholders.

2) Uncertainties in inputs and outcomes must be taken into account.

3) Improved approaches to estimation of probabilities and consequences are needed.

! Developed in Consolidation Session of Workshop and revised by USSD Working Group, July 10, 2000.



4) Acceptable/tolerable risk criteria need development and are yet to gain widespread acceptance.

5) Stakeholders must decide on issues of appropriate use and defensibility.

il
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1.0 Background and Purpose of Workshop

1.1 Sponsorship

The ASDSO/FEMA Specialty Workshop on Risk Assessment for Dams was held March 7 — 9, 2000 at
Utah State University (USU), Logan, Utah. The workshop was one of a series of Dam Safety Research
Workshops, which are funded by the FEMA National Dam Safety Program Act (NDSPA, P.L. 104-303).
ASDSO was the contractor to FEMA. Through the Institute for Dam Safety Risk Management, USU
subcontracted to the ASDSO to host and organize the workshop. The ASDSO established a Steering
Committee chaired by Doug Johnson, Supervisor, Dam Safety, State of Washington and an ASDSO
Board Member.

The workshop was linked to the Working Group on Risk Assessment of the USSD (formerly USCOLD)
Committee on Dam Safety. This linkage was through the participation of Working Group members in the
workshop, and through the use of the workshop to develop the basis for a USSD White Paper on Dam
Safety Risk Assessment.

1.2 Purpose
The purpose of the workshop was as follows:

To conduct a review of the state-of-the-practice of dam safety risk assessment, to identify
research needs, and to recommend an approach for addressing these needs.

For the purposes of the workshop, we interpreted “state-of the-practice” to include only approaches that
are currently being used (i.e. in practice) by dam owners and their engineers to provide inputs for dam
safety decisions. We did not limit the types of decisions to only the selection of a target level of safety for
an existing dam or a proposed remedial measure. Instead, we included any type of decision that affects
any aspect of dam safety, including monitoring and instrumentation, reservoir operating level,
investigations, and emergency preparedness planning.

By “research needs” we understood the interest of the National Dam Safety Program to encompass both
short-term (i.e. immediate) and long-term research and development needs, including technology transfer
needs. These may include such areas as the following: a vision for the future of applications of risk
assessment to dam safety, training in its application, and tools to facilitate its application by practitioners.
Identified research needs were to be passed on to the ICODS Research Subcommittee for their
consideration in recommending the use of FEMA National Dam Safety Program Act funds for research
projects.

A group of experienced dam safety professionals was invited to participate in the workshop. The group
was drawn from a broad cross-section of employment affiliations, and a mixture of those with and
without risk assessment experience. The workshop was not intended to be a gathering of only those with
expertise in dam safety risk assessment. Nor was it intended to be an opportunity to cross-fertilize risk
assessment practice from other fields into the dam safety field, as some have suggested. While these are
worthwhile objectives, it was not possible to combine them with the objectives established by FEMA.
Future workshops should be considered to pursue these purposes.

At the outset of the workshop, we recognized that different information needs can exist for different
stakeholders in any given dam safety decision. Thus, information that may play an essential role in an



owner’s decision-making process may not be needed at all by a regulator who oversees the owner’s
decision outcomes. Since the information needs of different organizations can vary widely, we
recognized that it would be unrealistic to expect that any single approach to risk assessment would meet
the needs of all organizations. Therefore, an introductory workshop session was devoted to identifying,
"Information needs for dam safety evaluation and management" for the following six types of
organizations: the government owner, the large private owner, the small private owner, the federal
regulator, the state regulator, and the consulting engineer. The outcomes of this session were used to
form a broad basis for evaluating the strengths and limitations of a range of risk assessment approaches
and for identifying research needs. Thus, the workshop did not recommend one particular method of risk
assessment for all dam safety organizations.

In addition to this report to FEMA, major products from the workshop have included a ring binder
containing copies of all presentations and other handouts provided to participants (listed in Appendix C),
a bibliography, and the USSD White Paper on Dam Safety Risk Assessment. A draft of the Summary of
Findings was distributed at the USCOLD Annual Lecture in Seattle in June 2000 and was presented at the
ICOLD 2000 Congress in Beijing. A summary document containing the Summary of Findings and the
priorities for technology transfer and research and development was provided to the ICODS Research
Subcommittee for its July 2000 meeting. A panel presentation of workshop findings was included at the
USCOLD 2000 Annual Lecture and the ASDSO 2001 Annual Conference.

1.3 Use of the Term “Risk Assessment”

The term “Risk Assessment” appears in the title of this workshop. It is a term that does not have a
universally accepted meaning and is frequently misused. Below we define this term and several others
that are needed to appreciate the format of the workshop. Most of these definitions are taken from a draft
of the ICOLD Bulletin on risk assessment (Version 10, August 2000). Their use does not imply any
endorsement of the draft bulletin by the workshop participants, organizers, or sponsors. Their
interrelationship is illustrated in Figure 1.1.

\

Figure 1.1. Interrelationship between components of risk assessment and
risk management (Bowles et al 1999)



Failure Modes Identification:

Risk:

Risk Analysis:

Risk Assessment:

Risk Control:

Risk Estimation:

Risk Evaluation:

Risk Identification:

Risk Management:

A procedure by which potential failure modes in a technical
system are identified.

A measure of the likelihood and severity of adverse
consequences (National Research Council 1983). Risk is
estimated by the mathematical expectation of the consequences
of an adverse event occurring (i.e. the product of the probability
of occurrence and the consequence) or, alternatively, by the
triplet of scenario, probability of occurrence and the
consequence. (ICOLD 2000)

The use of available information to estimate the risk to
individuals or populations, property or the environment, from
hazards. Risk analyses generally contain the following steps:
scope definition, hazard identification, and risk estimation
(ICOLD 2000).

The process of deciding whether existing risks are tolerable and
present risk control measures are adequate and if not, whether
alternative risk control measures are justified. Risk assessment
incorporates the risk analysis and risk evaluation phases (ICOLD
2000).

The implementation and enforcement of actions to control risk,
and the periodic re-evaluation of the effectiveness of these
actions (ICOLD 2000).

The process of quantifying the probability and consequences
components of risk.

The process of examining and judging the significance of risk
(ICOLD 2000).

The process of determining what can go wrong, why and how
(ICOLD 2000).

The systematic application of management policies, procedures
and practices to the tasks of identifying, analyzing, assessing,
treating and monitoring risk (ICOLD 2000).

When we use the term “risk assessment™ in this report it refers to a process that includes at least one of
the components that make up the overall process of risk assessment (see Figure 1.1). For example, in the
next section we mention that approximately one half the workshop participants were known to have some
experience with applying risk assessment to dams. That does not mean that each experienced participant
has used all component processes that comprise risk assessment in Figure 1.1. Some may only have
experience with one component process, such as failure modes identification.



1.4 Workshop Format

Workshop participants came mainly from the US dam engineering community, but included two
representatives from Australia and four from Canada. The 32 participants included four state regulators,
two federal regulators, five large private owners, one local government owner, four federal government
owners, three industry associations, and eight consulting engineers, and five academics with significant
consulting experience. Just over one half of the participants were known to have some level of
experience with applying risk assessment to dam safety problems.

The workshop organizing group comprised the following: David Achterberg (USBR and ICODS
Research Subcommittee), Doug Johnson (State of Washington and ASDSO), Dan Mahoney (FERC and
ASCE Task Committee on Risk Assessment of Dams and Hydroelectric Facilities), Lori Spragens
(ASDSO), and David Bowles, Chair (Utah State University/RAC Engineers & Economists).

In preparing the workshop agenda, the organizing group recognized that although the primary purpose of
the workshop was not training, it would be necessary to provide some presentations of the current state-
of-the-practice, especially for the benefit of those with limited or no risk assessment experience. This
review also provided an important basis for identifying those areas in which research and development is
needed to strengthen the current state-of-the-practice. The workshop agenda is presented in Appendix A.
It included presentations and facilitated consensus building sessions for the following three areas of risk
assessment applications:

o Failure Modes Identification (referred to as “Qualitative Approaches” in the agenda)

e Portfolio Risk Assessment and Index Prioritization Approaches (referred to as ‘“Prioritization and
Portfolio Approaches” in the agenda)

e Detailed Quantitative Approaches (referred to as “Quantitative Approaches” in the agenda)

The organizing group divided applications into these three areas based on the observation that the degree
of acceptance of risk assessment approaches seemed to be markedly different in each area. In the
consolidation session, at the end of the workshop, it was agreed to further divide Portfolio Risk
Assessment and Index Prioritization into two approaches because it was recognized that although they
shared some common attributes they had significantly different scopes and some differing strengths and
limitations. Thus, this report presents the assessment of the state-of-the-practice and research needs for
four risk assessment applications areas.

Dr. David Harris of the USBR served as the Workshop Facilitator. Overall outcomes of the workshop
were consolidated into prioritized technology transfer and training needs and research and development
needs to be provided to FEMA and the ICODS Research Subcommittee. An additional consolidation
session was held to discuss the use of workshop outcomes in the USSD White Paper.

Most participants were provided electronic or hard copies of the following documents:

e Guidelines for Dam Safety Risk Management, Dam Safety Interest Group of the Canadian Electricity
Association, Interim issue of Part 1 of a four part document.

e A Guide to Risk Management for UK Reservoirs, Construction Industry Research Information
Association (CIRIA), Draft 3, October 1999.

e Dam Safety Risk Analysis Methodology, Technical Services Center, USBR, Version 3.3, September
1999.

e Reducing Risks, Protecting People, UK Health and Safety Executive, 1999 Draft Version.

e Risk Assessment as an Aid to Dam Safety Management, Draft ICOLD Bulletin, 1999.



In addition, a bibliography was developed by USU and distributed at the workshop.

1.5 Report Purpose and Outline

The purpose of this report is to document the purpose, methodology and outcomes of the Specialty
Workshop. This report is not intended to include any commentary on the findings reached. The USSD
White Paper will be the forum for such commentary.

This report is divided into seven chapters and eleven appendices.

Section 2.0 contains a summary of the methodology that was used to achieve the workshop outcomes
specified in the workshop purpose. Section 3.0 summarizes the information needs that were identified by
speakers and participants.

Workshop outcomes are summarized in Sections 4.0 — 6.0. The assessment of the strengths and
weaknesses of the four major areas of current practice is presented in Section 4.0. Prioritized technology
transfer and training needs are presented in Section 5.0. Prioritized research needs are presented in
Section 6.0. Section 7.0 proposes an integrated approach comprising twelve overall research projects that
address both the technology transfer and training and the research and development needs.

Appendices A, B and C contain the workshop agenda, list of participants, and list of handouts,
respectively. Appendix D contains participant input on expectations and issues for the workshop.
Appendix E contains participant input on information needs for dam safety evaluation and management.
Appendices F, G and H contain participant input on failure modes identification (qualitative approaches),
portfolio and index approaches (prioritization and portfolio approaches), and quantitative approaches,
respectively. Appendix I contains sorted participant input on strengths and limitations for each risk
assessment application area. Appendix J contains participant voting on technology transfer and training
needs and Appendix K contains participant input on research and development needs categories.



2.0 Outline of Workshop Methodology
2.1 Introduction
The stated workshop purpose (see Section 1.1) can be divided into three parts, as follows:

1) To conduct a review of the state-of-the-practice of dam safety risk assessment
2) To identify research needs
3) To recommend an approach for addressing these needs

Workshop products in each of these areas were developed through a coordinated set of workshop
activities, which are summarized in Section 2.2. These activities included presentations, discussions,
obtaining participant inputs, consensus categorization of inputs into Research and Development (R&D)
needs and Technology Transfer & Training (T°) needs, voting on the importance and difficulty of each
category, and development of research proposals.

Underlying the workshop activities was a strategic planning process, which is summarized in Section 2.3.
The interrelationship between workshop activities and the strategic planning process is represented
schematically in Figure 2.1.

1) Introductory Session

Presentations

Workshop Objectives
12821

Participant Inputs

Expectations
App.D

Issues

App. D
Information Needs

App. E

Failure Modes
Identification

Information Needs
3.0
Index Prioritization
Approaches

Risk Assessment
Application Areas:

1) Strengths

2) - 4) State of the Practice 2) Limitations

Portfolio Risk 3) T Needs
Assessment 4) R&D Needs
App.F, G &H

Approaches

Workshop

Outcomes
Assessment of

Strengths &

Limitations

4.0 & App. |

5) Consolidation of Outcomes

Technology Transfer
& Training Needs
5.0,7.0 & App. J

Research &
Development Needs

6.0, 7.0 & App. K

Figure 2.1. Overall interrelationship between workshop activities and strategic planning process.




2.2 Workshop Activities
2.2.1 Introductory session

At the outset of the workshop, statements on the Workshop Objectives were made by Doug Johnson,
representing the ASDSO, Gus Tjoumas, for USCOLD, and David Bowles for the Organizing Group.
Participants were then asked to state both their expectations for the workshop and issues that they would
like to see addressed during the workshop. Input was collected from participants on index cards, read
aloud by the facilitator, Dr David Harris, and displayed on a board at the front of the room.

Participant input on expectations and issues is listed in Appendix D. No attempt was made to collate this
input. However, items from both lists were incorporated into research needs categories at the end of the
workshop.

2.2.2 Review of the state-of-the-practice of dam safety risk assessment
Presentations on the state-of-the-practice were made in the following three applications areas:

1) Failure Modes Identification (referred to as “Qualitative Approaches” in the agenda)

2) Portfolio Risk Assessment and Index Prioritization Approaches (referred to as “Prioritization and
Portfolio Approaches” in the agenda)

3) Detailed Quantitative Approaches (referred to as “Quantitative Approaches” in the agenda)

At the completion of presentations for each of these areas, input was collected on index cards from
participants to address the following questions applied to each application area:

1) What are its strengths?

2) What are its limitations?

3) What are its Technology Transfer & Training Needs?
4) What are its Research and Development needs?

Responses to Questions 1 and 2 formed the basis for the evaluation of the current state-of-the-practice in
each application area. A preliminary categorization of strengths and weaknesses by the Organizing
Group Chair was reviewed and revised at a meeting of the USSD Working Group on Dam Safety Risk
Assessment at the June 2000 USSD Annual Lecture. The Working Group also divided inputs between
the Index Prioritization and Portfolio Risk Assessment application areas.

The results of the review of the state-of-the-practice in the four risk assessment application areas are
summarized in Section 4.0. Detailed inputs are presented in Appendices E.

2.2.3 Identification of research needs

Research needs were divided into two types as follows: Research and Development (R&D) needs and
Technology Transfer & Training (T°) needs. Inputs for identifying research needs were obtained from the
responses to Questions 1 — 4 (see Section 2.2.2) for each of the application areas, the participant’s inputs
on expectations and issues, and other inputs, which were made at various other times, such as during
question and answer sessions following presentations. All inputs were categorized, as described in
Section 2.3.2. In reviewing T’ needs at a meeting of the USSD Working Group on Dam Safety Risk
Assessment at the June 2000 USSD Annual Lecture, the Working Group suggested some additional T*
approaches, which were incorporated into workshop recommendations.



The identified T* and R&D needs are summarized in Sections 5.0 and 6.0, respectively. Detailed inputs
are presented in Appendices F, G, and H.

An integrated research plan, which combined both T* and R&D needs, was developed by the Organizing
Group Chair and is presented in Section 7.0. This was also provided to the ICODS Research
Subcommittee for consideration at its July 2000 meeting.

2.2.4 Recommendation of approaches for addressing needs

Categorized research needs were prioritized following a process described in Section 2.3.3. These
prioritizations are also presented in Sections 5.0 and 6.0.

Small groups of participants provided suggestions for the ICODS Research Subcommittee to use in
deciding how to follow-up on several priority research needs using a format presented in Section 2.3.4.
The notes prepared by each group are presented in Section 6.6.

2.2.5 Summary of findings

A consolidation session was held at the end of the Workshop to prepare a draft of the Summary of
Workshop Findings. This draft was reviewed and revised at a meeting of the USSD Working Group on
Dam Safety Risk Assessment at the June 2000 USSD Annual Lecture.

A table of contents for this report was drafted during the consolidation session and the draft outline for the
USSD Working Paper was reviewed and revised. Both the report and working paper outlines were
further reviewed and revised at the June 2000 meeting of the USSD Working Group.

2.3 Strategic Planning Process

Dr. David W. Harris from the U.S. Bureau of Reclamation Laboratories served as the facilitator for the
Workshop. Dr Harris has served in this capacity for other FEMA Research Workshops. In all cases he
has used a Strategic Planning Process, based on the IBM “MetaPlan” approach. The following
description of the four phases of this planning process is adapted from a general description prepared by
Dr. Harris.

2.3.1 The input phase

Input from participants was collected on index cards, a few words per card. All participants did this
simultaneously. The intent of this step was to collect as many ideas as possible from a fairly large group
in a time efficient manner.

The cards were collected by the facilitator as completed, or at any time during the session. The cards
were read aloud by the facilitator and displayed on a board, sorted into columns of similar topics, at the
front of the room. All participants were encouraged to take part in the interaction to determine which
column to place each card in, although perfect distinctions were not necessary in this phase.

2.3.2 The research category identification phase

With all cards sorted into columns, the test of distinction was to see if a heading could be established for
each column. Some movement of initial cards was necessary during this process. New cards were added



at any time as participants thought of new ideas, wanted to clarify their previously submitted ideas, or
found items that may belong in more than one category. The continued intention was to collect as much
information as is possible in a limited time. The heading for any given column became a research
category with different aspects or possible tasks detailed within the column.

2.3.3 The research category prioritization phase

Participants were next asked to cast a total of ten votes for the importance that they associated with each
category. Votes were recorded using ten glued dots that were placed by each participant on the board
next to each column heading. Each participant was permitted to distribute their voting dots across all the
categories. It was permitted to use as many as three dots for any one category to represent increased
importance of that category to the participant.

All votes were counted for each research category. The votes were used to create bar charts for the
research categories as shown in Figures 5.1 in Section 5.0 and Figures 6.2 and 6.3 in Section 6.1. The
larger the number of votes, the greater the importance that was assigned to a particular research category.

A second vote took place based on the perceived difficulty of each research category. Difficulty could be
interpreted to mean expensive, technically challenging, complex, or some other measure of difficulty,
which the participant chose for any given category. In this case each participant assigned each and every
research category a score between 0 and 10, with 0 being easy and 10 being really hard. Participant
scores were averaged.

These data provided a second dimension for prioritizing research categories. When plotted this produced
a decision quad of the research categories. The decision quad was formed by four quadrants of the
“difficulty-importance” votes, each of which was given a descriptive name, as follows:

Low Hanging Fruit - Easy and important
Strategic Items - Hard and important

Do later - Easy but less important
Consider - Hard and less important

The resulting decision quad is presented in Figure 6.3 in Section 6.1.
2.3.4 The research proposal development phase

Workshop participants chose a research category and then worked with others in small groups to further
develop each research idea. This provided additional input for use by the ICODS Research
Subcommittee. The suggested form of the input was to address six “W” questions, as follows:

Who
What
Why
Where
When
hoW

An example of the work sheet provided for this purpose is contained in Figure 2.2.



Topic developed for Research
Title: (describe the research item in 10 words or less)
Description:
a. Why is this a priority research item?
b.  What is the expected outcome?
Project Tasks and Needs (What (tasks) is to be done and How (needs) is this problem to be solved?)
Project Lead and Contract:
a. Who is working in this area?
b.  Who might be able to lead the project?

c. Who are good candidates to complete the work?

Figure 2.2. Example of work sheet provided for the Research Proposal Development Phase
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3.0 Information Needs for Dam Safety Evaluation and Management

3.1 Introduction

As mentioned in Section 1.2, the information needs of different organizations can vary widely. It was
therefore recognized by the workshop-organizing group that it would be unrealistic to expect that any
single approach to risk assessment would meet the needs of all organizations. An introductory workshop
session was devoted to identifying, "Information needs for dam safety evaluation and management" for
the following six types of organizations: the government owner, the large private owner, the small private
owner, the federal regulator, the state regulator, and the consulting engineer. The presentations made in
this session are summarized below in Sections 3.2 — 3.7. No attempt has been made to adapt the
presentations to fit a common format.

The facilitator led the participants in an exercise to summarize information needs. The result was a list,
which is presented in Appendix E.1. Each of the major topics in the list was expanded into some notes
following the format of Table 3.1. These notes are presented in Appendix E.2.

Identified information needs were intended to be used by participants to form a broad basis for evaluating

the strengths and limitations of a range of risk assessment approaches and for identifying research needs.

Table 3.1. Format for Notes on Information Needs

Information needs for dam safety evaluation and management

What: (Name of a need)

Who: (Needs this)

Why/When: (Do they need it)

Where will it be used: (In-house, public meetings)

How will it be used:

11




3.2 Government Owner Information Needs - John Smart, USBR, Denver, Colorado

Risks associated with all dams owned

Risks that should be reduced

Risks that should be reduced in the short-term

Risk management options that make most effective use of available resources in the risk
identification and risk reduction processes

Credibility in all of the above

Uncertainties associated with all of the above

e Legal and political constraints that may affect the implementation of risk management actions

33 Large Private Owner — David Bowles', Utah State University/RAC Engineers & Economists
3.3.1 Regulatory environment

The regulatory environment in which a private dam owner operates can have a significant influence on
the approach to dam safety management. Cases of hard, soft and no dam safety regulator are contrasted
below:

e Hard — FERC, California, New South Wales Dam Safety Committee, Australia

- Regulatory requirements may completely determine dam safety program and fixes
e Soft — Utah, Victoria, Australia

- Less influence of regulatory requirements

- Greater flexibility in rate and extent of fixes

- BUT, what are the drivers?
e None — US Bureau of Reclamation, US Army Corps of Engineers, Tasmania, Australia

- No regulatory requirements

- AGAIN, what are the drivers?

3.3.2 Commercial context for dam safety decisions

A private dam owner must find a feasible approach to dam safety management within the various
constraints and goals that determine the commercial context within which it exists, such as the following:

Rate of return target
Safety goal

Pricing constraint
Borrowings limit

This is illustrated in Figure 3.1

! An employee of a large private owner had been assigned the task of providing the perspective of a large private
owner, but unfortunately he had to withdraw shortly before the workshop. Other participants who are associated
with large private owners did not feel that they could address this topic at short notice and so David Bowles
provided this perspective. He based his contribution on the information needs that have been identified to him by
large private owners for whom he has worked as a dam safety management consultant.
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Rate of Return Target

Feasible
Alternatives

Pricing Constraint

Infeasible

Borrowings Limit /N Alternatives

Figure 3.1. Ilustration of the commercial context for identifying a feasible
dam safety management program

3.3.3 Risk treatment options:

From a business or management perspective, risk treatment options can be grouped into the following

categories, although they are “not necessarily mutually exclusive or appropriate in all circumstances”
[AS/NZS 1995]:

e Avoid the risk—this is a choice that can be made before a dam is built, or perhaps through
decommissioning an existing dam.

e Reduce (prevent) the probability of occurrence—typically through structural measures, or dam safety
management activities such as monitoring, surveillance, and periodic inspections.

e Reduce (mitigate) the consequences—for example, by effective emergency evacuation planning or by
relocating exposed populations at risk.

o Transfer the risk—for example, by contractual arrangements or title transfer of an asset.

e Retain (accept) the risk—after risks have been reduced or transferred, residual risks are retained and
may require risk financing (e.g., insurance).

Figure 3.2 illustrates these categories of risk treatment.
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Figure 3.2 Categories of risk treatment

3.3.4 QOutcome targeting

The right side of Figure 3.3 represents the information or outcome “targets” that can benefit a private
owner’s dam safety program and related business processes in addition to other stakeholders in dam
safety decisions. Some dam owners focus only on externally imposed requirements such as those of a
regulator or engineering standards or guidelines without giving adequate consideration to internal
considerations such as business criticality or alternatives for replacing project functionality (e.g. dam
decommissioning), which might be less costly than dam safety rehabilitation. It is important that an
effective outcome targeting process be accomplished, for example, at the outset of the portfolio risk
assessment (PRA) process. It is also important that the PRA process is adapted to meet the specific
information needs associated with each portfolio of dams rather than develop a standard set of outcomes.

Figure 3.3 also depicts the flow of information inputs into a PRA from activities that already exist in most
dam safety programs (e.g. inspections, design reviews, etc.). It also shows the addition of specialized

information, which may be needed to complete a PRA (e.g. inundation modeling and consequences
estimation).
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EXISTING DAM SAFETY ADDITIONAL BUSINESS RISK
INFORMATION INFORMATION INFORMATION
FLOWS NEEDS NEEDS

(THE TARGET)

DAM SAFETY:
Monitoring and surveillance,
EPRP,

Assessment Program
Improvement Program
Inspections Inundation modeling | O & M Program

Design Reviews

(FMEA)
Portfolio
Emergency Preparedf% Risk
Response Planning Assessment
Monitoring and Surveillance
Incremental Consequence Categories Consequences BUSINESS PROCESSES:

Capital budgeting/financing,
Risk management/insurance,
Due diligence and legal
liability assessment,
Contingency planning and
contractual obligations,
Public relations and
consultation,

Etc.

Figure 3.3. Capturing PRA inputs and targeting and integrating PRA outcomes into the
owner’s dam safety program and business processes.

3.3.5 Investment drivers — Information needs

In summary, the drivers that can influence private owners’ dam safety decisions can include the
following:

e Regulatory Considerations
- Breaches of regulations, legal requirements and licenses
o Public Safety
- Engineering Standards/Guidelines and Current Practice - Benchmarking
- Risk-based guidelines - Benchmarking
- As low as reasonably practicable (ALARP) principle
- Extent of potential life loss
- Community and political expectations
e Legal Liability
- Duty of care, due diligence
- “Reasonable person” — benchmarking (timing and extent)
- Negligence of owner
- Engineer’s liability position
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e Retention of Insurance Cover
Business Viability/Financial
- Third party liability and cost of lawsuits
- Organizational breakup, public enquiries, restrictive legislation
- Effects on key business results areas
- Loss of revenue generation
- Competitive position, dividends
- Opportunities forgone/postponed
e Public Trust and Reputation
- Customers - Extent of adverse impact on internal and external customers
- External Perceptions - Extent of adverse community or political response on owner
- Public consultation
e Additional Factors:
- Cost effectiveness of fix(es)/staging
- Priority relative to other dams/assets
- Opportunity for increased capacity
- Effects of delays/staging
- Non-structural options

34 Small Private Owner Information Needs — Jim Doane, Bureau of Water Works, Portland,
Oregon

3.4.1 Discussion

In order to gain the perspective of the small private dam owner, we need to determine what separates the
small private dam owner from other dam owners. For the purpose of this discussion, I'll define the small
private dam owner as a person or non-federal organization that owns no more than ten dams -- the dams
can be small or large (of any hazard classification). For the purpose of this discussion, I am limiting it to
the issues of small private dam owners who, if asked, would say and believe they are responsible dam
owners.

What separates small private dam owners from other dam owners is that the operation and maintenance
of the dam is not the core business of the organization but a way for providing water for the core
business. For the small private dam owner, the storage of water is a way of providing for the core
business be it water supply for irrigation, water supply for municipal purposes, flood control, water for
flow augmentation, or water for industrial purposes. Small private dam owners also store water for
hydroelectric production, recreation, cooling, etc.

One other characteristic of the small private dam owner is that their focus on the core business may lead
to a situation where they do not understand the business and societal risks associated with the ownership,
operation and maintenance of dams. They may look upon the risks much more casually than they should
-- they may try to deal with them as underestimated normal business risks without even factoring in the
societal risks. The lack of understanding of the risks and the nature of these owners (they tend to have
small technical staffs) frequently leads to the situation where their staff is too small to have a resident
dam expert available. It is even less likely that if there is a corporate risk manager, that risk manager will
understand the risks associated with dams. It is unlikely that the majority of small private dam owner
will have anyone with much knowledge of the concepts we are talking about in Logan today.
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I found that the power companies seem to have in-house staffs that have a very good handle on the
technical issues and many of the risk issues that come with dam ownership. This may be the result of the
power companies having sufficient technical staff with knowledge of dams, dealing successfully with
other business risks (and regulators), and a basic understanding of risks of dams. Other small dam
owners might have a person responsible for dams on their technical staffs but that person frequently had
other work as their primary focus. Most small dam owners were dependent on the work of consultants to
actually deal with the technical issues associated with dam ownership. Most small dam owners did not
have an understanding of the societal risk issues or of the risk concepts we are talking about here.
Fortunately, the federal and state regulators did a good job of bringing the potential problems to the
attention of the small dam owner.

What are the issues that tend to keep the owners of small private dams from understanding the issues
inherent in having dams? [ found that the owners, managers or boards are focused on their core business.
They don't view their core business as having much to do with dam ownership. These owners seem to
understand and generally fully appreciate the risks in what they view as their core business. They are
striving to understand deregulation, new competitiveness, privatization, tight budgets, changes caused by
endangered species listings, etc. New demands are placed on them every day. In this circumstance it is
easy for them to just follow the lead of the regulators for dams as they follow the lead of regulators in so
many aspects of their business. These owners tend to view the standard of the regulators as sufficient if
not overly conservative. The safety record of dams may also lead them into a sense of security.

3.4.2 What are the information needs of the small dam owner?

The small dam owner needs to know the basics of managing all the risks inherent in the operation of the
business. Concerning dams, the owner needs to be able to:

* Determine how to integrate or rely on someone who can integrate the commercial and societal risks of
owning, operating, and maintaining dams into the overall risk management of the organization.

*  Understand or rely on someone who understands the societal risk of dam ownership and know the
impact that not managing that risk could have on the organization.

* Have knowledge of, or rely on someone who has a basic understanding of, mechanisms that result in
common types of dam failures.

* Have knowledge of or rely on someone who has knowledge of probability as well as the basic
elements that go into the risk analysis of dams -- especially the limitations and uncertainties.

* Understand that the amount of analysis that is required to address a specific problem is dependent on
several factors:

— The complexity of the problem being studied (generally the harder the problem, the more
involved the analysis),

— The reason the problem is being studied (is the analysis being internally or externally
driven?),

— The consequence of not managing the problem (does the failure result in the loss of a small
amount of corporate resource or perhaps injury and losses to third parties?),

— The degree of certainty desired (how sure does the owner need to be?), and

— The amount of scrutiny anticipated by internal and external organizations and stakeholders
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The owner should also understand that peer review of any significant analysis is always very desirable.
The more complex the analysis and significant the outcome, the greater the need for peer review.

We need to somehow convince the small dam owner that risk analysis of dams is important without
seeming like just another demand on the owner's time. This is really a powerful tool that can be used to
help the small dam owner make good corporate decisions ... decisions that can protect what the owner
believes is the core business of the organization.

3.43 Presentation notes
Small Dam Owner
e Generally an individual or organization that owns one or a few dams (<10) of any size or hazard
classification.
e Ownership, operation, and maintenance of the dams is not generally the core business of the

organization.

Dams are used to store water to provide for the delivery of the core business:

e  Water supply (irrigation, municipal, flood control, flow augmentation)
e Hydroelectric power
e Recreation, etc.

Primary focus on their core business (i.e., Issues other than dams):

e May not understand the business and societal risks associated with the ownership, operation and
maintenance of dams.

Only a few structures to deal with:

e May not be able to have experts on staff or available as consultants to deal with emerging
relatively sophisticated concepts such as risk assessment.

Changing Environment:

Deregulation

Tight budgets

Endangered species listings

Elected board or chairperson who may not have the background in risk issues

Issues of Owners:

e Business and societal risks inherent in dam ownership may not be fully appreciated or
understood.

o Business risks or other issues associated with the core business fully appreciated and understood.

e Standards of the regulators may be deemed sufficient.

e Excellent safety record of dams may also cause a lack of appreciation for the risks.

Information Needs of Small Dam Owners:
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Need to know the basics of risk management for all risks at dams.
Need to have access to or an understanding of:
- Business risk of their core operations and relation to business risk of being the owner of
dams.
- Societal risk of being an owner of dams and the impact of not managing that risk.
Basic knowledge of the elements that go into a risk analysis for dams.
Limitations and uncertainties of the risk assessment process.

Knowledge that the amount of analysis required must be related to:

Complexity of the problem

Reason the problem is being addressed
Consequences of not managing the problem
Degree of certainty desired

Scrutiny of internal and external organizations
Desirability of having the work reviewed by peers

The owner should have:

e Basic understanding of common definitions used in the risk analysis and evaluation of dams.
e Basic understanding of the mechanisms that result in common types of dam failures.
e Basic understanding of probability (in order to be able to interpret the results).
e Understanding of the aversion of the general population to risk from dams.
Conclusion:

Risk assessment and risk evaluation can be used to help a small dam owner:

3.5

Learn about the business and societal risks of dam ownership.
Prioritize the various risks at a dam or for a group of dams.
Determine the relative risk of owning dams to other corporate risk.
Determine the overall risk that is acceptable.

Federal Regulator Information Needs - Dan Mahoney, FERC, Washington, D.C.

Regulator Perspective:

There are benefits from risk assessment for dam safety evaluations

Where Risk Assessment Could be Used Effectively:

e Process gives a comprehensive, thorough evaluation of structure
e Prioritization of risks for owners of many dams
¢ Fixing dam safety deficiencies, which represent the highest risk first
e More definitive understanding of “hazard” rating
Dispel Notion:

19



e Risk assessment means not fixing dams

Hurdles for Regulators:

Procedures and practices that are universal and accepted

Common understanding and definitions

Probabilities of extreme events are accurate and based on solid science
Impact on conclusions of “Low” probabilities of extreme events

Major Hurdles for Regulators:

e Concept of “allowable levels of Loss of Life”
e  Current methods of calculating Loss of Life from population at risk

Challenge for Workshop:

3.6

e Concept of “allowable levels of Loss of Life”
e Current methods of calculating Loss of Life from populations at risk

State Regulator Information Needs

3.6.1 A state dam safety regulator’s perspective- Stephen Verigin, California Division of Safety of

Dams, Sacramento, California
Need a procedure to quickly and easily classify dam safety risk. (Hazard classification rating.)
All dams that pose any potential loss of life and/or significant loss of property are high hazard.

Where there is (high) exposure to loss of life and/or property, use the very highest design
requirements.

Use risk to identify problems but not as a basis for safety.
Establish a maximum size beneath which there is no risk to life or property.
Establish a minimum size above which the most conservative design standards should be used.

When using a hazard classification rating system to set work and resource priorities, do not assume
that a low priority dam is safe. Accept it as a low priority with respect to risk exposure.

Most states must show that there is an actual threat to life and property and then must ensure that
dams are designed and constructed with a reasonable factor of safety against failure.

Do not use risk analysis to avoid making necessary (and costly?) repairs. Owners have options of

operating safe dams or removing them from service. A third alternative should not be placing life or
property in peril because the cost of repair is too high.
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10. Do not depend on emergency action plans or early warning systems to save lives. Time of failure,
duration of failure, and complexity of evacuations prevent this from being a safety feature. An EAP
is a response feature that will hopefully limit losses.

11. Risk analysis is not used in the design of new dams. Why is it appropriate for use on existing dams?

Methodology

1. The database of dam failures, when used to predict where problems will occur in the future, is not a
strong tool. It is most likely a measure of past engineering standard deficiencies, undeveloped
technology, or poor design and construction practices. It is not a measure of random phenomenon
(i.e. piping is more likely in nature than rare storm events).

2. The numbers used to calculate the probabilities used in risk analysis are subjective, leading to results
that have a very weak link to actual probabilistic forecasts. Good engineering judgment and a
proactive inspection program are much more reliable.

3.6.2 Another state dam safety regulator’s perspective — Doug Johnson, State of Washington,
Olympia, Washington

In general, I would agree that Mr. Verigan’s comments apply to most of the state dam safety programs.
However, there are a few states that utilize risk-based standards, such as Washington and Montana.
Furthermore, I think that all states could benefit from the knowledge of what level of risk their standards
provide, even if they use deterministic standards. A key issue is using percent-PMP as a design event for
smaller dams where loss of a few lives is possible. Once you move away from PMP you have no idea
what level of protection is provided, unless you can determine the probability of the percent-PMP event.
Thus, since some of the states use percent-PMP as a design standard, they are already accepting risk, only
they have no idea of what level of risk they are facing! While I think it would be far more useful to
approach this from the risk side and determine "acceptable risk" for these smaller dams, I understand that
some states are not comfortable with this concept. However, all states could benefit from understanding
the risks posed by their dams in decision-making. Based on these points, I submit the following
comments (in italics) to Mr. Verigan’s points.

1. Need a procedure to quickly and easily classify dam safety risk. (Hazard classification rating and
dam break analysis)

2. All dams that pose any potential loss of life and/or significant loss of property are high hazard.
Although this is now the federal definition, not all states follow this. Washington still has a
significant hazard rating with 1 or 2 homes at risk. [ know several states that have this set in their
regulations.

3. Where there is (high) exposure to loss of life and/or property, use the very highest design
requirements. Agreed, but the highest design requirements shouldn't kick in where only a few lives at
risk. This is why most states use percent-PMP for smaller dams with a few lives at risk.

4. Use risk to identify problems but not as a basis for safety. -Many states may feel this way, but not
Montana and Washington. And actually, once the states allow percent-PMP as a design event, where
lives are at risk, they are accepting risk as a basis for safety. However, we don't know in most cases
what level of risk a percentage of PMP gives. This is a very important area where research is
needed.
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10.

11.

Establish a maximum size beneath which there is no risk to life or property. This would be nice, but it
really all depends on the project. I have some six-foot high dams that are riskier than 20-foot high
dams.

Establish a minimum size above which the most conservative design standards should be used. Also
should consider hazard setting

When using a hazard classification rating system to set work and resource priorities, do not assume
that a low priority dam is safe. Accept it as a low priority with respect to risk exposure. Agreed

Most states must show that there are an actual threat to life and property and then must ensure that
dams are designed and constructed with a reasonable factor of safety against failure. Agreed, but the
problem is defining “reasonable". There are probably 50 different opinions on this one. I think it
would be very useful to the states to know what probability is associated with their specified design
levels. That would really help in decision-making.

Do not use risk analysis to avoid making necessary (and costly?) repairs. Owners have options of
operating safe dams or removing them from service. A third alternative should not be placing life or
property in peril because the cost of repair is too high. [ understand this is a feeling shared by many
critics of risk analysis. It's viewed a way of getting out of doing anything at a dam. Again, for very
large dams with thousands of lives at risk, I agree wholeheartedly. But most of the dams regulated by
the states fall into the gray area, small dams with a few lives at risk. The standards set for these
smaller dams can be determined by the level of risk posed, not by an arbitrary percentage of a design
event. By allowing anything less than full PMP/MCE, the states are tacitly accepting something
other than near-zero risk.

Do not depend on emergency action plans or early warning systems to save lives. Time of failure,
duration of failure, and complexity of evacuations prevent this from being a safety feature. An EAP
is a response feature that will hopefully limit losses. Agreed

Risk analysis is not used in the design of new dams. Why is it appropriate for use on existing dams?
Actually, in Washington and partially in Montana, our design standards are based on risk. However,
this is still a good question.

Methodology

1.

The database of dam failures, when used to predict where problems will occur in the future, is not a
strong tool. It is most likely a measure of past engineering standard deficiencies, undeveloped
technology, or poor design and construction practices. It is not a measure of random phenomenon
(i.e. piping is more likely in nature than rare storm events). Agreed.

The numbers used to calculate the probabilities used in risk analysis are subjective, leading to results
that have a very weak link to actual probabilistic forecasts. Good engineering judgment and a
proactive inspection program are much more reliable. This depends on which probabilities we are
considering. For the triggering events such as floods and earthquakes, we can get fairly good
statistical estimates of the probability, out to maybe I in 5,000 or even 1 in 10,000. For the other
failure modes, I agree that they are subjective. However, engineering judgment is very subjective,
isn’tit?
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3.7 Consulting Engineer Information Needs - John W. France, URS Corporation, Denver,
Colorado

Consulting Engineer’s Roles:

Technical Adviser
Technical Problem Solver
Technical Advocate
Designer

Construction Manager

Whose Risk is it Anyway?

e Risks, and rewards, are the Owner’s.
e Engineer needs to keep his risks balanced with his rewards.

Standard of Care:

e Services same as provided by similar professionals at the same time and same location.
e Importance of established standards of practice for risk analysis.

Research and Practice Needs:

Guidelines for risk assessment for dams: Standard of care

Greater acceptance of risk by the public and its representatives: buy-in
Establishing accepted levels of risk

Improved Tools

Loss of life estimates

Case history compilations

Expanded databases of failures and incidents

Methods for assessment of seepage risks

Verification/Confidence Building

Parallel risk assessments of same cases
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4.0 Assessment of State of the Practice

4.1 Introduction

Four risk assessment application areas were discussed at the workshop, ranging from qualitative to
quantitative approaches, and progressing from more generalized approaches to approaches requiring more
detailed analyses. The four application areas were as follows:

o Failure Modes Identification Approaches (Qualitative Approaches)

e Index Prioritization Approaches

e Portfolio Risk Assessment Approaches

e Detailed Quantitative Risk Assessment Approaches

Lists of strengths and limitations of the four risk assessment application areas are presented in this
section. Detailed participant input for each strength and limitation listed below is presented in Appendix
I. Detailed input from individual participants was grouped into the listed categories using the procedure
described in Section 2.2.2. These categories are listed in this section in decreasing order of the number of
participant comments in each category. Bar charts of the number of comments for strengths and
limitations are presented for each application area.

As with other parts of this report it is not intended to include any commentary on results of participant
input.

4.2 Failure Modes Identification Approaches (Qualitative Approaches)

Failure Modes Identification (FMI) applied to a dam is a procedure by which potential failure modes are
identified. A failure mode is a sequence of system response events, triggered by an initiating event,
which could culminate in dam failure. Procedures for FMI vary, but in a typical approach, a small team
of dam engineers, who have a knowledge of historical dam failure mechanisms, would develop a list of
failure modes. The form of the FMI outcome may vary from simply the list of failure modes, to a
tabulation that lists associated effects, consequences, compensating factors, and risk reduction measures.
In some cases an event tree or other graphical representations failure modes may also be included. FMI
normally does not include quantification of risks. It is therefore, by itself, not a risk analysis, although it
is one of the first steps in performing a dam safety risk analysis. Examples of FMI, which were presented
at the workshop by VonThun and Anderson, are included in the workshop proceedings.

4.2.1 Strengths

Figure 4.1 shows the number of participant comments that were grouped under each of the following
categories in descending order of the number of comments received in each category:

Failure modes paradigm

Relatively low effort

Broad interdisciplinary team approach

Enhances understanding

Wide acceptability

Strengthens traditional approach/Quality Assurance
Identifying additional information needs
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Aids in prioritization of issues

Aids in communicating risks

Tool for achieving integration of dam safety program
Aids in identification of risk reduction measures
Systematic approach

4.2.2 Limitations

Figure 4.2 shows the number of participant comments that were grouped under each of the following
categories in descending order of the number of comments received in each category:

Qualitative - risk, ranking, compare with other dams, confidence/uncertainty
Repeatability, consistency, influence of team members

Lack of available guidance

Cost

Limited case histories to use as basis for FM identification

Not a public-oriented process

Requires information on dam

4.3 Index Prioritization Approaches

An index prioritization approach is a means of quickly ranking dams for addressing dam safety issues.
The ranking is based on an index, calculated from a combination of weights, which are assigned to
capture various attributes of identified dam safety deficiencies. The attributes and ranking procedures are
usually prescribed in order to form a common basis for ranking between dams. These approaches are best
used as an initial screening of a portfolio of dams, or a comparison to other forms of risk analysis. An
example of an index prioritization approach that was presented at the workshop is the USBR's "Risk
Based Profiling System" (USBR 2000).

4.3.1 Strengths

Figure 4.3 show the number of participant comments that were grouped under each of the following
categories, including a comparison with portfolio risk assessment, in descending order of the number of
comments received in each category for index prioritization approaches:

Prioritization

Efficient process

Defensibility

Justification

Communication

Systematic process

Identification of dam safety issues

Integrates dam safety program and into overall business
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Strength Categories

Failure modes paradigm

Relatively low effort

Broad interdisciplinary team approach

Enhances understanding

Wide acceptability

Strengthens traditional approach/Quality Assurance

Identifying additional information needs

Aids in prioritization of issues

Aids in communicating risks

Tool for achieving integration of dam safety program

Aids in identification of risk reduction measures

Systematic approach

o
N

4 6 8 10 12 14

Number of participant comments

16

18 20

Figure 4.1. Strengths of failure modes identification approaches.

Limitation Category

Qualitative - risk,
ranking, compare with
other dams,
confidence/uncertainty

Repeatability,
consistency, influence
ofteam members

Lack of available
guidance

Cost

Limited case histories
to use as basis for FM
identification

Not a public-oriented
process

Requires information
on dam

0O 2 4 6 8 10 12 14

Numb,

16

of partici

18 20

Figure 4.2. Limitations of failure modes identification approaches.
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4.3.2 Limitations

Figure 4.4 show the number of participant comments that were grouped under each of the following
categories, including a comparison with portfolio risk assessment, in descending order of the number of
comments received in each category for index prioritization approaches:

Danger of misusing results
Not in-depth risk analysis
Lack of published guidance
Relative rather than absolute
Defensibility

Risk metric

No sign off

4.4 Portfolio Risk Assessment Approaches

Portfolio risk assessment (PRA) involves the reconnaissance level application of the identification,
estimation, and evaluation steps of dam safety risk assessment to a group of existing dams and risk
reduction measures. The outcomes include an engineering standards assessment and risk profile for the
existing dams, and a basis for developing and cost-effectively prioritizing risk reduction measures and
supporting investigations. Other outcomes can be used to strengthen the owner’s monitoring and
surveillance program, and to provide inputs to various business processes, such as capital budgeting, legal
evaluations, loss financing, and contingency planning. An example of PRA was presented in the
workshop based on (Bowles 1999).

4.4.1 Strengths

Figure 4.3 show the number of participant comments that were grouped under each of the following
categories, including a comparison with index prioritization, in descending order of the number of
comments received in each category for index prioritization approaches:

Prioritization

Cost effectiveness risk reduction program

Justification

Communication

Defensibility

Risk metric

Efficient process

Identification of dam safety issues

Integrates dam safety program and into overall business
Systematic process

4.4.2 Limitations
Figure 4.4 show the number of participant comments that were grouped under each of the following

categories, including a comparison with index prioritization, in descending order of the number of
comments received in each category for index prioritization approaches:
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Strengths

Prioritization

Efficient process

Justification

Defensibility

Systematic process

W Portfolio
O Index

Communication

Identification of dam safetyissues

Integrates dam safety program and into overall business

Risk metric

Costeffectiveness risk reduction program

0O 2 4 6 8 10 12 14 16 18 20

Number of participant comments

Figure 4.3. Comparison of strengths of index prioritization and portfolio
risk assessment approaches

Limitations

Danger of
misusing results

Notin-depth risk
analysis

Relative rather
than absolute

Lack of published
guidance

W Portfolio
I Index

Risk metric

Defensibility

No sign off

Cost

0 2 4 6 8 10 12 14 16 18 20
of particij

Figure 4.4. Comparison of limitations of index prioritization and portfolio
risk assessment approaches.
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Danger of misusing results
Not in-depth risk analysis
Cost

Lack of published guidance
Defensibility

No sign off

Relative rather than absolute

4.5 Detailed Quantitative Risk Assessment Approaches

A detailed quantitative risk assessment comprises the steps of risk identification, estimation, and
evaluation. The purpose of performing a detailed quantitative risk assessment is typically to provide
insights into the adequacy of an existing dam, or to provide justification for risk reduction measures.
Different owners vary in the level of detail that they require, but none rely on risk assessment alone for
making such decisions. Two examples of detailed quantitative risk assessments were given in the
workshop based on Dise and Vick (2000) and McDonald (1998).

4.5.1 Strengths

Figure 4.5 show the number of participant comments that were grouped under each of the following
categories in descending order of the number of comments received in each category:

Valuable as a decision tool
Quantification using risk metric
Understanding of failure modes
Uncertainties considered

In-depth supporting analyses

Team process

Defensibility

Risk criteria evaluation

Transparency in engineering judgments

4.5.2 Limitations

Figure 4.6 show the number of participant comments that were grouped under each of the following
categories in descending order of the number of comments received in each category:

Lack of standardized procedure and experienced practitioners
Acceptable/tolerable risk criteria not agreed

Uncertainty in estimating probabilities and life loss
Communicating uncertainties to decision makers and others
Cost

New and complex terminology
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Quantification using risk metric

Valuable as a decision tool

Understanding of failure modes

Uncertainties considered

Team process

In-depth supporting analyses

Strength Category

Transparency in engineering
judgments

Risk criteria evaluation

Defensibility

0 2 4 6 8 10 12 14 16

Number of participant comments

Figure 4.5. Strengths of detailed quantitative risk assessment approaches.

Lack of standardized procedure
and experienced practitioners

Uncertainty in estimating
probabilities and life loss

Acceptable/tolerable risk criteria
not agreed

Communicating uncertainties to
decision makers and others

Limitation Category

New and complex terminology

2 4 6 8 10 12 14
Number of participant comments

o

16

18

20

Figure 4.6. Limitations of detailed quantitative risk assessment approaches.
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5.0 Technology Transfer and Training Needs

The prioritized technology transfer and training (T°) needs categories resulting from the procedure
described in Section 2.3 are listed in Table 5.1. The risk assessment application area for each need is
indicated and some suggested modes of technology transfer and training suited to each need.

A bar chart of the importance of T needs is presented in Figure 5.1 based on the number of votes for each
need. Needs with less than three votes were omitted in this section, but are included in Appendix J.

Numerical codes in the second column provide a means of tracking the categorization process that the
group followed under the lead of the facilitator.

Wider use of Failure Modes Identification thinking and current expertise
in this area.

Guidelines for w hat constitutes a Portfolio Risk Assessment and how
it may be done

Training in understanding probability and skills such as expert |
elicitation. ‘ ‘ ‘

Build FMI into standards based review s - this will economize
resources ‘ ‘ |

Sharing experience on PRA w ith others, how w ell the process |
w orked, and w hat should be changed. |
Tools for ow ners w ith limited resources |
Risk indexing and prioritization approaches for state regulators and ‘
ow ners w ith limited resources.

Demonstration projects |

T® Need Category

More experience by more people

Regular program for operator training

Documentation of state-of-the-practice and training w orkshops

Compilation of case histories

Produce a life safety criteria discussion paper, exhibit publicly and
invite submissions

Dam safety community should interact w ith DOE, NRC on QRA

0 5 10 15 20 25 30 35

Importance (number of votes)

Figure 5.1. Importance of T° needs based on the number of votes for each need
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Table 5.1.

Prioritized Technology Transfer and Training Needs

Priotity Heed Votes Suggested Modes of T2 Risk Agsegsment Approach
1 3 Wideruse of Failure Modes Identification thinking and cusrent expertise in this area. 30 Document process. Document case histories, Training seminars, Faiture Modes Identification
Hands-on wotkshops, Train facilitators, HPDP collect and disseminate
(journal or web-based) case histories.
2 1 |Guidelines for what constitutes a Portfolio Risk Assessment and how it may be done 25 Cuidelites Portfolio Risk Assessment
3 2 Training in understanding probability and skills such as expert elicitation. 23 Training seminars (&g FEMA) and web-based training for practicing  Detailed Quantitative
engineers. Include risk and uncertainty in B3 curticulum and make sure
that they are part of accreditation requirements.
4 4 Build FMI into standards based reviews - this will economize resoutces 18 SIMILAR TO FRIORITY 1 Failure Modes Identification
5 6 Fhating expetience on FRA with others, how well the process wotked, and what should 14 Publigh completed Portfolio Risk Asgsessments with assessments of Portfolio Risk Assessment
be changed. theit strengths and weaknesses and ways to itmprove
1 5 | Tools for owners with limited resoutces 12 Hite an engineer Do dams in groups with same expetts Failute Modes Identification
7 % Riskindexing and prictitization approaches for state regulators and owners with limited 10 Compilation and summary of existing approaches and development of  Index Proritization
PESOUECES. aty approptiate approach for the States, including equipping the states  Approaches Portfolio Risk
to evaluate tisk assessment submndttals. A gsessment
8 T Demonstration projects 8 Hands-on not just Observers at TZBR By groups of owners Detailed Quantitative
9 14 More expetience by more people 7 Demonstration projects. Train more facilitators. Sponsor semdnars Index Prioritization
aimed at educating non-technical staff among owners. Approaches/ Portfolio Risk
A gsessment
10 13 Regular program for operator training 5 Dam ownet's responsibility - need for material from professional bodies | Failure Iodes Identification
etc for small dam owners
11 9 Documentation of state-of-the-practice and training workshops 5 Documentation and wotkshops Detailed Quantitative
12 10 Compilation of case histoties 5 Casze histories Dietailed Quantitative
13 11 Produce alife safety criteria discussion paper, exhibit publicly and invite submizsions 5 Dizcussion papet Dretailed Quantitative
14 16 Dam safety community should interact with DOE, NRC on QR& 3 Interaction Detailed Ouantitative
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6.0  Research and Development Needs

6.1 Introduction

The prioritized research and development needs categories resulting from the procedure described in
Section 2.3 are listed in Table 6.1. The table includes importance and difficulty votes and an assignment
to one of the following quad categories:

Low Hanging Fruit - Easy and important
Strategic Items - Hard and important

Do later - Easy but less important
Consider - Hard and less important

The decision quad, formed by the four quadrants of the “difficulty-importance” votes, is presented in
Figure 6.3. Bar charts of the importance and difficulty of research categories are presented in Figures 6.2
and 6.3, respectively.

Although not part of the original MetaPlan approach, research categories were ranked, separately within
each quad category, by using a combination of the importance and difficulty votes, obtained as follows:

Overall rank =1 * (10 — d)
in which:

i = Number of votes received based on importance of research category
d = Average score based on difficulty using a score between 0 and 10, with 0 being
easy and 10 being really hard

Ranking by this approach took place after the workshop and so, although it is based solely on the input of
workshop participants, it was not available at the time of the workshop. The ICODS Research
Subcommittee may find this ranking helpful, but should not feel bound by this within-quad category
ranking when they select projects for funding.

The priority assigned through this process to each of the research categories is shown in the first column
of Table 6.1. A footnote in the first column for several research categories indicates that after all
participant input was sorted by the facilitator, with the consensus of the participants; no input was left
under these research categories. This may have occurred, for example, because a category was grouped
with another category.

The letters in the second column are a code that is used to refer to research categories. Other numerical
codes are left in the description column in order to provide a means of tracking the categorization process
that the group followed under the lead of the facilitator.

In the Sections 6.2 — 6.5, respectively, the input provided by participants is listed for each of the research

categories under each of the four decision quads. The input is reproduced as provided by participants
with no attempt to interpret it or present it in a uniform format.
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Table 6.1. Prioritized Research and Development Categories

Priority Code Description Importance Difficulty i*(10-d) Category Interpretation of
(i) (d) Category
1 F  7,18,19 - Prioitization and Portfolio tools (F) 32 413 188 Low Hanging Fruit ~ Easy and Important
2 K 13 - Data Base of Failure Case Histories (K) 21 3.5 137 Low Hanging Fruit Easy and Important
3 B 2,6 - Tolerable Risk/Criteria (B) 49 7.14 140 Strategic Plan Hard and Important
4 M 15 -Flood Loading (M) 26 5.9 107 Strategic Plan Hard and Important
5 G 8- Earthquake Response (G) 26 6.5 91 Strategic Plan Hard and Important
6 I 10,21 - Improve Loss of Life Estimates (l) 24 6.25 90 Strategic Plan Hard and Important
7 J 12 - Risk Communication (J) 22 6 88 Strategic Plan Hard and Important
8 C 3 - Subjective Probability (C) 20 5.7 86 Strategic Plan Hard and Important
9 E 5 - Uncertainity (E) 14 4 84 Do Later Easy but Less Important
10 N 16 - Risk Process (N) 13 4.8 68 Do Later Easy but Less Important
11 D 4 - Skills to Identify Failure Modes (D) 7 29 50 Do Later Easy but Less Important
12 A 1-Standards (A) 5 3.4 33 Do Later Easy but Less Important
a P 20 - Debate Mechanisms (P) 3 41 18 Do Later Easy but Less Important
14 H 9 - Static Response (H) 1 3.33 7 Do Later Easy but Less Important
15 S  Portfolio - Learn to Improve (S) 0 3.79 0 Do Later Easy but Less Important
a T 26 - Debate Concepts (T) 0 3.4 0 Do Later Easy but Less Important
17 L 14 - Earthgauke Loading (L) 13 6.40 47 Consider Hard and Less Important
a O 17 - Analyze NPDP (O) 9 5.5 41 Consider Hard and Less Important
a R 24 - Include Failure Modes Identifcation in schools (R) 7 6.65 23 Consider Hard and Less Important
a Q 22 - Communicate Best Practice (Q) 1 5 5 Consider Hard and Less Important

a) No input was provided by workshop participants on these needs and so they were dropped from the list of priorities
b) Needs with descriptions in bold were developed into a brief research proposal at the workshop.
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Research Category

Tolerable Risk/Criteria

Prioitization and Portfolio Tools
Flood Loading

Earthquake Response

Improve Loss of Life Estimates

Risk Communication

Data Base of Failure Case Histories
Subjective Probability

Uncertainity

Risk Process

Earthqauke Loading

Analyze NPDP

Include Failure Modes Identifcation in schools
Skills to Identify Failure Modes
Standards

Debate Mechanisms

Communicate Best Practice

Static Response

Debate Concepts

Portfolio - Learn to Improve

0

10 20 30 40

Importance of Research Category (number of votes)

50

60

Figure 6.1.

Bar Chart for Importance of Research Category
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Research Category

Tolerable Risk/Criteria

Include Failure M odes Identifcation in schools
Earthquake Response

Earthgauke Loading

Improve Loss of Life Estimates
Risk Communication

Flood Loading

Subjective Probability

Analyze NPDP

Communicate Best Practice

Risk Process

Prioitization and Portfolio Tools
Debate M echanisms

Uncertainity

Portfolio - Learnto Improve

Data Base of Failure Case Histories
Standards

Debate Concepts

Static Response

Skills to Identify Failure Modes

2 4 6

Difficulty of Research Category (average score)

Figure 6.2.

Bar Chart for Difficulty of Research Category
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Importance

Decision Quad
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4 Low Hanging Fruit Strategic Plan
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Figure 6.3. Decision Quad for Research Categories
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6.2 Low Hanging Fruit - Easy and Important
6.2.1 Priority 1 — (7, 18, 19) Prioritization and portfolio tools (F)

e Develop guidelines for prioritization and portfolio approach

e Develop simple, easy to use approach that will gain general acceptance

e Most state dam safety programs have no program for profiling and prioritization. Consider
developing index system that state dam safety programs could use for profiling dams that they
regulate

e Check USBR index system against portfolio method and try to assess how effective it is and whether
it is good for state officials

e Are rating points systems worth doing without Failure Modes Identification procedure? There is a
high chance of missing the critical issue.

e Can a prioritization index system be consistent with a risk (metric) analysis approach?

e Can portfolio risk assessment be used for prioritization of known deficiencies (e.g. as opposed to
USBR prioritization)?

6.2.2 Priority 2 — (13) Database of failure case histories (K)

e Case history compilations needs to be parameter specific

6.3 Strategic Plan - Hard and Important
6.3.1 Priority 3 — (2, 6) Tolerable risk/criteria (B)

e I[slegislative intent to get to zero risk to life?

e State legislation says, “remove the risk”; implies that there could be zero risk. Not possible.

o Regulators need to educate government that “safe” means a low probability of failure, not "no
chance" of failure.

e Public aversion or intolerance to imposed risks

The public is extremely risk adverse about dams. How can you get acceptance of risk levels given

that?

Who decides “RP” in ALARP?

Who decides what is tolerable risk for dams?

How do we get public input for risk criteria/public protection guidelines?

Who will (should) establish life safety criteria? Is it practical for them to do so?

Obtain public & political input to debate on acceptance limits

Tolerable risk criteria as an interim step on the constant path of risk reduction

Accepted level of risk is an organization to organization, case by case, aspect

The FEMA requirements are impossible if followed rigidly

Legislators, not the Regulators should determine risk level accepted.

Dams are only one piece of society’s risk pool.

Strive for consistent risk.

Is it reasonable to rely on warnings and evacuation as a risk reduction measure?

EAP vs. fixing dam

EAPs not a substitute for structural fix

Engineers + Lawyers = inferior dam safety decisions
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Who could go to jail if the dam fails?

Acceptance of loss of life?

If risk is the owner’s what does this mean for non-owner beneficiaries to share risk?

<1 lives/yr does not communicate with the public. Why aren’t we looking at calculating the
probability of one or more lives lost by a particular event, then ask what the acceptable probability for
public would be?

What to do if repair may pose more risk than existing conditions (no-fix)?

6.3.2 Priority 4 — (15) Flood loading (M)

Regional analyses of extreme precipitation probabilities for entire U.S. — allows states to estimate %
PMP probabilities

Extreme event probability determination improvement

Reduce uncertainty in hydrologic process evaluation

Continued support for development of methods for processing hydrologic information for
characterizing extreme floods

Development of procedures for better understanding and incorporating uncertainty in characterization
of floods

Comprehensive program for collection of climate flood and paleoflood data on regional basis to
support regional analyses

Studies to investigate spatial distribution for large watersheds using probabilistic methods

Confidence in extreme event estimates

Variability in PMF computations of uncertainty of parameters

6.3.3 Priority 5 — (8) Earthquake response (G)

Develop more realistic earthquake displacement and liquefaction models.
Develop better methods for structural response of:
- Concrete gravity dams in earthquake
- Embankment stability
- Piping, static and post earthquake
RA is very good where there is no standards-based analytical tool e.g. Navaho Drain Tunnel
Factor of safety vs. probability of failure. Need conservative strengths for FS = 1.5 to represent low
probability of failure.
Inter-related failure modes
Does number of steps included in event tree fundamentally affect resulting probability?
Length of dam and number (?) effects on probability estimates
Develop capability to derive failure probability analytically
Need to improve understanding and ways to predict system response probabilities
Failure mechanism understanding and modeling
Develop failure models that use probabilistic input both for loads and resistance
Adapt failure models for nodes of event trees

6.3.4 Priority 6 — (10, 21) Improve loss of life estimates (I)

Improve life loss estimation
LOL estimate should consider EAP
Assessment of evacuation capability for large population centers
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Develop procedures to understand and assess the effectiveness of EAP/EPP
Role of EAP in loss of life estimates

Long term effectiveness of warning and evacuation systems

Relationship between life loss and proximity to the dam?

Improve confidence of loss of life estimates

6.3.5 Priority 7 — (12) Risk communication (J)

What do the numbers resulting from quantitative risk analysis really mean?

Hazard (seismic), Hazard (downstream): 1) drop both uses, 2) use Seismic loading, 3) use
consequence

Can we build public confidence in life loss estimates?

Owners: be able to defend what you are doing as being reasonable and prudent

Need for common language between technical specialists and international (English (geotech) —
English (financial) — English (probability) — English (international) — English (seismic) — English
(H&H) — English (owner) — English (lawyers).

Public buy-in for risk-based decisions

6.3.6 Priority 8 — (3) Subjective probability (C)

A.

Immediate
e Develop an improved understanding of probability interpretations and corresponding
expectations of those using, interpreting, or considering quantitative methods.
e Develop better ways for adapting criteria to probability (rather than vice-versa) and operating
within its capabilities.

. Intermediate-term

e Education and training of probability assessors in cognitive processes, heuristics and biases.
o Development and application of de-biasing techniques adapted in positive ways to how
people think and how they conceptualize subjective uncertainty judgments.
e Education and training in basic probability theory (axioms, etc.)
Longer-term
e Improve judgment of probability assessor
- What is judgment?
- How does substantive expertise differ from normative expertise?
- Role of inductive vs. deductive reasoning strategies
- How is judgment enhanced?
Adapt and merge ongoing R&D from institutions, e.g. Stanford University regarding human thought
processes
What is the value to the public of subjective probability estimates?
Dam response probability subjective estimate divergence theory: If team thinks failure mode is a
problem based on discussion, then the subjective value is higher. If team thinks failure mode is not a
problem then subjective estimate is lower.
Effects of distributions on event probability estimates.
Uncertainty analysis approaches beginning from probability estimation, failure mode identification
through presentation of outcomes to decision makers
Compare on equal basis judgment and unknowns for loads, responses and life loss.
Assess repeatability — considering uncertainty ranges (not just point estimates)
How do we reflect uncertainty in perfect history database?
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e How do amount and quality of data affect confidence in RA results?

6.4 Do Later - Easy but Less Important
6.4.1 Priority 9 — (5) Uncertainty (E)

e LUMPED WITH PRIORITY 9

6.4.2 Priority 10 — (16) Risk process (N)

¢ Long dams; multiple dam reservoirs need probabilistic concepts to be ‘correct’
e Repeatability: (even for qualitative methods)

6.4.3 Priority 11 — (4) Skills to identify failure modes (D)
¢ Change paradigm for quantitative risk analysis
6.4.4 Priority 12 — (1) Standards (A)

e All Civil Engineering is empirical, therefore, it is risk based! FS = 1.5 means low risk, not zero risk.

How do the new computer tools encroach on FS in standards based designs and how does this change

100 yr database?

~ 1 in 100 dams fail

How do we change standards without addressing risk?

Dams with no possibility of life loss

Large dams that must meet PMF and MCE

What is a “reasonable FS”? Is the MCE adequately conservative?

Parallel risk assessments of the same dam

Incentive/need to undertake risk assessment if dams meet standards regulations

Is a standards approach a zero risk approach?

Subjective probabilities bad for quantitative RA but OK for standards?

Standards # restrictive thinking

Failure modes identification should always be performed

Missing failure modes

Also a problem with defensibility of standards

How do engineering/subjective judgments affect traditional approach outcomes vs. risk-based

approach outcomes?

o Risk seems to add to short comings of standards approach as opposed to avoid (parameter uncertainty
analysis)

e New dams vs. existing dams

6.4.5 Priority 13 — (9) Static response (H)

e Improve estimates of failure probabilities for static stability piping failure, etc.
e Research needed to develop better models for:

- Failure

- Piping
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- Loss of life
How confident are we in characterization of piping failures — embankment, foundation, etc.?
Seepage rate is not a good guide to problems. Changes, not correlating with reservoir is better.

Piping failures take less than 24 hrs, mostly < 6 hrs, to develop. They historically occur at reservoir

level < 1m below historic high level.
Develop risk analysis procedures to account for time-dependent aspects of piping.
RA is very good where there is no standards based analytical tool e.g. Navaho Dam Tunnel

Factor of safety vs. probability of failure. Need conservative strengths for FS = 1.5 to represent low

probability of failure.

Inter-related failure modes

Does number of steps included in event tree fundamentally affect resulting probability?
Length of dam and number (?) effects on probability estimates

Develop capability to derive failure probability analytically

Need to improve understanding/ways to predict system response probabilities

Failure mechanism understanding and modeling

Develop failure models that use probabilistic input both for loads and resistance

Adapt failure models for nodes of event trees

6.4.6 Priority 14 - Portfolio - Learn to improve (S)

6.5

Learn how to improve PRA by evaluating changes resulting from updating
More input from users on information needs

Consider - Hard and Less Important

6.5.1 Priority 15 - Earthquake loading (L)

6.6

Following the format of the worksheet presented in Figure 2.2, small groups of participants prepared
some suggestions for several of the higher priority research categories for consideration by the ICODS
Research Subcommittee. Time was quite limited for this activity. A recommendation would be that more

Reduce uncertainty and minimize compounding of conservatism in earthquake risk assessment
Earthquake loads need:

- Additional data collection — slip rates

- Site response data

- Recurrence models

- Robust estimates of time histories for use in RA

- Better integration with engineering analyses

- Portray uncertainty in an understandable fashion
Characterize AEP of earthquake loading using magnitude as well pga
Reduce errors in catalogue of recorded earthquake accelerations (data cleaning)
Uncertainties in recurrence characteristics for known faults

Research Proposals

time be assigned to this activity in future Research Specialty Workshops.
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The completed worksheets are presented below for eight research categories. These are indicated in a
bold typeface in Table 6.1. Content varies depending on the group that prepared them.
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Title: PRIORITY 1 - Develop Guidelines for profiling and prioritization system
Description:

a. Why is this a priority research item?
- For most state dam safety agencies, no prioritization system in place
- Provide for improvement in overall national dam safety by providing tool for states to
prioritize unsafe dams
- Allows for a national assessment of safety of dams and to show year to year improvement for
the NDSP (National Dam Safety Program)

b. What is the expected outcome?
- Greater efficiency in fixing dams that pose greatest risk
- Improved national dam safety

Project Tasks and Needs:

Hire contractor

Compile info on existing prioritization systems

Consult with state agencies and other dam safety agencies
Develop guidelines

Peer review

Publish

ANl o e

Project Lead and Contract:

a. Who is working in this area?
USBR, Australia, Washington State, Utah State University, Corps of Engineers

b.  Who might be able to lead the project?
FEMA — ASDSO steering committee

c. Who are good candidates to complete the work?
Marty McCann, Stanford University
David Bowles, Utah State University
USBR
Corps
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Title: PRIORITY 3 - Tolerable Risk Criteria
Description:

Develop an approach for setting of tolerable risk criteria for the various classes of dam failure
consequence

a. Why is this a priority research item?
Because it is essential to development of the full potential of risk assessment for dams.

b.  What is the expected outcome?
An approach that will facilitate the setting of tolerable risk criteria that will have a good level of

acceptance.
Project Tasks and Needs:

1. Research approaches to the setting of tolerable risk levels in other industries and other

countries
2. Research approaches, in other industries and countries, to gaining acceptance for criteria
3. Research legislative and regulatory intent and approaches to amendment of legislation

Project Lead and Contract

1. FEMA
2. Bowles - USU
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Title: PRIORITY 4 - Flood Loading

Description: Development of estimates of probabilities for extreme flood events/ Needed for both site-
specific studies and portfolio approaches.

Project Tasks and Needs:

Investigate spatial distribution of precipitation/ floods for a variety of basin sizes.
Incorporate bounds

Develop meaningful uncertainty estimates incorporating model and parametric uncertainties.
Regional analysis of extreme precipitation events to relate existing state safety criteria to
AEP.

e Develop program of collection of climate, flood, and paleoflood data on a regional basis to
support regional analyses.

Project Lead and Contract:

Mel Schaefer —- MGS

Dave Goldman — USCOE
Dan Levish — USBR

Jerry Stedinger — Cornell
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Title: PRIORITY 5 - Develop new structural method of calculating probability of failure from
probabilistic dynamic loading and dynamic strength values

Description:

a. Why is this a priority research item?
Probability of failure cannot be reliably estimated

b. What is the expected outcome?
More reliable methods for estimates
Embankment dams — Liquefaction and non-liquefaction induced deformations and seepage erosion

and piping

Concrete and masonry gravity dams — The probability and extent of displacement and damage
including where the dam is cracked, displaced but may not lead to break.

Project Tasks and Needs:

Embankment dams

— Case studies for details of deformation and cracking
- Tying together the state of art in liquefaction, post liquefaction strength and
deformations
- Linking to piping
Concrete and masonry gravity dams
- Simplified displacement method based on a Newmark type analysis

Embankment liquefaction —

Concrete and masonry -

Project Lead and Contract:

Utah State (Loren Anderson)
Bureau of Reclamation
Corps of Engineers

Chopra at UC Berkeley
Bureau and Corps
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Title: PRIORITY 6 - Loss of life estimates
Description:

a. Why is this a priority research item?
e Public safety is paramount
e A main criteria for decision making
e No accepted practice today

b.  What is the expected outcome?
Improve effectiveness of EAP

Project Tasks and Needs:

Start with Graham ’99 method. Assemble a qualified group to critically review. Evaluate and specify
improvements (if required) to the method. Publish and publicize this method

Project Lead and Contract:

a. Who is working in this area?
Wayne Graham, USBR
Utah State, David Bowles & Duane McClelland
BC Hydro, Al Imrie (contact person)

b.  Who might be able to lead the project?
One of the above — group to determine

¢.  Who are good candidates to complete the work?
Wayne Graham, USBR
Utah State, David Bowles & Duane McClelland
BC Hydro, Al Imrie (contact person)

Note that USU-USBR-BC Hydro are coordinating R&D activities in this area. USU is currently
funding by Corps/USBR/ANCOLD, but additional funding is needed to complete case histories
characterizations and life loss model development.
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Title: PRIORITY 6 - Early Warning Systems (Advance Indication of Incipient Dam Failure) —- EAP

Description:

a. Why is this a priority research item?
Public safety is paramount — early warning can save lives

b. What is the expected outcome?
Earlier notification of emergency response officials who are responsible for evacuation of public.

Project Tasks and Needs:

Define critical parameters to monitor, technologies to improve monitoring (the assumption is that
a process for conducting FMEA will already be developed)

Project Lead and Contract
CEA Dam Safety Interest Group (for embankment dams)
- Project underway to identify anomalies in embankment dams using geophysical

techniques

Cross reference to static response priority # 9.
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Title: PRIORITY 8 - Subjective Probability, Engineering Judgment and Inductive Processes
Description:

a. Why is this a priority research item?
Risk Assessment Relies on Quantifying Subjective Judgment

b. What is the expected outcome?
Enhanced quality of RA results

Project Tasks and Needs:

Develop understanding of probability interpretations in engineering context
Develop understanding of cognitive processes in engineering context
Develop understanding of engineering judgment

Develop understanding of inductive reasoning in engineering context
Develop understanding of heuristics and biases in engineering context
Develop understanding of de-biasing techniques in engineering context

Project Lead and Contract

a. Who is working in this area?
S. Vick, C. Papay (Bechtel), various cognitive psychologists

b.  Who might be able to lead the project?
S. Vick

c. Who are good candidates to complete the work?
S. Vick
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Title: PRIORITY 13 - Develop new structural methods of calculating probability of failure from
probabilistic loads and resistance values

Description:

a. Why is this a priority research item?
Probability of failure cannot be calculated reliably

b. What is the expected outcome?
Methods for calculating probability of failure

Embankment dams — piping, slope stability, and combined
Concrete and masonry gravity dams — sliding, piping, and overtopping scour for both Embankment
and Concrete.

Project Tasks and Needs:

Embankment dams
Piping — Exclusive laboratory erosion testing
Case study decomposition
Estimation of erosion (all modes)
Slope stability - Develop practical methods from the available methods (incorporating spatial
variability and foundation geological factors)

Concrete and masonry gravity dams
Uncertainty in the geometry, ... ... , shear and tensile strengths, and uplift and 3D effects
Piping - (covered in embankment)

Project Lead and Contact:

Embankment dams — Piping
UNSW (R. Fell)
Corps of Engineers (Art Waltz)

Embankment dams — Slope stability
Utah State (Loren Anderson)
Maryland (G. Baecher)

Concrete and masonry gravity dams
UNSW (R. Fell, K. Douglas)
Shear strength of rock and a little on concrete strength
- Corps of Engineers
- Chopra at U.C. Berkeley
- David Goodman, HEC/Corps
Others
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7.0 Integrated Approach to Meeting Research Needs

From an examination of the 14 T> and 15 R&D prioritized needs listed in Tables 5.1 and 6.1, respectively,
it can be seen that there are common topics amongst the different needs. Table 7.1 is an attempt to group
the T and R&D needs based on topics and risk assessment application areas.

Based on the grouping in Table 7.1, 12 integrated projects have been identified. Each project combines
both R&D and T° needs. These projects are listed in Table 7.2, which shows the individual T? and R&D
needs that are grouped together to form the integrated projects. They are listed in order of the highest
priority T* or R&D need grouped under each integrated project, as determined by workshop participant
voting.

Additional assumptions were made in developing the list of integrated projects is as follows:

1) The working group questioned if T-6 (Failure Modes Identification Tools for owners with limited
resources) is achievable. They felt that owners should hire a qualified engineer rather than rely
on tools alone.

2) The working group felt that T-10 (Regular program for operator training in Failure Modes
Identification) is responsibility of individual owners.

3) The working group felt that T-3 (Training in understanding probability and skills such as expert
elicitation) should be blended with other training for profession and the B.S. Civil Engineering
curriculum.

The integrated project approach has the advantage of addressing related aspects of a topic first with

research and then with T° activities that are linked to the research outcomes to disseminate them amongst
the dam engineering community.
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Table 7.1. Relationship between Integrated Projects (I - XII), Risk Assessment Application Areas, and Separate T° and R&D Projects

Topics Risk Assessment Application Areas
Failure modes identification Index approaches Portfolio risk assessment Detailed quantitative risk
assessment
Research Training Research Training Research Training Research Training |

Guidelines I(R-11) I(T-1) (R-1) (T-2) IX(R-8) X(T-11)
I(T-4) IX(R-9) X(T-14)
T-6" X(R-10)

Case histories R-22 I(T-1) I(T-7) (R-14) [(T-5) X(T-12)
I(T-4)

Loading V(R-4)

probabilities XII(R-15)

estimation

Response VI(R-5)

probabilities XI(R-13)

estimation

Life loss VII(R-6)

estimation

Tolerable risk IV(R-3) IV(T-13)

|guidelines IV(R-12) IV(T-14)

Risk VIII(R-7)

communication

Training I(T-1) I1(T-9) (T-9) X(T-11)
I(T-4)

Demonstration I1(T-9) (T-2) X(T-8)

projects I(T-9)

Assumed that NPDP is funded

T-10 is responsibility of owner

a)
b) Questionable if achievable - need to hire a qualified engineer
c)
d)

Blend T-3 training with other training for profession PLUS for BS Curriculum
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Table 7.2. Integrated T’ and R&D Projects

Integrated Research Project Priority as Voted Separaie T or R&D Need
on in Workshop as
a separate T or
R&D Need Code Agplication Type Description ™ Aproach Research Need Interpretation of Imporiance
Priority Category | Research Need Category Rating
1 Failure Modes Identification for T 1 3 Failure Modes Identification  Wider use of Faiture Modes Identification thinking and current expertise in this area. | Document process. Document case histories, Training seminars, 30
Standards-hased Practice and Risk Hands-on workshops, Train facilitators, NPDP collect and estimate
Assessment: Guidelines and (joatnial of web-based) cass histaties
Training T 4 4 Failure hModes [dentification  Build FMI into standards based reviews - this will sconomize resources 18
R 1 D Failure Modes Identification  3kdlls to identify failure modes Do Later Easy but Less Important 7
I Development ofaprioritization ool R 1 F Priotitization/Tndex Prioritization Tools Low Hanging Fruit Easy and Important 32
for the states and small dam T 7 8 Risk indexing and prioritization approaches for state regulators and Compilation and summary of existing approaches and development of 10
owners owners with limited resources. an appropriate approach for the States, including equipping the
Priotitization/Index states to evaluate risk assessment submittals
T [ 14 Partfalio Mors superience by more peaple Demonstration projects. Train mors facilitators. Spansor seminars 7
aimed at educating non-technical staff among owners.
m Portfolio Risk Assessment: T 2 1 Portfolio Guidelines for what constitutes a Portfolio Risk Assessment and how it may be done  Guidelines 25
Guidelines, case histories and
iraining. T 5 6 Postfolio Shating experience on PRA with others, how well the process worked, and what should Publish completed Portfolio Risk Assessments with assessments of 14
be changed. theit strengths and weaknesses and ways ta imprave
T [ 14 Partfalio Mors superience by more peaple Demonstration projects. Train mors facilitators. Spansor seminars 7
aimed at educating non-technical staff smong owners.
R 14 a3 Portfalic Portfolic - Learn to improve (5) Do Later Easy but Less Important 0
IV How safe is safe enough? R 3 B Detailed Quantitative Tolerable Risk Criteria Strategic Plan Hard and Important a9
Tolerahle public safety/risk R 12 A Detailed Quantitative Standards Do Later Easy but Less Important 5
criteria and standards approach. T 13 11 Detailed Quantitative Produce a life safety criteria discussion paper, exhibit publicly and invite submissions  Discussion paper 3
v of Flood Loading R 4 [ Detailed Quantitative ___ Flood Loading Strategic Plan Hard and I 6
¥I  Prediction of Earthquake Response R 5 <} Detailed Quantitative Earthyuake Response Ftrategic Plan Hard and Imporant 26
of Dams
VI of Loss of Life R ] 1 Detailed Quantitative Loss of Life F: Strategic Plan Hard and Iy 24
VII | Communicating risk in dam safety R 7 \ Detailed Quantitative Risk Communication Strategic Plan Hard and Important 2z
IX  Subjective prohability el 7 C Detailed Quantitative  Subjective Probability Strategic Plan Hard and Inportant 20
R 9 E Detailed Quantitative Uncertaints Do Later Easy but Less Important 14
X Detailed quaniitative risk R 10 N Detailed Quantitative Risk Processes Do Later Easy but Less Important 1z
assessment: guidelines, case T 3 7 Detailed Quantitative  Demonstration prajects Hands-on not just Ohservers at USBR RA; groups of ownets 3
histories and training T 11 9 Detailed Quantitative  Documentation of state-of-the-practice and training workshops Documentation and workshops 5
T 12 10 Detailed Quantitative Compilation of case histories Case histories 5
T 14 16 Detailed Quantitative Datn safety community should interact with DOE, NRC on QRA Interaction 3
XI | Prediction of Normal Operating R 13 H Detailed Quantilative  Static Response Do Later Easy but Less Important 1
Condition (Siatic) Failure for
Dams
XI  Estimation of Earthyuake Loading R 15 L Detailed Quantitative Earthquake Loading Consider Hard and Less Important 1z

4) esearch proposal suggestions were developed for prajects listed in bold (see Section 6.6)
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Appendix A. Workshop Agenda

Agenda for ASDSO/FEMA Specialty Workshop on Risk Assessment (RA) for Dams Macch 9, 20008
Day 1. Tursday March [ITER March Il Oy 3 . Thursday March 9
730 TOUR OF UWRL HYDRAULICS LAB OPTIONAL
1.1 Introduction 1.1 Duantitative Approaches - State of the Practice 3.2 Quantitative Approaches - Examples
000 Welcome Bowles B0 Extrérne Flood Probasbiities Schatfer 730 USBR: Blug Mesa Dam, CFR, Seismic Baseline Estimate Cyganiewicz
Dean Bishop
B30 Extreme Eathquake Probasbiities Ak TAS  USBR Mawaio Dam, l55us Evaluation, Right Abutment Piping
015 Introductions Hamig « The dam and the spproach  Cyganiewicz
900  Sanuctural Response and Historical Event Probabilties Fall B15 « Uncentainty Anatysss Wick
825 Workshop Objectives Johran BE) - Proseraation of results o decision makins and avaluation  Cyganiewicz
Tieumas 9:30  Structural Response and Rale of Subjective Probabiities Wik
Bawies 800 Case History - Ausiraka 9 McDonald
HAD  Pamicipaes’s Expactations Mams 930 Caze Hstory - Washington Stats ¥ dohnasn
848 Framewerk for and fypes of Fisk Asssssmant Bowles
915 Infurnalin needs for duem saely evabastion ard managerent. | Harre
Gavernmaed Owere Srnart
Prevale Chwmer - Lacge Bowles
Fireale Crmer - Small Doang
Fedursl Regulabor Wby
State Rugulator Warsgn
Eregroeses France
W:Th_ BHEAR WM EHEAK 00 EERK
030 Open discusson Information needs for darn safely Harrrs. 3.1 Duantitative Approaches - State of the Practice 10:45 A Regulstor's Perspecte and Expenence wilh Risk MeDenald
evahuation ard menagemrsent?” Assessment of Dams
W:1S  Spolbway gale rehabibty consdenatnrs Biwles (Liwan)
3.3 Duantitative Approaches . Facilitated Corsersas Building
WS Damage Assessment Glover
10:45 Harrs
15 Life Lows Estimaten Eowles
1145 Tolerable Fisk CrbenaPubbe Protecton Guidelres Beorwles
1200 LUNCH 1215 LUNCH 1230 LUNCH
2.1 Oualitative Approaches - State of the Practice 4.1 Privsitization and Portfolis Approaches - State of the Practice & Examples 510 Consolidation of Outcomes - Report and White Paper
100 FMEARI Identficaton process WenThun 45 Risk Prodling and Indes Approaches ¥ 1:30 ASDSOFEMA Repon Harrrs.
USER  Cyganiewicz
2.2 Dualitative Approaches - Examples Washinglon State Johngon
Portland Wiates Do
130 Examgies ¥ WanThun
45 Poriolio Apprach ¥ [
200 Examgles ¥ Arderson
230 An Owners Expenence with FMEA, Cupak
245 Uge of infarmaton Trom qualilstve approaches Bowles
300 BREAK 300 EREAK I EREAK
2.3 Qualiiative Approaches . Facilitated Comeareus Huilding 12 and Poreolio Consanzus Building 1 ASDSOFEMA Hepon (Conbeued) Hame
ES] Hamz EAC Hams 400 USCOLD Write Pager Eowles
)
600 Cismiss GO0 Cumiss B0 Cumiss
10 DMNER 700 DINNER
13 The scope of these prosentations should include a "list” of infarmation needs far each secice represerand by a speakor (e the speaker has been asked to canvas ofhess in their sector and not 10 just represent thomsehes or fheir organization) without time for elaboration
Brief indications of any presend or planned use of RA in their sector, concems, beredts, liabilties, issues that we should address in the workshop and in the report, ste. Lists of key points wil be posted on the wall for later mfarence during the workshop, especially during
Fi] Prasardations of gxsenples should explain techrical procedures, role of judgmeed, basis for presabitly asaignments, leval of efor, and use of inforenation = decision making.
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Appendix B. List of Participants

Name Affiliation Address
Ake, Jon USBR PO Box 25007 D-6600, Denver, CO 80225
Akridge, Mike Southern Services, Alabama Power PO Box 2641, 16N-0380, Birmingham, AL 35291
Anderson, Loren Utah State University/RAC Engineers & Economists |Civil & Environmental Engineering, Utah State University, Logan UT 84322-
Bahleda, Mike EPRI 3412 Hillview Ave., Palo Alto, CA 94304

Bechai, Mona
Bowles, David
Chauhan, Sanjay
Cyganiewicz, John
Davis, Al
Doane, Jim
Dupak, Dan
Fell, Robin
France, John
Glover, Terry
Hampton, Terry
Harris, David
Johnson, Doug
Lindon, Matt
Mahoney, Dan
Marshall, Kevin
McDonald, Len
Salmon, Gary
Schaefer, Mel
Smart, John
Smith, Grant
Tarbox, Glenn
Tjoumas, Gus
Verigin, Steve
Vick, Steve
VonThun, Larry
Zeizel, Gene

Ontario Power Generation

Utah State University/RAC Engineers & Economists
Utah State University/RAC Engineers & Economists
USBR

Alton P. Davis Jr. Consultant

Portland Water Bureau

Ontario Power Generation

University of New South Wales

URS Greiner Woodward Clyde

Utah State University/RAC Engineers & Economists
Mead & Hunt

USBR

Washington State/ASDSO

State of Utah

FERC

Portland General Electric

L.A. McDonald

coordinator, dam safety interest group

MGS Engineering

USBR

Ontario Power Generation

Harza Engineering

FERC

Design Engineering

Consultant

Consultant

FEMA

700 University Ave., Toronto, Ontario M5G 1X6, Canada

Utah Water Research Laboratory, Utah State University, Logan UT 84322-8200
Utah Water Research Laboratory, Utah State University, Logan UT 84322-8200
PO Box 25007 D-8311, Denver, CO 80225

12 Old Mill Road, PO Box 223, W Ossipee NH 03890

1120 SW 5th Ave, Room 600, Portland, OR 97204-1926

700 University Ave., Toronto, Ontario M5G 1X6, Canada

University of New South Wales, Syndye NSW Australia

Stanford Place 3, Ste 1000, 4582 S Ulster St Pkwy, Denver, CO 80237
Economics Dept., Logan, UT 84322-3530

6501 Watts Rd, Ste 101, Madison, WI 53719

PO Box 25007 D-8180, Denver, CO 80225

Dept. of Ecology, PO Box 47600, Olympia, WA 98504-7600

Div. Of Water Rights, PO Box 146300, SLC UT 84114-6300

888 1st Street NE, Rm 61-05, Washington, DC 20426

121 SW Salmon St., Portland, OR 97204

6 Kiama St, Greystanes NSW 2145 AUSTRALIA

1251 Clyde Ave., West Vancouver, BC, CANADA V7T 1E6

7326 Boston Harbor Rd NE, Olympia, WA 98506

700 University Ave., Toronto, Ontario M5G 1X6, Canada

2353 130th Ave, NE, Ste. 200, Bellevue, WA 98005

888 1st Street NE, Rm 6A-11, Washington, DC 20426

CA Division of Safety of Dams, 2200 X St. Ste 200, Sacramento, CA 95818
42 Holmes Gulch Way, Bailey, CO 80421

820 S Estes St., Lakewood, CO 80226

MTTS 500 "C" St. SW, Rm. 418, Washington, DC 20472
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Appendix C. List of Handouts

item# | Speaker Description
Workshop Agenda
List of Attendees
Section 1.0 INTRODUCTION

1a D. Bowles PowerPoint (PP) presentation - Workshop Objectives

1b D. Bowles PP Presentation - Framework for and types of Risk Assessment

2 Paper - "The Practice of Dam Safety Risk Assessment and Management: Its Roots, Its Brances, and

Its Fruit"

3 Paper - "A Role for Risk Assessment in Dam Safety Management"

4 Paper - "Understanding and Managing the Risks of Agin Dams: Principles and Case Studies"

5 Report - "Dam Safety Risk Analysis Methodology" by USBR

6 Paper - "Engineering Application of Dam Safety Risk Analysis" by S. Vick

7 J. Smart Overhead - "Government Owner Information Needs"

8 D. Bowles PP Presentation - "Large Private Owners"

9 J. Doane Handout - "The Perspective of the Small Dam Owner"

10 D. Mahoney PP Presentation - "What Regulators Need"
11a S. Verigin Handout - "ASDSO/FEMA Specialty Workshop Risk Assessment for Dams"
11b Handout - Risk and Liability

12 Handout - Comments by Doug Johnson

13 J. France Overhead - "Information Needs for Dam Safety Evaluation and Management - Engineer's Perspective"

Section 2.0 QUALITATIVE APPROACHES
Sub-Section 2.1 State of the Practice
14 L. VonThun Overheads - "A Qualitative Approach - FMEA+Failure Mode and Effects Analyses+"
15 Handout - "Broad Based Approach to Dam Safety Risk Assessment"
Sub-Section 2.2 Examples
16 L. VonThun Handout - "Experiences and Results from FMEA's Case A - Composite Embankment and Gravity
Dam"

17 L. Anderson PP Presentation - "Framework Components"

18 D. Dupak Handout - "An Owner's Experience with FMEA"

19 D. Bowles PP Presentation - "Use of Information from Qualitative Approaches"

Sub-Section 2.3 Consensus Building

Section 3.0 QUANTITATIVE APPROACHES
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Item # Speaker Description
Sub-Section 3.1 State of the Practice
20 M. Schaefer Presentation - "Estimating Probabilities of Extreme Floods"
21 Paper - "A Framework for Characterization of Extreme Floods for Dam Safety Risk Assessment" by R.
Swain, et al.
22 Paper - "A Probability-Neutral Approach to the Estimation of Design Snowmelt Floods" by R. Nathan
and D. Bowles
23 J. Ake Presentation - "Development of Probabilistic Earthquake Loading Functions for Use in Dam Safety
Evaluations"
24 R. Fell Handout - "Quantitative Risk Assessment of Dams Estimation of Probabilities of Failure"
25 S. Vick Handout - "Structural Response and Role of Subjective Probability"
26 Report - "Considerations for Estimating Structural Response Probabilities in Dam Safety Risk
Analysis"
27 D. Bowles (J. Lewin) Paper - "Hydraulic Water Control Structures for Dams - How Reliable?" ICODS Technical Seminar by
J. Lewin
28 T. Glover Overheads - "Damage Assessment"
29 D. Bowles PP Presentation - "Life Loss Estimation”
30 Paper - "Life-Loss Estimation: What Can We Learn from Case Histories?"
31 Paper - "A Procedure for Estimating Loss of Life Caused by Dam Failure" by W. Graham USBR
32 D. Bowles PP Presentation - "Tolerable Risk Criteria/Public Protection Guidelines"
33 Overhead - "Dam Safety Risk Based Dam Safety Criteria and Guidelines"
34 Paper - "Guidelines for Achieving Public Protection in Dam Safety Decision Making" USBR
Sub-Section 3.2 Examples
J. Cyganiwicz
35 J. Cyganiewicz & S. Vick |Overhead - "Navajo Dam Risk Analysis 1998"
36 Paper - "Dam Safety Risk Analysis for Navajo Dam" by K. Dise and S. Vick
37 L. McDonald Handout - "Case Study - Australia, Intitial Phase of Risk Assessment"
38 D. Johnson Handout - "Application of Risk Concepts in a Standards-Based Framework for Dam Safety in the State|
of Washington"
39 Paper - "Alamo Dam Demonstration Risk Assessment" by D. Bowles, et al.
40 Group of 5 Papers - "Dam Safety Evaluation for a Series of Utah Power and Light Hydropower Dams,
Including Risk Assessment"
41 L. McDonald Handout - "A Regulator's Perspective and Experience with Risk Assessment for Dams"
42 Handout - "Areas for Improvement, Based on Experience with Risk Assessment for Dams in Victoria,
Australia” by D. Watson
43 Memorandum - "Subject: Advice - Liability - Risk Assessment" by N. Himsley
44 Paper - "ANCOLD Guidelines on Risk Assessment Position Paper on Revised Criteria for Acceptable
Risk to Life" by ANCOLD Working Group on Risk Assessment
Sub-Section 3.3 Consensus Building
Section 4.0 PRIORITIZATION & PORTFOLIO APPROACHES
Sub-Section 4.1 State of the Practice and Examples
45 J. Cyganieqicz Bound report insert - "Risk Based ProﬁTng System" USBR
46 D. Johnson Handout - "Commentary on Algorithm for Prioritization Ranking of Dams with Safety Deficiencies"
47 J. Doane Overhead - "Portland Oregon's Experience with Risk Assessment"
48 J. Doane Handout - "Portland Oregon's Experience with Risk Assessment"
49 D. Bowles PP Presentation - "Portfolio Approaches: Principles and Case Study"
50 Paper - "Portfolio Risk Assessment: A Tool for Dam Safety Risk Management"
51 Paper - "Portfolio Risk Assessment: A Basis for Prioritizing and Coordinating Dam Safety Activities"
Sub-Section 4.2 Consensus Building
Section 5.0 CONSOLIDATION OF OUTCOME
Sub-Section 5.1 ASDSO/FEMA Report
52 |Revised Proposed Outline - USCOLD White Paper
Sub-Section 5.2 USCOLD White Paper
Section 6.0 BIBLIOGRAPHY
53 |Draft Bibliography: Risk Assessment for Dams
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Appendix D. Participants Expectations and Issues
D.1 Expectations

Blending FMEA into standards based dam safety program

Recognize and acknowledge different needs for different strengths.

A prioritized list of risk assessment, research needs, and who will conduct the studies.
Help owners (large majority) and engineers get value from risk assessment.
Hear state of practice view of the non-believers and help inform.

Sniff the other dogs.

Identify benefits of using risk-methodology in state programs.

Identified data sources.

Took risk from gut to head.

Attached risk component to federal funds to states.

Understanding regulator’s perspective.

Move towards understanding of state and practices.

Did not write guidelines.

State of practice, strengths/weaknesses, where can apply how, research needs, how to strengthen, how to
facilitate others using it.

Ideas to improve my dam safety program.

Identified sources of fear

Identify areas where risk research would benefit states.

Help other uncomfortable with risk concepts betters understand them.
Viewpoints of regulators and owners.

Understood how to “sell” the concept back home.

Identified areas of collaboration.

Does practiced mean right!

Brought to light issues affecting RA.

Catch 22, you don’t know, I won’t vie you the money to find out.

Identified research needs to better explain options to the public.

Improve knowledge on FMEA.

To learn, to gain acceptance of RA.

Developed necessary perspectives.

Began to discuss role of subjective probabilities in quantitative RA.

Compare what we are doing to what others are doing, looking for different ideas.
How to develop a standardized RA method so the general profession can adopt and use it.
We found out how RA will develop.

Update on state-of-the practice.

Consensus on priority research needs.

D.2 Issues

Major benefit from getting a team approach? Still requires a standard process.

It is reasonable to rely on warning and evacuation as a risk reduction measure.

Risk seems to add to shortcomings of standards approach as opposed to avoid. Parameter uncertainty
analysis.

Change paradigm for quantitative risk analysis.

Who could go to jail if the dam fails?

About 1 in 100 dams fails.
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Regulators need to educate government that “safe” means a low probability of failure, not "no chance" of
failure.

The FEMA requirements are impossible if followed rigidly.

Phase I — Phase 11

FMEA — RAM — RAS

Fix Remove Dam?

Technical advocate as consulting engineer is a valid concern.

Example of a lot of calculation at Keenley Side Dam.

Parallel risk assessments of the same dam.

EAP vs. fixing dam.

How can RA benefit owners of one or a few dams?

Now dams vs. existing dams.

Missing failure modes.

Also a problem with defensibility of standards.

Incentive/need to undertake risk assessment if dams meet standards/regulations.
Repeatability (even for qualitative methods).

How do we change standards without addressing risk?

Legislature, not the regulator should determine risk level accepted.

Dams are only one piece of society‘s risk pool.

Strive for consistent risk.

All civil engineering is empirical. It is risk-based!

FS = 1.5 means low risk, not zero risk.

Standards: What is a reasonable FS?

Is the MCE adequately conservative?

Dams with no possibility of life loss.

Large dams that must meet PMF/MCE.

The public is extremely risk adverse about dams. How can you get acceptance of risk levels given that?
Is standard approach a zero risk approach?

Acceptance of loss of life.

Engineers and lawyers = inferior dam safety decisions.

Is legislative intent to get to zero risk to life?

Profiling, Portfolios, ?? (classifications) all require quantification.

Prioritization means some things are not done.

Standards are not restrictive thinking.

Failure modes should always be considered.

Accepted levels of risk are an organization-by-organization case-by-case aspect.

The risk is the owner’s, what is the means for non-owner beneficiaries to share the risk.
Owner be able to defend what you are doing as being reasonable and prudent.

Case history compilations need to be parameter specific.

Ultimately public must buy into risk. Right now if an individual is financially involved, risk is
considered. If the owner is the financial source, the public wants zero risk.

State legislation says ‘remove the risk’, implies that there could be zero risk. Not possible.
Subjective probabilities bad for quantitative RA but OK for standards?

D.3 How others can use it? (Technology Transfer and Training Needs?)
Build FMEA into standards based reviews—economy of resources.
Someone (FEMA/ASDSO/ICODS)? Should develop a “methodology” that tries to standardize the

process.
Do dams in groups with same experts.
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Need ways to get limited expertise applied more broadly.

Regular program for operator training.

Focus on integration with existing efforts.

Review case histories.

Failure mode thinking.

Documented case histories.

Training seminars.

Hands-on workshops.

Systematic approach—Iist elements and ask how can find.

RAC could share some of their failure mode spreadsheets with the rest of us.
Documented reports of use.

Focus on integration with existing efforts.

Tools for owners with limited resources.

Get smaller group of experienced FMEA experts to write down the logic/process of how to do FMEA.
Avoid monopoly.

Develop more people as qualified facilitators.
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E.1

Appendix E. Participant Input on Information Needs for
Dam Safety Evaluation and Management

Summary of Information Needs

Establish Evaluation Process

a. Protection of life and property

b. Develop no risk class

c. Develop standards

d. Establish guidelines

e. Public safety

f. Acceptance by public

g. Accepted levels of risk

Risk Identification

a. Use risk to identify problems

b. Procedure for quickly and easily classify
c. Team approach generates a good evaluation
d. FMEA

Hazard Classification and Consequences

a. Hazard classification
b. Define hazard ratings

Confidence Level

Know uncertainties

Degree of uncertainty

Credibility verification/confidence building
Standard/regulations sufficient

Public trust and reputation

opo o

General Risk Management Considerations

Risk management options

Risks that should be reduced in the short-term
Risks that should be reduced

Cost effectiveness

Tight budget

Risks associated with all dams around

Risk is removed

Prioritization

o an op

Business/Legal/Political Considerations

a. Effect of delays
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Legal and political constraints
Endangered species

Business viability

Not lives if business

Regulatory considerations
Business risk

Legal liability

Societal risk

Retention of insurance coverage

Risk Analysis

SRmoe a0 o

Common understanding of definitions
Procedures and practices

Concept and calculation of loss of life
Probabilities of extreme events are accurate
Basics of risk management

Establish process

Basic knowledge of risk analysis

Improved tools
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E.2 Notes on Information Needs

Information needs for dam safety evaluation and management
What: (Name of a need)
1. Establish Evaluation Process Risk Acceptance Criteria
Who: (Needs this)
Decision makers (owners), regulators, and public (to know there is a process).
Why/When: (Do they need it)

To set the framework for the rest of the process
Beginning—a set of expectations.

Where will it be used: (In-house, public meetings)
In making the decisions on the dam.
How will it be used:

Risk will be compared with the expectations.
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Information needs for dam safety evaluation and management
What: (Name of a need)
2. Procedures for accomplishing risk identification
Who: (Needs this)

75,000
25,000
The majority of dam owners and engineers who do their evaluation (if any) and regulators.

Why/When: (Do they need it)

For inspection/evaluation/monitoring for public safety
Money being spent in right places
Yesterday/ASAP

Where will it be used: (In-house, public meetings)

By regulators
By owners/engineers

How will it be used:

To identify dam safety actions
- monitoring
- investigating
- inspections
- analyzing/evaluation
- modifications/improvements
- prioritization
- getting funding or assistance
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Information needs for dam safety evaluation and management
What: (Name of a need)
3. Hazard classification and consequences
A list of considerations:
Traditional Issues:
Height
Volume
People
Property

Modern Issues:
Social effects

Environment
Political
Legal
Who: (Needs this)
Owners
Engineers
Regulators
Government (decision makers, politicians)
Public

Why/When: (Do they need it)

They need it today. (When) Need continuous updating.
They need it to understand the hazard that the dam is posing. (Why)

Where will it be used: (In-house, public meetings)

It will be used wherever it is necessary to inform recipient of dam hazard, both individually and
relatively (portfolio).

How will it be used:

4) Set priorities
5) Maintain awareness
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Information needs for dam safety evaluation and management

What: (Name of a need)

4. Confidence Level
Who: (Needs this)

Regulators, legislators, public, owners, engineers (stakeholders).
Why/When: (Do they need it)

Decision time.
Where will it be used: (In-house, public meetings)

Need to understand the variability from an absolute answer in the decision process (credibility).
How will it be used:

To make informal and accepted decisions (uncertainty analysis).
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Information needs for dam safety evaluation and management

What: (Name of a need)

5. Decision-making for Risk Management/Risk Reduction
Who: (Needs this)

Owners, regulators, decision-makers, technical advisers to decisions.
Why/When: (Do they need it)

Sequence, timing, and extent of risk reduction actions and justification of proposed plan.
Where will it be used: (In-house, public meetings)

In-house, public meetings.
How will it be used:

Use risk-based information to make decisions.
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Information needs for dam safety evaluation and management
What: (Name of a need)
6. Business criteria/legal framework & Political realities-risk perception
Who: (Needs this)

Owner

Public-lawmakers

Planners-developers

Engineer knowing the business parameters
Insurance industry

Private persons - liability issues - environmental

Why/When: (Do they need it)

Why - regulatory issues; protection of private and public assets
When - design-planning phase; operation phase; decommissioning phase

Where will it be used: (In-house, public meetings)
Same as Why/When
Public policy bodies
Business policy bodies

How will it be used:

Risk management decisions at each phase of the life cycle
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Information needs for dam safety evaluation and management

What: (Name of a need)

7. Understanding the meaning of probabilities in general
Who: (Needs this)

All interpreting probabilities
Why/When: (Do they need it)

Before starting a RA
Where will it be used: (In-house, public meetings)

Yes (in-house, public meetings).
How will it be used:

To understand the meaning of a probability estimate
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Information needs for dam safety evaluation and management
What: (Name of a need)
7. Reliable and acceptable methods for determining probability and extent of failure

Who: (Needs this)

1. Engineers
2. Regulators
3. Others

Why/When: (Do they need it)

Why - To get reliable, consistent, and defensible answers (legally defensible)
Where will it be used: (In-house, public meetings)

In the process of carrying out R/A and in presenting it to others
How will it be used:

Evaluating safety of dams
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Appendix F. Participant Input on Failure Modes Identification
(Qualitative Approaches)

F.1 Strengths

Identification of failure mechanisms otherwise been over looked.
Identify alternative failure modes.

Increase understanding of dam

Bring in Electrical, Mechanical, Environmental views.

Develop transitions between specialists and engineering consultants
Help initial prioritization of issues.

Identify uncertainties.

Start public involvement.

Identify new data needs.

Identifies failure modes.

Team approach provides variety of viewpoints.

Failure mode identification.

Can use to evaluate and synthesize various aspects of dam safety program.
Can use as QA tool to evaluate remedial design.

Strengthens the diligence.

Can piggyback on periodic design review.

Prioritize Risk.

Apples to apples.

Less data requirements.

Quicker to complete.

Considers factors that are difficult to quantify.

Can get by off by staff.

Can get buy in of regulator/Dam safety decision makers efficient.
Provides a supplement to standards based.

Simple.

Helps with surveillance.

Identifies all failure modes.

Gives crude identification of critical failure modes.

Raises awareness of issues with management.

Failure mode identification is 1/2 value of RA vs. deterministic thinking.
Identifies simple, cost-effective risk reduction measures.

Quick.

Broad.

Some useful information provided.

Helps identify all failure modes.

Identifies unusual failure modes—the oddball failure mode.
More people buy into the process.

Helps you think more broadly.

Simple.

Identification of risk otherwise not noted.

Better than no RA at all.

Easily done.

Wide acceptability.

Valuable information.

Organized focus on failure modes. FMEA more likely to identify potential failure modes.

74



Identified dam’s weak link(s).

A lot of information with little effort.

Comprehensive.

Systematic.

Brings balance to Dam Safety programs.

Brings insight and understanding.

Broad-based more likely to have acceptance in standards-based community.
Improved understanding of strengths and vulnerabilities of dam.
Identifies safety issues beyond standards based.

Teach approach.

The concepts better understood.

Involves more individuals.

Relatively simple.

Identifies failure modes quickly.

Process encourages discovery of all failure modes.

Makes use of available materials (studies).

Helps to prioritize fixes.

It is a start.

Provides something to react to.

F.2 Limitations

Repeatability.

Reliability.

Biases.

Not much relative ranking provided.

Not much existing direction on “how to” available.

May be difficult to dams with little background information.
Resource limitation of organization (staffing).

Still lacks quantification in making a choice of what’s most important.
Does not quantify risk.

Ultimately requires decisions on basis of old standards.

Lack of quantification.

Affected by experience of the team.

Magnitude of risks from various sources hard to compare.
Indicator only. Not quantifier.

More difficult to portray confidence level.

Personalities within the team.

Defensibility.

Repeatability.

Based on opinion.

No “standard” of good practice.

Not fool proof.

Difficult to compare importance (risk) from each failure mode.
Difficult to compare dams.

Not acceptable criteria.

Procedure may not be consistent from team to team.

Does not provide a measure of risk.

Does not reveal relative risks as required by dam safety decisions.
Lack of universally approved methodology.

Limited use to small dam owners (i.e., cannot afford the process).
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Are the regulations met?

Uses the word “failure.”

Parameter uncertainty not included.

Dollar cost of process may limit application.

No quantification.

Lack of accepted standards.

Not a public oriented process.

Subjective—may not be repeatable.

Limited by efforts allocated and composition of team.
Lack of prioritization.

Reliant on “judgment” to exclude.

Team affected by “Group Think.”

Limited data extrapolations (i.e., failure modes, static, gates, filter, drains, structures ..).

F.3 What are research and development needs?

Identify skills required to identify failure modes.
Build database of case histories.

Include curriculum in schools in failure modes.
Analyze data from NPDP on failures and repair.
Communicate best practices to others.

F.4 How can Qualitative Approaches be Improved?

List all elements of dam system (includes foundations, slopes, abutments, etc.)

How can each element fail to function as intended?

What is effect?

Exclude likelihood of outset—Ilist all conceivable modes.

Address likelihood as a second step.

Include 2-3 experienced failure mode thinkers.

Reduce bias by assuming failure, than looking for possible reasons.

Need to involve the operators.

Develop generic list of failure modes.

Collect/summarize failure/accident data for main failure modes and disseminate the data (as much as
which did not fail despite starting to)

Think like ECK.

Big picture vs. small view. Persons must see the whole picture to predict most likely failure mode.
Digital view vs. analog view.

Focus on benefits not just difficulties.

Process needs to be molded into dam inspections.

Provide process that is scalable to range of available resources.

Include details of effects of methodologies and technical knowledge with their effects on the process.
Learn by doing.

Develop skills through case history studies.

Look at dams with failure scenarios developing conditions in mind.

Review of only failure of accident (i.e., NASA), can lead to insight in how they happen so they can be
prevented.

Imagine failure in hypothetical hindsight.

Examine dams with failure modes in mind.

Focus on asking the failure mode questions.
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Appendix G. Participant Input on Portfolio and Index Approaches
(Prioritization and Portfolio Approaches)

G.1 Strengths

Able to identify relative needs for repairs.

Based on existing data.

Dam safety sooner.

Do most in shortest time with least resources.

Identify priority for risk reduction measures.

Provide some level of justification for proceeding with/deferring fixes.
Helpful to owners with a new dam safety program.

Non-judgmental between dams.

Help with obtaining funding.

Builds consensus on priorities.

Common currency across owners, dams elements, failure-modes.
Rational basis for priorities.

Paints picture liabilities.

Allows comparison.

Input to decision-making.

Provides better picture of the dam system.

Site to site comparisons possible.

Provides insight into sensible strategies.

Provides true measure of risk.

Coordination of engineering issues with business needs, objectives and priorities.
Integration of all aspects of dam safety program.

Flexible—can be adjusted to desired level of detail.

Logical, defensible prioritization of risk.

Provides basis for better use of limited funds.

Provides means to gain management support.

Creates mechanism to improve loss of life criteria economically.
Generally defendable for action—no action.

More bang for the buck.

Gives owner “high level” understanding of risks.

Allows rapid and consistent evaluation of portfolio, also cost effective.
Quick.

Forces judgment.

All components of risk can be quantified.

Allows priorities without dealing in absolutes.

Has room for unknown or unresolved issues.

It’s systematic.

It’s explainable.

Can probably repeat results.

Identifies entire scope of dam safety needs.

Identifies urgent (quick fix) needs.

Allows the maximization of risk reduction for each Dollar.

Organized approach to develop relative ranked order of projects with deficiencies.
If dam low on priority list fails, provides some defense to regulator.
Allows regulator to apply limited resources to project posing most risk.
Allows identification of deficiencies (through FMEA), and risk calculation.
Prioritizes these in loss of life and financial terms.
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Economic if done in groups of dams.

Gives overall risk profile.

Allows prioritization of investigations and monitoring.

Compares: 1) dams and performance; 2) criteria; and 3) consequences.
Leads to cost-effective further investigations.

Can be done based on existing data.

Provides prioritization and justification for fixes and investigations.
Provides basis for risk reduction program/meets due diligence.
Preserves probability metric.

Initial identification of dam safety issues.

Puts dam safety issues into a form that owner’s decision matters can relate to, especially if they are non-
technical people.

Identifies highest priority projects.

G.2 Limitations

Are the numbers believable?

Evaluation is more broad-brush.

Isn’t absolute.

Doesn’t say how fast.

Based on existing data.

Using the results beyond intentions.

Variation among different systems.

Too great a variability in risk numbers.

Defensibility sometimes questionable.

Is it practical other than for owners of large numbers of dams?
Limited number of experienced and qualified facilitators.

May provide a false sense of security.

“Broad brush” may not reveal all-important vulnerabilities.

Less useful for small owners with few dams.

Can provide excuse not to proceed with detailed assessments.
Priorities may change.

Identifies deficiency. Does not force fix. Negligence?

Can mislead.

Can be misused.

Beyond defensibility.

Do we have to spell prioritization with an “S”?’

No published standards for performing.

Incorrect existing data could lead to incorrect conclusions.

Difficult to communicate limitations.

May be too crude.

High probability failure modes may not receive proper consideration.
Limited by easily available data and analysis—probability not constant across inventory.
May be superficial.

How to deal with dams with a lot of information vs. those with little or no information.
Costs.

Index approaches not true utilization of risk assessment and FMEA.
Only gives owner “high level” understanding of risks.

Prioritization means some things are not done.

Owners and engineers start to believe the risks absolutely and want to sign off without detailed RA and
detailed engineering.
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Not clear in regard to uncertainty.

It is seldom quantified.

Some techniques for estimation of, e.g., consequences, are limited accuracy.
May mis-prioritize.

No accepted approach for consistent application.

Index methods may not preserve probability metric and therefore may distort priorities.
Does not maximize rate of cost-effectiveness.

No sign off.

Risk criteria evaluations may be assumed to be final.

Haste may miss important failure mode.

May be too costly for small owners.

Must keep uncertainties in inputs on the screen for decision makers.

G3 How Can It Be Improved?

Leave it alone and don’t mess it up.

More defendable relationships between ranking variables.

Develop process standards for some level of consistency.

Develop procedure or guideline by having a general documentation of PRA methods.
Need tier system so we can meet owner resource availability.

Prepare consensus statement on uses and limitations.

Use high-level review panel for key inputs to portfolio RA.

Develop and make available portfolio software.

G.4 How Can Others Use it (Technology Transfer and Training Needs)?

Seems that transfer must be done one to one coaching.

Develop guidelines for what constitutes a portfolio assessment and how it may be done.

Sponsor seminars aimed at educating non-technical staff among owners.

More experience by more people.

By sharing experience on PRA with others on how well the process worked and what should be changed.
Demonstration projects.

Train more facilitators.

Publish complete portfolio risk assessment case study(ies) as a general study(ies) include strength and
weaknesses.

ASDSO could compile risk indexing and prioritization approach and provide summary to states.

G.5 What are R&D Needs?

Debate underlying concept — consensus concept.

Debate mechanics — consensus on mechanics.

Most state dam safety programs have no program for profiling and prioritization. Consider developing
index system that state dam safety programs could use for profiling dams that they regulate.

Improve confidence of loss of life estimates.

Develop guidelines for prioritization and portfolio approach.

“Learn how to improve” PRA by evaluating changes resulting from updating.

Develop simple easy to use approach that will gain general acceptance.

More input from users on information needs.

Check USBR index system against portfolio method and try to assess how effective it is good for state
officials.
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Are rating points system worth doing without FMEA procedure, there is a chance of
missing the critical issue?

Can portfolio assessment be used for prioritization of known deficiencies (e.g., as
opposed to USBR prioritization)?

Can a prioritization index system be consistent with a risk analysis approach?
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Appendix H. Participant Input on Quantitative Approaches

H.1 Strengths

Regulator imposed requirements are more fair for various dam owners.

Common basis for comparing risks between various hazards and between dams.
Supports need for remedial measures identified by traditional approach.

Identifies and quantifies deficiencies that were previously unrecognized.

Much greater insight into the mechanics of failure.

Provides a very useful tool for dam safety upgrade decision-making.

Methods for estimation of probabilities of failure are mostly based on traditional eng. inferring methods
of analysis.

Makes process of engineering judgment more transparent.

Gives owner, regulator a better idea of what risk a dam poses.

Removes some ambiguity. Answers question of how bad/how good.

Allows comparison with acceptance criteria, and more accurate assessments of what drives the risk.
Allows explicit representation of uncertainties.

A more balanced assessment of risks from “normal” conditions and extreme events.
Assessment of relative risks of different failure modes.

Systematic consideration of dam safety — all aspects.

More “bang for the buck” in selecting preferred rehabilitation alternatives.

Group thinking and group input.

Provides insights into most critical factors affecting early failure mode and therefore most effective ways
to reduce probability of failure.

More in depth analyses typically performed.

More defensible.

More illuminating.

Better treatment of uncertainty.

Allows best “dissection” of failure mode.

Compare between failure modes is good.

Can (should) include explicit consideration of uncertainty.

Careful consideration of steps leading to failure.

Helps owner understand his/her exposure.

If well done, focuses on owner’s information needs, not just engineering issues.
Creates a measurable approach for comparison.

Detailed discussions of factors affecting events leading to failure.

Good tool for managing risk across a large portfolio of dams.

Provides insights into relative risk (probability and consequences) of failure.

Group judgments can outperform individuals (some times).

Reveals relative importance of particular features, conditions, and actions.
Quantifies relative importance of failure mechanisms.

Identifies where further info/investigations/analyses most useful and beneficial.
Shows decision makers why things are important.

Allows state of knowledge/ignorance to be expressed.

Puts complex engineering issues into a form (common risk currency) that often convinces lay decision
makers to a more than traditional engineering only approach.

Allows for failure mode decomposition.
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H.2 Limitations

Hydrologic — Not much available on parameter variation (uncertainty) determination analyses.
Structural — (Concrete and earth). Not much available on parameter variation (uncertainty)
determination analyses.
Uncertainties used appear to be subjective and not objective.
To date limited input from outside dam safety comm. (i.e., little general public input).
Results can be heavily affected by knowledge and experience of team.
Methods for estimating probability of failure by piping, earthquake on concrete dams, and stability of
embankments dam need development.
We need to develop methods for conveying uncertainty in answer and in “acceptance” criteria (to avoid
the point and line approach).
Who dictates acceptable risk?
Engineer
Public
Politicians
Courts.
Does not resolve the “acceptable” risk quandary.
Methodologies require much more development.
Costly at present.
Lack of acceptance for life safety criteria.
Difficulties in communicating risks to owners, others.
Many pitfalls in performing the risk calculations, making probability estimates, and post processing.
Very difficult to make probability assessments for events with very limited historical case histories.
May be prohibitively expensive and time consuming if not done under ‘expert’ supervision.
Criteria may put too much emphasis on EAP for loss of life reduction.
Procedure is not standardized.
Results between evaluators are not generally consistent.
Believing numbers/results without understanding the uncertainties.
Uncertainties in resulting numbers.
Possible misuse of resulting numbers.
Lack of people experienced and qualified to estimate probabilities.
Possible bias of existing dam risk assessment practitioners.
Process can be dominated by a few individuals.
Probability of failure estimates not fully defensible.
Experienced engineer needed—they are dwindling.
Can be high cost.
Needs to be toned down to recognizable terms for acceptance to general dam safety community.
Probabilities of extreme events/loading not readily available for much of U.S.
Too complex and time consuming for most state regulated dams.
Insufficient data to estimate probabilities with confidence.
Cost.
Difficult for dams that present no symptoms.
Yet to account for all human reasoning and judgment processes.
Lack of risk tolerance limits established for broad applications.
Can imply more knowledge than there is, if improperly presented or quoted.
Requires experienced, broadly trained professionals (rare), with previous exposure to all facts of dam
engineering.
Danger of believing the numbers.
Subjective results are made to appear objective.
Focus on engineering wants rather than owner needs.
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Lack of benchmarks. How to compare RA site A to B to C.

Terminology.

No widely accepted loss of life criteria are available.

Methods for estimating loss of life totally inadequate—much worse than those for estimating probability
of failure.

Tolerable risk criteria difficult or impossible to establish.

H.3 Technology Transfer and Training Needs

Limited probability training for engineers

Demonstration projects

Need to document detailed QRA method state-of-practice and run training workshops
Need bulletin of R/A for dams that assembles all case histories et. al.

Produce a life safety discussion paper, exhibit publicly and invite submissions

Dam safety community should interact with DOE, NRC on QRA

Training in basic skills such as understanding probability & expert elicitation

Can you generalize information or "Education" from stochastic

H.4 Research and Development Needs

CARDS SUBMITTED IN THIS CATEGORY WERE COMBINED INTO OVERALL R&D NEEDS
(SEE APPENDIX J) BEFORE THEY COULD BE RECORDED SEPARATELY

H.5 How Can it Be Improved?

Maintain separate pairs of probability consequences where the probability speaks directly to the
consequence.

Just do it.

Examples developed noting uncertainty inclusion.

OTHER CARDS SUBMITTED IN THIS CATEGORY WERE COMBINED INTO OVERALL R&D
NEEDS (SEE APPENDIX J) BEFORE THEY COULD BE RECORDED SEPARATELY
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Appendix I. Sorted Participant Input on Strengths and Limitations
of the State of the Practice

I.1 Failure Modes Identification
I.1.1  Strengths
1 Failure modes paradigm

Identification of failure mechanisms otherwise been over looked.
Identify alternative failure modes.

Identifies failure modes.

Failure mode identification.

Identifies all failure modes.

Gives crude identification of critical failure modes.

Helps identify all failure modes.

Identifies unusual failure modes-the oddball failure mode.
Identification of risk otherwise not noted.

Organized focus on failure modes. FMEA more likely to identify potential failure modes.
Identified dam's weak link(s).

Improved understanding of strengths and vulnerabilities of dam.
Identifies safety issues beyond standards based.

Process encourages discovery of all failure modes

2 Relatively low effort

Can piggyback on periodic design review.
Less data requirements.

Quicker to complete.

Considers factors that are difficult to quantify.
Simple.

Failure mode identification is 1/2 value of RA vs. deterministic thinking.
Quick.

Simple.

Better than no RA at all.

Easily done.

A lot of information with little effort.
Relatively simple.

Identifies failure modes quickly.

It is a start.

3 Broad interdisciplinary team approach

Bring in Electrical, Mechanical, Environmental views.

Develop transitions between specialists engineering consultant and ??
Team approach provides variety of viewpoints.

Broad.

Helps you think more broadly.

Comprehensive.

Involves more individuals.

Makes use of available materials (studies).
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10

11

Enhances understanding

Increase understanding of dam
Some useful information provided.
Valuable information.

Brings insight and understanding.
The concepts better understood.
Provides something to react to.

Wide acceptability

Can get buy in of staff.

Can get buy in of regulator/Dam safety decision makers efficient.
More people buy into the process.

Wide acceptability.

Broad-based more likely to have acceptance in standards-based community.
Strengthens traditional approach/Quality Assurance
Can use as QA tool to evaluate remedial design.
Strengthens the diligence.

Provides a supplement to standards based.

Brings balance to Dam Safety programs.

Identifying additional information needs

Identify uncertainties.

Identify new data needs.

Helps with surveillance.

Aids in prioritization of issues

Help initial prioritization of issues.

Prioritize Risk.

Helps to prioritize fixes.

Aids in communicating risks

Start public involvement.
Raises awareness of issues with management.

Tool for achieving integration of dam safety program
Can use to evaluate and synthesize various aspects of dam safety program.
Aids in identification of risk reduction measures

Identifies simple, cost-effective risk reduction measures.
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12 Systematic approach
Systematic
I.1.2  Limitations
1 Qualitative - risk, ranking, compare with other dams, confidence/uncertainty

Not much relative ranking provided.

Still lacks quantification in making a choice of what's most important.
Does not quantify risk.

Ultimately requires decisions on basis of old standards.

Lack of quantification.

Magnitude of risks from various sources hard to compare.
Indicator only. Not quantifier.

More difficult to portray confidence level.

Difficult to compare importance (risk) from each failure mode.
Difficult to compare dams.

Does not provide a measure of risk.

Does not reveal relative risks as required by dam safety decisions.
Are the regulations met?

Parameter uncertainty not included.

No quantification.

Limited by efforts allocated and composition of team.

Lack of prioritization.

2 Repeatability, consistency, influence of team members

Repeatability.

Reliability.

Biases.

Affected by experience of the team.

Personalities within the team.

Defensibility.

Repeatability.

Based on opinion.

Not fool proof.

Procedure may not be consistent from team to team.
Subjective-may not be repeatable.

Limited by efforts allocated and composition of team.
Reliant on "judgment" to exclude.

Team affected by "Group Think."

3 Lack of available guidance

Not much existing direction on "how to" available.
No "standard" of good practice.

Not acceptable criteria.

Lack of universally approved methodology.

Lack of accepted standards.
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4 Cost

Resource limitation of organization (staffing).
Limited use to small dam owners (i.e., cannot afford the process).
Dollar cost of process may limit application.

5 Limited case histories to use as basis for FM identification

Limited data extrapolations (i.e., failure modes, static, gates, filter, drains, structures ..).
6 Not a public-oriented process

Not a public oriented process.
7 Requires information on dam

May be difficult to dams with little background information.

1.2 Index Prioritization
L.2.1  Strengths
1 Prioritization

Able to identify relative needs for repairs.

Non-judgmental between dams.

Allows comparison.

Site to site comparisons possible.

Allows priorities without dealing in absolutes.

Identifies urgent (quick fix) needs.

Organized approach to develop relative ranked order of projects with deficiencies.
Allows prioritization of investigations and monitoring.

Identifies highest priority projects.

2 Efficient process

Allows regulator to apply limited resources to project posing most risk.
Flexible-can be adjusted to desired level of detail.

Economic if done in groups of dams.

Based on existing data.

Allows rapid and consistent evaluation of portfolio, also cost effective.
Quick.

Can be done based on existing data.

3 Defensibility
Provide some level of justification for proceeding with/deferring fixes.
Generally defendable for action - deferred/screening - no action.

If dam low on priority list fails, provides some defense to regulator.
Provides basis for risk reduction program/meets due diligence.
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4 Justification

Help with obtaining funding.

Builds consensus on priorities.

Rational basis for priorities.

Provides means to gain management support.

5 Communication

Input to decision-making.

Gives owner "high level" understanding of risks.

It's explainable.

Puts dam safety issues into a form that owner's decision matters can relate to, especially if they
are non-technical people.

6 Systematic process

Forces judgment.
It's systematic.
Can probably repeat results.

7 Identification of dam safety issues

Allows identification of deficiencies (through FMEA), and risk calculation.
Initial identification of dam safety issues.

8 Integrates dam safety program and into overall business
Helpful to owners with a new dam safety program.

1.2.2 Limitations

1 Danger of misusing results

Doesn't say how fast.

Using the results beyond intentions.

May provide a false sense of security.

Can provide excuse not to proceed with detailed assessments.
Priorities may change.

Identifies deficiency. Does not force fix. Negligence?

Can mislead.

Can be misused.

Difficult to communicate limitations.

How to deal with dams with a lot of information vs. those with little or no information.
Prioritization means some things are not done.

Must keep uncertainties in inputs on the screen for decision makers.
High probability failure modes may not receive proper consideration.

2 Not in-depth risk analysis
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1.3

1.3.1

Are the numbers believable?

Based on existing data.

Incorrect existing data could lead to incorrect conclusions.
May be too crude.

Not clear in regard to uncertainty.

May mis-prioritize.

Haste may miss important failure mode.

Evaluation is more broad-brush.

Broad brush may not reveal all-important vulnerabilities.
Limited by easily available data and analysis-probability not constant across inventory.
May be superficial.

Lack of published guidance

Variation among different systems.

No published standards for performing.

No accepted approach for consistent application.
Relative rather than absolute

Isn't absolute.

It is seldom quantified.

Does not maximize rate of cost-effectiveness.

Defensibility

Defensibility sometimes questionable.
Beyond defensibility.

Risk metric

Index approaches not true utilization of risk assessment and FMEA.
Index methods may not preserve probability metric and therefore may distort priorities.

No sign off

No sign off.

Portfolio Risk Assessment
Strengths
Prioritization

Able to identify relative needs for repairs.
Non-judgmental between dams.

Allows comparison.

Site to site comparisons possible.

Allows priorities without dealing in absolutes.
Identifies urgent (quick fix) needs.
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Organized approach to develop relative ranked order of projects with deficiencies.
Allows prioritization of investigations and monitoring.

Identifies highest priority projects.

Identify priority for risk reduction measures.

Prioritizes these in loss of life and financial terms.

Provides prioritization and justification for fixes and investigations.

Cost effectiveness risk reduction program

Dam safety sooner.

Do most in shortest time with least resources.

Provides basis for better use of limited funds.

Creates mechanism to improve/reduce loss of life criteria consequences economically.
More bang for the buck.

Allows the maximization of risk reduction for each Dollar.

Leads to cost-effective further investigations.

Justification

Help with obtaining funding.

Builds consensus on priorities.

Rational basis for priorities.

Provides means to gain management support.

Provides insight into sensible strategies.

Provides prioritization and justification for fixes and investigations.
Provides basis for risk reduction program/meets due diligence.

Communication

Input to decision-making.

Gives owner "high level" understanding of risks.

It's explainable.

Puts dam safety issues into a form that owner's decision matters can relate to, especially if they
are non-technical people.

Paints picture liabilities.

Provides better picture of the dam system.

Gives overall risk profile.

Defensibility

Provide some level of justification for proceeding with/deferring fixes.
Generally defendable for action - deferred/screening - no action.

If dam low on priority list fails, provides some defense to regulator.
Provides basis for risk reduction program/meets due diligence.
Logical, defensible prioritization of risk.

Risk metric
Common currency across owners, dams elements (e.g. penstocks vs canals etc.), failure-modes.

Provides true measure of risk.
All components of risk can be quantified.
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Compares: 1) dams and performance; 2) criteria; and 3) consequences.
Preserves probability metric.

7 Efficient process

Allows regulator to apply limited resources to project posing most risk.
Flexible - can be adjusted to desired level of detail.
Economic if done in groups of dams.

8 Identification of dam safety issues

Allows identification of deficiencies (through FMEA), and risk calculation.
Initial identification of dam safety issues.

9 Integrates dam safety program and into overall business

Coordination of engineering issues with business needs, objectives and priorities.
Integration of all aspects of dam safety program.
Identifies entire scope of dam safety needs.

10 Systematic process

Forces judgment.
It's systematic.
Has room for unknown or unresolved issues.

I.3.2 Limitations
1 Danger of misusing results

Doesn't say how fast.

Using the results beyond intentions.

May provide a false sense of security.

Can provide excuse not to proceed with detailed assessments.

Priorities may change.

Identifies deficiency. Does not force fix. Negligence?

Can mislead.

Can be misused.

Difficult to communicate limitations.

How to deal with dams with a lot of information vs. those with little or no information.
Prioritization means some things are not done.

Must keep uncertainties in inputs on the screen for decision makers.

Only gives owner "high level" understanding of risks.

Owners and engineers start to believe the risks absolutely and want to sign off without detailed
RA and detailed engineering.

Risk criteria evaluations may be assumed to be final.

2 Not in-depth risk analysis

Are the numbers believable?
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1.4

14.1

Based on existing data.

Incorrect existing data could lead to incorrect conclusions.

May be too crude.

Not clear in regard to uncertainty.

May mis-prioritize.

Haste may miss important failure mode.

Too great a variability in risk numbers.

Some techniques for estimation of, e.g., consequences, are limited accuracy.

Cost

Is it practical other than for owners of large numbers of dams?
Less useful for small owners with few dams.

Costs.

May be too costly for small owners.

Lack of published guidance

Variation among different systems.

No published standards for performing.

No accepted approach for consistent application.
Limited number of experienced and qualified facilitators.
Defensibility

Defensibility sometimes questionable.

No sign off

No sign off.

Relative rather than absolute

Isn't absolute.

Detailed Quantitative Risk Assessment

Strengths

Valuable as a decision tool

Regulator imposed requirements are more fair for various dam owners.
Supports need for remedial measures identified by traditional approach.

Provides a very useful tool for dam safety upgrade decision-making.
More "bang for the buck" in selecting preferred rehabilitation alternatives.

Provides insights into most critical factors affecting early failure mode and therefore most

effective ways to reduce probability of failure.
Helps owner understand his/her exposure.

If well done, focuses on owner's information needs, not just engineering issues.

Good tool for managing risk across a large portfolio of dams.
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Identifies where further info/investigations/analyses most useful and beneficial.

Shows decision makers why things are important.

Puts complex engineering issues into a form (common risk currency) that often convinces lay
decision makers to a more than traditional engineering only approach.

Quantification using risk metric

Common basis for comparing risks between various hazards and between dams.
Identifies and quantifies deficiencies that were previously unrecognized.

A more balanced assessment of risks from "normal" conditions and extreme events.
Assessment of relative risks of different failure modes.

Systematic consideration of dam safety - all aspects.

Compare between failure modes is good.

Creates a measurable approach for comparison.

Provides insights into relative risk (probability and consequences) of failure.
Reveals relative importance of particular features, conditions, and actions.
Quantifies relative importance of failure mechanisms.

Allows for failure mode decomposition.

Understanding of failure modes

Much greater insight into the mechanics of failure.

Gives owner, regulator a better idea of what risk a dam poses.

Removes some ambiguity. Answers question of how bad/how good.

Allows comparison with acceptance criteria, and more accurate assessments of what drives the
risk.

Provides insights into most critical factors affecting early failure mode and therefore most
effective ways to reduce probability of failure.

More illuminating.

Allows best "dissection" of failure mode.

Careful consideration of steps leading to failure.

Detailed discussions of factors affecting events leading to failure.

Uncertainties considered

Allows explicit representation of uncertainties.

Better treatment of uncertainty.

Can (should) include explicit consideration of uncertainty.

Allows state of knowledge/ignorance to be expressed.

In-depth supporting analyses

Methods for estimation of probabilities of failure are mostly based on traditional eng. inferring
methods of analysis.

More in depth analyses typically performed.

Team process

Group thinking and group input.
Group judgments can outperform individuals (some times).
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7 Defensibility
More defensible.
8 Risk criteria evaluation

Allows comparison with acceptance criteria, and more accurate assessments of what drives the
risk.

9 Transparency in engineering judgments
Makes process of engineering judgment more transparent.
[.4.2 Limitations
1 Lack of standardized procedure and experienced practitioners

To date limited input from outside dam safety comm. (i.e., little general public input).
Results can be heavily affected by knowledge and experience of team.

Methods for estimating probability of failure by piping, earthquake on concrete dams, and
stability of embankments dam need development.

Methodologies require much more development.

Many pitfalls in performing the risk calculations, making probability estimates, and post
processing.

Procedure is not standardized.

Results between evaluators are not generally consistent.

Lack of people experienced and qualified to estimate probabilities.

Possible bias of existing dam risk assessment practitioners.

Process can be dominated by a few individuals.

Experienced engineers needed - they are dwindling.

Requires experienced, broadly trained professionals (rare), with previous exposure to all facts of
dam engineering.

2 Acceptable/tolerable risk criteria not agreed

To date limited input from outside dam safety comm. (i.e., little general public input).
We need to develop methods for conveying uncertainty in answer and in "acceptance” criteria (to
avoid the point and line approach).

Who dictates acceptable risk? Engineer, Public, Politicians, Courts

Does not resolve the "acceptable" risk quandary.

Lack of acceptance for life safety criteria.

Criteria may put too much emphasis on EAP for loss of life reduction.

Lack of risk tolerance limits established for broad applications.

Focus on engineering wants rater than owner needs.

Lack of benchmarks. How to compare RA site A to B to C.

No widely accepted loss of life criteria are available.

3 Uncertainty in estimating probabilities and life loss

Hydrologic - Not much available on parameter variation (uncertainty) determination analyses.
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Structural - (Concrete and earth). Not much available on parameter variation (uncertainty)
determination analyses.

Uncertainties used appear to be subjective and not objective.

Very difficult to make probability assessments for events with very limited historical case
histories.

Probability of failure estimates not fully defensible.

Probabilities of extreme events/loading not readily available for much of U.S.

Insufficient data to estimate probabilities with confidence.

Difficult for dams that present no symptoms.

Yet to account for all human reasoning and judgment processes.

Methods for estimating loss of life totally inadequate-much worse than those for estimating
probability of failure.

Communicating uncertainties to decision makers and others

We need to develop methods for conveying uncertainty in answer and in "acceptance" criteria (to
avoid the point and line approach).

Difficulties in communicating risks to owners, others.

Believing numbers/results without understanding the uncertainties.

Uncertainties in resulting numbers.

Possible misuse of resulting numbers.

Can imply more knowledge than there is, if improperly presented or quoted.

Danger of believing the numbers.

Subjective results are made to appear objective.

Cost

Costly at present.

May be prohibitively expensive and time consuming if not done under 'expert' supervision.
Can be high cost.

Too complex and time consuming for most state regulated dams.

Cost.

New and complex terminology
Needs to be toned down to recognizable terms for acceptance to general dam safety community.

Too complex and time consuming for most state regulated dams.
Terminology.
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Appendix J. Participant Voting on Technology Transfer and Training Needs

Failure Modes Identification Approaches

Issues Votes |

Failure mode thinking- (Documented case histories; Training seminars; Hands-on 21
workshops; Systematic approach [list elements & ask how can fail])
Build FMEA into standards based reviews - economy of resources 18
Tools for owners with limited resources 11
Regular program for operator training 5
RAC could share some of their failure mode spreadsheets with the rest of us 4
Someone (FEMA/ASDSO/ICODS?) should develop a 'methodology’ that tries to 2
standardize the process
Develop more people as qualified facilitators 2
Review case histories 1
How can RA benefit owners of 1 or a few dams? 1
Do dams in groups with same experts 0
Need ways to get limited expertise applied more broadly 0
Avoid monopoly 0
Documented reports of use 0
Get small group of experienced FMEA experts to write down the logic/process of how 0
to do FMEA
Focus on integration with existing efforts 0
Index Prioritization and Portfolio Risk Assessment Approaches

Issues Votes |
Develop guidelines for what constitutes a Portfolio Assessment and how it may
be done 25
Publish complete Portfolio Risk Assessment case study (s) as a generic study (s)
include strength & weaknesses 9
ASDSO could compile risk indexing and prioritization approaches & provide
summary to states 7
By sharing experience on PRA with others on how well the process worked &
what should be changed 5
More experience by more people 4
Need tier system so we can meet owner resource availability 3
Demonstration projects 3
Seems that transfer must be done [through] one to one coaching 0
Sponsor seminars aimed at educating non-technical staff among owners 0
Train more facilitators 0
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Detailed Quantitative Approaches

Issues Votes |
Limited probability training for engineers 22
Demonstration projects 8
Need to document detailed QRA method state-of-practice and run training workshops 5
Need bulletin of R/A for dams that assembles all case histories et. al. 5
Produce a life safety discussion paper, exhibit publicly and invite submissions 5
Dam safety community should interact with DOE, NRC on QRA 3
Training in basic skills such as understanding probability & expert elicitation 1
Can you generalize information or "Education" from stochastic 0
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Appendix K. Participant Input on Research and Development Needs Categories

1 - Standards (A)

All Civil Engineering is empirical, therefore, it is risk based! FS = 1.5 means low risk, not zero risk.
How do the new computer tool encroach on FS in standards based designs and how does this change
100 yr database?

~ 1 in 100 dams fail

How do we change standards without addressing risk?

Dams with no possibility of life loss

Large dams that must meet PMF & MCE

What is a “reasonable FS? Is the MCE adequately conservative?

Parallel risk assessments of the same dam

Incentive/need to undertake risk assessment if dams meet standards regulations

Is a standards approach a zero risk approach?

Subjective probabilities bad for quantitative RA but OK for standards?

Standards #restrictive thinking

Failure mode should always be considered

Missing failure modes

Also a problem with defensibility of standards

How do engineering/subjective judgments affect traditional approach outcomes vs. risk-based
approach outcomes?

Risk seems to add to short comings of standards approach as opposed to avoid (parameter uncertainty
analysis)

New dams vs. existing dams

2, 6 - Tolerable Risk/Criteria (B)

Is legislative intent to get to zero risk to life?

Public aversion or intolerance to imposed risks

Who decided “RP” in ALARP?

Who decides what is tolerable risk for dams?

Tolerable risk criteria as an interim step on the constant path of risk reduction

State legislation says, “remove the risk”; implies that there could be zero risk. Not possible.
Accepted level of risk is a organization to organization, case by case aspect

Regulators need to educate government that “safe” means a low probability of failure, not "no
chance" of failure.

The FEMA requirements are impossible if followed rigidly

Legislators, not the Regulators should determine risk level accepted.

Dams are only one piece of society’s risk pool.

Strive for consistent risk.

Is it reasonable to rely on warnings and evacuation as a risk reduction measure?

Engineers + Lawyers = inferior dam safety decisions

Who could go to jail if the dam fails?

Acceptance of loss of life?

EAP vs. fixing dam

The public is extremely risk adverse about dams. How can you get acceptance of risk levels given
that?
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Get out of jail free card

Criteria:

If risk is the owner’s what does this mean for non-owner beneficiaries to share risk?

<1 lives/yr does not communicate with the public. Why aren’t we looking at calculating the
probability of one or more lives lost by a particular event, then ask what the acceptable probability for
public would be

How do we get public input for risk criteria/public protection guidelines?

EAPs not a substitute for structural fix

What to do if repair may pose more risk than existing conditions (no-fix)?

Who will (should) establish life safety criteria? Is it practical for them to do so?

Obtain public & political input to debate on acceptance limits

3 - Subjective Probability (C)

R & D needs:
A. Immediate
Develop an improved understanding of probability interpretations and corresponding expectations
of those using, interpreting, or considering quantitative methods.
Develop better ways for adapting criteria to probability (rather than vice-versa) and operating
within its capabilities.
B. Intermediate-term
Education and training of probability assessors in cognitive processes, heuristics and biases.
Development and application of de-biasing techniques adapted in positive ways to how people
think and how they conceptualize subjective uncertainty judgments.
Education and training in basic probability theory (axioms, etc.)
C. Longer-term
Improve judgment of probability assessor
What is judgment?
How does substantive expertise differ from normative expertise?
Role of inductive vs. deductive reasoning strategies
How is judgment enhanced?
Adapt and merge ongoing R&D from institutions, e.g. Stanford University regarding human thought
processes (R&D card)
What is the value to the public of subjective probability estimates? (issue card)
Dam response probability subjective estimate divergence theory: If team thinks failure mode is a
problem based on discussion, then the subjective value is higher. If team thinks failure mode is not a
problem then subjective estimate is lower. (issue card)

4 - SKkills to Identify Failure Modes (D)

Change paradigm for quantitative risk analysis

5 - Uncertainty (E)

Effects of distributions on event probability estimates.

7, 18, 19 - Prioritization and Portfolio Tools (F)
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Develop guidelines for prioritization & portfolio approach

Develop simple, easy to use approach that will gain general acceptance

Most state dam safety programs have no program for profiling & prioritization. Consider developing
index system that state dam safety programs could use for profiling dams that they regulate

Check USBR index system against portfolio method and try to assess how effective it is. Good for
state officials

Are rating points systems worth doing without FMEA procedure? There is a high chance of missing
the critical issue

Can a prioritization index system be consistent with a risk analysis approach?

Can portfolio assessment be used for prioritization of known deficiencies (e.g. as opposed to USBR
prioritization)

Improve confidence of loss of life estimates

8 - Earthquake Response (G)

Develop more realistic seismic displacement and liquefaction models.

Develop better methods for structural response of:

e Concrete gravity dams in earthquake

e Embankment stability

e Piping, static and post earthquake

RA is very good where there is no standards based analytical tool e.g. Navaho Drain Tunnel
Factor of safety vs. probability of failure. Need conservative strengths for FS = 1.5 to represent low
probability of failure.

Inter-related failure modes

Does number of steps included in event tree fundamentally affect resulting probability?
Length and number effects on probability estimates

Develop capability to derive failure probability analytically

Need to improve understanding/ways to predict system response probabilities

Failure mechanism understanding and modeling

Develop failure models that use probabilistic input both for loads and resistance

Adapt failure models for nodes of event trees

9 - Static Response (H)

Improve estimates of failure probabilities for static stability piping failure, etc.

Research need:

e Failure models

e Piping models

e Loss of life models

How confident are we in characterization of piping failures — embankment, foundation, etc.?
Seepage rate is not a good guide to problems. Changes, not correlating with reservoir is better.
Piping failures take less than 24 hrs, mostly < 6 hrs, to develop. They historically occur at reservoir
level about 1m below historic high level.

Develop risk analysis procedures to account for time-dependent aspects of piping.

RA is very good where there is no standards based analytical tool e.g. Navaho Drain Tunnel

Factor of safety vs. probability of failure. Need conservative strengths for FS = 1.5 to represent low
probability of failure.

Inter-related failure modes
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Does number of steps included in event tree fundamentally affect resulting probability?
Length and number effects on probability estimates

Develop capability to derive failure probability analytically

Need to improve understanding/ways to predict system response probabilities

Failure mechanism understanding and modeling

Develop failure models that use probabilistic input both for loads and resistance

Adapt failure models for nodes of event trees

10, 21 - Improve Loss of Life Estimation (I)

R&D life loss estimation

LOL estimate should consider EAP

Assessment of evacuation capability for large population centers
Develop procedures to assess (understand) effectiveness of EAP/EPP
Existence of EAP in loss of life estimates

Long term effectiveness of warning and evacuation systems
Relationship between life loss & proximity to the dam?

12 - Risk Communication (J)

What do the numbers resulting from QRA really mean? (issue card)

Hazard (seismic), Hazard (downstream): 1) drop both uses, 2) use Seismic loading, 3) use
consequence (issue card)

Can we build public confidence in life loss estimates? (issue card)

Owners: be able to defend what you are doing as being reasonable and prudent (issue card)

Need for common language between technical specialists & international (English (geotech) —
English (financial) — English (probability) — English (international) — English (seismic) — English
(H&H) — English (owner) — English (lawyers). (issue card)

Public buy-in for risk-based decisions (issue card)

13 - Dam Break Failure Case Histories (K)

Case history compilations need to be parameter specific

14 - Earthquake Loading (L)

Reduce uncertainty & minimize compounding of conservatism in seismic risk assessment
Seismic loads need:

Additional data collection — slip rates

Site response data

Recurrence models

Robust estimates of time histories for use in RA

Better integration with engineering analyses

e Portray uncertainty in an understandable fashion

0.2 g for 1/10,000 event what magnitude?

Reduce errors in catalogue of recorded seismic accelerations (data cleaning)
Uncertainties in recurrence characteristics for known faults
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15 - Flood Loading (M)

Regional analyses of extreme precipitation probabilities for entire U.S. — allows states to estimate %
PMP probabilities

Extreme event probability determination improvement

Reduce uncertainty in hydrologic process evaluation

Continued support for development of methods for processing hydrologic info for characterizing
extreme floods

Development of procedures for better understanding and incorporating uncertainty in characterization
of floods

Comprehensive program for collection of climate flood & paleoflood data on regional basis to
support regional analyses

Studies to investigate spatial distribution for large watersheds using probabilistic methods
Confidence in extreme event estimates

Variability in PMF computations uncertainty of parameters

16 - Risk Process (N)

Compare on equal basis judgment & unknowns for Load; Response; Life loss

Uncertainty analysis approaches beginning from probability estimation, failure mode identification
through presentation of outcomes to decision makers

Assess repeatability — considering uncertainty ranges (not just point estimates)

How do we reflect uncertainty in perfect history database?

(To John Ake) Do you really do all what you describe for QRA studies, particularly screening level?
How do amount & quality of data affect confidence in RA results?

Long dams; multiple dam reservoirs need probabilistic concepts to be ‘correct’

Repeatability: (even for qualitative methods)

17 - Analyze NPDP (O)

No cards

20 - Debate Mechanisms (P)

No cards

22 - Communicate Best Practice (Q)

No cards

24 - Include Failure Modes Identification in schools (R)

No cards

Portfolio - Learn to improve (S)

Learn how to improve PRA by evaluating changes resulting from updating
More input from users on info needs
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26 - Debate Concepts (T)

e No cards
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David S. Bo
Utah State University and RAC Engineers & Economists

The Challenge of Aging Dams
and Risk Management

~ Technical issues

— more stringent standards

— improved design and construction practice
- Commercial environment

— liability

— need to justify investments (GPRA)

— “From engineers on top to engineers on tap”
(Haisman 1998)

Risk Assessment is “an additional
tool to improve decisions and risk
management practices”

Achterberg, Hennig and Redlinger, 1998
Risk guided

Risk enhanced
Risk informed




Risk-enhanced approach

- Supplementing engineering standards
evaluations with information from RA

- Avoid the shortcomings of an engineering
standards-only approach

- Better communicates to (lay) decision
makers
— the significance of dam safety issues
— justifications for actions

Traditional vs. Risk-Enhanced
Approaches

+

Engineering focus - Owner’s business/
mission focus

- Failure modes

- Risk estimates

- Full range of loading

- Consequences - loss of

- Hazard - PAR life, financial, etc.

- Justification for risk
reduction

- Standards issues
- Safety factors
- Maximum loads

Economic Risk Analysis
$/yr

I isk Cost

Fix t

I—’ % PMF




Most Dam Safety Programs Have ...

- Well defined dam safety goals

— standards, criteria

- BUT a poorly-defined pathway for

achieving those goals

Single Dam
Risk
(Probability,
Lives, or §)
EAP/EWS
Structural fix
to standards
____________________________ Risk B
I | U Standards____
_______ BiskA_____.
Now Time (or $)
Existing
4 EPSy Dam
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2
<
Ke)
o
=~
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EWS + .
Hardening Hardening
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Risk = Probability *
Consequences

Special Case — Annualized Risk
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F-1 Oventopping Breach q

-2 Toe Erosion No Breach
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F-11 Wave Action No Breach
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Risk

- In general:
— (Probability, Consequences)
- (Pl’C])y (PZ’C2)9 ceey (Pn,Cn)

- Special case - Average annual risk
— “Expected value”
- SUM’, (P * C)
— lives/yr, $/yr (risk cost)




The process of determining
a) what can go wrong, why
and how, and b) its (project)
effects and consequences

K
o
o
o
o
o
K
.
.
.
o
.
K
o
o

Risk A
Identification
(FMEA)

The process of quantifying risk -
probability and consequences

Risk Analysis
22N
7

Risk Risk »
Identification | Estimation
(FMEA)

The process of examining and judging
the significance of risk

Risk Assessment
N\ .
Risk Analysis| Risk *
Pl \ Evaluation
7
Risk Risk

Identification | Estimation
(FMEA)




Dam Safety Risk Management

7 \

Risk Assessment Risk

/0 \
Risk Analysis| Risk
Yl \ Evaluation

Control

1) Structural

7 2) Recurrent
Risk Risk o e,
Identification | Estimation activities
(FMEA)

3) Reassessment

Dam Safety Risk Management

\

Risk Assessment Risk
. ] \ Control
Risk A lySIS RISk. - Structural
\ Evaluation
- Recurrent
Risk Risk activities
Identification | Estimation
(FMEA) - Reassessment

Types of Risk Assessment

1) Qualitative




Failure Modes & Effects Analysis

Review

Site visit

Failure Modes & Effects Analysis (FMEA)
Engineering Criteria Evaluation

Example
Loading Subsystem Rating Failure Mode Effects
Description
Hydrologic  |Spillway ANP  |Overtop main Breach

Overtop dyke section Partial breach
Spillway training wall Erosion of abutment -> breach

Piping in left abutment  {Breach

Dike Piping in dyke Breach .
£ mbank Piping in main dam Breach
rthquake |Embank P N rk type SEC -> breach
Foundation |P
ow AP
internal Embankment  |P Slope stability Breach
Foundation P Foundation Breach
Piping Breach

Acceptance of Dam Safety RA

~ (1) Portfolio Risk Assessment (PRA)

« risk profiling and prioritization of mitigation

~ (1) Qualitative RA

* risk understanding
- (2) Quantitative RA
« justifying full standards fix
- (3) Quantitative RA
« justifying less than full standards fix
* degree of defensibility




Types of Risk Assessment

1) Quantitative

Risk Assessment Framework

INITIATING SYSTEM OUTCOME EXPOSURE CONSEQUENCE
EVENT RESPONSE (BREACH/
NO BREACH)
External ‘Overtopping. Breach Time of Day Economic
RISK Deformation No Scason Damage
IDENTIFICATION Upstream Slope Breach Waming Loss of Life
Dam Instability Time Environmemal
Failure Social
vt r—
s
b
e
N -
3 o
INITIATING SYSTEM OUTCOME EXPOSURE CONSEQUENCE
EVENT RESPONSE (BREACH/
NO BREACH)
External: Overtopping Breach Time of Day Economic
RISK Earthquake Deformation No Scason Damage
IDENTIFICATION Upstream Slope Breach Warning Loss of Life
Dam Instability Time Environmental
Failure. Social
Intemal:
Piping.
RISK
ESTIMATION Loeding Response ‘Outcome Exposure Losses




Risk Assessment Framework

INITIATING SYSTEM OUTCOME EXPOSURE | CONSEQUENCE
EVENT RESPONSE (BREACH/
NO BREACH)
External: Overtopping Breach Time of Day Economic
RISK Earthquake Deformation No Season Demage
IDENTIFICATION |  Upstream Shope Breach Waming Loss of Life
Dam Instability Time Environmental
Failure Social
Internal:
Piping
RISK
ESTIMATION Gutcome Exposure Losses
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Risk Assessment Framework

INITIATING SYSTEM OUTCOME EXPOSURE CONSEQUENCE
EVENT RESPONSE (BREACH/
NO BREACH)
External: Oventopping Breach Time of Day Fconomic
RISK Earthquake Deformation No Scason Damage
IDENTIFICATION Upstream Slope Brcach ‘Waming Luoss of Life
Dam Instability Time Environmental
Social
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Risk Assessment Framework

INITIATING SYSTEM OUTCOME EXPOSURE | CONSEQUENCE
EVENT RESPONSE (BREACH/
NO BREACH)
External: Overtopping Breach Time of Day Economic
RISK Earthquake Deformation No Season Damage
IDENTIFICATION | Upstream Slope Breach Warning Lass of Life
Dam Instability Time Environmental
Failure Social
Piping
RISK
ESTIMATION Toading Exposarc Losses
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Consequence Centers

Colorado River

QBL::;“ 1 /\ V ‘;damo Dam

er Dam Bill Williams River

Risk Assessment Framework

RISK

INITIATING SYSTEM OUTCOME EXPOSURE | CONSEQUENCE
EVI RESPONSE W
NO BREACH)
Extemnal: Overtopping Breach Time of Day Economic
RISK Eanthquake Deformation No Damage
IDENTIFICATION |  Upstream Slope: Beeach Warming Loss of Life
Dam Instability Time Environmental
Failure Social
Piping
ESTIMATION Losding Response Outcome Exposure Losscs
T ™ e ™ i
ot + e
Watcrshed Modifications Modsfications Sysiems Land Use
Changes Safety Flood Proofing Zoning
Upstream Dam Inspections Emergency
Improvements Instrumentation Preparcdness
Operating
AVERSION Restrictions Selection of Risk
Aversion Measures

RISK
IDENTIFICATION

ESTIMATION

AVERSION

RISK

Risk Assessment Framework

INITIATING SYSTEM OUTCOME EXPOSURE
EVI RESPONSE (BREACH/
NO BREACH)

‘CONSEQUENCE

Damage

——t———
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ALARP Principle
“as low as reasonably practicable”

-~ Risks are “acceptable only if reasonable
practical measures have been taken to
reduce risks” (IAEA 1992)

- Economic basis for ALARP (Rowe 1977):
— Cost-per-life-saved

— Diminishing economic returns

Risk Assessment Framework

INITIATING SYSTEM OUTCOME EXPOSURE | CONSEQUENCE
EVEN RESPONSE (BREACH/
NO BREACH)
Extcmal; Overtopping Breach Time of Day Economic
1) RISK Eanthquake Deformation No Season Demage
IDENTIFICATION |  Upstream Shope Breach Warning Loss of Life
Dam tnstability Time Environmental
Failure Social
trtermal
Piping
ESTIMATION Loading Response Outcome Exposure Losses

4) RISK
TREATMENT

Risk Treatment
Ale lives
NO

e

3) ISK

Types of Risk Assessment

3) Portfolio, Risk Profiling,
Prioritization
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Engineering

Assessment

H Risk Assessment

Portfolio Risk Assessment
Outcomes
-~ Risk profile for existing dams
* engineering standards
* risk criteria

Portfolio Risk Assessment
Outcomes

- Risk profile for existing dams

* engineering standards

* risk criteria
~ Potential risk reduction measures
- Basis for dam safety program:

« priority of investigations

« priority of fixes
* strengthen on-going activities
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PRA Prioritization vs. Current SA Water Program
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/ Life Safety

00
f5 w [
a2g I
£3 ¥ 1
3% 70
3‘
iz »
£2 ¥
s ©
R
ﬁsm oy 3
.§= 10
[
[} 20 40 60 80 100

Cumulative Capital Cost (% of total)

[F——cument sa water

Lile Safety/Total Risk auq

Prioritization: PRA vs. Former SA Water Program
fte Loss Risk Reduction
1

Separable construction packages

100
- 7/ /
2L/ /
580/ /
s 14
i
§s
2; 40
3 B
L] 0
0 20 40 60 80 100

Cumulative Capital Cost (% of total)

r—omen\ SA Water Life Safety/Total Risk Cost

PRA Prioritization vs. Current SA Water Program
/ Life Loss Risk Redt’ction

/ Life Safety
I

/
]

=

3888833888

3
¥

Q
DI

AN
I Standards Fixe ls;

0 20 40 60 80
Cumulative Capital Cost (% of total)

o
8
L

13
3

=K

Expected Incremental Life Loss
(Hiveslyear as % of existing)

———— Current SA Water Life Safety/Total Risk Cost J

13



Portfolio Risk Assessment
Outcomes

- Risk profile for existing dams
* engineering standards
o risk criteria
- Potential risk reduction measures
- Basis for dam safety program:
« priority of investigations
« priority of fixes
* strengthen on-going activities
- Relates dams to overall business
* Insurance, legal, capital requirements, etc.

-~ Basis for a "living document"

USES OF RISK ASSESSMENT

-~ UNDERSTANDING the risk
— qualitative
— quantitative
~ MANAGING the risk
— exploring options
— justifying actions
— prioritizing actions

Proper Motivation for Dam Safety Risk
Assessment/Management

- More safety

- More rapidly

- More cost effectively

- More understanding by all stakeholders

- More integration across dam safety
program

14
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ABSTRACT

This paper provides an overview and introduction to the
current practice of dam safety risk assessment and
management. It includes a summary of the history and
development (“roots”), various facets and roles
(“branches”), and benefits, limitations and future growth
(“fruit”) of risk assessment and management. A broad role
for risk assessment at the core of a comprehensive dam
safety management program is proposed. In this role, the
results of risk assessment are used to feed business and
management processes such as, capital project evaluation
and budgeting, loss financing and insurance, legal
liability and due diligence assessment, and emergency
preparedness and contingency planning. Contrasts are made
with traditional dam engineering practice and the standards
approach. The paper draws on the experience of the authors
in conducting risk assessments on more than 130 dams for
government and private owners and regulators in the U.S.
and Australia.
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INTRODUCTION

The “sapling” of dam safety risk assessment and risk
management is growing in the risk environment in which dams
exist. Bowles et al (1997) state that, “Practical dam
safety management is intrinsically risk management”. The
recent report, Whither Civil Engineering?, from the U.K.
Institution of Civil Engineers (1996) states that, “Risk
cannot be eliminated; therefore it must be managed”. While
few would deny that dam engineering and dam safety
management deal intrinsically with risk, opinions differ as
to how explicitly and how quantitatively risk should be
addressed in practice. 1In this paper, which was written to
introduce a one day session on Dam Safety Risk Management at
the Eighteenth USCOLD Annual Lecture, we seek to provide an
overview and introduction to the current practice of dam
safety risk assessment and management. The paper summarizes
its history and development (“roots”), its various facets
and roles (“branches”), and its benefits, limitations and
future growth (“fruit~”).

The scope of this paper is broader than making decisions
about whether or not to proceed with structural works to
improve the safety of an individual dam. It takes the
perspective that risk assessment outcomes have an important
role to play in all aspects of dam safety management. Risk
assessment for individual dams and portfolios of dams are
viewed as a valuable core activity in a dam safety program.
When properly applied, risk assessment can play a vital role
in the integration of other dam safety activities, such as
cperations and maintenance, routine inspections, monitoring
and surveillance, periodic safety reviews, staff training
and awareness, and emergency planning. Unlike the extreme
loading conditions which have become a focus of traditional
dam safety practice, these other activities affect the
management of dam safety risks on a day-to-day basis.

ITS ROOTS - EISTORY AND DEVELOPMENT

The “roots” of dam safety risk assessment and management can
pe traced from the “seeds” of the technical procedures and
philosophies ¢of dam engineering and risk assessment whicn
have germinated and grown in the “soil” of a demand for the
approach. In the first subsection we review engineering,
societal, business and public policy drivers which are
leading private and governmental dam owners to use risk-



based approaches. 1In the second subsection we focus on the
technical basis for the risk-based approach.

Drivers

The following is a summary of some of the important drivers
which have lead dam owners to take the risk-based approach:

Engineering considerations

. Existing dams which do not satisfy current flood and
earthquake loading criteria

. Existing dams which were not built to meet the current
state-of-the-practice.

. The aging and deterioration process in dams.

. The significant cost of complying with standards.

Societal considerations

. Increased downstream development below dams.

. Increased risk aversity and societal expectations for
greater protection from natural and man-made hazards.

. Growing expectations that the community will be
involved in decisions which affect its safety.

. Difficulty in relating to low probability risks which

are associated with dams.
Business and public policy considerations

. “Reinvention of Government” which has resulted in a
greater emphasis on performance-based budget
justification, the “user pays” principle, and
diminished governmental funding.

. A shift away from prescriptive regulation to “lighter
regulation”, including the sunsetting of manuals.

. A governmental emphasis on risk-benefit justifications
for health, safety and environmental regulations.

. Deregulation of the electrical utility industry and

other pressures on corporations to improve business
performance of all assets, including dams, as indicated
by the growing emphasis on asset management approaches.
. Corporatization and privatization of dams which were

previously owned and operated by governmental agencies,
and removal of the shield of governmental immunity
leaving directors and management personally liable for
dam safety decisions and practices.



Ironically, the increased severity of design flood and
earthquake standards has not always lead to safer dams.
Where a regulator, such as the FERC, has the power to
require dam safety improvements, they have taken place.
However, state regulators do not always have similar powers.
In one state, its legislature has instructed the dam safety
regulator not to require dam safety improvements, except in
an emergency, or if the state contributes 80% of the cost
from a limited fund. This state has dam safety standards
which are as severe as most states, but has made little
progress towards achieving them. So merely having severe
standards is not a sufficient condition for achieving them.

In many cases, decision maksrs are not convinced of the
justification for engineering standards that are cited as
the basis for costly dam safety works at their dams. As a
result, priority has not been given to these works, unless a
powerful regulator has required it. Some private dam
owners, such as irrigation districts, simply cannot afford
to meet these standards. 1In the public sector the available
funds for dam safety improvements fall significantly short
of those that are needed to achieve compliance with
engineering standards.

In contrast to the state in which the legislature has “tied
the hands” of its dam safety regulator, there is another
state in which the regulator has aggressively pursued
partial dam safety fixes. This has been done through a
consideration of the risks associated with each dam, and by
negotiating dam safety fixes to a point at which they can be
afforded by the dam owner. As a result, some level of risk
reduction, albeit in many cases to less than a full
stancdards level, has been achieved at the overwhelmin
majority of dams in the this state. Although the fir
state has adopted standards level criteria, little if anv
risk reduction has been achieved, whereas the second statcs
has achieved significant risk reduction, in a generallv c
effective manner through using a risk-based approach.

-
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Those who favor a “hard” regulatory approach may suggest

that 2ll that is ne=ded is to give regulators the power to

reguire that owners implement dam safety fixes. However,
t ) ha

thils would likaly result in less than an optimal rate of
risk reduction (Bowles et al 19 and Bowles et al 1998),
and would be inconsistent with the trend towards regquiring
that regulations be justified using a “risk-benefit”
rationale. This trend is driven by a concern that we can no
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longer justify or afford compliance with many health, safety
and environmental regulations (Howard 1994), and that in
many of these regulaplons have been neither cost effective,
consistent, nor “sensible” in their risk reduction (OMB
1992). An example of these concerns in dam safety is in
cases where risk reduction for extreme event fixes is
negligibly small, but very costly when compared with risk
reduction opportunities at other dams or in other fields.

A risk-based aporoach to dam safety management offers an
alternative to the “broad brush” and often cost ineffective
character of an engineering standards approach, and to the
“stalemate” which sometimes exists in jurisdictions in which

& regulator lacks the power to enforce dam safety
regulations. If properly applied, risk-based approaches can
provide the justification for a responsible dam owner to
take action to reduce significant dam safetv risks. To makse
a convincing case for a costly dam safety measure to a
private board of directors typically requires more than a
statement that a dam does not meet an engineering stan dar .
In our experience, the case for or against risk reductior

[ IS

measures can be made clearly bv presenting the results of a
risk assessment in business terms such as cost effectivenss
o; risk reduction, legal and insurance implications, and
isk-based benchmarking against safety practice in dam
sa;eby and other fields. This approach has worked even in
cases where no dam safety regulator exists.
Some have suggested that the underlying motivation for ths
risk-based approach is to save money by either not fixing
dams or by fixing them to a lower standard of safetv.
Although this motivation does exist in some cases, our
experience 1is that dam owners are prepared to proce=sd with
justifiable works when a convincing case is made based on
risk assessment outcomes. Thus, when properly applied, the

risk-based approach can result in a more rapid reduction i
dam safety risks than may occur using the traditional
approach. This is particularly true when portfolio risk
assessment 1s used to prioritize risk reduction measure
across a group of dams (Bowles et al 1998). When a risk-
based approach is used, the owner may still choose a
standards-based safet I some cases we havs sz2n
that the risk-based approach lesads to justification of
safety levels which ringent than a standards
lavel (Bowless et al

identification inf
practice, signific

-

3) n addition, by relating risk
ion to day-to-day dam safety
eduction of risks, which are much



more likely to be realized than extreme loading condition,
can be achieved.

Technical Origins

Early interest in applying risk-based approaches to spillway
sizing dates back to the ASCE Task Committee on the
"Reevaluation of the Adequacy of Spillways of Existing Dams”
(ASCE 1973). The efforts of this group were controversial
because they advocated placing a value on human life and
then basing spillway sizing on a purely economic analysis to
determine the least total economic cost based on summing
risk costs and annualized costs of a dam safety fix.

In the USA, the 1976 failure of Teton Dam and the later
failure of Taccoa Falls Dam, lead to an Executive Order
being issued by President Jimmy Carter which instructed
federal government agencies to explore “the degree to which
robabilities or risk based analysis 1s incorporated into
the process of site selection, design, construction, and
operation.” This lead to several research projects funded
by federal agencies (e.g. Howell et al 1980 and McCann et al
1585) and some in-house efforts by the U.S. Bureau of
Reclamation (1989) and the U.S. Army Corps of Engineers
(1987). These efforts did little to address the issue of
how to incorporate loss of life considerations into dam
safety decision making. FERC (1986) regulatory guidelines
were modified to include the possibility of the economic
risk analysis in cases where no loss of life was expected.
ASCE(1988) published another report on “Evaluation

Procedures for Hydrologic Safety of Dams”. Although this
report did not resolve how to consider loss of life, it did
propose a loss financing approach using indemnity costs.

In the 1980's, several risk assessment applications were
conducted by the authors for dam owners in the western U.S
(Bowles 1990). Two of these applications utilized cost-per-
(statistical) life-saved as a measure of the cost
effectiveness of reducing life safety risks to address loss
of life considerations (Bowles et al 1998).

, B.C. Hydro(1993) and the Australian

= Dams (ANCOLD 1994) developed interim 1iZ=
sk criteria based on practices in other
fields, such as industrial facility siting and nuclear
power. Although interim, by explicitly addressing loss of
life considerations, these criteria proved to be a turning



point in the application of dam safety risk assessment. 1In
1995 the U.S. Bursau of Reclamation began to develop risk
assessment procedures and interim Public Protection

Guidelines (USBR 1997). Since then the USBR has performed
dozens of risk assessments and is currently the largest user
of the approach for making dam safety decisions. The USBR

is also integrating risk assessment outcomes into other
aspects of its dam safety management program.

In 19597, an International Workshop on Risk-Based Dam Safety
Evaluations was held in Trondheim, Norway. The workshop
participants were drawn from about twenty countries.
Although research and development efforts were prasented by
most of these countries, applications of risk analysis were
limited to only a few countries such as Australia, Canada,
South Africa, and the USA.

From a philosophical perspective, some roots of dam safety
risk assessment can be traced to concepts which were
ceveloped in the fields of “decision analysis under
uncertainty” and probabilistic risk assessment in the
nuclear and aerospace industries. However, there are some
significant differences between these fields and dam safetv.
For example, decision analysis under uncertainty, which is
built on an expected value decision criterion, may be
suitable for business risk problems involving relatively
high frequency-low consequence events in which an averaging
process can be realized. However, this criterion has been
widely questioned for application to fields such as dam
safety, which involve low probability-high conseguence
events, because the averaging process which justifies the
axpected value approcach may not exist in practice. Also,
dam safety engineering deals with very extreme loading
conditions, the severity of which, have rarely been
approached. It also deals with foundation and other
materials properties which are not as well defined as in
mechanical and electrical systems.

Although it is true that the paradigm for a risk-based
approcach to dam safety is distinctly different from the
traditional standards-based approach (Bowles et al 1997},
there is much that we have learned in the traditional
approacn which must be vart of a risk-based aporoach. Thus
it 1s not surprising that aditional dam engineering
analysis has been “grafted” into the current practice in dam
safety risk assessment. That is, since new analysis
techniques, which explicitly account for reliability and

)
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uncertainty in the performance of dams are not generally
available for practical application, traditional analysis
procedures are currently adapted for analyses that support
dam safety risk analysis.

ITS BRANCHES - FACETS AND ROLES

The major “branches” of dam safety risk management include
risk analysis, risk evaluation, and risk treatment
(reduction). Risk assessment combines the first two
branches and risk management combines all three. Various
levels of effort have been proposed for performing risk
assessments (McCann and Castro 1998), but underlying these
is the concept that risk assessments should be staged, with
greater detail being justified by the value expected to be
added for decision making (Bowles et al 1978). This is
referred to as a “decision-driven” approach (NRC 1996).

A framework for dam safety risk assessment is presented in
Figure 1. 2As shown by the "column" structure in this
figure, the risk assessment process follows a five step
sequence from initiating events to system responses,
outcomes, exposure factors and consequences. Both external
(e.g. floods, earthquakes and upstream dam failures) and
internal (e.g. the initiation of piping in an embankment dam
under static loading) initiating events are considered.

Each external initiating event is described by a number of
loading ranges. Several steps may be necessary to fully
describe the system response to a given initiating event
leading to an outcome of dam failure or no failure. Various
types of consequences of dam failure may be considered,
including loss of life, economic damages, environmenta
damages, and societal effects.

There are four major steps in a risk assessment as
illustrated by the "row" structure of Figure 1. These steps
are as follows: 1) risk identification, 2) risk estimation,
3) risk evaluation, and 4) risk treatment. In Figure 1, the
term, risk treatment, refers to the consideration of risk
Creatment (reduction) alternatives using risk analysis and
risk assessment. Implementation of risk treatment is par:
Oof risk management.

=

Risk Analysis

isk analysis involves both risk identification and risk
imation (first two rows in Figure 1). Risk

by
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identification is the process of recognizing the plausible
failure modes if the dam were subjected to each type of
initiating event. Typically failure modes are represented
in an event tree, which becomes the risk analysis model.

Risk estimation consists of determining loading, system
response and outcome probabilities, and the consequences of
various dam failure scenarios and no-failure scenarios, so
that incremental conseguences can be estimated. Probability
and consegquence estimates are then applied to the various
branches of the event tree model. Conseguences are a
function of many factors including, the extent and character
of flooding, the season of the year, the warning time and
effectiveness of evacuation, and the effectiveness of
contingency plans. Risk reduction alternatives are
developed and analyzed in a similar manner to the existing
dam, by changing various inputs (e.g. system response
probabilities and conseguences) to represent the improved
performance of each alternative.

Risk Evaluation

Once risks have been identified and quantified for an
existing dam and risk reduction alternatives, thev are
evaluated against risk-based criteria. Some considerations
in applying these criteria, including ALARP (as low as
reasonably practicable) and de minimis risk considerations,
are summarized in the section on Risk-Based Criteria in
Bowles et al (1998).

Risk Treatment

from a business or management perspective, risk treatment
options can be grouped into the following catsgories,
although they are "are not necessarily mutually exclusive oxr
appropriate in all circumstances" (AS/NZS 19595):

. "Avoid the risk" - this is choice which can be made
pefore a dam is built or perhaps through
decommissioning an existing dam.

. "Reduce (prevent) the probability of occurrence" -
typically through structural measures, ox dam S
management activities such as monitoring and
survelillance, and periodic inspections.

. "Reduce (mitigate) the consequences” - for example bv
effective early warning systems or relocating exposed
populations at risk.



- "

ransfer the risk" - for example by contractual
rrangements or transfer of an asset.

. "Retain (accept) the risk" - "after risks have been
reduced or transferred, ... residual risks ... are
retained and ... may require risk financing.™

While the first three options reduce the risk to which third
parties are exposed, the fourth and fifth options only
atfect the risk that the owner is responsible for and not
the risk to which third parties are exposed.

1TS FRUIT - BENEFITS, LIMITATIONS AND FUTURE GROWTH

Benefits

Just as good fruit is the product of good husbandry, valid
and useful results from risk assessment and risk managementc
are produced by a valid process that is conducted by
gualified professionals. Examples of the benefits (“fruit”)
which have been experienced by both the practitioners and
customers of dam safety risk management are summarized
below:

Risk Analysis including Risk Identification
. Systematic identification of potential failure modes

including some which may have gone unrecognized using
traditional approaches.

. Improved understanding of dam performance by the
responsible engineers, including the event seguences
which could lead to failure.

. More comprehensive engineering analysis than is typical
using traditional approaches.

. Facilitates effective technical review and gquality
assurance.

. Facilitates ranking of failure modes and directing

analysis effort to important issues which are not
necessarily those which are amenable to analysis, such
as seepage and piping.

. Provides basis for identificatiocn of
structural and non-structural risk r

Riskx Assessment including Risk Evaluation

. Accounts for site specific aspects.



. Justification for the extent and timing of risk
reduction measures.

. Facilitates (benchmarking) comparison with risks at
other dams or other types of facilities.
. Provides inputs to the decision process but does not

prescribe the decision.

Risk Management including Risk Treatment/Reduction

. Facilitates transparency in the decision process.

. Facilitates effective communication between all
parties. .

. Provides managers and decision-makers an improved

understanding of the significance of dam safety issues
(e.g. criticality of gate operations and emergency
preparedness planning).

. Provides a basis for deciding on additional
investigations, analyses, monitoring and surveillance

. Provides inputs to assessing legal liability, due
diligence, business risks, and loss financing positions

. Facilitates a systematic and cost effective approach to
justification of risk reduction measures.

. Provides a basis for prioritization of risk reduction

measures across dams to maximize the rates of risk
reduction (Bowles et al 1998)

Limitations and Future Growth

To a large degree the limitations of the current state-of-
the-practice in dam safety risk assessment are also the
limitations of the current state-of-the-practice in dam
engineering. Our analysis tcols are imperfect and availabl
information on material properties (including foundation
conditions) is often far less than would be the normal
practice in other branches of engineering.

D

Just as judgement is a key element in dam engineering it is
a key factor in dam safety risk assessment. In performing a
risk assessment, the engineer and others are expected to
quantify their judgements and the associated uncertainties
in probabilistic terms.

Improved techniques are needed for developing technical
inputs to risk analysis. These vrocedures should represent
both reliability and uncertainty considerations. Also

improved procedures for eliciting professional judgements
and minimizing biases which might exist in these judgements



should be developed. The efficiency of risk analysis
calculations and procedures for consequence estimation are
undergoing continuous improvement. Also several efforts are
underway to develop dam safety risk analysis and risk
assessment guidelines (e.g. ASCE, CEA, ICOLD, USBR).

However, it is important to remember that the underlying
purpose of risk assessment is to assist decision makers to
make better decisions. We are not dealing with the pursuit
of scientific enguiry, although we obviously desire as firm
a scientific foundation for dam safety risk assessment as
can be provided at any point in time. The following
quotation from a recent essay on Uncertainties in Global
Climate Change Estimate by Pate-Cornell(1996) is pertinent
here:

When science can progress quietly, independentlv frcm
the pressures of pubic policy making, the scientific
community has ample time to fight its internal battles
and to prove or disprove each element of the problem.
There is no need to synthesize the state of knowledge
until the problem is considered resolved by most.

When decisions need to be made along the way, based con
partial and incomplete information for private purposss
or public sector regulations, one does not have the
luxury of taking the time to reack a complete,
unguestioned consensus. In that case, the available
information, imperfect as 1t 1is, must be synthesized at
a particular stage to represent as closely as possikble
the state of knowledge at that time.

One of the most beneficial ways of adding to our capability
in this developing field is through the performance of risk
assessments for actual dams involving their engineers and
decision makers. There is an urgent need for benchmarking
information on the risk profiles of existing dams and even
more importantly on the risk reduction characteristics of
implemented measures. This information will be invaluabls
to decision makers for interpreting risk assessment results,
including ALARP and c¢e minimis risk considerations (Bowles
et al 1998).

SUMMARY AND CONCLUSIONS
Risk assessment and risk management can be an important

enhancement to traditional dam engineering approaches.
Whilst their successful application requires a paradigm



shift, it is essential that qualified and experienced dam
engineers be responsible for their execution.

While engineering standards have served a valuable role in
enhancing dam safety, there are many cases around the world
in which they have also served as a deterrent to the
achievement of any significant risk reduction. If the goal
is avoidance of dam failure and reducing risk as soon and as
cost effectively as possible, then dam safety risk
assessment and risk management have a kev role to playv as
core activities in modern dam safety programs.
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ABSTRACT: In this paper we examine various factors which have lead to the trend for using the risk based
approach to support dam safety decision making. The relationship between the standards based and risk based
approaches is reviewed. Dam safety management is cast in the context of comprehensive risk management.
The importance of defining the decision process, the role of decision criteria, and the involvement of owners
and stakeholder in a “decision-driven” and staged risk assessment process is presented. The role of risk
assessment in short term (emergency) dam safety decisions is addressed, in addition to long term decisions on

Tmeeting extreme events.

1. INTRODUCTION

Risk assessment is still a relatively new approach in
the field of dam safety evaluation and decision
making. When properly conducted it can provide
valuable information which may not otherwise be
available from conventional approaches. Quantitative
examples include: estimated probabilities of dam
failure and the consequences of failure, and estimates
of risk reduction for various structural and non-
structural rehabilitation alternatives. In addition, the
process of conducting a risk assessment can provide
qualitative benefits such as insights into the relative
importance of various failure modes and loading types
and ranges, and the potential value of additional
analyses or field investigations. Even for high hazard
dams, where acceptable risk considerations may lead
to the adoption of “worst case” (evaluation) events,
he systematic risk assessment process can be useful
as a quality assurance tool for identifying risk
reduction options in the design of rehabilitation
measures, project operation, or emergency action

planning. Also the open display of information
obtained from a risk assessment can be a very useful
means of conveying the implications of highly
technical issues to non-technical owners and to the
general public.

Dam safety management is intrinsically a problem
in risk management and decision making under
uncertainty. In the past we have tended to view dam
safety as primarily an engineering problem. In many
countries engineering standards approaches are
leading to requirements for very costly remedial
measures at existing dams. As a result, the underlying
foundations for these standards are being examined
and risk assessment approaches are being adopted to
make explicit tradeoffs of risks, costs, and benefits.
This leads us to ask the following questions. Are the
standards based and risk based approaches
incompatible? What is driving the trend towards risk
based approaches? How should risk assessment
approaches fit into the broad framework of dam safety
decision making in a world in which regulations are
becoming less prescriptive; dams are being moved



from public to private responsibility; there is growing
competition for financial resources; and the public is
becoming more risk averse and wants to be more
involved in decisions which effect their well being?

In this paper we seek to address these questions
based on the current state-of-the-practice in dam
safety risk assessment and our experience in
performing such assessment for public and private
sector clients in the USA and other countries. For a
discussion of risk assessment procedures and several
case studies, the interested reader is directed to
Bowles (1990).

2 COMPREHENSIVE RISK MANAGEMENT

As dam safety evaluation is to dam safety
management, so is risk assessment to risk
management. A comprehensive dam safety risk
management program should include many other
components in addition to risk assessment for
evaluating existing dam safety and alternative
remedial actions. These other components should
include the following:

1. Provision of an appropriately designed, well
maintained, and regularly exercised emergency
warning system and emergency action plan.

2. A comprehensive monitoring and surveillance
program with clear assignment of responsibilities for
timely review and follow-up on collected data and
reports.

3. A well trained operations and maintenance
staff.

4. A well planned, adequately funded, and

- properly executed maintenance program.

5. Routine inspections and periodic in-depth
inspections and comprehensive dam safety reviews
and updates of any previously conducted risk
assessments that are being relied upon for dam safety
decisions.

6. An effective public consultation program.

All of these are important interrelated components
in a comprehensive risk management program for any
high hazard dam. Each is necessary for the proper
exercise of duty of care of the owner and each should
play a coordinated role in managing dam safety risks.
A fragmentary approach to dam safety management
can lead to overlooking the implications of
information held in other program components. Dams
are integral structures and their safety should be

managed in a holistic manner (Perrow 1984).

The on-going aspects of a comprehensive dam
safety program, such as monitoring and surveillance,
should play an important and complementary role to
periodic comprehensive dam safety reviews. Neither
the engineering analysis tools that are used in these
reviews nor the monitoring and surveillance programs
provide perfectly accurate or complete insights into
dam performance (Fanelli 1992). Analysis tools are
based on idealized representations of complex
structures and their foundations and must rely on
estimates of materials properties and postulated future
loading conditions. Monitoring and surveillance of
actual performance can be important in verifying the
results of theoretical analyses. They can also provide
valuable information where no analysis tools currently
exist. However, monitoring and surveillance cannot
always directly measure or observe the parameters
which are of direct importance, and it takes time and
expertise to make interpretations. Analysis tools must
often be used as part of the interpretation process for
monitoring data, or for predicting the limits of
acceptable behavior against which satisfactory
performance is judged. Thus in an overall risk
management program both on-going observations and
on-going analysis are important for developing
confidence that a dam is, or is not, performing
satisfactorily. Observations and analyses complement
each other and neither can be entirely substituted for
the other.

It is normal practice to perform comprehensive
dam safety reviews approximately every five years
(ICOLD 1987). In part, the purpose of such reviews
is to assess the effects on dam safety of any changes
in technical standards or the state-of-the-art. If a risk
based approach is adopted, the risk assessment should
be updated as part of the comprehensive review. Any
changes to risk assessment inputs, such as loading
conditions, factors that would effect predicted
performance of the dam, the consequences of failure,
or other operational outcomes should be updated. In
this way a risk assessment becomes a “living
document” which can be used by decision makers to
periodically reassess their current duty of care position
in light of changing business considerations, evolving
community values, and other factors.

3 TREND TOWARD RISK BASED APPROACH



Interest in the potential for applying risk based
approaches to dam safety decision making has
accelerated in the last two decades. An increasing
number of organizations have begun to routinely use
risk based approaches in dam safety evaluation.
These now include the U.S. Bureau of Reclamation
(Von Thun and Smart 1996), the Government of
South Africa (Oosthuizen et al, 1991), the
Government of the Netherlands (CUR 1990), various
Australian dam owners and regulators (SMEC/RAC
1995), and B.C. Hydro (1993). Many other
organizations are actively considering using the risk
based approach.

Some factors which have lead to the increasing
use of risk based approaches are common to dam
owners and operators in different countries. They
include the following:

1. The absence of functional features, which are
now considered to be the state-of-the-art in dam
design, but which were not incorporated in many
existing dams (e.g. downstream filters in
embankments to dissipate pore pressure in the event
of significant seepage).

2. The greater magnitude of extreme (worst case)
cvaluation (design) flood and earthquake events (i.e.
PMF and MCE, respectively) which are prescribed
using today’s standards based approaches compared
with those for which existing dams were designed or
are capable of accommodating.

3. The high cost of correcting state-of-the-art and
extreme event “deficiencies” which has lead to
question the justification for the standards, cost
effectiveness, and due diligence from a legal and
overall business perspective.

When considering the need for remedial works to
address state-of-the-art “deficiencies” under a risk
based approach, the goal should be to confidently
predict that the dam will perform satisfactorily under
a full range of loading conditions. Satisfactory
performance can be defined using tolerable risk
criteria such as those summarized in Section 6.

One of the following four outcomes could result
from a risk based evaluation of an existing dam with
state-of-the-art and extreme event “deficiencies”:

1. Accept the existing dam, without modification,
‘f it can be demonstrated, with sufficient confidence,
that the existing dam can be expected to perform
satisfactorily, even though it might not meet current
standards.

2. Modify the existing dam so that the modified
dam would be expected to perform satisfactorily, with
sufficient confidence, but not necessarily to current
standards.

3. Remove and reconstruct the dam, so that the
new dam would be expected to perform satisfactorily,
with sufficient confidence, and meet current
standards.

3. Decommission the dam so that it no longer
poses a threat to downstream populations at risk.

The costs and risks associated with the drastic
action of removing an existing dam and reconstructing
it would often be unacceptably large, and the resulting
benefits might be questionable or difficult to prove.
Nevertheless, in some cases this may be the only way
to achieve the goal of satisfactory predicted
performance with sufficient confidence.

Satisfactory performance under loading conditions
that are within the range experienced at an existing
dam may be demonstrated through monitoring and
surveillance and engineering analysis. For extreme
floods, earthquakes, and static loading conditions,
which are outside of the range that has been
experienced since a dam was constructed, the sole use
of monitoring and surveillance to demonstrate
satisfactory performance is problematic. However,
testing of material properties, structural and stability
analyses, and the transfer of experience from similar
dams can all be used to predict performance under
extreme loading conditions.

The degree of confidence in performance
predictions can often be improved with additional
testing, monitoring, and analysis.  Risk based
approaches focus on predicting dam performance and
the confidence (or uncertainty) associated with these
predictions. In contrast, the sole use of traditional
approaches emphasizes factors of safety and
compliance with standards provides only vague
indications of the level of confidence that is being
attained in achieving satisfactory performance. Thus
it is seldom clear if the level of confidence is
unjustifiably excessive or undesirably small.

The magnitudes of extreme evaluation events
have increased over the past few decades for various
reasons, including the following:

1. The “‘unknowable” nature of worst case
events.

2. Changing methodologies which tend to
produce increasingly more conservative design events.



3. Difficulty in determining the plausibility of
combinations of contributing factors used to calculate
worst case events (e.g. very small loss rates coinciding
with worst case precipitation to define a probable
maximum flood event).

4. The tendency for design professionals to favor
more conservative definitions of worst case events.

5. Animproved understanding of the potential for
inadequate performance of dams and their foundations
under dynamic seismic loads.

A danger of focusing dam safety studies on worst
case scenarios is that deficiencies associated with
lower magnitude more frequently occurring loading
conditions may be given too little attention. Thus, by
focusing on the most unlikely fraction of one percent
of the event magnitudes, one might overlook the range
of events which are much more likely to cause failure
of an existing dam. An example would be focusing
on the capability of a spillway to cope with a PMF
while deficiencies under static (water) loads are given
little attention.

4 STANDARDS V. RISK BASED APPROACHES

We use the term, “‘standards based approach”, to refer
to the approach to design and evaluation of dams in
which a satisfactory safety condition is defined by
either: a) compliance with prescribed performance
measures or loading conditions; or b) use of the
current state-of-the-art (or practice) meaning the
generally accepted present-day approach to dam
design, evaluation, and construction.

The term “risk based approach” is used to refer to
the approach to design and evaluation of dams in
which an acceptable safety condition is defined using
information provided from a risk assessment and
other decision inputs. Risk assessment is a systematic
process wherein experienced dam engineering
professionals provide decision makers with estimates
of the risks and associated uncertainties of system
responses, outcomes, and consequences, which
characterize the performance of an existing dam and
various remedial action alternatives under a full range
of loading conditions.

It might appear that the choice between a
standards based v. a risk based approach is between a
“clear cut” standards approach and a risk based
approach which might lead to the acceptance of a
higher risk of failure than would be the case under the

standards approach. However, a standards based
approach is not necessarily as clear cut as it might first
appear. For example, under the standards based
approach professional opinions and practice can vary
over the selection of appropriate design criteria. A
standards based approach does not ensure a “zero
risk” solution to a dam safety concern. Furthermore,
a standards based approach involves “blind” risk
tradeoffs whereas these tradeoffs can be made more
explicit under the risk based approach. If a purely
standards based approach is used it is unlikely that the
implied risk tradeoffs will be understood by the
decision makers, their technical advisors, other
stakeholders, and their legal and financial advisors. In
contrast, a properly conducted and well
communicated risk assessment can be expected to
provide all parties with valuable understanding and
insights of potential risk tradeoffs. In addition, risk
assessment can be expected to provide: a basis for
prioritizing remedial works; a clearer picture of the
potential benefits of non-structural measures, such as
emergency warning systems and a basis for deciding
on any temporary operating restrictions.

In some cases the outcome of a risk assessment
could be a decision to adopt standards based design
criteria. In fact, the standards based approach can be
thought of as a prescribed point on a continuum of
different performance standards or design (evaluation)
loading conditions. The risk based approach can be
readily used to examine a range of these performance
measures or loading conditions to evaluate the effects
on reliability, consequences, cost effectiveness, and
due diligence of deviating from the standards based
approach. In this way the risk based approach can be
used to explore the appropriateness of a standards
based approach. Sole use of a standards based
approach without risk assessment can lead to the
adoption of design criteria which might be
unjustifiably conservative or lax for a particular dam.

There is an important difference between the way
in which the standards and risk based approaches treat
different worst case event estimates. The standards
based approach tends to treat less conservative and
more conservative estimates of evaluation events
without recognition that they differ in their likelihood
of occurring. In the risk based approach smaller
probabilities of occurrence (annual exceedance
probabilities) can be associated with more
conservative estimates of extreme events. In this way,



risk assessment provides a framework within which
differences in the degree of conservatism in extreme
even estimates can be accounted for in selecting and
justifying an evaluation event for a particular dam.
This can be done using the joint probability
distribution for the occurrence of various contributing
factors which define an evaluation event (e.g. initial
reservoir level and antecedent moisture levels for a
flood event). It also provides a means for quantifying
the uncertainties that exist in defining worst case
event scenarios. Other benefits of using a risk based
approach are presented in Bowles (1996b) and Bowles
(1987).

5 DEFINING THE DECISION PROCESS

In our experience it is important to clearly define the
decision process that will be used to make a dam
safety decision. Ideally this should be done before a
risk assessment can be designed, in consultation with
the stakeholders, to provide information inputs that
will be useful at each stage in the process, and on an
agreed upon schedule. The National Research
-Council (1996) refers to this type of approach to risk
‘assessment as “decision driven”. Adopting such an
approach will provide a basis for appropriate and
justifiable limits on the level and detail of risk
assessment efforts. This is important since there is
virtually no end to the amount of effort which could
be put into a detailed risk assessment. It is therefore
important to remember that risk assessment should
become an end in itself; the end should be a quality,
well communicated and highly defensible dam safety
decision.

In clearly defining the decision process the
following questions should be addressed:

1. Who are the decision makers?

2. What will be the role for community
consultation and for the various stakeholders in the
decision process?

3. What decision criteria will be used by the
decision makers? This should include an evaluation
of the entire framework in which the dam safety
decision will be made including regulatory, legal,
financial, business, economic, environmental, social,
and other considerations.

4. What information from risk assessment is
needed by the decision makers and stakeholders
throughout the decision process?

6 DECISION CRITERIA

Various criteria can be useful to judge results from a
risk assessment when a long term dam safety decision
(Bowles 1996a) is to be made (for a short term
decisions see Section 9). They include life safety,
economic, and other types of criteria. Care must be
taken that the selected criteria are consistent with the
dam safety decision framework and that they serve the
dam safety decision process which is identified at the
outset of the risk assessment (see Section 5). A search
for internationally applicable dam safety risk criteria
could result in criteria which do not serve all dam
owners in all countries equally well. This is
particularly true if, as is often the case with a strict
standards approach to accommodating extreme
events, the focus is on selecting and meeting a
criterion rather than prioritizing a sequence of risk
reduction measures, giving consideration to the cost
effectiveness of each measure.

Life safety is always an important consideration.
It can be evaluated using both societal and individual
tolerable risk criteria such as those in the ANCOLD
(1994) Guidelines on Risk Assessment and by BC
Hydro (1993). Societal criteria are commonly
expressed as F-N curves of cumulative frequency, F,
of life loss exceeding various magnitudes, N. It
provides a means of judging the scale of potential life
loss from individual failure modes, or combinations of
failure modes, for a single dam. Overall life loss can
also be evaluated against an expected annual life loss
criterion as in USBR (1997). In either case it is still
important to evaluate individual life safety criteria to
assess the potential for individuals to be excessively
exposed to the risk of dam failure.

Public and private investments are typically
evaluated against a benefit/cost or rate of return
criterion. Dam safety projects seldom fair well in
such evaluations because the probability of failure is
often small and thus the expected benefits are very
small relative to the certain investment of capital and
maintenance funds. Out of more than seventy dam
safety risk assessments we have completed only one
has shown a benefit/cost ratio greater than unity.
Benefit/cost ratios could be increased by adding a
value for human life to the assessment of benefits.
However, we feel that this raises serious ethical and
moral issues and we do not recommend such an



approach to evaluating the benefits of increased public
safety.

We have found that a useful approach to
considering the benefits of increased public safety is
to evaluate the cost effectiveness of structural and
non-structural alternatives. This can be done by
calculating a cost-per-life-saved for each alternative
and comparing these with similar costs for other
facilities which expose the public to risk of life loss.
By pursuing alternatives with costs-per-life-saved
which are less than those in these other fields, an
owner is at least being consistent with the extent to
which these other fields invest in public safety. Care
must be exercised in selecting fields in which risks are
similar in nature to those created by dams. The U.S.
Office of Management and Budget (OMB 1992)
argued that the cost effectiveness approach is a
“sensible” way to justify the investment of federal
government dollars, or private funds as the result of
regulations in public health and safety measures.

Cost effectiveness measures can also provide a
very useful basis for prioritizing dam safety
investments such that those which are expected to
result in the greatest reductions in risk for a given
level of available funding are undertaken first. When
this approach is applied to a portfolio of dams it
should maximize the rate of (public) risk reduction to
which the dam owner is exposed. Typically one can
expect that such an approach to prioritization will lead
to a high priority being given in a dam safety program
to implementation of early warning systems (EWS).
In this case, EWSs would not necessarily be used as
a substitute for structural options, but as an early and
~typically very cost effective step in improving public
safety. If structural measures are subsequently
implemented, an EWS might be retained as a
supplement to structural measures.

In addition to these life safety and economic
criteria, consideration should be given to financial,
business, legal, and other factors which the owner and
other stakeholders must take into account in their
decision process. This should include an appropriate
role for community consultation in the overall
decision process so that the dam owner meets its
social responsibilities as well as its business
objectives and regulatory requirements.

7T STAGED APPROACH TO RISK ASSESSMENT

Much of the information needed to perform a risk
assessment is commonly developed in the course of a
traditional periodic comprehensive dam safety review.
However, some additional work is always required to
provide the necessary inputs for a risk assessment.
The amount of additional work depends on the scope
and level of detail of the risk assessment.

In conventional engineering analysis it is common
practice to select parameters conservatively. In
performing these analyses to provide inputs to risk
assessment, it is usually desirable to rerun these
analyses using best estimates of parameters to obtain
realistic performance predictions. Also it may be
useful to analyze steps partially failed sections in the
case of progressive failure mechanisms that would be
expected to result from foundation liquefaction, for
example. In addition, sensitivity analyses using
ranges of values for key input parameters can provide
valuable information upon which to base risk
assessment inputs and judgements that experienced
engineers are expected to make in conducting risk
assessments.

We advocate using a staged approach to risk
assessment. Under this approach, later more detailed
stages are performed only if warranted by the potential
value added to the dam safety decision making
process through reduction in the level of uncertainty
in risk assessment outputs. More detailed stages of
risk assessment usually require that more detailed
inputs be obtained from additional field
investigations, testing, or engineering analyses.
Before proceeding with a more detailed risk
assessment, the extra cost it would entail should be
weighed against the expected improvement in the
quality of the decision that is to be made using risk
assessment outputs. This is another example of
making dam safety risk assessment a ‘“decision
driven” activity. '

8 OWNER AND STAKEHOLDER INVOLVEMENT

We have had direct experience with involving water
users groups, regulators, owners, operators, legal
advisors, senior management, and politicians in the
dam safety decision process using risk assessment. So
far our involvement with community groups has been
mainly through our clients. However, we have found
that in most cases the understanding provided by the
systematic and transparent risk assessment process has



been acclaimed by all parties. In our experience it has
been important to involve these groups throughout the
process and not just through the presentation of a final
report. Such a process of continual involvement
presents communications challenges and one must be
careful in presenting preliminary risk assessment
results to lay audiences. Credibility can be shaken if
significant changes occur in these results in later
stages of the risk assessment. Of course similar
difficulties can exist with a standards based approach
if conclusions based on preliminary analyses are made
public, and significantly different conclusions are
released after additional analyses are completed. The
open and honest communication of uncertainties is
highly recommended. Also it is recommended that
the technical risk assessment team enlist the
assistance of experts in risk communication and
community consultation.

Where they exist, community consultation
requirements contained in environmental impact
assessment processes might be used to provide for
community consultation in dam safety decision
making. However, care should be taken to avoid
diluting dam safety issues.

- We have repeatedly found that it is difficult for
lay people, and in many cases technical people, to
have a holistic and balanced perspective on dam
safety issues when a purely standards based approach
is used. The difficulty is that the standards approach
often masks the true nature of dam safety management
which is intrinsically a problem in risk management
and decision making under uncertainty. When a
standards approach is used, there is a danger of
misleading the public into thinking that the adoption
of standards based design (evaluation) criteria will
provide absolute protection against the risk of dam
failure (i.e. zero risk). This is obviously false and the
fact that dams have been built to meet these standards
have failed proves the point. Even though following
a risk based approach presents challenges in risk
communication, we have found that the additional
effort is well worthwhile considering the benefits of
sharing a more complete and honest picture of the true
risks and uncertainties that are inextricably associated
with dam safety decisions. This has been repeatedly
borne out by client testimonials such as Waite (1989).

9 LONG TERM AND SHORT TERM DECISIONS

Dam safety risk assessments have most commonly
been conducted to provide inputs to long term
decisions on the level and priority of remedial works
needed to meet extreme events. Risk assessment can
also be used to provide inputs for short term
decisions, including emergencies and the need for
reservoir operating restrictions (for example, USBR
1996). Three time frames can be distinguished for
such decisions:

1. Prior to construction of remedial works;

2. During construction of each phase of remedial
works; and

3. At the completion of each phase of remedial
works.

The outcome of these short term decisions can be
used to establish reservoir level restrictions during
each phase of remedial work, and perhaps the timing
of the works with respect to seasonal reservoir
inflows. At the completion of each phase of remedial
works, risk assessment can be used to provide inputs
to the decision to allow increases reservoir levels as a
result of the additional margin of safety added by
those remedial works.

In long term decision applications of risk
assessment the emphasis is on balancing risks, costs,
and benefits over a long period of time when selecting
an appropriate level of protection against extreme
events. When using risk assessment in support of
short term decisions the concern is for the imminent
development of a failure condition. In this case the
long term time frame can not be counted on for
balancing risks, costs, and benefits. We suggest that
when used in support of short term decisions, risk
assessment should be used for the following primary
purposes:

1. To identify the relative risk (likelihood and
consequences) of various failure modes; and

2. To reduce the risk of each failure mode
through a) management actions (e.g. reservoir
operating restrictions, emergency repairs); b)
improved detection of worsened conditions that could
lead to failure; c) contingency planning covering all
aspects of the owner’s responsibilities, including the
decision and notification steps that lead to initiating a
downstream evacuation; and d) coordination of
contingency planning with the local authorities who
are responsible for evacuation.

It must be stressed that the use of risk assessment
in support of short term decisions must not delay



taking immediate emergency action, when such action
is prudent and necessary. However, we believe that
even when immediate action has been taken risk
assessment can be used to help guide the on-going
decision process. Benefits of this use of risk
assessment in this short term context include the
following:

1. Understanding of the development of event
sequences which might lead to imminent failure.

2. Assessment of the need for additional
instrumentation to identify changed conditions.

3. Identification of critical values of performance
parameters for initiating additional investigation or
emergency action.

4. Assessment of the benefits of various short
term actions such as reducing reservoir levels, or
improving response times for making emergency
releases.

5. Assessment of the adequacy of warning time
and ways to increase warning time and its reliability.

10 CONCLUSIONS

We have stated that the true nature of dam safety
management is intrinsically a problem in risk
management and decision making under uncertainty.
In a world in which regulations are becoming less
prescriptive, dams are being moved from public to
private responsibility. There is growing competition
for financial resources, and the public is becoming
more risk averse and wants to be more involved in
decisions which effect their well being. The
continuous risk management framework can provide
a valuable approach to meeting these challenges. The
risk management approach should treat dams as
integral structures whose safety should be managed in
a holistic manner. It should also take into account the
uncertainties which exist as a result of the current
limitations in our capabilities to predict and monitor
dam performance.

Risk assessment is a component of the risk
management approach. It provides the opportunity for
engineering inputs to be considered along side the
many other factors that owners and others must
consider when making dam safety decisions. In our
experience it is important to clearly define the
decision process that will be used. Adopting a
“decision driven” approach to risk assessment will
provide a basis for appropriate and justifiable limits

on the level and detail of risk assessment efforts with
the goal of reaching a quality, well communicated and
highly defensible dam safety decision.

In some situations the funds needed to meet
extreme event standards simply do not exist. In many
other cases reliance on a purely standards based
approach does not provide adequate justification to
convince lay decision makers of the need to meet
these standards and a “stalemate” has resulted. We do
not argue with the desirability, and even the necessity,
of meeting extreme event standards in many cases.
However, we observe so many cases in different
countries in which no risk reduction has been
accomplished even though it is well recognized that
standards are not being met. We suggest that in many
cases the focus should be on identifying and justifying
the next most cost effective risk reduction steps rather
than waiting to meeting an extreme event standard. In
addition, correcting for all state-of-the-art
“deficiencies” is often impracticable and must be
addressed by risk management rather than structural
approaches. The irony is that even when expensive
works are completed to meet standards, a dam may
remain much more at risk to the malfunctioning of
gate systems, to inadequately trained operators, or to
the absence of a properly maintained early warning
system, than it was to undercapacity of a spillway, for
example. Of course each case must be individually
evaluated, and as we have sought to emphasize, in
some cases standards based solutions will be justified.
When properly implemented, risk assessment can
serve as a valuable tool within a comprehensive risk
management framework for effective dam safety
management. We further suggest that such a
comprehensive and systematic approach is necessary
for the proper exercise of duty of care of a dam owner
and to assist in meeting due diligence.
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UNDERSTANDING AND MANAGING THE RISKS OF AGING DAMS:
PRINCIPLES AND CASE STUDIES

David S. Bowles', Loren R. Anderson?, Terry F. Glover?,
and Sanjay S. Chauhan®

ABSTRACT

Risk management can enhance all aspects of the management of
aging dams. Risk analysis can strengthen the identification
and understanding of dam safety issues. Risk assessment can
provide valuable information on the risk reduction
characteristics and benefits of structural and non-structural
risk reduction options. 1In addition, to being useful for
technical purposes, risk assessment outcomes can strengthen
the case for funding capital improvements, additional
investigations, and on- going dam safety activities, such as
monitoring and surveillance and emergency management. A
portfolio risk assessment and an individual dam risk
assessment, which the authors have completed for owners and a
regulator, are summarized to provide specific examples of the
use of risk analysis, risk assessment and risk management in
gaining insights, exploring options, and justifying safety
improvements at aging dams.

INTRODUCTION

The challenge of managing aging dams is rapidly becoming a
principal focus of dam engineering throughout the world. At
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least a quarter of the dams listed in the U.S. Army Corps of
Engineers (USACE 1997) National Inventory of Dams are more
than 50 years old. The fact that these dams are the products
of a different generation of design standards and construction
practices is generally of greater concern than the aging
process itself. The risks associated with aging dams are
typically of low probability but high consequence. They
usually affect third parties, which in many cases may not
realize that they are at risk. The underlying dam safety
issues are usually technically complex and information about
foundations, and even the materials from which the dam itself
is constructed, is less than desirable. Typically,
justifications for expending large sums to reduce dam safety
risks have been based mainly on non-compliance with
engineering standards, and are found to be unconvincing by
non-technical decision makers (Bowles et al 1997 and 1998a).

A primary objective of dam owners and regulators should be to
ensure that aging dams “do not create unacceptable risks to
public safety and welfare, property, the environment, and
cultural resources” (USBR 1993). The manner in which dam
safety decisions are made varies from one owner to another,
but increasingly these decisions are being made by non-
engineers [“From engineers on top to engineers on tap”
(Haisman 1998)]. In this setting, engineering inputs are
considered along with a multitude of other business-related
considerations. Thus, simply requiring that dams meet
engineering standards is often not the most effective way to
manage the safety of aging dams (Bowles et al 1998a and
1998b). The risk-enhanced approach is an alternative that is
being increasingly used. When properly implemented, it can
result in a more rapid and more cost effective achievement of
risk reduction at aging dams. This approach seeks to a)
develop an thorough understanding of the dam safety risks, and
b) explore the options and provide a basis for managing these
risks in the context of the owner’s business.

This paper is divided into four main major sections. The next
two sections summarize ways in which risk management can be
used to better understand and manage dam safety risks. 1In the
following section we summarize a portfolio risk assessment and
a risk assessment for an individual, which we have completed
for owners and a regulator. These case studies provide
specific examples of the use of risk analysis, risk assessment
and risk management for gaining insights, exploring options
and justifying safety improvements at aging dams. The paper
closes with a summary and conclusions section.
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UNDERSTANDING THE RISK

Qualitative Insights - Risk Identification

One of the first steps in performing a dam safety risk
analysis is the identification of potential failure modes over
full ranges of flood and earthquake loading and also for
normal operating conditions. Risk identification is a
qualitative process of listing potential failure modes as
sequences of events or combinations of conditions, which are
considered to be necessary for dam failure to occur. This
process is driven by repeatedly asking the simple question,
“If a certain range of loading were to occur, what would be
the resulting effect on and response of the dam-spillway-
foundation-abutment-reservoir system?” The outcomes of the
risk identification process can improve the recognition and
understanding of dam safety issues even before quantitative
risk analysis. Risk identification can aid with the
recognition of cases in which, even though conditions may
exist for an incident to occur, other conditions that are
necessary for dam failure to result may not be present. For
example, earthquake-induced localized liquefaction may not be
of sufficient severity and extent to lead to a deformation on
a scale sufficient to lead to a loss of the reservoir
contents. Even if significant deformation occurs, reservoir
levels may or may not be high enough to lead to an immediate
overtopping dam failure (e.g. Lower San Fernando Dam) and
delayed failure modes may be avoided by an emergency drawdown
of the reservoir pool.

In our experience, with risk assessments on almost 150 dams,
we have seen many cases in which application of a systematic
risk identification process has lead to the recognition of
failure modes that had previously been missed (see Pykes Creek
case study in this paper). Although there is no guarantee
that all failure modes will be identified, the likelihood that
all significant failure modes will be recognized should be
improved when a systematic risk identification process is
properly applied by experienced dam safety engineers.

The insights gained through the risk identification process
can be most valuable in positioning the engineer to design
against specific failure modes. They can also lead to ideas
for effective risk reduction measures, which might not
otherwise have been suggested. Risks associated with human
errors, communications and access problems, or institutional
arrangements associated with operations and maintenance and
monitoring and surveillance activities may be recognized for
the first time; thus positioning the owner to take actions to
lesson these risks. The potential for human intervention to
reduce the likelihood of dam failure during an incident, or to
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mitigate its consequences, might be recognized. Valuable
ideas for contingency planning may be developed. The
vulnerability of a structure to malfunctioning of spillway
gates may be better understood.

The identification of specific failure modes frequently leads
to the recognition of gaps in the information that is needed
before a quantitative assessment can be performed. Such gaps
may be filled through field investigations, materials testing,
engineering analysis or seeking expert inputs. Traditionally,
the scoping of dam safety investigations and evaluations has
been heavily influenced by the identification of deficiencies
defined with respect to engineering standards. Efforts are
sometimes allocated disproportionately to those deficiencies
which are most amenable to analysis, and not necessarily to
those which pose the greatest risk, or offer the greatest
opportunity for cost effective risk reduction. Ideally,
efforts invested in investigations should justified by the
reduction of uncertainties or the improvement in the
confidence in engineering and other inputs to dam safety
decisions.

The insights gained from risk identification may lead to
shifts in the emphasis of investigative programs. For
example, there may be a shift from focusing on spillway
deficiencies for very rare floods, to concerns about piping or
seepage, which are associated with much more frequent loading
conditions and which could lead to a sudden and possibly
undetected failure. In one of our early risk assessments
(Bowles 1988), the shift was from performing a dynamic seismic
stability analysis, to better defining the problems associated
with evacuation of a large metropolitan area in the event of
an upstream dam failure.

Quantitative Risk Assessment

Moving from the qualitative step of risk identification to
quantitative risk assessment enhances the insights and other
benefits that can be developed during risk identification. To
obtain '‘quantitative estimates of the risks associated with an
existing dam requires that flood, earthquake and static loads
be described using probability distributions. It also
requires that the system responses, which comprise failure
modes, and which were identified as part of the risk
identification step, be characterized using conditional
probabilities, and that consequences be estimated, together
with exposure conditions that affect life safety risks. Thus
the estimated risk is represented in terms of probabilities
and consequences of failure for various failure modes of the
existing dam. Similar estimates are made for structural and
non-structural risk reduction measures. For each measure,
appropriate changes are made to the system response
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characteristics and other relationships, such as, reservoir
stage-annual exceedance probability (AEP), stage-discharge,
and consequences.

Uncertainty is intrinsic to dam engineering and can be
quantified using uncertainty analysis in conjunction with risk
analysis. If uncertainty about foundation conditions or
materials properties are considered to be too large to proceed
with confidence, the value of obtaining additional information
through investigation, testing, and analysis can be assessed,
and used as a basis for deciding if these efforts are
worthwhile.

MANAGING THE RISK

Exploring Options

Risk assessment provides a valuable framework within which to
compare a range of risk reduction measures. It provides
insights into the unique risk reduction characteristics of
each measure in a form that has been found useful to engineers
and understandable to non-engineering decision makers. For
example, increasing spillway capacity by lowering the spillway
crest would be expected to increase the frequency of
operational flood damages while decreasing the probability of
dam failure. Raising a dam would reduce the probability of
failure, but in the event of a failure the extent of damages
will likely be increased. An emergency warning system may not
provide an opportunity to reduce the probability of dam
failure, but should decrease the potential for loss of life.
If spillway gates are present, the many factors, which affect
their operational reliability, can be explored so that the
most effective means of improving reliability can be
formulated. Figure 1 illustrates the differing life safety
risk reduction characteristics of some different flood risk
reduction measures.

The insights obtained through the qualitative and quantitative
aspects of risk assessment can improve the range of risk
reduction measures, which are identified. In some cases
combinations of structural and non-structural measures may be
significantly more cost effective, or even the only way to
reduce risks to tolerable levels. We have seen several dams
for which even a state-of-the-art structural fix is not
sufficient to reduce risk to tolerable levels where a dam is
located immediately above a populated area.

Justifying Actions

The need for better justification of both capital works and
on-going dam safety management activities has probably never
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been greater than it is in these days of privatization,
deregulation, and reinvention of government. Traditionally, a
deficiency with respect to an engineering standard was
considered to be sufficient justification for proceeding with
a dam safety fix. Today, a strong business-related
justification must frequently be made. Such a justification
should include an explanation of the risks, including the
consequences for the owner and third parties, for the existing
dam and for various risk reduction alternatives. It should
include an assessment of the implications of each alternative
for such business processes as capital budgeting, due
diligence and liability, contingency planning and business
criticality, and loss financing and insurance coverages. In
addition, a firm basis should be provided for monitoring and
surveillance, operations and maintenance, and emergency
preparedness planning.

Various criteria have been developed for use in evaluating dam
safety risk assessment results. Amongst the most important
are tolerable risk-to-life criteria. These are generally
based on the probability and consequences associated with the
failure (performance) of a dam. Risk and safety levels can be
compared with those expected for other types of facilities,
such as hazardous industry siting and nuclear power plants.
Thus, by supplementing engineering standards with information
obtained from risk assessment, the risk-enhanced approach can
avoid the shortcomings of a engineering standards-only
approach, while better communicating the significance of dam
safety issues and justifications for actions to lay decision
makers.

In addition to life safety criteria, other criteria which can
be useful for justifying dam safety actions can include
estimates of financial liabilities for comparison with
insurance coverages, rate of return and benefit:cost
information, and estimates of the cost effectiveness of risk
reduction actions. The role of cost effectiveness, including
cost-per- (statistical) life-saved (CPLS), for prioritizing dam
safety risk reduction measures is further discussed in the
following subsection. CPLS can also be useful for
benchmarking the level of expenditure by other dam owners in
protecting public safety.

By obtaining estimates of dam safety risks, a basis can be

established for comparing risk reduction decisions within and
between portfolios of dams. These benchmarking exercises are
becoming of great interest to dam owners, especially in times
of deregulation and increasing competition. They should also
be of interest to regulators. Such comparisons can provide a
relatively objective measure of due diligence and might be

used in an adversarial setting in the event of a dam failure,
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or if third parties were to question the adequacy of an
owner’s dam safety program.

Prioritizing Actions

Actions to reduce the risk associated with existing dams can
be prioritized in various ways. Traditionally hazard ratings
have been used to sort dams into different groups. Greater
effort is then invested in dam safety management for high
hazard dams than for low hazard dams. However, hazard rating
systems are typically of little use for prioritization of a
group of dams because hazard categories lump many dams into a
single high hazard category (Bowles et al 1995). Also,
hazard, as defined by these rating systems, has no
relationship to the probability of failure and little
relationship to the consequences of failure.

Risk-based approaches for prioritizing dam safety improvements
can be based on the level of existing risk, the amount of risk
reduction, or the cost effectiveness of risk reduction (i.e.
risk reduction per dollar expended or “bang for the buck”).

To maximize the rate of risk reduction for a single dam or
over a portfolio of dams those risk reduction actions with the
greatest cost effectiveness should be given the highest
priority. This is clearly demonstrated in the portfolio risk
assessment case study presented in the following section.

The most cost effective actions may include low cost measures,
such as emergency preparedness planning or a parapet wall.
These measures may not be complete fixes, and their
implementation might be only a first phase or an interim
measure in a multi-phased dam safety improvement program. The
Pykes Creek Dam case study illustrates a phased approach for
addressing flood deficiencies. When risks are high,
relatively expensive measures can be cost effective if the
resulting risk reduction is large. The as-low-as-reasonably-
practicable (ALARP) condition can be considered to be
satisfied when actions are no longer cost effective, as
indicated by a very large cost for a very small risk reduction
(e.g. a very large CPLS).

CASE STUDIES

Two risk assessment projects, which the authors have performed
for clients in Australia, are summarized in this section. The
first project is a portfolio risk assessment of 17 large dams.
The second project is for individual dam, and was a
demonstration project sponsored by the owners and the
regulator in the State of Victoria in south-eastern Australia.
The regulator is developing and promoting a Business Risk
approach to dam safety regulation and management (Watson
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1998). These demonstration risk assessments were part of a
program for implementing the approach throughout Victoria in
response to the Victorian Review of Headworks (SMEC/RAC 1995),
which recommended that “a staged risk assessment approach
should be thoroughly integrated into the practice of dam
safety evaluation ... in the State of Victoria ...”. Each
case study is summarized in the following four parts: a)
purpose and overview, b) results, c) outcomes and d) benefits
of using a risk-enhanced approach to evaluating and managing
the safety of existing (aging) dams.

Portfolio Risk Assessment

a) Purpose and Overview

The South Australian Water Corporation (SA Water) changed from
a state government department to a public corporation in July
1995. It provides water and wastewater services to a
population of more than 1 million people throughout South
Australia. SA Water operates and maintains 16 large dams as
part of the bulk water system and one flood control dam. It is
self-regulated with respect to dam safety and has a good dam
safety record. However, more than half its portfolio of large
dams is older than 75 years, and in many cases they do not
meet modern engineering standards. A number of dams are
located on streams that run through metropolitan Adelaide
where the consequences of a dam failure would be catastrophic.

SA Water will need to make some important choices on how much
dam safety improvement is justifiable at each of its dams, how
to prioritize these improvements, and at what rate to proceed.
Such decisions will be made within the framework of
expectations of long term profitability and improving the
Corporation’s business value. To provide inputs to these
important decisions, and in view of the move to risk-based dam
safety decision making in Australia, SA Water commissioned an
initial portfolio risk assessment (PRA). The PRA was designed
to provide a baseline assessment of the existing dams and an
initial prioritization of future investigations and possible
risk reduction measures. The PRA comprised a reconnaissance-
level engineering assessment and risk assessment. These
assessments were performed for flood, earthquake, and static
loading. Various structural and non-structural risk reduction
measures were developed and evaluated. Bowles et al (1998c)
provides additional details on this study.

b) 1) Results - Existing Dams
Results from the engineering and risk assessments of the

existing dams are summarized for each type of loading, as
follows:
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¢ Floods: Over the portfolio, flood failure modes account for
more than 90% of the probability of failure and about 80% of
the total risk costs, but only about 30% of the life loss
risk. Only one dam is expected to meet ANCOLD flood
guidelines.

e Earthquakes: Earthquake failure modes are estimated to
contribute about 1% or less to the portfolio probability of
failure, total risk costs, and life loss risk. Current
practice for earthquake resistance is expected to be met by
five dams.

e Static: Over the portfolio, static loading (normal operating
conditions) failure modes appear to contribute less than 10%
to the probability of failure and less than 20% to the total
risk costs, but almost 70% to the life loss risk, due to the
lack of warning time needed for evacuation. Current
practice for static loading is expected to be satisfied by
14 dams.

For ANCOLD (1996) revised interim societal (life safety) risk
criteria, five existing dams do not appear to meet the limit
criterion, and an additional six dams do not appear to meet
the objective criterion.

b) ii) Results - Risk Reduction Measures

A total of 23 structural risk reduction measures were
formulated at a reconnaissance level as logically separable
construction packages. Each measure was developed with the
intent of meeting an engineering standards level of risk
reduction. Even so, some are not expected to meet ANCOLD or
other societal risk criteria for life loss, due to their close
proximity to a population at risk.

Benefit:cost ratios greater than one were identified for only
two structural measures: installing external back-up seals on
the upstream face of a concrete faced rockfill dam
(approximately 2:1); and stabilizing a free standing crest
structure used for raising another dam (greater than 40:1).
Net present value is estimated to be positive for only the
second of these structural measures.

Four ALARP (as low as reasonably practicable) justification
ratings (“very strong”, “strong”, “moderate”, and “poor”) were
proposed for use in the SA Water PRA based on increasing order
of magnitude of cost-per-life-saved (CPLS), which is a measure
of the cost effectiveness of improving life safety. Of the 23
structural measures, there are three “very strong” ALARP
justification ratings, three “strong” ratings, three
“moderate” ratings, and 14 “poor” ratings. These ratings were
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used in developing implementation phases, which is described
in the next subsection on outcomes.

c) Outcomes

The Dam Safety Improvement Program (DSIP) component of SA
Water’s overall dam safety program will comprise further
engineering evaluations and the implementation of structural
and non-structural risk reduction measures. Evaluations will
include engineering investigations and detailed risk
assessments. These will be of sufficient depth to achieve a
“sign off” level confidence in dam safety evaluations and
decision making, and to provide sufficient information for
design of structural and non-structural measures.

An initial priority for implementing the 23 structural risk
reduction measures was developed to maximize the rate of
estimated risk reduction for the expenditure of capital funds
for dam safety improvement. First priority was given to
reducing life safety risks until a point of diminishing
returns is reached after the first eight measures, which have
the smallest CPLS values. Second priority was given to
reducing total risk costs (i.e. direct SA Water and third
party). The resulting prioritization is referred to as “the
PRA prioritization”.

The estimated rate of life safety risk reduction is
significantly greater for the PRA prioritization than for the
current SA Water program prioritization (Figure 2). It is
estimated that the proposed DSIP would achieve 98% of the
total life loss risk reduction for about 15% of the total
capital costs, compared with about 75% of the total capital
costs to achieve the same level of risk reduction under the
current SA Water prioritization. Risk reduction measures were
assigned to four implementation phases based on the PRA
prioritization and various risk-based ratings thresholds.
These are described in Bowles et al (1998c).

On the basis of the PRA, a number of recommendations were made
so that SA Water can effectively integrate and apply the PRA
findings within its existing dam safety program. Key actions
that SA Water is, or will be taking, include the following:

® High priority is being given to establishing and
implementing a risk-based DSIP comprising further
investigations, implementation of all reasonable and
practical structural and non-structural measures with the
goal of reducing risks to tolerable levels, and
consideration of emergency preparedness plans (EPP) and
early warning systems (EWS) for all dams.
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®* The PRA indicated that at some dams there are high life
safety risks or a high probability of failure. High
priority is being given to evaluating the need for short
term measures to reduce risks in these cases.

® Existing dam safety management program activities and
contingency planning will be reviewed based on insights
developed in the PRA.

e Consistent with the baseline nature of the initial PRA, it
is intended to regularly update the PRA as additional
information becomes available.

e Based on the PRA, it is expected that detailed risk
assessments will be justified at a number of dams. As a
minimum, the initial risk identification step of detailed
risk assessment will be applied to all dams.

d) Benefits

Many useful insights into dam safety issues, which might not
otherwise have been obtained, were provided by the PRA
process. SA Water now has an overall picture of the current
dam safety status of its large dams from both a standards-
based perspective and a risk-based perspective. The proposed
phased implementation of structural measures and further
evaluations is proving useful for prioritizing and managing
dam safety evaluation and improvement efforts, and
importantly, is regarded as a defensible strategy for
reduction of risk.

Another significant benefit of conducting the PRA is that it
identified a more rapid approach to risk reduction than the
existing dam safety program prioritization, which was based on
traditional approaches. By taking a risk-based approach to
prioritizing dam safety evaluations and improvements, SA Water
has obtained information that is useful for integrating dam
safety issues into overall business planning. However, the
owner can still choose whether or not to adopt a standards-
based or risk-enhanced approach to establishing safety targets
for long-term risk reduction at each dam.

The close partnership between the consultant and SA Water
technical staff and the periodic involvement of SA Water
executives and the Board contributed to the effective conduct
of the PRA. This level of interaction is clearly an essential
ingredient for maximizing the value of a PRA process to the
owner and achieving rapid acceptance of PRA outcomes.

Pykes Creek Dam

a) Purpose and Overview



Nineteenth USCOLD Annual Meeting and Lecture
Atlanta, Georgia, May 16-21, 1999

Pykes Creek Reservoir is located west of Melbourne, Victoria,
Australia, in the 121 km® Werribee Basin. It supplies
irrigation water and some supplemental urban water. Rapid
urban development is expected to continue and has encroached
on the floodplain. The original embankment dam was completed
in 1911 with a 3.35 m raise in 1930 resulting in its present
reservoir capacity of 23,900 ML. Recent safety reviews had
identified a number of dam safety issues, as follows:

* A spillway capacity estimated to have an AEP of 1 in 16,000,
but which was less than that called for in ANCOLD flood
guidelines for this dam.

* An intake tower that only just passes the 1 in 1,000 AEP
design seismic event, although the embankment dam should
withstand the 1 in 10,000 AEP design seismic event.

* The inability to inspect the intake tower guard gates and
outlet conduit due to excessive leakage past the remaining
guard gate.

The owner, Southern Rural Water (SRW), initiated a risk
assessment of the dam with the stated objective, “to identify
those deficiencies .. which present an unacceptable liability
to SRW and to recommend prioritized cost effective remedial
measures.” The risk assessment addressed potential flood and
earthquake failure modes and possible internal failure modes
in the dam or its foundation under static loading.

The main components of Pykes Creek Dam are as follows (see
Figure 3):

* Embankment: A zoned embankment with a central puddle clay
core supported by shells of stony material with rockfill
toes. 1In 1967 a highway embankment was constructed on the
downstream toe of the dam and crosses over the dam crest
near the spillway on the right abutment. The highway
embankment divides the dam into two parts, which we refer to
as embankments 1 and 2 (see Figure 3).

¢ Outlet tower: The unreinforced concrete tower is 29.2 m high
with a low level inlet and four operating inlet ports.
Problems with the tower include an inability to dewater for
guard gate maintenance, the condition of the guard gates,
concrete structural integrity under seismic loading, and
siltation. Up to 15% material loss through graphitic
corrosion of the guard gate has been found, although the
gate is considered to retain sufficient structural strength
to withstand full storage hydrostatic loads.

® Outlet works: The outlet works consist of a 900 mm diameter
reinforced concrete encased outlet conduit with two
downstream control valves.
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® Spillway: The spillway consists of a mass concrete ogee
fixed crest 4.3 m high and 92 m long. The spillway chute is
in competent rock and is unlined, except for the apron and
training wall along part of the left abutment. There is an
approximate 10 m vertical drop to the natural stream bed
below.

Existing information was reviewed and some additional analyses
were performed. Potential failure modes were identified and
formed the basis for an event tree risk model. System
response probabilities were estimated for various ranges of
inflow floods and earthquakes that might lead to dam failure.
Dam breach analyses and flood routings were completed and were
used to estimate the consequences for each failure mode. The
principal identified flood failure modes were:

e Overtopping and erosional failure of embankment 1 and the
highway embankment - the role of the highway embankment as a
“second line of defense” had not been accounted for in
previous dam safety reviews.

e Overtopping and erosional failure of embankment 2 - the
lesser consequences associated with failure of this lower
section of embankment had not been recognized previously.

e Overtopping of left spillway training wall leading to
erosional failure of embankment 2 - this failure mode had
not been previously recognized and was identified through
the systematic risk identification process.

Identified earthquake failure modes were:

e Embankment 1 deformation leading to overtopping erosional
failure and failure of the highway embankment.

e Embankment 2 deformation leading to oyertopping erosional
failure.

e OQutlet works rupture leading to piping failure due to loss
of upstream control.

Potential internal (normal operating conditions) failure modes
under static loading were:

e Piping of embankments 1 and 2.
e Slope instability of embankments 1 and 2.
e Piping along the outlet works.

In the event of failure of embankment 1 by piping or slope
instability it would be necessary for the highway embankment
to fail before there would be a release of the reservoir
contents.
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b) i) Results - Existing Dam

The existing Pykes Creek Reservoir has a relatively high
probability of dam failure (3 x 107 per year) and economic
risk cost ($137,000 per year), but a relatively low annualized
incremental life loss totaled over flood, earthquake and
internal failure modes (7 x 107° lives per year). Financial
loss was estimated at AU$50M (plus personal injuries and
losses downstream of Melton Dam which were not assessed in
this study) with approximately 40% of this amount being direct
losses to the owner.

Approximately 95% of the probability of failure and risk costs
were attributed to an erosional failure of the embankment
initiated by overtopping of the training wall of the emergency
spillway. Overtopping is estimated to begin during relatively
minor flood events (with an approximate AEP of 1 in 15) and
has been confirmed by observation. This potential failure
mode had not been recognized in previous dam safety
evaluations but was identified through the risk identification
process.

For best estimates of warning time, the existing dam satisfies
the ANCOLD (1994, 1996) amended interim societal risk
objective criterion, individual at greatest risk limit
criterion (3 x 107° per year compared with the criterion: 1 x
107" per year), and individual risk objective criterion
averaged over the population at risk (PAR) (1.5 x 1077 per vyear
compared with the criterion: 1 x 10™° per year). The existing
dam also satisfies the Tier 1 USBR (1997) Public Protection
guidelines and B.C. Hydro (1993) interim criterion for
annualized incremental life loss. However, it does not
satisfy ANCOLD'’s individual at greatest risk objective
criterion. Also, considering the magnitude and likelihood of
economic consequences for flood-induced failures, the New
South Wales (NSW 1993) Total Asset Management example
guidelines would suggest that “corrective action (is) required
in a reasonable time frame” based on the best estimate and
that it is “imperative to suppress risk to lower level” based
on the high confidence estimate.

Sensitivity of existing dam risk assessment results to a one
hour reduction in warning time for flood failure modes, showed
that annualized incremental life loss would increase by more
than two orders of magnitude. At this level it would not meet
the Tier 1 USBR Public Protection Guidelines or the B.C. Hydro
societal risk interim criterion. The limit values of the
ANCOLD interim societal and individual risk criteria would no
longer be met. Thus it is very important. to develop
sufficient confidence that the warning time for flood-induced
failure modes of the existing dam can be achieved.
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b) ii) Results - Phase 1 Risk Reduction

A significant risk reduction can be achieved by raising the
spillway training wall to protect against erosion of
embankment 2. This relatively inexpensive measure was
considered as a Phase 1 risk reduction measure with all other
risk reduction alternatives being considered under Phase 2.
Based on best estimates, Phase 1 risk reductions from the
existing dam, are as follows:

e Probability of failure: from 3 x 10™° to 1.5 x 107* per year

e Annualized life loss: from 7 x 10° to 2 x 10> lives per
year

e Average individual: from 1.5 x 1077 to 4.9 x 10°% per year
e Most exposed individual: from 3 x 10 to 1.1 x 107° per year

The Phase 1 benefit:cost ratio is estimated to be about 12.5
and hence the CPLS is zero. Clearly Phase 1 measures are
justified economically. With Phase 1 risk reduction, the NSW
(1993) Total Asset Management example risk category would
change from “medium” for the best estimate and “major” for the
high confidence estimate, to “low” for flood loading with both
best and high confidence estimates. In the low category,
“corrective action (is recommended) where practicable”. Phase
1 appears to satisfy all the risk-based criteria, which were
considered in this study, except for the Tier 2 USBR Public
Protection Guideline (1.5 x 107* per year compared with the
guideline: 1.0 x 10™* per year).

Sensitivity studies on loading and system response
probabilities did not change the outcomes of the evaluations
of the Phase 1 measure against any of the risk-based criteria.
Decreasing warning time by one hour was shown to change only
one evaluation against risk-based criteria: the ANCOLD (1996)
interim societal objective criterion would no longer be met.
However, it was recommended that a more detailed assessment of
the effects of warning time should be conducted to develop the
necessary confidence in warning time estimates used in this
study.

b) iii) Results - Phase 2 Risk Reduction

Phase 2 risk reduction measures were examined to determine if
they can be justified by ALARP using CPLS estimates or “de
minimis” risk considerations. The following nine
alternatives were considered:

[ AR-1: Flood early warning system
. AR-2: Convert highway embankment into a retention dam
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° AR-3: Decommission

] AR-4: Raise embankment

° HR-2: Lower spillway crest

. HR-3: Hydro Plus spillway gates

° ER-2: Increase stability of downstream embankment slopes
. IR-1: Replace guard gate

. IR-2: Raise clay core to the dam crest

Justification for risk reduction measures was examined against
the existing dam including the Phase 1 risk reduction. With
the exception of the flood early warning system, none of the
Phase 2 alternatives were estimated to have a strong economic
(i.e. benefit:cost ratio) or life safety (i.e. ALARP based on
CPLS cost effectiveness considerations) justification. It
appears that business considerations related to loss financing
or public trust may dominate a decision on Phase 2 measures.
Also, some Phase 2 alternatives may be justified based on the
“de minimis risk” principle, which tends to support
implementing low cost risk reduction measures even though
other justifications may be lacking.

c) Outcomes

Even before the draft report to SRW was finalized, they
engaged an engineer to design the Phase 1 raise of the
spillway training wall. Considering the relatively high
probability of dam failure (3 x 107 per year or an AEP of
about 1 in 330) and economic risk cost ($137,000 per year),
especially compared with the earlier estimates of an imminent
failure flood with AEP of 1 in 16,000, such prompt action was
justified.

Phase 2 risk reduction alternatives have less justification
than Phase 1. Nevertheless, it may be appropriate to
implement some Phase 2 measures at Pykes Creek Dam. However,
it was recommended that SRW conduct a PRA of their portfolio
of eight dams so that they could prioritize risk reduction
opportunities across all their dams. SRW has now completed a
PRA.

d) Benefits

Benefits of this risk assessment are summarized as follows:

® A better overall understanding of failure modes including
the role of the highway embankment in dividing the dam into
two sections of embankment with one having a “second line of
defense” provided by the highway embankment and the other
having a much lower breach flow potential since it is a
lower section on a rock foundation.
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®* The previously unrecognized spillway training wall
deficiency was identified as a result of the systematic risk
identification process carried out at the beginning of the
risk assessment.

¢ Concerns about the performance of the outlet tower and
outlet works during earthquakes were shown to be very minor
risks in comparison to flood risks and yet engineering
effort had been focused on the outlet tower prior to
performing the risk assessment.

* Risk assessment outcomes were valuable in developing a
phased approach to risk reduction and relating the
implications of dam safety risks to the owner’s business.
In contrast the traditional safety review approach did not
provide any prioritization between deficiencies nor did it
provide information needed for evaluation of the business
risk associated with the do nothing scenario.

¢ The critical role of warning time for evacuation was
recognized - a more in-depth evaluation of warning times for
various failure modes was recommended to develop sufficient
confidence that warning times estimate for the risk
assessment could be achieved in practice.

e After completing the Pykes Creek Risk Assessment, the client
recognized the value of the risk assessment process. As a
result SRW decided to conduct a PRA of their portfolio of
eight dams to pursue similar benefits for their other dams
and to prioritize risk reduction measures across their
portfolio.

SUMMARY AND CONCLUSIONS

Through discussion of principles and cases studies, we have
sought to present some of the benefits of the risk-enhanced
approach to managing the safety of aging dams. When properly
applied by experienced dam engineers, risk assessment
procedures can provide qualitative insights and quantitative
estimates of risk and risk reduction. These can be valuable
to engineers and to non-technical decision makers. For owners
of many dams a good starting point is an initial portfolio
risk assessment, to prioritize future efforts across all
aspects of their dam safety program. Individual dam risk
assessments should be carried out to a level of detail
justified by the decisions that will depend on them. This
typically should involve a staged approach in which additional
effort is expended on developing risk assessment inputs only
as justified by the degree of confidence and defensibility
needed for the decisions that are to be made. It is therefore
important that the uncertainties associated with risk
estimates be carried through the risk assessment and presented
to decision makers in a manner that is understandable and
useful to them.
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The challenge of managing aging dams is not just a technical
matter, it should also be seen in the overall context of the
owner’s business with manifold considerations such as customer
service and business criticality, contractual obligations,
capital budgeting, improving business value, legal
implications, emergency and contingency planning, loss
financing and insurance, public perception, and many others.
To fail to see this threatens our ability to win the necessary
financial and other resources necessary to achieve and
maintain safe aging dams. Through the systematic approach of
risk assessment, technical and business understanding can be
improved and strategies for cost effective risk reduction
through structural and non-structural means can be formulated,
explored, justified, and prioritized.

Risk analysis should not be an end in itself. It should serve
the purpose of better understanding and managing the risks; or
as a recent National Research Council (NRC 1996) report puts
it, “Risk characterization should be a decision-driven
activity, directed toward informing choices and solving
problems.”

Although risk assessment has sometimes been criticized as a
tool for justifying less safety, we submit that the opposite
should be true. The proper motivation for dam safety risk
assessment and risk management should be to achieve:

®* More safety

® More rapidly

®* More cost effectively, with

® More understanding by all stakeholders, and

* More integration across all aspects of the dam safety
program.

Engineering standards have played a useful role in our
profession and should not displaced by risk assessment.
However, by supplementing engineering standards with
information obtained from risk assessment, the “risk-enhanced”
approach can avoid the shortcomings of the “engineering
standards only” approach, while providing ways to better
communicate problem understanding and justifications for
actions to lay decision makers. As such we believe that an
appropriate level of risk assessment should become the
cornerstone for all dam safety programs. As Bowles stated in
the oral presentation of Bowles et al (1998a), “I can foresee
the time, when dam safety evaluation will not be best
practice, unless a properly conducted risk assessment is
included.”
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I. Introduction

Each and every day Reclamation decides to operate a facility, it is implicitly accepting the risks
posed by the structure. By using risk analysis techniques Reclamation is attempting to understand
the nature and severity of the risks so that it can make informed decisions. Tightening budget
constraints suggest it is appropriate to use risk determinations as a tool to direct funding to those
issues presenting the greatest risks. Thus it is imperative that each facility’s risk be identified and
analyzed to provide correct information to the dam safety decision process.

This document is mostly about risk analysis, that is, how to identify loading conditions, potential
failure modes, and consequences, and how to estimate the probabilities for each event. Questions
like “does the identified risk justify further action” or “what should be done to reduce risk” belong
to risk assessment, and are beyond the scope of this document. While the primary topic is risk
analysis, this document starts by providing a brief introduction to risk assessment and risk
management concepts. This is so that the reader can understand where risk analysis fits into the
entire dam safety process, what the legislative mandate for risk analysis is, and what are some of
the appropriate uses for risk analysis. After this brief introduction, the remainder of the document
will discuss how to prepare for a risk analysis, how to conduct a risk analysis, and how to report
the findings from a risk analysis.

A. Role of Risk Analysis and Assessment in the Dam Safety Program

Risk and uncertainty are intrinsic in water resource management activities. Uncertainty arises
from the lack of information about the loads that a dam will actually experience, the lack of
perfect information about the manner in which the dam will respond to those loads, and limited
information about what the resulting consequences would be. Risk arises from undesirable
consequences and the uncertainty over whether or not those consequences will actually occur.
Risk analysis and risk assessment should not be confused with risk taking. Contrary to risk
taking, risk analysis and assessment provides a method to better manage risks with available
resources. Estimating the probability and magnitude of consequences of potential options
facilitates decisions tﬁat focus available funds where the greatest risk reduction and benefit can be
attained. Figure 1 portrays a simple model of how dam safety issues proceed from identification
to risk analysis to risk assessment and decision making.
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The objective of Reclamation’s Dam Safety Program is to ensure that Reclamation water
impounding structures do not create unacceptable risks to public safety and welfare, property, the
environment, or cultural resources. This objective is aimed at fulfilling the Federal Government’s
trust responsibilities for the safety and welfare of the downstream public. The authorizing
legislation for the dam safety program [1] states:

“In order to preserve the structural safety of Bureau of Reclamation dams and
related facilities, the Secretary of the Interior is authorized to perform such
modifications as he determines to be reasonably required.”

Responding to the congressional mandate, Reclamation has refined the goal as follows [2]:

“The objective of the Safety of Dams Program is to ensure that Reclamation
structures do not present unacceptable risks to public safety, prcjt)erty, and welfare.
This requires identifying structures which pose unacceptable risks and taking
corrective actions to reduce or eliminate these risks in an efficient and cost effective
manner. Reclamation policy is to provide safe structures, but this does not imply a
risk free environment. A safe dam is one which performs its intended functions
without imposing unacceptable risks to the public by its presence.”

Risk analysis procedures help organize engineering approaches to credibly identify potential
failure modes and related downstream consequences which are often the fundamental information
necessary to make decisions related to program objectives. However, risk analysis should only be
viewed as one of the inputs to the overall risk assessment and decision process. Other typical
inputs to the assessment process are traditional engineering analyses and judgements, funding
considerations, environmental considerations, public involvement, political considerations and
economic considerations. Thus the quantitative and qualitative results of a risk analysis must be
melded with the quantitative and qualitative information from these other inputs to form the final
decision.

While describing the process of determining unacceEtable risks is beyond the scope of this
document, additional information may be found in the Reclamation’s Policy and Procedures for
Dam Safety Modification Decisionmaking (2], Guidelines for Achieving Public Protection in
Dam Safety Decision Making [3],; and Policy for Decisions Related to Dam Safety Issues [4].

B. Meaning of Risk and Probability

Among the many concepts proposed for defining risk, the meaning adopted here is most
succinctly expressed by Webster's Dictionary as "the possibility of loss." This risk definition
incorporates the dual concepts of uncertainty about the occurrence of some event (possibility),

and the adverse consequences should it occur (loss). In a dam safety context, the event of interest
is an uncontrolled release of the reservoir and the resulting conseguences which may include loss
of life, economic loss, or other adverse consequences. As implied in the definition, there is
uncertainty in predicting the future performance of the dam, including the loading conditions it
may experience, its response to these loads, and estimating failure consequences. Such
uncertainties are inevitable to varying degrees in any risk analysis because of imperfect knowledge
or incomplete information about the physical processes involved.

Quantitative estimates of dam failure risk require quantifying the likelihood of loads, adverse
responses given the load, and adverse consequences given a failure occurs as well as the
uncertainties associated with each. The estimation process relies on engineering techniques



whose applications differ little in principle from deterministic dam safety assessments. The
difference in a risk analysis is the requirement for quantifying uncertainties in all of their various
forms. Probabilistic methods inherently address these uncertainties.

In this sense, probability is a quantified statement of likelihood based on one's degree of belief or
level of confidence in the occurrence of a certain outcome, a certain response, or the presence of a
certain condition. In most cases the probability of occurrence is not determined solely on the
basis of data, analysis or performance. While the estimation of the probability of occurrence can
consider such information, there are typically other factors that also impact the estimate. Such
factors would include those issues that cannot be quantified or that are statistically verifiable.

The probability estimates for all aspects of the problem depend on the state of knowledge at the
time of their assessment and the ability of the assessor to express all of the contributing factors
and uncertainties as fairly and honestly as possible. In this respect, probability and hence risk
itself, are best viewed as the quantified expression of engineering judgment.

At its most fundamental level, the concept of risk analysis embodies identifyinF and quantifyin
three elements: (1) the events and conditions that could cause failure, (2) their likelihood, and (3)
their consequences. Or more simply put:

. How could failure occur?
*  How likely is it?
e What would happen if it did?

Answering these questions provides the data necessary to estimate a quantitative measure of risk
as computed by the following equation:

Risk = P[load] x P[Adverse Response given the load] x Adverse Consequence given the failure

C. Intended Audience

This document presents a general approach for analyzing the risk posed by dams. It is intended
that this analysis, along with other input, be used by decision makers within the Bureau of
Reclamation concerning dam safety.

Within Reclamation, this document is intended to benefit a broad cross section of the staff.
Facilitators can use the methods outlined as a road map for guiding risk analysis teams through
the process of estimating and documenting risks. Risk analysis participants may use the document
to learn how to follow the process. Dam safety decision makers may wish to use the document to
gain some background on the methods used to develop the risk analysis results which are being
resented to them. The intent during the development of the document was to focus on the
acilitators’ needs while providing sufficient detail to be educationally valuable to others.

D. Developmental Nature of the Methodology

This document presents methods which are considered to be most reasonable for meeting the
objectives of the Dam Safety Program at the Eresent time. As the application of risk based
methods in water resources management (and more specifically in Dam Safety) spreads, there will
undoubtedly be improved methods developed. When these new methods and supporting
toolboxes are developed for Reclamation, this document will be revised to include them.



There will also be specific situations arise which are not adequately addressed by the methods
presented in this document. In these cases, risk analysis teams and facilitators are encouraged to:

*  Seek out examples of similar situations at other dams

*  Seek advice from other employees and/or consultants

»  Propose/develop workable solutions which are consistent with the principles of the methods
provided in this document.

When these actions result in additional methods or insights which would have benefit to other risk
analyses, they will be included in subsequent revisions of this document.



II. Purposes of Risk Analysis

The broad purpose of risk analysis as a dam safety tool is to improve the effectiveness and
efficiency of Reclamation's dam safety efforts. However, it is important to recognize that risk
analysis, while key to decision making, does not alone constitute a dam safety decision. A number
of factors, many external to the analysis, are incorporated and synthesized at the decision making
level. The value of risk analysis is derived nearly equally from: 1) the process itself that helps
develop a deeper understanding of the dam and the key dam safety issues, and 2) the numerical
results that are used in the decision making process, especially for setting priorities. The
following discussions describe the various goals that risk analysis should seek to achieve.

A. Communicating Risk

A primary purpose of the risk analysis is to communicate risk judgments, both to the decision
maker and within the study team itself. Whereas a deterministic dam safety assessment can
identify potential dam safety deficiencies, communicating the associated risks enhances
information content by expressing judgments about the relative severity and importance of the
risks. Quantified risk analysis results provide a common denominator for comparing conditions
that could not otherwise be related to each other (for example, post-liquefaction FS = 0.9 versus
80% PMF spillway capacity), both for a given dam and among different dams.

If risk analyses are to serve the decision maker in this way, the risk must be communicated clearly
and unambiguously, and the various sources of risk for a given dam must be explicitly identified.
It is not suff?client to determine the total risk associated with a dam without also explaining the
underlying rationale for why the value resulted and how it was derived. This includes the
identification of the major sources of risk (loading conditions and failure modes). The logic
structure contained in the event tree generated as part of a risk analysis can be a significant aid to
this end if it is constructed with appropriate logic and clarity of communication in mind, as
discussed subsequently in Section IV.B (Developing Event Trees). In addition, any risk analysis
will itself be subject to uncertainty arising from different interpretations of the information
available. The risk communicated to the decision maker needs to be accompanied by some
statement of the confidence to be placed on it, and various means for doing so are described in
Section V.B (Uncertainty Analysis). All of these aspects of risk communication depend heavily
on the presentation and completeness of the risk analysis documentation, matters addressed in
Section V (Documentation and Presentation).

‘An equally important aspect of risk analysis is to promote interchange among the team members
~ during the process. Here too, discussions centered on risk provide a focused format for
comparing and relating the significance of potential failure modes and processes across the
boundaries of the various technical disciplines involved. A sense of scale and proportion to the
importance of specific analysis and evaluation efforts emerges as the corresponding risk
contributions from these studies are identified. The participation of field personnel as well can be
invaluable. Certain site-specific features whose significance might not otherwise be obvious can
assume critical importance when viewed in the kinds of risk-related contexts that these
interactions provide.

B. Improving Understanding of Dam Behavior

The safety of a dam can most effectively be improved if its design, construction, and behavior are
thoroughly understood. Therefore, another primary purpose of risk analysis is to enhance this



understanding by more explicitly identifying the features and conditions of the dam that contribute
to its vulnerability or robustness. This can come about in several ways.

The process of detailing potential failure modes and the requirements for those failure modes to
develop into an uncontrolled release of the reservoir provides a very different perspective on dam
behavior than the perspective obtained from a design point of view. When the participants are
challenged to find ways in which a dam could fail, they are more likely to identify vulnerabilities.
Recognizing such potential vulnerabilities provides a better basis for understanding the manner in
which the dam wiﬁ) respond to a variety of loading conditions. By asking "how could this dam
fail?" it encourages greater attention to the unique conditions and performance history of each
individual structure. The result can be to identify important mechanisms and conditions that
might otherwise have been overlooked. A relative sense of urgency associated with the various
risk scenarios is also obtained.

The outcome of the risk analysis will provide information that permits comparison of the relative
risk contributions of each potential failure mode and the relative risk contributions of each loading
increment considered. In relation to the total risk for the dam, this information allows the
dominant risk-producing conditions to be identified, which in turn can then serve to focus efforts
on the most critical aspects of the project. For example, determining that spillway erosion under
100-year recurrence interval floods would produce significantly greater risk than overtopping
under PMF conditions would lead to greater emphasis on the risk of the more frequent, but

erhaps less catastrophic erosion problem. Deriving the risk contribution for each potential

ailure mode promotes a more balanced view by reducing overemphasis on those mechanisms for
which advanced analytical methods may be available at the expense of those for which
computational techniques are less well-developed or not available.

Seen in this light, risk analysis is a dam safety tool for refining engineering insight.
C. Identifying Information Needs

A further purpose of risk analyses is to provide a road map for %uiding any additional dam safety
investigations. Logically, those failure modes that produce the largest risk contributions should
receive greatest attention. Conversely, further investigations may provide fewer benefits for those
failure modes shown to contribute little to total estimated risk.

In some cases where little information is available, confidence limits on the results of the risk
analysis may be comparatively wide. If greater refinement is necessary for decision making
purposes, information from further investigations or technical analyses may have the potential to
narrow these limits if targeted to the more significant risk contributors. On the other hand,
additional information unlikely to substantially influence the estimate of risk may not be
warranted. "Information” in this context includes not only field exploration data and consequence
estimates, but also more readily-obtained information from such sources as construction records,
case-history literature, or analyses that may not have been available at the time of the previous
risk analysis stage.

Risk analysis should not be seen as discouraging the gathering of information that is critical to
understanding the behavior of the dam. Rather, the intent is to use risk as a means for more
precisely targeting the areas where further information is most required and pinpoint the types of
information of greatest benefit.



D. Formulating Corrective Action Alternatives

When it is necessary to develop alternatives for reducing risk at a particular structure, the
information developed in the course of preparing a risk analysis will aid in formulating alternatives
which effectively mitigate the risks identified. By understanding the goal of risk reduction, the
nature of the risks involved, and the operational needs of the project, a group of effective
alternatives can be developed and evaluated. When risk reduction becomes an evaluation

criterion along with cost optimization and any other appropriate objectives, the resulting
evaluation criteria provide an effective framework for developing alternatives.

By applying the evaluation criteria to brainstorming alternatives, inferior alternatives can be
id)éntiged and eliminated from further consideration at an early stage. The goal is to eliminate
those alternatives which have no reasonable chance of being selected as the alternative to be
implemented. For example, an alternative with higher costs and lower risk reduction is inferior to
an alternative with lower cost and greater risk reduction when there are no other criteria to be
evaluated.

E. Allocating Resources

Reclamation’s available resources for studying dam safety issues are finite. Limitations may
include availability of key personnel, equipment, funding, and/or time. In each of these cases,
choices must be made concerning the priorities for addressing the various risks at Reclamation
facilities.

With over 300 dams categorized as high hazard structures, Reclamation is constantly assessing
load, response, and consequence data %or its inventory of dams. While the assessment may not be
in great detail, it provides a general indication of which dams contribute the greatest risks to the
public and therefore require additional investigation to better quantify the risks and support
decisions of whether or not to make dam safety related modifications to reduce risk at a dam.
With so many dams in Reclamation’s inventory, it is unlikely that up-to-date documented risk
analyses will be available for all dams when resource allocations for dam safety enhancement are
necessary. However, it is still prudent to set priorities on the basis of our best knowledge of the
potential risk to the public at any given point in time. Prioritization of issues can occur for a given
dam (i.e. treat a piping problem but defer the hydrologic investigations) or for a group of dams
(i.e. when several dams are situated in the same drainage basin or in the same vicinity).

Since perceived risk is not static over time, risk analysis also provides a basis for revising

-~ priorities when the estimated risk to the public chanfes. Such changes may be the result of
changes in the population at risk, changes in our understanding of the loading conditions, changes

in reservoir operations, or the development of unexpected behavior in the dam. When changes in

the risk parameters occur, the risk analysis should be revisited to determine if the allocation of

additional resources for dam safety enhancement is necessary to provide adequate public

protection.



IIL. Preparing for a Risk Analysis
A. Defining Study Objectives

Since a risk analysis can be used beneficially for a variety of purposes, the specific objectives of
the risk analysis and questions to be answered should be addressed prior to the risk analysis team
meeting (described in Section IV). The scope of the work to be performed, time and budget
constraints, and target audience for the risk analysis must be documented such that there are
common expectations for the results (and how those results will be used) between those
performing the risk analysis and those using the results. As the risk analysis is planned, it is
important to ensure that the scope of the work planned results in information which is valuable to
the decision makers in Reclamation. Once the plan has been developed, it is important to
recognize that unexpected information revealed during the risk analysis can lea(}) to the revision of
the study plan and objectives. '

1. Risk Analysis Categories. - For the purpose of this methodology as it relates to
Reclamation’s Dam Safety Risk Management process, there are two basic categories of risk
analyses. The first, termed “Baseline Risk Analysis,” determines the risk represented by the
existing structure as it now stands and how it is currently operated. If there is a decision
made tﬁat the baseline risk justifies additional action, then a second category of risk analysis
may be employed. This second category, termed “Risk Reduction Analysis,” determines the
potential risk reduction from the baseline condition for various alternatives that might be
applicable at the site.

It is important when planning for a Risk Analysis to understand the current status of risk
studies for the dam so appropriate comparisons can be made. Performing a Risk Reduction
Analysis without having already developed the baseline risk is inappropriate.

The different types of risk analyses for each category are described below.

Baseline Risk Analysis. - There are generally three types of Baseline Risk Analysis used in
Reclamation:

Portfolio Risk Analysis: Within the U. S. Department of the Interior, there is a
Technical Priority Ranking (TPR) system in use for Dam Safety. The existing TPR
system has been in use for more than a decade to prioritize dams for study or %unding.
The TPR is established and updated by the Dam Safety Inspector (Examiner) during
preparation of the SEED inspection report. Existing information on the dam and
observations made during the inspection are used in determining the TPR.

There are currently semte initiatives within the De{)artment to replace the existing TPR
with a system that is risk-based. As they are developed and implemented, this portion
of this methodology document will be revised as appropriate.

Comprehensive Facility Review (CFR) : Senior Engineers preparing the Report of
Findings (ROF) portion of the CFR estimate the risk posed by the existing structure.



The results are generally reported in terms of the Tier 1 and Tier 2 guidelines [3] and
while typically less refined than the “Issue Evaluation Risk Analysis” described below,
the CFR still establishes an approximate baseline risk analysis of the structure. The risk
analysis portion of the CFR includes a definition of loading conditions, failure modes,
and consequences for all load classes (static, hydrologic, and seismic). Structural
failure modes are identified that improve the understanding of the dam’s behavior,
however, response probabilities and associated uncertainties are typically only
considered in a global sense and detailed event trees are usually not prepared.
Estimates are generally only prepared by the Senior Engineer and they are peer
reviewed by a senior member ofpthe staff. These estimates are based on the experience
of the engineer and on the data which is readily available. Uncertainty of the
3uantitative estimates is generally not considered at this stage but qualitative

iscussions of uncertainty may be included to help the decision makers when assessing
the report.

All the information on the dam that exists at the time the ROF is prepared is used as
input to the CFR risk analysis. The Senior Engineer will also consider information
Eained from the CFR site inspection. Hydrologic and seismic hazard studies are also to

e prepared for the CFR process and should be used by the Senior Engineer when
performing the risk analysis for the structure.

Issue Evaluation Risk Analysis: This level of risk analysis is generally the most refined
of the baseline risk analyses. The decision makers may decide from the results of the
CFR or other recent information that a Issue Evaluation Risk Analysis be
commissioned. Once commissioned, the Facilitator(s) and Team Leader would put
together a team typically consisting of personnel from the TSC, Area, and Regional
Offices. The team may be asked to verify the existing risk by considering existing risk
analyses, additional data that may have been obtained since any previous risk analysis
were performed, or to consider additional expertise (in the form of the experience of
the personnel included in the team) while estimating risk.

The team estimates risk in terms of Tier 1 and Tier 2 guidelines and will include a
portrayal of uncertainty in their estimates.

This level of risk analysis typically involves developing event trees describing failure
modes and estimating structural response probabilities, load probabilities, an
consequences. At this stage, the appropriate technical staff becomes involved in the
process by sharing their knowledge of the dam and how it will respond to various loads
as well as participating in estimating response probabilities. Areas of uncertainty will
be identified for consideration by the decision makers during their assessment of the
risk. The team should identify data needs where data collection would be expected to
significantly improve risk estimates at an economical cost in terms of time and money.

Over time there may be multiple Issue Evaluation Risk Analyses commissioned to
continue to refine the baseline risk as more data is collected, different site information
is obtained, other expertise is brought in, or as modifications are made to the structure.
The goal is to progress to a baseline risk analysis that is adequate for the decision
makers to continue to make assessments of the appropriate response to take for the
structure.
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Risk Reduction Analysis. - A Risk Reduction Analysis is an analysis that examines
alternatives as to their impact on the baseline risk. This category of analysis is begun once
the baseline risk indicates corrective action is necessary.

Alternative Identification Analysis - At this level of analysis, the goal is to determine
what alternatives would potentially reduce the risk to acceptable levels so that further
design concepts and cost estimates can be developed. While a team approach is
typically used, the team is small and the process at first is not very detailed. The team
would examine the baseline risk for the components that are producing the highest risk
and brainstorm alternatives that would have a good chance of economically reducing
risk to acceptable levels. Alternatives could be both structural and non-structural and
should consider all the components of the risk. The risk reduction may not be actually
quantified but at a minimum the key concepts of where risk reduction is anticipated
should be reported. '

Alternative Evaluation Analysis - At this level of analysis the goal is to fully examine
alternatives for their ability to reduce risk. The team should use all previous analyses
and information to estimate the potential risk reduction of the alternatives. If
alternatives include structural modifications, a certain level of design detail will be
needed to make the estimates such that the strengths and weaknesses of the proposed
modifications can be studied. Costs of the alternatives may be needed if there is a need
to quantify the economic risk reduction or if risk reduction indices [3] are to used by
the decision makers. Previously developed event trees can be revised to study and
quantify the effects of the alternatives on the components of risk.

11
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2. Documenting the Scope of Work. - The Dam Safety Office, Regional Dam Safety
Coordinator, Area Office representatives, and Team Leader define specific risk analysis
study objectives, including the basis for any decision to be made and the questions to be
answered by the risk analysis study team. The objectives may include an assessment of the
risk of loss of life and risk costs, or a determination of areas of concerns that need additional
data collection and analysis. The level of effort required for the risk analysis is one of the
outcomes of this discussion.

A written scope of work, prepared by the Team Leader, is extremely valuable in defining the
effort required for the risk analysis . While the document should have sufficient data to
provide a common understanding of the expectations, it can be prepared in a simple format
such as the worksheets shown in Figures 3a and 3b. The key elements to be identified
include the objectives of the Dam Safety Office, products expected, participants, a schedule
and budget, data availability and requirements, and the level of effort required from the
%anicipanm. When completed, the scope of work should also meet the requirements of

echnical Service Center (TSC) Memorandum No. 3, which describes the preparation of
service agreements.

The products of a risk analysis will vary with the objectives of the risk analysis. The
products can generally be classified as those which provide a description of the baseline risk
at the dam and those which frame potential future actions on the impacts to the baseline risk.
Products which describe the baseline risk could include event trees, descriptions of potential
failure modes, descriptions of loading and exposure conditions, evaluation of existing data
and analysis, and charts showing risk and consequences associated with the dam in its
present condition. Products which frame future action could include evaluation of additional
data which would add value to the analysis of risks, relative ranking of potential risk
reduction alternatives with respect to risk, and estimates of the cost effectiveness of
potential risk reduction alternatives.

As the plan for the risk analysis is being formulated, it is also important to recognize that
there may be key questions from decision makers or others which need to be answered as
part of the process. The risk analysis will be of greater value to the decision makers if these
3uesti0ns are identified and documented at the start of the process so that they may be
irectly addressed. Some examples of the types of questions frequently asked include:

Which failure modes contribute the greatest risk?

What uncertainties enter into the estimates of risk?

What information could be generated to reduce the uncertainty?

What outcomes could reasonably be expected to result from collecting the
information?

«  How would the risk be affected by each of these outcomes?

«  What are reasonable alternatives for future action and what will they cost?

e o o o

While not all of these questions need to be answered for all risk analyses (depending on the
category), the risk analysis participants need to identif]); what questions are important to the
decision makers and answer those questions through the risk analysis process.

Since risk analyses can be performed to varying degrees of detail, the detail required should
be documented at the beginning of the study. Issues to be addressed would include targeted
failure modes (if any), the avaiFability of data, and any specific desires of the decision makers
regarding format of the results.

13



Risk Analysis Scope of Work

Dam: Date:

Risk Analysis Category: O Baseline
O Identify Risk Reduction Alternatives O Evaluate Risk Reduction Alternatives

Dam Safety Office Objectives:
O Determine whether or not identified dam safety issues require further investigation

O Identify key sources of risk and uncertainty

O Identify future data and analyses needed to determine if risk reduction is required
O Identify alternative courses of action for risk reduction

0 Quantify risk reduction for alternative actions

O Other

Required Products:
O Risk Analysis Report
O Draft service agreement for next phase
0 Other

Risk Analysis Participants: (indicate which team member will serve as the recorder and prepare
the report) (not all of these participants may be required)
O Facilitator(s)
O Team Leader
0 Geotechnical
O Structural
O Waterways
0 Geology
0 @Risk Resource
O Region
O Area Office

Risk Analysis Consultants: (Provide data and may participate part time)
FIOOJ Hydrology/Paleoflood
Seismic Hazards
Consequences
Other

Schedule:
Start A Draft products complete A

Data complete ] Meeting complete ]
Products delivered to DSO A

14



Figure 3a - Worksheet for Risk Analysis Scope of Work
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Data Availability:
Data Type Data Currently Available | Data Required Date to be

Completed
Flood Hydrology

Paleo Flood(s)

Seismic Hazard
Curves

Dam Breach
Parameters/
Inundation
Mapping

Consequences
Other
Other

Staff-day Estimate:
Code Data Collection | Risk Analysis | Draft Products | Review Final Products

D-8110
D-8130
D-831_
D-832_
D-8330
D-8530
D-8540

Total

Client Approval:

Dam Safety Coordinator Date

Figure 3b - Worksheet for Risk Analysis Scope of Work (continued)
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3. Time and Budget Considerations. - Time and budget constraints play a key role in
defining the study objectives. Time, budget, and the scope of the services to be performed
are closely related and must be balanced to achieve desired results. A key consideration is
whether or not the analysis is allotted a specific budget. If a specific budget and/or time is
allotted, the scope of work must be adapted to generate the most valuable risk information
within the allotted time and budget. If the time and budget are flexible, the scope of work
must be negotiated with the decision makers such that the scope of work will yield the
required results in a cost effective manner. When developing a scope of work and
associated time and budget estimates, some considerations include:

«  Stage of Dam Safety Process - For Baseline Risk Analyses, decision makers may only
need information on the need for additional data collection or they may desire more
detailed information in later stages of the dam safety process to complete their risk
assessments.

«  Potential for Adverse Consequences - Risk analyses for major storage dams tend to
require greater effort than small dams with small reservoirs. In adcﬁtion, dams with
large downstream populations may require more attention than those with small
downstream populations.

«  Public Awareness - Risk analyses for dams with h(iigher degrees of public scrutiny may
require the same effort to reach problem understanding as other dams, but will likely
require greater attention to presentation and documentation of the risks associated with
alternatives than those with lesser public concern.

By addressing these considerations in combination with developing an acceptable scope of
work, an appropriate schedule and budget can be developed for the risk analysis.

4. Target Audience. - The target audience of every risk analysis is the group of decision
makers who must determine what future actions, it any, are required with respect to the
safety of the dam. In accordance with Policy for Decisions Related to Dam Safety Issues
{4], this group generally consists of the Regional Director, Area Office Manager, and Chief
of the Dam Safety Office, or their representatives. The objectives of the risk analysis should
ensure that concise and adequate information concerning risks and consequences is provided
to these individuals for their evaluation. In defining the objectives of the risk analysis,
participants in the process must understand that their role is focused on providing risk based
information rather than making the decision.

While the primary audience of the risk analysis is decision makers, there are likely to be
other audiences which derive benefits. These §roups may include the risk analysis
participants who gain a better understanding of the performance of a dam, operations or
water district Eersonnel who gain a better understanding of how their operations decisions
impact the risk to the public, and program managers who may use the risk analysis for
prioritizing future work. While each of these groups has a valid interest in the risk analysis
process and results, it is important to ensure that the focus of the risk analysis is maintained
on providing the decision makers with information that contributes to their decisions.

5. Approval. - The final step of defining the risk analysis objectives is to obtain approval

from the Dam Safetz Office. This part of the process is complete when there is agreement
on the scope of work, schedule, estimated cost, and intermediate checkpoints. While there
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can be some effort involved in reaching this agreement and approval, it is generally helpful in
ensuring that all participants have a clear understanding of the expected outcomes of the risk
analysis.

B. Establishing the Study Participants

1. Compeosition. - Participants in the risk analysis depend on the type and complexity of risk
analysis being conducted. It is difficult to define a generic list of participants tEat could
conduct all tfypes of risk analyses. The composition of the team will depend on the
objectives of the analysis anc{ on the level of detail expected.

For the Baseline Risk Analysis in the CFR Erocess, a senior engineer typically prepares the
risk analysis and a peer reviewer provides the technical review of their analysis. Since the
pu&pose of the analysis is usually to identify and prioritize dam safety issues in need of
additional attention, the senior engineer needs a strong familiarity with risk analysis
procedures and failure mechanisms at the dam. The engineer usually has many years of
experience evaluating dam safety deficiencies, but should not hesitate to draw upon other
technical specialists as needed to address other areas of expertise.

For an Issue Evaluation Baseline Risk Analysis, the participants usually consist of a
facilitator(s), recorder or note-taker, team leader, anJ) a various number of team members
and technical specialists (including someone to operate the software to manage the
information generated - currently @Risk and Precision Tree). The technical specialists
participate on an as-needed basis to understand and guide the thought process of the team
and to provide specialized information needed for the analysis.

2. Group Size and Organization. - Selection of the risk analysis participants is an
important step in preparing for a risk analyses. The number of participants requires
balancing inclusiveness and diversity against group effectiveness and cost. Potential
particaif)ants include technical staff familiar with the dam; operations personnel; technical
specialists familiar with loading conditions (loading specialists), failure consequences, or

am safety issues; Regional and/or Area Office dam safety coordinators; Dam Safety Office
program managers; outside experts; and others who may be able to assist in assessing the
critical safety issues for the dam. To keep the process as efficient and effective as possible,
participants may need to function in more than one role, as long as they are qualified for
each role. For example, the team leader may also serve as the author of the risk analysis
report, or a technical specialist may function as the recorder.

For an Issue Evaluation Baseline Risk Analysis, participation by regional and area office

ersonnel is generally very beneficial since they generally have a good understanding of the
ocal conditions and dam operations. For a Risk Reduction Analysis, some of the same
individuals may have important contributions in the analysis of alternatives. Area Office and
Regional Personnel may also participate in a risk analysis to gain knowledge of the analysis
so that their job of disseminating the information to the public is made easier.

The size of the risk analysis team and how it is organized are integrally related. While there
are few rigid rules for either, some general guidance can be offered.

*  Ordinarily, most risk analyses will consider seismic, hydrologic, and static failure

modes, supported by individual technical specialists in these areas. It is useful to
conduct an introductory session with all team members in attendance during which
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basic information about the dam and downstream consequences are reviewed, and the
study objectives are established. It is also desirable for all participants to assist in
identifying loading conditions, failure modes, and consequence scenarios. This
provides a common basis for understanding and sets the stage for the task ahead.
Similarly, a closing session with all team members is important for communicating and
synthesizing the outcome of the analysis, establishing consensus on the meaning of its
results, pointing the way toward identifying data needs, formulating corrective

alternatives, and achieving several of the other purposes outlined previously in Section
IL

For an Issue Evaluation Baseline Risk Analysis during which event trees are prepared
and probabilities assigned, it can be useful to convene separate subgroups for the
seismic, hydrologic, and static aspects. If subgroups are established, it is important
that there Ke a core group of participants that are active in all subgroups in order to
ensure consistent treatment of information between groups. For any one of these
subgroups (seismic, hydrologic, or static), the following numbers of participants are
generally considered, though not all are necessarily required:

Participant Number Role

Facilitators 1-2 leads discussion (full-time)

Team Leader 1 overall coordination, ensures consistency (full-
time)

Recorder 1 compiles information for documentation (full-
time

Technical 1-2 | provides seismic, hydrologic, or static response

specialists input (full-time, may be an identified participant

in the risk anal%;sis or a person with specialized
knowledge in the subject matter.)

O&M personnel 1-2 | provides detailed site information (full-time)

Loading 1-2 | explains derivation of flood or earthquake
specialists recurrence relationships (part-time)
Consequence 1 provides guidance and estimates on

specialist downstream consequences

Precision Tree/ 1 assists participants with capturing and

@Risk operator displaying event trees and probabilities so that

failure modes and risks can be understood real-
time (full-time)

These numbers seek a balance between the need for a full range of skills in providing
information and conducting the analysis on one hand, and the desire to keep the group
to a manageable size on the other. In some cases, more than about ten participants
can considerably complicate the task of the facilitator(s) in moving the process forward
without providing significant perceived benefit in terms of improved input.
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3. Roles and Responsibilities. - Every participant has a unique role on the risk analysis
team. The team leader is given the task of coordinating and ensuring completion of the risk
analysis. Therefore, the team leader’s first job is to obtain a trained facilitator or co-
facil)iltators. The facilitator(s) work with the team leader and Dam Safety Office Program
Manager to determine the expertise needed and establish the objectives and makeup of the
team. One of the goals in establishing the participants is to select people whose
qualifications make the process and results credible. The team leader and facilitator(s)
should communicate the study objectives and individual roles and responsibilities to the team
members at the beginning of the study. They should consult with the technical and loading
specialists before the risk analysis to determine what information is available or needed for
the risk analysis. The following paragraphs describe the various team members’ roles and
responsibilities that are typically needed to conduct a risk analysis.

The team leader makes arrangements for obtaininf the necessary resources to conduct the
risk analysis and is responsible for scheduling and budgeting. The leader’s duties include
preparing service agreements, establishing meeting times, arranging conference rooms, and
communicating the budget and schedule to each team member and the client. The team
leader should also collect relevant reading materials and make them available to the team
before the first meeting.

The facilitator(s) should thoroughly understand the risk analysis process and have
considerable experience leading and participating on risk analysis teams. The team leader
relies on the facilitator(s) to provide direction and advice and to draw out ideas and opinions
while conducting the risk analysis. Together, they share ownership in the analysis and help
each other in keeping within budget and on schedule, while attaining the study objectives.
Several key characteristics are needed in a facilitator to assure a successful risk analysis. The
facilitator should have participated in several risk analyses as a participant before atiempting
to facilitate and should have good communication skills. He/she should be able to run an
effective meeting and to elicit ideas and opinions in an impartial manner. The facilitator
should understand group dynamics to deter stronig personalities from dominating the risk
analysis and unduly inﬂrl)lencing others. The facilitator should also be knowledgeable about
dam failure modes and event tree construction, and should have experience in bringing the
risk analysis process to closure. The facilitator(s) are responsible for running the meetings,
summarizing key points in the discussion, eliciting expert opinion, leading development of
the event tree, assisting the participants in interpreting the results, and ensuring the recorder
gets the necessary information documented. The facilitator also needs to be adept at
recognizing individual biases and take steps to avoid allowing personal agendas to sway the
results. The facilitator(s) will run the meeting using the processes as outlined in Section IV.

Responsibility for calculation of final probabilities and development of the event tree should
be assigned to the operator of the @Risk software or another participant. Loading
specialists have the responsibility to document the justification for loading condition
probabilities and consequences.

Risk analysis Earticipants should represent a variety of viewpoints and specialties. The
group should be tailored to address the specific questions that have been defined in
developing the study objectives. The particigants should have extensive experience in their
field OF expertise and should have considerable project-specific knowledge. Ideally, at least
one or more participant should have extensive knowledge of the operation and maintenance
of the structure, and usually will come from an Area or Regional Office.
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Where a team is conducting a risk analysis, a subgroup of the participants knowledgeable
about a certain failure mode or loading condition may be responsible for development of
system response probabilities. While these Fartici ants are meeting, loading specialists,
technical specialists, and other technical staif can be called in, as needed, to supplement their
expertise. These specialists might have extensive knowledge about the potentiar loading
conditions, engineering analyses, consequences of dam failure, economics, etc. These
experts are encouraged to help the team in estimating system response probabilities.

Specialists are responsible for development of loading conditions and probabilities (e.g.,
earthquakes, floods) and for development of consequences. Together, the specialists and
other participants will develop warning time scenarios for use in consequence evaluations.
Other specialists may also be called upon to conduct additional analyses of structural .
response; provide briefings on specific aspects of response analysis; and assist in determining
system response probabilities as required. While briefing the team, the technical specialists
must convey an understanding of the assumptions and uncertainties of their analyses to the
rest of the team.

4. Recognizing Limitations. - The composition of the study team will generally consist of
staff members with varying degrees of knowledge and enthusiasm for the risk analysis
process. The facilitator(s) should be aware of Eotential biases which individuals may have
relating to estimating probabilities. Although bias can take many forms as discusse
subsequently in Appendix A, one of the more significant is known as motivational bias, when
the probability estimator has some stake or interest in the outcome of the analysis. This

might occur, for example, if a team member were to attempt to please a superior with a
"favorable" outcome, or were to promote the adoption of some particular modification
measure, or stood to benefit from adopting certain investigation techniques that the analysis
might recommend.

The facilitator(s) needs to be alert to the potential for motivational bias among members of
the study team. In unusual cases, such persons might be given the opportunity to be
excused from a particular risk analysis, but more typically a candid discussion emphasizing
the need for impartial judgments without preconceived outcomes may help to achieve the
same end by conveying the facilitator's awareness of these effects. If there is reason to
suspect that motivational bias may have substantially influenced the outcome of a risk
analysis, the facilitator(s) are obliged to make this known in the documentation and
communication of results.

C. Risk Analysis Reading Materials

Participants in the risk analysis need to come to the initial team meeting prepared to discuss
project-specific failure mocf:as, loading conditions, operations, and the potential consequences of
dam failure. This requires each participant to familiarize themselves with the project and risk
analysis procedures before the meeting.

The team leader is responsible for assembling a package of pre-risk analysis reading materials and
distributing the information to the team. The purpose of assembling the package of reading
materials is to begin to create equal understanding among participants about the risk analysis
process and problems at the dam, so that each member can confidently contribute to the analysis.
The materials should include project-specific reports and general information describing the
methodology for conducting a risk analysis.
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If risk analysis participants would like to know more about the overall risk analysis process,
general information describing how to conduct a risk analysis is contained in this document.
Toolboxes (various methods, processes, and information related to risk analyses) are currently
being developed that will enhance the risk analysis process described in this methodology, and
these toolboxes will be included with this document as they are completed. Information
concerning the manner in which the results of the risk analysis are used is included in Guidelines
for Achieving Public Protection in Dam Safety Decision Making; Bureau of Reclamation; April
4, 1997. In addition, the participants should have access to any previous risk analysis reports for
the dam and/or an example of a recent risk analysis report and case histories of dam
incidents/failures for similar facilities.

Project-specific reports and evaluations should also be collected. This material includes field
inspection reports, construction and operations histories, as-built drawings, previous dam safety
evaluations and analyses, geologic data, seismotectonic reports, flood studies, reservoir routings,
performance parameters, early warning system reliability studies, operating criteria, and pertinent
correspondence. The SEED Data Books and project files are sources of most of these materials
for Reclamation dams. The State Engineer’s Office, other Federal agencies, or private owners are
possible sources of information for non-Reclamation dams.
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IV. The Team Meeting

The information presented in this section was written primarily as a guide for the facilitators and
gartici ants in Issue Evaluation or Risk Reduction analyses, though much of the information may
e useful to those preparing Comprehensive Facility Review level risk analyses.

A. Meeting Agenda

As with nearly all meetings, an agenda for the risk analysis meeting should be developed. It
should be developed jointly by the team leader and facilitator(s) in advance of the actual meeting
and sent to all participants. The agenda should be detailed enough to serve several functions as
follows:

»  To give a broad overview of the actual meeting to help members understand the issues to be
discussed

»  To structure the meeting to help achieve a time frame for the topics (the agenda should
include a timetable for each major discussion)

*  To provide information to those who will be attending on a part time basis when their input
will be necessary (i.e. load specialists, response specialists, consequence specialists, etc.)

While most of the typical agenda items are discussed in other sections of this document, some
particular sections of the agenda deserve further explanation and are as follows:

1. Introduction. - When a team is first assembled for a risk analysis, it is imperative that all
members be quickly brought to an enhanced understanding of technical and operational
issues associated with the dam. While this objective can be partially met through
disseminating background information prior to the team meeting, schedules do not always
allow for everyone to arrive at the meeting fully knowledgeable of the information provided.
This part of the meeting is extremely important as a time for becoming familiar with the
dam, the risk analysis process, and other team members. Even though some of the topics
might seem trivial, obtaining early participation by all members is just as important as the
information to be conveyed. If members of the group can become comfortable participating
in this part of the meeting, they will more freely share their insights as the discussions
become more technical. Suggested topics to include in this part of the meeting include:

«  Client Expectations - Study objectives which have been agreed upon with the client
should be shared with the team members for the purposes of making client satisfaction
a team goal and for identifying any obstacles to meeting the client’s expectations. It is
often worthwhile to have the client attend this portion of the meeting so that any
obstacles can be resolved quickly thus allowing the team to quickly focus in on their
task.

e Team Members - Each team member should be asked to introduce themselves with
more than the customary background information. Information about each team
member’s previous experience with the dam and with risk analyses in general will help
all to better understand the resources available to the team as a whole. Each team
member should also be encouraged to express any expectations that they have about
the process including areas that they believe need to be investigated or even aspects of
the dam that they intuitively believe to be high risk. As the meeting goes on, it will be
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important to be able to address the individual needs and eerctations of the team
members in order for them to constructively contribute to the risk analysis process.

*  Risk Analysis Process - A brief overview of the risk analysis process should be
provided with special emphasis on the importance of the knowledge and judgement of
each of the participants. Although some participants may have previous experience
performing risk analyses, there may be some minor changes to the approach which are
particular to the dam being considered. The follow-on use of the analysis results by the
decision makers (i.e. risk assessment process) should also be explained.

2. Make Report Writing Assignments. - One person is responsible for pulling a final risk
analysis report together. In most cases this will be the Team Leader. Others can be
assigned responsibility for portions of the report, but the Team Leader will typically be
required to compile and generate the final product. A person will still need to serve in the
role of Recorder. This person captures the details of discussion as the risk analysis
progresses. Team Leaders will most often not be the Recorder since they are required to
participate intimately in the risk analysis process and would not be able to perform the duties
of Team Leader and Recorder simultaneously.

3. Reviews. - An introduction to the dam and its appurtenant structures will help
participants to understand the physical features and operational aspects of the dam.
Summaries of identified dam safety concerns, previous analysis, data collection programs,
and past Eerformance will help the team members to frame their input during subsequent
partls of the meeting. This can take up to several hours for a typical Issue Evaluation risk
analysis.

4. Potential Failure Modes. - A potential failure mode is an existing inadequacy or defect
originating from a natural foundation condition, the dam or appurtenant structures design,
the construction, the materials incorporated, the operations and maintenance, or aging
process, which can lead to an uncontrolled release of the reservoir. The participants should
go through a discussion of all potential failure modes, and develop a thorough understanding
of any failure mode, and screen out failure modes that are judged to be inappropriate or
unrealistic.

5. Loss of Life Estimates and Other Consequences from Dam Failure. - All loss of life
information, including population at risk, potential warning times and evacuation processes
are discussed. In addition, Region, Area and Project personnel are queried directly about
knowledge they possess regarging potential for loss of life. This helps ensure that loss of life
estimates are c%aracterized to the best degree possible for use in the risk analysis.

Economic, social, environmental, and cultural consequences should also be discussed so that
all risk analysis participants are aware of the broad spectrum of possible consequences
associated with dam failure.

6. Risk Analysis Calculations. - The Facilitator(s) should briefly discuss how probability
estimates will be solicited from participants and how this information will be used in
calculations of risk. This shoul(r include how uncertainty will be portrayed and how the
@Risk Software utilizes this information.
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7. Conclusions. - When the probability estimates are completed and the event tree has been
calculated, the team should criscuss the results. Sometimes, where there is statistical
information on the failure mode being reviewed, the team may consider how their results
compare to the known failure rates. Most importantly the team should be considering
whether or not the results seem to make sense in terms of their understanding of the known
conditions at the dam. If there seem to be discrepancies, a review of the logic and
probability estimates that have been prerared may provide a better understanding or identify
a need to reevaluate the estimates. Facilitators serve a key role in ensuring that riak has
been properly characterized in a fashion useable by the decision makers.

When the results appear reasonable to the team members, it is fre%uentl beneficial for the
team to develop a summary of their findings. Six questions have been developed as a means
of addressing key areas of the summary. The questions are:

Which failure modes contribute the greatest risk?

What uncertainties enter into the estimates of risk?

What information could be generated to reduce the uncertainty?

What outcomes could reasonably be expected to result from collecting the
information?

»  How would the risk be affected by each of these outcomes?

»  What are reasonable options/courses of action and what will they cost ?

Depending on the level of the analysis, answering these questions (as applicable) should
provide valuable information to the risk assessment process.

8. Future schedules. - It is important for the team to understand the anticipated schedule to
be followed after the meeting. While schedules for report completion will typically be
determined at the time the project plan is developed, team members should freely discuss
their commitment to the schedule. In addition, there may be a need to brief other portions of
the organization and the team members need to be made aware of these briefings.

B. Developing Event Trees

1. Principles. - Event trees are used to represent sequences or progressions of events that
could result in adverse consequences when a dam or associated structure responds to
various loading conditions. By providing a graphical representation of the logic structure
for the progression of each fai¥ure mode, an event tree becomes the template for subsequent
assignment of event probabilities and calculation of risk. The event tree is also a tool for
evaluating changes in risk given certain actions and assumptions. In addition, it is a means
for identifying where the greatest potential risks are. And perhaps most importantly, it
fosters common knowledge and understanding of failure modes, and synergetic discussion of
various issues associated with failure modes. The risk associated with one sequence in the
event tree is the product of the load probability, the structural response (failure) probability
Eiven that the load has occurred, the adverse consequence given that the load and failure

ave both occurred, and the magnitude of that consequence. The total risk for the load
category is the sum of the products for all event tree paths.

An event tree consists of a series of linked nodes and branches. Each node represents an
uncertain event or condition. Each branch represents one possible outcome of the event or
one possible state that a condition may assume. Together, all of the branches emanating
from a node should represent the mutually exclusive and collectively exhaustive set of
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ossible outcomes or states (this is typically not done in the load range branches). The
Eranches are mutually exclusive if each branch unambiguously describes one and only one
possible outcome (i.e. there is no “overlap” among them), and they are collectively
exhaustive if together they describe all possible outcomes (i.e. probabilities add up to 1.0).

The event tree is constructed from left to right, starting with some initiator event and
proceeding through events describing the response of the dam to each level of the initiator.
These event sequences are developed all the way to breach of the dam, and finally to
consequences that result. Each event node is predicated on the occurrence of all directly-
linked branches that precede it in the tree.

The best way to start creating an event tree is to establish failure modes through a failure
mode screening process. Once a failure mode has been identified, the event tree should be
formulated to show the sequence of events and/or conditions which would have to take
Blace or exist in order for the dam to re:f)ond in an adverse manner. Often it is useful to

egin with “logic diagrams” that generally list the various sequential steps needed to take
place during a given failure mode. These diagrams are less complex than the formally
constructed event trees. The event tree should also identify possible interventions which
could terminate the development of the adverse consequence. An example of this might be
consideration of construction of an alternative(s) that would prevent the continued
development of adverse consequences. For instance - have an “intervention” node in an
event tree for a seepage related failure mode where the probability of successfully
constructing say filters, or drains, or a berm, etc., is considered. Successful intervention
would terminate one path of the event tree.

Performance Parameter Technical Memorandums (PPTMs) are particularly helpful for
identifying failure modes. If a PPTM exists, the performance Farameter team has already
done most or all of the ground work by listing and describing failure modes along with
monitoring that can help detect initiation of a failure sequence. The risk analysis participants
should still try to identify additional failure modes, or, if necessary, revise the ones listed in
the PPTM. If the risk analysis participants do discover something missing in the PPTM,
they should recommend a revision to that document.

Case histories can provide additional insight for identifying failure modes and for breaking
down the modes into sequences of events, a process sometimes called “failure mode
decomposition”. Failure and incident information provided in case history reports describe
the progression and sequence of the events that have occurred for other dams. This

- information provides the means for conceptualizing and specifying the occurrences,
conditions, and interventions that could be pertinent to the dam under consideration. For
many dam types and applicable failure modes, there are often one or more especially well-
documented failure(s) or incident(s) that chart the progression of events in some detail.
Incidents that have progressed nearly to failure but have stopped for some reason provide
information that is as valuable as inf}(,)rmation regarding complete failures.

The potential failure modes should be identified and each event in the progression should be
explicitly and unambiguously documented (such that all team members have a common
understanding of the potential failure modes) for later use in the structural response
robability estimation phase. Considerable effort should be devoted to determining atypical
ailure modes that migﬁt be unique to the dam in question. The potential for adverse
consequences associated with improper operation of the facilities should be considered as
one of these unique failure modes.
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2. Complexity. - The size and complexity of the event tree depend on what is known about
the dam and its expected behavior under different loading conditions, on the complexity of
the failure modes considered, on the number of load ranges needed, and to some degree on
the purpose of the risk analysis. The event tree must balance needs for comprehensiveness
and detail against needs for consistency, clarity, and communication. Too little detail can
reduce the ability to target specific risk contributors and can create problems in making
reasonable structural response probability estimates. Too much detail, and the event tree
becomes unmanageable or incomprehensible to a degree that important insights are lost.
Techniques for achieving an appropriate level of detail in the event trees include the
following:

»  Truncate non-failure branch pathways as early as possible - There is no need to
propagate event sequences once it becomes apparent that they cannot lead to an
uncontrolled release of the reservoir. The reasons why an event sequence branch is
truncated are an important part of the risk analysis documentation.

»  Construct separate event trees for each load type, and sometimes, for each load
increment - These trees will often be similar or identical, but constructing them
separately and sequentially better organizes the process.

»  Use a staged approach - As with any other engineering analysis, it is unreasonable to
expect that everything can be fully captured in an event tree on the first pass through
the problem. A comparatively simple initial effort can identify the key elements in the
tree that need to be expanded and less important parts that can be pruned in subsequent
iterations.

*  Limit the number of load increments for initiator events - Bounds for load increments
should be chosen specifically to bracket load ranges where it is expected that the
structural response (or the consequences of dam failure) will be fundamentally different
from the structure’s response (or the dam failure consequences) in other load ranges.
Sometimes load ranges are selected to represent information available from related
analyses. Dividing the full range of possible loading values into a few increments is
usually sufficient for most problems. While any number of increments can be used,
there must be sufficient reason to suspect that considering different load increments
will lead to different structural responses or to some fundamental change in the adverse
consequences.

3. Load Ranges and Increments. - The flood or earthquake initiator events can take on
any value over very wide limits of the recurrence curve. It is necessary to confine these
limits to a sensible range of values that can affect the structural response or consequences in
a significant way. The number of increments and how they are defined have important
implications on design of the event tree that affect its size and the ease with which
subsequent structural response probabilities can be estimated. Two threshold load levels
naturally suggest themselves: a threshold below which no structural damage or adverse
consequences are expected, and a threshold above which structural failure is almost certain
to happen. Between these thresholds is a load range where structural damage or adverse
consequences is possible to varying degrees. Within this range other threshold load levels
can be identified where significant changes in structural response or possible adverse
consequences take place.
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Often, the maximum load already experienced by the dam may be selected as the threshold
below which no structural damage or adverse consequences are expected. The dam has
survived this load, and one can usually assume that the dam will survive a repeat of this load,
unless there is some progressive degradation mechanism at work. Parametric studies
conducted as part of a previous dam safety analysis can also provide insight regarding this
lower bound threshold. Examples of these approaches to developing load ranges are:

Hydrologic Loading - Using the flood of record to establish the threshold of adequate
spillway performance. The spillway either successfully passed or did not pass the flood of
record.

Seismic Loading - A comparison of available liquefaction susceptibilitg studies to
potential earthquake induced peak horizontal accelerations at a dam site can be used to set
the lower bound of earthquake shaking that a structure can withstand without failure of the
structure, .i.e., the acceleration bound below which no liquefaction is expected to occur.

Static (normal) Loading - There may be a geologic feature located at an elevation
within a reservoir storage area where inundation by water begins development of potentially
adverse seepage conditions. Below the elevation of this geologic feature dam per?ormance
related to seepage is adequate. The time period the reservoir water surface is below the
elevation of tﬁe geologic feature would be one bound on the static loading.

The lowest load range is very important due to its relatively high occurrence probability.
This load range should establish the load range for which the dam is expected to perform
without failure. Typically, this load range is called the “threshold” range for initiation of
failure. Participants must be careful to assess the failure threshold value realistically. A
“conservative” threshold estimate which underestimates the load level at which failure can
occur will significantly increase the perceived risk at the dam.

Arbitrary designations such as the Probable Maximum Flood (PMF) or Maximum Credible
Earthquake (MCE) generally should not be used as threshold levels. Deterministic analyses
to create a PMF hydrograph and route the hydrograph through the dam'’s spillway and outlet
works usually indicate the dam will overtop at some level well below the PMF. Likewise,
some dams would not be able to withstand earthquake loading well below the MCE.
Furthermore, it is difficult to accurately associate return frequencies with a PMF or MCE.

The resulting threshold levels, and the corresponding ranges between them, may initially be
chosen inappropriately by the participants. The calculated risk for a particular event tree
branch may appear intuitively incorrect. This particularly happens when the chosen ranges
are too wide. Risk analysis participants typically estimate a high structural response
probability for a given range that might be more correctly associated with just the upper end
of the range. The lower end of range determines high frequency of load occurrence. When
the selected probabilities are multiplied through the branch, the calculated risk appears too
high. If the result does not make sense, the Earticipants should try sfplitting the load range so
the probability estimates more accurately reflect the anticipated performance of the dam.

C. Estimating Load Probabilities

The three categories of loading conditions typically required in risk analysis are static, hydrologic,
and seismic. Each of these loading conditions is briefly described in the following paragraphs.
The discussion emphasizes the products needed by the participants, the range of extrapolation,
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and the uncertainty of the structural response probability estimates. The technical details for
developing the loads are not described, but may be found in numerous engineering textbooks and
manuals. The responsibility for estimating load probabilities lies with the supporting technical
specialists and the technical staff participating in the risk analysis.

Generally, load probabilities are estimated using the staged approach. The level of detail of the
risk analysis determines the amount and guality of information used in the analysis. More detailed
stages of risk analysis may require more detailed loading condition information. Additional work
on the loading conditions is performed only if warranted by the value added to the dam safety
decision process (through the reduction or better portrayal of uncertainty). Extra study cost
should be weighed against the expected improvement in the quality of the dam safety decision.

The failure of upstream dams should not be considered as loading conditions in a risk analysis.
The risk of multiple dam failures/incidents are addressed by assigning the cause of failure to the
most upstream dam failure and including the resulting dam failures as consequences for that dam.

1. Static Loads. - The static loading condition encompasses a wide variety of specific
loading conditions to which a dam is routinely exposed during the course of normal
operation. These loads can include hydrostatic loads imposed by the reservoir, static and
dynamic loads imposed bz ol)eratin various components of the dam and its appurtenant
structures, loads induced by landslides at the dam or on the reservoir rim, or by the hydraulic
pl{legomena (seepage, erosion, cavitation) associated with water passing through and around
the dam.

Most static loading conditions are related to the reservoir level either in terms of the
magnitude of the load, time of exposure to the load, or the potential for adverse
consequences. Therefore, historical reservoir elevation records are an important information
source for assessing the likelihood of failure modes associated with static loading conditions.
When evaluating the historical reservoir information, it is important to consider the data in a
fashion which is consistent with the failure mode being developed. In the case of gates, the
exposure is directly related to exposure time above a given reservoir water surface elevation.
In the case of piping, the exposure may be more related to whether or not the reservoir has
reached a specific level at some previous time. In each case, the historical data must be
organized in a fashion which yields meaningful information for the anticipated potential
failure mode.

For most team risk analyses it is likely that a Reservoir Load Frequency Curve will need to
be developed by Reclamation’s Structural Behavior and Instrumentation Group. In some
cases information available on reservoir elevations is incomplete and additional information
for development of a Reservoir Load Frequency Curve will need to be obtained through
Region, Area or Project Offices. In addition, it will be necessary to evaluate what, if any,
load ranges need to be considered when performing a given risk analysis (see additional
discussion of load ranges in Section IV.B, “Developing Event Trees”). The load ranges may
be discrete elevations of concern (i.e., there might be a geologic formation at a given
elevation that relates specifically to a given failure mode) or there could be a continuous
loading condition (i.e., the failure mode is seepage through the embankment/foundation
contact v;'hen the reservoir fills each year and the structure responds quickly and fully
saturates).

2. Hydrologic Loads. - The development of flood frequency relationships and reservoir
inflow hydrographs are important inputs to the risk analysis process. For risk analysis, the
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focus of flood evaluations shifts from a single maximum event, like the probable maximum
flood, to describing a range of plausible inflow flood events. The products developed for a
particular risk analysis depend on the level of study and the information available. In some
cases, concurrent hydrographs are needed for tributaries located downstream of study dams
so that flow conditions can be defined for anall)('sis of the consequences of flood induced
failure modes. Likewise, for more detailed risk analyses, regional and site-specific
hydrologic and paleoflood investigations may be necessary to determine the flood potential
and frequency.

Following are several types of studies which may be performed to generate the necessary
flood frequency information for a risk analysis. The risk analysis participants should
evaluate the currently available flood routing and flood frequency information in conjunction
with the flood hydrology technical specialists to determine what type of study, if any, is
required.

+  Preliminary Flood Frequency Analysis - The analysis will use available information
including recorded stream flows, paleoflood data, regional envelope curves, rainfall
frequency relationships, and historical accounts of large floods. This information will
be combined and synthesized into a flood frequency relationship for peak inflow at the
study dam. The curve will extend to floods with return periods in the range of the
1,000- to 10,000-year events and include an estimate of the associated uncertainty.

Flood Hydrograph Analysis - This analysis builds on the information generated in the
ﬁrelimin f?ood frequency analysis. Along with the updated flood fre(t]uency analysis,
ydrographs will be generated and routed in an attempt to identify the effects of
reservoir storage and flood volumes on downstream releases. Simplified approaches
will be used to minimize the cost of the study effort. -

Detailed Flood Frequency Analysis - A combination of methods will be used to analyze
the problem. The appropriate tools depend on the available information. Some of the
tools available inclwfe d}()atailed paleoflood investigations, design event-based
precipitation-runoff modeling, stochastic event-based precipitation-runoff modeling,
meteorological studies, atmospheric storm modeling, continuous simulation modeling,
etc. Confidence in the results comes from combining appropriate methodologies.

3. Seismic Loads. - For utilization within a risk-based framework, seismic hazard evaluation
must explicitly contain information on the frequency of occurrence (and/or exceedence) of
relevant loading parameters. The currently accepted practice for evaluating and conveying
seismic hazard information in this fashion is probabilistic seismic hazard assessment (PSHA).
The first step in any seismic hazard evaluation is source characterization. For use in risk
analyses, both fault and areal (background or random) sources should be incorporated into
the hazard evaluation. PSHA attempts to incorporate uncertainty in source characterization
by allowing for alternative source and recurrence models as well as uncertainty in recurrence
parameters. For fault sources, uncertainty in source dimensions, sense of slip, and
orientation (and hence maximum magnitude) should be incorporated for detailed studies.
Definition of earthquake recurrence for both areal and fault sources should incorporate some
estimate of the uncertainty in seismicity rate and the assumed magnitude/recurrence
relationship. The ultimate goal of PSHA is specification of ground motions. For use in risk
analysis, ground motion estimation should incorporate uncertainties in source-site distance,
selection of attenuation relationships, and observed variability in ground motions (sigma) in
the final product.
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By definition, PSHA integrates contributions over the entire spectrum of magnitude and
distance from each defined source and then sums contributions from each source to develop
a distribution of ground motion level for each annual frequency of exceedence. The most
frequently used seismic hazard product is a simple hazard curve that relates a ground motion
parameter (often peak horizontal acceleration, PHA) to annual probability of exceedence.
Because PSHA is integrative, this curve contains contributions from all sources, magnitudes
and distances. The risk analysis team may find it useful to consider alternative
representations of the hazard?’ Frequently used options include: breaking out contributing
sources individually; portraying contributions by magnitude level; sorting the hazard into
discrete magnitude and hazard “bins”; considering alternative ground motion parameters
such as response spectrum ordinate(s), acceleration or velocity spectrum intensity, or Arias
intensity.

For use in liquefaction evaluations, consideration of ground motions organized by magnitude
levels is often quite useful. Risk contributions from the various magnitude levels are then
summed. This allows for integration with commonly used geotechnical parameters (such as
magnitude adjustment factor) when evaluating liquefaction likelihood. Likewise,
acceleration spectrum intensities (ASI) is commonly used as input for the structural analysis
of concrete dams, spillways, and outlet works intake towers when subjected to seismic

loads. This information can then be used to estimate the probabilities of the various
reslionse; of the dam or appurtenant structures to the seismic loading conditions being
evaluated.

D. Estimating Structural Response Probabilities

Estimating structural response probabilities is generally the most difficult and time-consuming
activities faced by a risk analysis team. It is also probably the area of the whole process that
mi%ht change most with time. Steve Vick has prepared an excellent summary of the factors,
influences, and considerations that should be understood and incorporated into a risk analysis
when undertaking this task. This information is provided in Appendix A.

Summarized below is a process for making structural response probability estimates that has been
found to work well for various risk analyses. All steps described below are performed jointly by
all the participants of the risk analysis team.

Step 1. - The first step is to be sure each team member has a clear understanding of each
node of the event tree. (An event tree node represents a choice at which the preceding event
must be considered to have happened and two or more subsequent events could take place.)
This is best done by having the facilitator(s) write out the description of the node at the top
of a flip chart (or some other visual means that is readily accessible at any time). An open
discussion usually takes place during this step where team members freely discuss their
understandings of the event node and the wording being proposed. The facilitator should
then capture the thoughts of the group into the description of the node. For instance, a node
description for “unfiltered exit” might be:

“the soil particles that are being carried by seepage flow must exit from the dam at a
location where there is no filter present to trap the soil. A filter is defined as a soil that
reasonably meets Reclamation’s design standard for filters.”
It is perfectly acceptable to further decomﬁose the node in the word description. For
instance, a node description as above might also add:
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“The zone 2 of the embankment must reasonably meet filter criteria for the zone 1.
The zone 3 outer shell must reasonably meet filter criteria for the zone 2"

Step 2. - The group then ‘brainstorms’ any and all information that is pertinent to the event
node being discussed. Each piece of information is listed on the flip chart in either a ‘factors
leading to a higher probability’ or ‘factors leading to a lower probability’ column depending
on whether the information is can be used as evidence to support or oppose belief in the
event. The listing is usually done on the same chart immediately below the node description.
The terms ‘factors leading to a higher probability’ and ‘factors leading to a lower
probability” are used in terms of the event node, as described, actually happening. The team
should agree that the information is being placed in the correct column. Disagreements are
usually solved by using clear wording that describes the information or by a ding an
gf)posing view in the opposite column. The purpose of this step in the process is to display

1 the information that will be used in making the estimate for all team members to see and
discuss. As described below in step 3, the team members can judge for themselves the
importance of the information being listed as they make their estimates.

Nearly any type of information is permissible to be listed if it helps the team members make
their estimates. For instance, “gradation limits in construction specification meet filter
criteria for the zone 1" might be listed in the ‘factors leading to a lower probability * column
for the ‘unfiltered exit’ description discussed above in step 1. Others might be “93 out of 95
radation tests of as-constructed earthfill showed acceptable limits were achieved” [factors
eading to a lower probability]; “2 out of 95 gradation tests of as-constructed earthfill failed
the limits and were left in place” [factors leading to a higher probability]; “the specified
gradation is likely to segregate during placement” [factors leading to a higher probability].

Also to be listed are any similarities/dissimilarities with the case histories being used as a
comparison. For instance, “the zone 2 for ‘Dam X’ (the case history dam) was much less
compatible for the zone 1 than is the dam under study” [factors leading to a lower
probability].

Even information of a general nature or member biases can be listed. For instance, one team
member might want to list his/her concerns as to the appropriateness of the filter criteria
used in the ﬁsting of the above information and include this in the ‘factors leading to a higher
probability * column. An example showing a record of steps 1 and 2 is shown below.
Considerable report-writing time can be saved if this chart can be created on a computer as
the discussion takes place.
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Record of Discussion
or
Probability Estimates

Dam Component: Senator Wash Dam Alternative: Reservoir Restricted to 238 ft.

Failure Mode: 1a- Piping from embankment into foundation- Alluvial -
RESERVOIR RANGE 230-240

Event: Unprotected exit -does not have ability to block particle movement (exit that has large
open volume to store and/ or pass embankment materials such that a piping initiated breach of
the structure would not be prevented)

Factors leading to higher probability Factors leading to lower probability
Open work gravel seen in 2 test pits and 1 Alluvium appears to meet filter criteria for
exposure zone 1 & 2 embankment (based on

sampling 50+-tests)

Sampling method used for Alluvium appears | gravels are probably discontinuous with
to meet %lter criteria for zone 1 & 2 intervening finer grained materials

embankment (based on sampling 50+-tests)
may not have gotten the fabric of t%ne soils.

1 outlier of samples did not meet filter criteria. | Construction process (for emb) would have
tended to mix some finer material into open
gravels.

Original design probably did not account for | High gradient across thin us blanket (even
filter criteria cracked) therefore no piping

Zone 2 from alluvial source

Discontinuity of material

Estimates:

Reasonable Low:

Reasonable High:

Distribution of estimates between reasonable low and reasonable high:
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Step 3. - Once a clear understanding of what the node of the event tree represents has been
established (step 1), and all relevant issues by team members related to that node have been
aired and summarized (step 2), then a probability estimate may be made for the node of
interest.

The team should obtain “reasonable high” and “reasonable low” probability estimates.
Elicit a “reasonable low” probability estimate by selecting a trial value and asking “Is it
unlikely that the actual probability value is less than this value?” Elicit a “reasonable high”
estimate by selecting a trial value and asking “Is it likely that the actual probability is less
than this value.

Determine if the group feels that any given value within the established range should be
more likely than any other. Stated another way, does the group feel that all values within
the range are equally likely? If there is no single “most reasonable” or “popular value”, then
a uniform distribution should be used. If there are reasons to suspect one value is more
likely, these reasons should be stated for the record and a triangular distribution should be
used with the peak of the triangle placed at the value which would be expected to occur
most often. Related discussions on establishing estimate distributions are provided in
section V.B.

The team should be told how the distributions will be used in the Monte Carlo analysis. The
expected value for the both the uniform distribution and the triangular distribution will be
the mean value of all the random selections for each variable during the simulation. For the
uniform distribution this should not be a problem. However, if the group believes that an
erroneous mean value is to be used about which the random simulation should pick values
equally distributed, then the group might reconsider if a triangular distribution should be
used.

The mean of the triangular distribution is often not the same as the mode. During the
simulation, values will be equally distributed about the mean. The mode will be the value
randomly selected more often than any other during the simulation, but the 50th percentile
will often be some other value. If many of the distributions for events in the event tree are
skewed like this, it may result in the “most popular” estimate calculated for annualized life
loss being off-center within the range estimated from the Monte Carlo simulation. This is
not a technical problem, but it may be difficult to communicate the reasons to those not well
versed in probability and statistics.

Verbal descriptors can be used for assigning response probabilities when there is not a basis
(i.e. appropriate statistical information) for use of what can be termed the “known” failure
frequency rate method. For example, under these circumstances the team members can use
the subjective information that was generated during step 2 (“factors leading to a higher
probability " versus “factors leading to a lower probability " exercise) to jug e if the event
tree node designated “unfiltered exits” is more likely or unlikely relative to the scale of
verbal descriptors as shown in the following table:
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VERBAL DESCRIPTORS

Descriptor Probability
Virtually Certain 0.999
Very Likely 0.99
Likely 0.9

Neutral 0.5
Unlikely 0.1

Very Unlikely 0.01
Virtually Impossible 0.001

Background information related to the development of relationships between verbal
descriptors and probability estimates can be found in Appendix A.

In the example being used, the team members might assign a verbal descriptor of “very
unlikely” (probability of 0.01) to the node described as “unfiltered exit” in step 1 above
based on the available information:

“93 of 95 gradation tests of as-constructed zone 3 earthfill materials generally met
Reclamation filter criteria for the zone 2 earthfill material where seepage might exit”

“Zone 3 earthfill materials are such that they are not likely to separate and segregate
during placement”

“As-built drawings indicate that zone 2 and zone 3 earthfill materials were placed to
the lines and grades specified”

Estimates of response probabilities can sometimes be made on a more quantitative basis by
comparing known historical or statistical databases that are relevant to the node for which a
response probability is being estimated. An example of this method for estimating a
response probability for a node described as “unfiltered exit” might be:

“Reclamation has about 150 dams that have clay tile drains”

“22 of these clay tile drain systems have been shown to have defects or crushed zones
that compromise the integrity of the drain”

“While none of these 22 compromised clay tile drain systems have lead to failure of a
Reclamation structure, there have been 6 incidences where material was piped through
the compromised portions of the clay tile drain system, i.e., Clark Canyon Dam”

Based on the outlined information, one could assign an estimated resEonse probability of

0.04 (6/150) for an “unfiltered exit” related to Reclamation dams with clay tile drain
systems. The statistical information presented here for drains and piping incidents is only
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hypothetical, but this type of information could be gathered in many cases to help make
probability estimates. Any available statistical information of this nature should be presented
in establishing the likely ranges for the probability estimate.

Another useful way to incorporate performance based probability assessments is to consider
certain repeated events or multiple examples of an identical condition as repeated Bernoulli
trials. If a random event has a probability of occurrence of p, the probability that this event
will occur in n independent trials, p,, is given by the following equation:

po=1-(1-p)

An examgle would be a pair of fair dice thrown 10 times. The probability of getting two
sixes each time the dice are thrown is 1/36. The probability of getting the two sixes at least
once in 10 throws is 1 - (1 - 1/36)'°, or about 25 percent.

It is appropriate to consider this equation in two situations where structural response
probabilities are being estimated. One situation is where a potential initiating event takes
place many times over the life of a dam, and each time the event occurs there is the same
probability that this event will trigger some other event. In this situation, p is the probability
that the initiating event will trigger some other event, and n is the number of times the
initiating event has occurred. Another situation is where many dams have the same
component, and if this component is present, there is a certain probability it will cause some
other event or condition to happen. In this situation, n is the number of dams and p is the
probability the condition will cause the other event to happen.

One way this can be used is to check the reasonableness of a probability estimate. Assume a
given reservoir has reached elevation 5340 fifteen times in the last forty years, and that no
soil materials have appeared in seepage collection weirs during that time period. Assume
that when the team is considering piping, the team members estimate the probability is .3
that material movement would begin should the reservoir reach elevation 5340 in any given
year. The above equation says it is nearly certain (a 99.53 percent chance) that material
movement should begin if the reservoir rises above 5340 fifteen times. Since the reservoir
has been above that elevation fifteen times and no material has been observed, the .3
probability estimate would seem unreasonable (unless other factors could be placed in the
“factors leading to a higher probability” evidence column).

Step 4. - The risk analysis participants then identify the factors from step 2 that had the
greatest effect on the probability estimate generated in step 3. Returning to the flip chart
containing the factors pertinent to the event, the team should identify those items on the flip
chart which were most important in arriving at the probability estimates. In addition, the
team should indicate why it believes the most significant factors should receive more weight
than others. This can include a discussion of what adverse situations actually exist versus
what adverse situations only have the potential to occur. While this process may result in
debate among the participants, this discussion can bring out additional information which
was not previously available or readily understood. This information and discussion should
be documented by the recorder.

Step 5. - The facilitator(s) should ensure the risk analysis participants have reached
consensus on the probability and uncertainty estimates. This does not mean that the
facilitator(s) must force all members to accept a single estimate. Rather, the
facilitator(s) must sense the group’s feeling as discussion takes place, suggest a reasonable
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starting place as a best estimate, and canvass the group’s willingness to accept the estimate.
The facilitator(s) may use words like “I'm sensing the group feels fairly neutral about this
estimate, how about 0.5?" Or, “I sense there are more reasons to believe we are on the likely
rather than the unlikely side of being neutral.” If the discussion indicates the event is not
very probable, the facilitator(s) could use the verbal descriptors by suggesting: “I sense the
group feels this event is not very likely, should this be very unlikely or virtually impossible?”

If the group cannot agree on an estimate, the divergent opinions must be accounted for in
the analysis. At this point, the facilitator(s) should focus more on getting agreement on the
possible range and characteristic probability distribution for the estimate (see Section V).
The facilitator(s) should lead the discussion between the protagonists of the opposing views
and identify the underlying premises or key evidence suEportin§ each argument. This is a
very fruitful area to obtain ideas that would suggest further exploration or analysis to resolve
the differences. The use of the software “Precision Tree” and “@Risk” makes it very easy
to carry a range or different distributions through the risk analysis calculations, and to
examine “what if” scenarios to determine how a given piece of information might affect the
outcome.

If the group cannot agree that a range or distribution will adequately characterize their
judgement, then the analysis can be conducted using each representative estimate in separate
calculations. The separate calculations for risk would then be reported along with the
descriptions of the conflicting ways the group members saw the problem.

Step 6. - Once consensus is reached on the specific response probability estimate and
uncertainty, the process continues by repeating steps 1 through 5 for each remaining node
of the event tree.

When steps 1 through 6 have been completed for all the event nodes, the risk analysis process
continues by considering and quantifying what adverse consequences could occur, as described in
the following section.

E. Estimating Consequences

Potential consequences resulting from an uncontrolled release of a reservoir have several different
dimensions. In addition to the economic losses related to lost project benefits and potential
damage to property in the inundated area, there is the potential for loss of life, alteration of the
habitat and environment, social impacts on the local community, and loss of confidence in the dam
owner and ogerators. Since these consequences are not directly commensurable, the weights
given to each for decision making are generally made separately from the technical analysis. The
process of weighing different values in decision making is called risk assessment, as opposed to
risk analysis. However, certain technical data is required by the decision makers to understand
the magnitudes of the various dimensions of the consequences. The following sections provide
general considerations for estimating the potential magnitudes of uncontrolled outflows, the
extent of the inundated area, and the resulting potential for loss of life and economic damages.

1. Dam breach parameters. - The breach parameters identified for each failure mode,
especially the time for a breach to form, greatly affect the downstream flow rate from dam
failure and the time available to warn the downstream population. Breach parameters
assumed to develop inundation maps for Emergency Action Plans are generally
conservative. During an Issue Evaluation risk analysis, it may be important to examine these
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assumptions. This is specially true if the reservoir storage is small and if a significant portion
of the reservoir is released as the breach forms.

Breach formation parameters in embankment dams depend ﬁrrimarily on the amount of
water in the reservoir, the hydraulic height, the methods of the dam's design and
construction, and the type of failure. Empirical methods are used to determine the width,
side slope angle, and tzg bottom elevation, and the breach development time [5,6,7,8,9].
Breach parameters can vary in a given dam depending on embankment height and
foundation geology. The time for full breach development can depend on ?ailure type. For
example, a flow slide in an earthquake will result in immediate overtopping of severely
disturbed embankment materials, whereas overtopping during a flood encounters intact
materials. The breach development time can al