Resource Materials

Integrating Manmade Hazards
into Mitigation Planning

[image: image1.jpg] mmEsRammG
AIAMADE
RAZARDS INTO

hmeaTIon
PLANNING

Enhancing Security inthe
Built Environment





Risk Management in a Multi-Hazard World

2003 All-Hazards Mitigation Workshop

June 12, 2003 ( Emergency Management Institute


Speaker Biographies

Wade D. Belcher is the National Program Manager for Security Design Standards in the U.S. General Services Administration’s Office of the Chief Architect.  In this role, he chaired the interagency working group that developed security design and construction criteria for all Government-owned and leased facilities within the continental United States in the wake of the 1995 bombing of the Murrah Federal Building in Oklahoma City; led the development of risk management tools (with Sandia National Laboratories) for GSA’s Public Buildings Service to address seismic, wind, flood, ice, fire, crime and terrorism, and chemical/biological risks in GSA assets; and led the development and application of a glazing mitigation program to reduce flying glass hazards from natural disasters, bombings or similar acts in all GSA controlled facilities, including childcare centers.  He has also served as Director of GSA’s Building Technologies and Procurement Policy divisions.  Mr. Belcher holds a Bachelor of Architecture from Howard University and a Master of Engineering Management from The George Washington University.

Shawn Fenn is an emergency management planner in the Office of Risk Reduction of the Department of Homeland Security’s Emergency Preparedness and Response Directorate, Mitigation Division.  He is responsible for national-level initiatives to integrate antiterrorism into Federal, state, and local civilian multi-hazard mitigation programs.  He previously worked on continuity of operations / continuity of government programs in FEMA’s Office of National Security, and prior to joining FEMA (DHS) he coordinated the development and delivery of training programs for a national-level counterterrorism institute and served as a terrorism response planner for the State of Florida Division of Emergency Management.  He holds a Bachelor of Political Science and a Master of Arts in Urban and Regional Planning from the University of Florida, with graduate research in the area of integrating terrorist threats into urban planning and natural hazard reduction.

[image: image66.png]=
=

Z

\





[image: image2.jpg]



OBJECTIVES

· establish a context for terrorism in mitigation planning

· discuss risk as the basis for decision making – conceptualize criticality and vulnerability, de-mystify threat

· identify and discuss unique considerations for planners
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The historic “all-hazards” approach, pre-9/11/01…
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…and the true all-hazards approach, 9/12/01 and beyond.

· new threat environment

· new level of awareness

· new job for mitigation: civilian antiterrorism 


Note: antiterrorism refers to defensive measures used to reduce the vulnerability of people and property to terrorist acts, while counterterrorism includes offensive measures taken to prevent, deter, and respond to terrorism.  Thus, antiterrorism is an element of hazard mitigation, while counterterrorism falls within the scope of preparedness, response and recovery.
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FEMA emphasizes sustainability as a driving theme in mitigation planning.  Do these planning activities have implications for antiterrorism and security?  YES.
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Vertical & horizontal integration

· Local, state, Federal

· Cross-discipline

· Value of partnerships
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Illustration of value added through a multidisciplinary approach

Consider the professions with roles in shaping the built environment.  Then add in the various hazards, stakeholders, and mechanisms of influence that relate to each.  When you overlay those dimensions, areas of “common ground” appear.
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End result: 

· Competing resource demands can be turned into complementary objectives

· Costs can be reduced while value is added to the project
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Risk assessment is the foundation of sound mitigation decision making.
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The risk assessment process should be familiar to most planners; for more information, see “Understanding Your Risks” (FEMA 386-2).

· What natural and manmade phenomena can occur in your jurisdiction?

· What assets – facilities, systems, people, operations – are located in your jurisdiction?

· How might they be vulnerable?  What are the ways they can be affected by natural disasters, and how might an adversary exploit weaknesses in security, design, etc.?

· What do you stand to lose in terms of lives, property, and function?
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Benefit-cost analysis illustrates some of the ways in which risk assessment for terrorism is different than for natural hazards.

For natural hazards, we consider:

· How much does it cost?

· How much does it save in terms of losses averted?

· How do these values carry into the future?  $1 today is worth less than $1 tomorrow, so we must discount the value of the measure over its lifespan

· How often will the benefits be realized?  


If antiterrorism is simply hazard mitigation for terrorism, the same calculations could be performed for antiterrorism measures…right?  

It’s not that simple.  
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A traditional benefit-cost analysis cannot be done for terrorism countermeasures.  While calculating the cost and modeling damages is fairly straightforward…

· How do you quantify the value of risk reduction?  Weapons effects can be modeled with some degree of accuracy; however, deterrence resulting from visible target hardening may “create” loss reduction, but it may go unrealized or be difficult to quantify.  Similarly, when aggregated at the community level, simply displacing risk from one site to another still results in a zero-sum situation.

· How do you quantify the hazard’s recurrence interval given the shortage of appropriate data?  Terrorism is difficult to model and actuarialize.
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Lacking a viable quantitative method, we must adopt a more subjective, qualitative approach focusing on criticality, vulnerability, and threat in making decisions and setting priorities.
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For a given asset – potential target – how valuable is that target to YOU and to the ADVERSARY?

· Critical function (public safety), symbolism (monument); don’t limit considerations to potential for direct attacks on a critical node, system, or function.  Also consider:

· Indirect attacks: infrastructures are really interconnected systems of systems; an attack on one can lead to cascading losses of service (ranging from inconvenient to deadly) and financial consequences for government, society, and economy through public- and private-sector reactions to an attack

· Exploitation: the initial target is the means, not the end; that system is attacked in order to affect some other system, such as using a Supervisory, Control, and Data Acquisition (SCADA) system in order to attack the provision of utility services.

For guidance in asset identification, see FEMA 386-7, Integrating Human-Caused Hazards into Mitigation Planning.
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Critical infrastructures enable our national security, governance, economic vitality, and way of life.  Their continued reliability, robustness, and resiliency create a sense of confidence and enable us to enjoy one of the highest overall standards of living in the world.

Their ownership is both public and private.
[image: image18.jpg]Key assets

¢ National monuments & icons
¢ Nuclear power plants

¢ Dams

¢ Government facilities

o Commercial key assets

e Special events

Other community infrastructure?

2005 FE s Wk
S 12505 S 18615




Unlike critical infrastructures, key assets are individual targets such as dams and nuclear power plants that may not be vital to the continuity of critical services at the national level but whose loss can cause large-scale human casualties and property destruction as well as profound damage to our national prestige, morale, and confidence.

What else can be considered “assets” in your community?

· Political priority sites

· Community treasures

· Historic & environmental amenities
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Dimensions of land use – development, access, activity level, nuisance control, etc.

Land use tools include zoning, land development regulations, private agreements, etc.

Why is land use an important part of vulnerability assessment?  It can provide clues to potential nearby threats & hazards.

Example

An adjacent parcel may be deed-restricted such that it must remain open space in perpetuity.  This can provide you with setback but can also create a surveillance opportunity for your adversary.

Also, understanding land use helps in other ways …

· Economic – development in certain locations or using certain techniques may help meet community goals and help you obtain fee waivers, expedited permitting, etc.

· Sustainability – urban infill can help reduce sprawl and enhance public safety, and it brings economic, social, and environmental benefits.  However, brownfields may be in areas characterized by inconvenient access for your personnel, high crime rates, or pollution.  There are always trade-offs.
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Natural features

· Does the site topography provide physical protective barriers and protection from hostile surveillance?  Cover & concealment for adversaries?

· How do the local climate and site microclimate affect chemical and biological agent performance?  (wind, sunlight, rain, humidity, etc.)

· Do the indigenous plants & animals make the site more difficult to infiltrate/exfiltrate?  Do the plant species block hostile surveillance?  How do they affect the ability of security and staff personnel to monitor the site?

· Are water features present that can serve as protective barriers or access/escape routes?

Improvements

· Landscape design – see plants & animals above

· Is the perimeter well-defined and secure?  Are setbacks sufficient?

· Are lifelines & utilities secure and redundant?

· Is the urban design supportive of place-based crime prevention?
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Patterns for placement of high-risk or critical activities:

Clustering

· Assumes a defensive posture

· Surveillable

· Can help provide setback

· Creates greater collateral damage potential

Dispersal

· Minimizes risk of collateral damage

· Increases vulnerability of high-risk activities by placing them closer to perimeter

· May be less efficient, more resource-intensive to secure

TRADEOFFS!
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Orientation 

Relative to site

· Critical activities facing inward vs. outward

· Place-based crime prevention (CPTED, defensible space): ownership, control, surveillance

· Proximity to perimeter, roadways, parking

Relative to sun & wind

· Can help leverage environmental factors (e.g., using natural ventilation), but outside air may be used to introduce contaminants.  Similarly, maximizing the use of available sunlight (daylighting) may require orienting the building such that critical activities may be observed from the outside.

Relative to ground

· Tall and narrow: easier to protect air intakes by elevating; increased risks of collateral damage, progressive collapse, and hostile surveillance

· Low and wide:  more difficult to protect air intakes by elevating; reduced risks of collateral damage, progressive collapse, and hostile surveillance
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Designers’ goal is to create places that people want to be in.

Creatively leverage objectives to be complementary, not competitive.  For example, water features, landscaping, and sculptures may be aesthetically pleasing AND may serve as vehicle barriers.

Additionally, creating 
open space can help meet other planning objectives.

· Transferable development rights (TDRs) – in leaving part of the site as open (unimproved) space, you may decrease the development potential of the site; this potential can be sold to the owner of another site, allowing him/her to develop at a higher density than would otherwise have been allowed.  Everybody wins.
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The planners’ goal is to facilitate the legitimate movement of people, goods & services while minimizing unauthorized access and movement.

Design considerations

· Align roadways to prevent direct (perpendicular) high-speed approaches to buildings in order to prevent ramming/defeat of protective measures

· Utilize speed management such as surface treatments, chicanes, and other traffic calming techniques

· Maximize the channelization and containment of vehicles using high curbs and strong trees

Parking 

· Three main configurations: surface, garage, street

· Balance access, convenience, and revenue considerations with increased vulnerability arising from vehicle proximity

Alternative transportation considerations

· Channel transit users, bicyclists, and pedestrians directly to screening upon their arrival at the site

· Telework and other alternative work schemes reduce infrastructure demand, pollution, and traffic congestion (improving employee mental and physical health) but lead to a reduction in friendly surveillance, requiring increased security infrastructure
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· Think “links” and “nodes” (e.g., transmission lines and generating stations)

· Systems must be survivable and resilient; co-located backup systems do not equal redundancy

· Perimeter penetrations should be secure (grates on drainage pipes, welded manhole covers) and monitored

· Maintain operational control over, and security of, easements and rights-of-way transiting the site
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Plant species selection

· Surveillance – screening, lighting/shade/shadow

· Concealment (e.g., ground cover > 6” tall can be used to hide improvised explosive devices or other weapons)

· Physical barriers – thorns, thickets to stop people; trees to stop vehicles

Earthworks

· Surveillance – sight lines

· Cover & concealment

· Physical barriers

[image: image29.jpg]



· Scale should be appropriate to users – people feel greater ownership in an area designed to a pedestrian-oriented scale and will thus be more participatory in security

· Movement & permeability – users must not feel like they are in fortresses, but access should feel natural while achieving security objectives

· Ensuring a mix of activities across space (e.g., residential units above storefronts) and time (minimizing “dead zone” time) increases the number of “eyes on the street” and may increase users’ sense of ownership, thus enhancing surveillance

· Aesthetics and security should be blended, as in the use of street furniture that is functional, easy to observe, attractive, and hardened to serve as vehicle barriers
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Note concentric layers of security.
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New design for Oklahoma City federal building.  Open and inviting but highly secure.
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Many natural hazards are, to some extent, predictable

· Temporal / frequency

· Spatial
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Human behavior, however, is far less so.

· Not random, but close

· Difficult to model – insurance, academia, government have all encountered difficulty in quantitatively representing the threat of terrorism with any accuracy.
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Does the mitigation community need up-to-the-minute intelligence information?  NO.   Long-term capital investment decisions should not be made on the basis of overarching threat considerations rather than dynamic, highly changeable conditions.

Relevant types of threat assessment information

· What extremist or other groups have historically operated in your jurisdiction?

· What are their causes, and what kinds of targets have they favored?

· What tactics might they use – arson, bombing, etc.?

Sources of planning information:
· Local police

· State law enforcement

· FBI field office

· Information Sharing & Analysis Centers (ISACs)
Strategies for success:

· Invite law enforcement to join the planning process

· Build and maintain trust

· Ask the right questions – request only the specific kind and minimum amount of information you need
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Leverage professional associations and industry groups in your community:

· American Institute of Architects

· American Planning Association

· American Society of Landscape Architects

· American Society of Civil Engineers

· American Society of Mechanical Engineers

· Institute of Electrical and Electronics Engineers 

· National Fire Protection Association

· Society of Fire Protection Engineers

· International Association of Bomb Technicians and Investigators

· American Society for Industrial Security

· Building Owners’ and Managers’ Association

· International Facility Management Association

· American Society of Heating, Refrigerating, and Air-Conditioning Engineers

· National Crime Prevention Council

· Local Emergency Planning Committees
…and many more
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Traditional planning process element: public access & participation

· Often a required part of planning, historic preservation, environmental review processes

· However, even innocuous-seeming information may betray exploitable vulnerabilities
· Example: EPCRA / SARA Title III plans discuss worst-case chemical accident scenarios; while this information is helpful in emergency planning, it is also a good source of intelligence for an adversary.

GET TO KNOW YOUR JURISDICTION’S COUNSEL!  They can tell you how and when to close public meetings, withhold documents, and maintain compliance with open records laws while protecting sensitive information to the maximum extent possible.
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FOIA exemptions that may help protect information at the Federal level

#2 – vulnerability assessments

#4 – confidential commercial / financial information

#5 – pre-decisional, deliberative, decision making

Homeland Security Act of 2002: 2 new categories of information protection

· Critical Infrastructure Information - not customarily in the public domain; related to the security of critical infrastructure or protected systems; physical AND cyber; assessments & countermeasures; VOLUNTARILY submitted only.  Mandates handling procedures similar to those used to protect “For Official Use Only” information.

· Homeland Security Information – similar to “Law Enforcement Sensitive” – relates to threats, prevention, counterterrorism (rather than antiterrorism).  Establishes a mechanism for sharing information vertically & horizontally among the law enforcement and intelligence communities.
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Most information about the security of individual private-sector, state, and local sites will not warrant classification.  Additionally, classifying such information renders it inaccessible to those who need it most – the site’s owners and operators.
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Use common sense!
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